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TRANSPORTATION SECURITY ADMINISTRATION: ARE 
WE MAKING SMART INVESTMENTS FOR REAL TRANS- 
PORTATION SECURITY? 

WITNESS 

GALE D. ROSSIDES, ACTING ASSISTANT SECRETARY, TRANSPOR- 
TATION SECURITY ADMINISTRATION, DEPARTMENT OF HOMELAND 
SECURITY 

OPENING STATEMENT OF CHAIRMAN DAVID PRICE 

Mr. PRICE. The Committee will come to order. This afternoon we 
are pleased to welcome Acting Assistant Secretary Gale Rossides to 
her second hearing on transportation security issues before this 
Subcommittee. You have been the Transportation Security Admin- 
istration's Acting Assistant Secretary for much longer than any of 
us anticipated. We all look forward to having some certainty about 
the long-term leadership of the agency, but in the meantime you 
have stepped up admirably to the demands of your role and we ap- 
preciate your strong and diligent leadership, which I am confident 
has made air travel in our country more secure. Thank you for 
serving your country with distinction in what is sometimes a 
thankless job. 

Created in the wake of the attacks of September 11th, the initial 
focus of the TSA was securing the aviation sector in this country. 
But soon thereafter, attacks in London, Madrid and Mumbai point- 
ed to other transportation vulnerabilities, especially in transit sys- 
tems. Based upon the threat environment, this Subcommittee has 
worked diligently over the years to fill security gaps in all of our 
transportation networks. 

Since 2003, we have appropriated over $8 billion to give TSA 
screeners better tools to detect weapons and explosives in luggage 
and on people. We have appropriated over $400 million for TSA to 
vet passengers for links to terrorism in order to prevent certain in- 
dividuals from boarding an aircraft. Additionally, Congress has set 
an August 2010 deadline for screening all cargo on passenger air- 
craft, appropriating $468 million to date to accomplish this task. 

To address threats outside the aviation environment. Congress 
has provided $1.8 billion in grants to help local transit agencies 
and Amtrak secure rail and transit networks. We worked with the 
new Administration last year to place additional emphasis on sur- 
face transportation security with new special response teams, or 

( 1 ) 
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VI PRs, and funding to better coordinate security efforts in nonavia- 
tion modes, such as pipelines, highways, motor carriers, mass tran- 
sit, rail and shipping. 

This Subcommittee has also encouraged research and develop- 
ment of technologies to thwart threats that have yet to materialize. 
Well before the Christmas Day bomb plot, TSA had been working 
to field a solution to the nonmetal lie explosives threat by testing 
and evaluating advanced imaging technology which this Sub- 
committee supported. 

On December 25th, when Umar Farouk Abdulmutallab at- 
tempted to detonate an explosive device on board a Northwest Air- 
lines flight from Amsterdam to Detroit, our fears about this threat 
were materialized. As a result, TSA ramped up its procurement 
and deployment plan for the new screening capacity. For that, you 
should be commended. 

Flowever, the failure of Dutch screeners to detect the explosive 
on Christmas Day was just one piece of the breakdown in our intel- 
ligence and aviation security systems that permitted the would be 
bomber to get as far as he did. After ordering a top-down review 
of all the aviation security procedures. President Obama initiated 
a number of reforms, including enhanced screening for passengers 
flying into the United States from, or flying through, nations on 
our list of state sponsors of terrorism and other countries of inter- 
est; the deployment of additional law enforcement at airports, air 
marshals on flights, and explosives detection canine teams to keep 
our air traffic safe; ramped-up deployment of passenger screening 
technologies that can better detect hidden explosives; and impor- 
tantly, improvements to the terrorist watch list system, including 
placing more individuals on the no-fly list. We will want to discuss 
your efforts since the announcement of these reforms and of course 
how your 2011 budget builds on these measures to create lasting 
security solutions for the American people. 

The high threat environment that we face makes plain the need 
to close critical gaps in the aviation sector. The 2011 request, 
which totals $7.87 billion overall, includes an additional $946 mil- 
lion above the 2010 level for increased measures to secure the Na- 
tion's airports and flights on the heels of the Christmas Day 
botched attack. We will need to closely scrutinize your request 
today, bearing in mind that the enemy is constantly watching and 
evolving and no single tool is a foolproof solution. 

We will be watching TSA to ensure that the agency itself is 
evolving to thwart potential attackers. One thing we rely on to give 
us perspective on the agency's strategic vision is your annual ex- 
penditure plan for checkpoint systems, checked baggage, and air 
cargo. This plan is our guidebook indicating how funds will be allo- 
cated within various programs. It is routinely updated to address 
changes in the threat environment or to revise estimates for tech- 
nology development. Without knowing what you plan to procure in 
2010 for airport checkpoints, we cannot make complete sense of 
your 2011 budget request for such items as advanced imaging tech- 
nologies and portable explosive trace machines. We need to know 
if what you are requesting for 2011 is the best use of resources, 
and not just a response to the latest incident. 
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Today, I look forward to learning more about this cohesive strat- 
egy. As part of this discussion, we expect you to be able to answer 
not only why a 9 percent increase in aviation security is a smart 
investment in 2011, but also whether we are devoting the correct 
amount of resources to domestic versus international activities. 
After all, aviation security does not start at our borders. We need 
to work across the globe to make sure that the threats are identi- 
fied at their originating point, not when a terrorist boards an air- 
craft headed to the United States. So we will also want to hear 
about how TSA and the Department are cooperating with foreign 
authorities to secure air travel worldwide as well as discuss the op- 
timal mix of manpower and screening technology for the 2011 fiscal 
year. 

I want to thank you again for your service to the country. I look 
forward to continuing to work with you to ensure our transpor- 
tation security professionals are equipped with the resources they 
need to keep the American people safe. 

We will ask you, Ms. Rossides, to take 5 minutes to summarize 
your written statement and we will be happy to include your full 
statement in the record. 

Now before you begin, I recognize our distinguished Ranking 
Member, Mr. Rogers, for his comments. 

[The information follows:] 
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This afternoon we welcome Acting Assistant Secretary Gale Rossides to her second budget hearing on 
transportation security issues before this Subcommittee. Ms. Rossides, at this point, you have been the 
Transportation Security Administration's (TSA) Acting Assistant Secretary for much longer than any of us 
anticipated. While we all look forward to having some certainty about the long-term leadership at your agency, 
you have stepped up to the demands of your role, and we appreciate your strong and diligent leadership, which I 
am confident, has made air travel in our country more secure. Thank you for serving your country with 
distinction in what is sometimes a thankless job. 

Created in the wake of the attacks on September 1 the initial focus of the TSA was securing the 
aviation sector in this country. But soon thereafter, attacks in London. Madrid and Mumbai pointed to other 
transportation vulnerabilities - especially in transit systems. Based upon the threat environment, this 
Subcommittee has worked diligently over the years to Hil security gaps in a[i our transportation networks. 

Since 2003, we have appropriated over $8 billion to give TSA screeners belter tools to detect weapons 
and explosives in luggage and on people. We have appropriated over $400 million for TSA to vet passengers 
for links to terrorism in order to prevent certain individuals from boarding an aircraft. Plus, Congress has set an 
August 2010 deadline for .screening all cargo on passenger aircraft, appropriating $468 million to date to 
accomplish this task. 

To address threats outside the aviation environment. Congress has provided SI. 8 billion in grants to help 
local transit agencies and Amtrak secure rail and transit networks. We worked with the new Administration last 
year to place additional emphasis on surface transportation security with new special response teams (or VIPRs) 
and funding to better coordinate security efforts in non-aviation modes, such as pipelines, highways, motor 
carriers, mass transit, rail, and shipping. 
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This Sulx^ommittee has also encouraged research and development of technologies to thwart threats that 
have yet to materialize. Well before the ChrisUnas Day bomb plot, TSA had been working to field a solution to 
the non-metallic explosives threat by testing and evaluating Advanced Imaging Technology (AIT), which this 
Subcommittee supported. On December 25**', when Umar Farouk Abdulmutallab attempted to detonate an 
explosive device on board a Northwest Airlines flight from Amsterdam to Detroit, our fears about this threat 
were realized. As a result, TSA ramped up its prtKurement and deployment plan for the new screening capacity. 
For that, you should be commended. 

However, the failure of Dutch screenersto detect the explosive on Christmas Day was just one piece of 
the breakdown in our intelligence and aviation security systems that permitted Mr. Abdulmutallab to get as far 
as he did. After ordering a top-down review of all aviation security procedures, including our terrorist watch- 
list system. President Obama initiated a number of reforms, including: 

• Enhanced screening for passengers flying into the United States from, or flying through, nations on our 
list of state sponsors of terrorism and other countries of interest: 

• The deployment of additional law enforcement at airports, air marshals on flights, and explosives 
detection canine teams to keep our air traffic safe; 

• Ramped-iip deployment of passenger screening technologies that can better detect hidden explosives; 

• And, importantly, improvements to the terrorist watch list system, including placing more individuals on 
the "no fly” list 

We will want to discuss your efforts since the announcement of these reforms, and of course, how your 201 1 
budget builds on these measures to create lasting security solutions for the American people. 

The high threat environment we face makes plain the need to close critical gaps in the aviation sector. 
The 201 1 request, which totals $7.87 billion overall, includes an additional $946 million above the 2010 level 
for increased measures to secure the nation's airports and flights on the heels of Christmas Day's botched attack. 
We will need to closely scrutinize your request today, bearing in mind that the enemy is constantly watching 
and evolving, and that no single tool is a foolproof solution to the threat. 

We will also be watching TSA to ensure the agency itself h evolving to thwart potential attackers. One 
thing we rely on to give us perspective on the agency’s strategic vision is your annual expenditure plan for 
checkpoint systems, checked baggage, and air cargo. This plan is our guidebook, indicating how funds will be 
allocated within various programs. It is routinely updated to address changes in the threat environment or to 
revise estimates for technology development. Without knowing what you plan to procure in 2010 for airport 
checkpoints, we cannot make complete sense of your 201 1 budget request for such items as advanced imaging 
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technologies and portable explosives trace machines. We need to know what you are requesting for 2011 is the 
best use of resources and not just an impulsive response to the latest incident. 

Today 1 look forward to learning more about this cohesive strategy. As part of this discussion, I expect 
you to be able to answer not only why a 9 percent increase in aviation security is a smart investment in 201 1 , 
but also whether we are devoting the correct amount of resources to domestic versus international activities. 
After all. aviation security does not start at our borders. We need to work across the globe to make sure that 
threats are identified at their originating point, not when a terrorist boards an aircraft headed for the United 
States. So weTI also want to hear about how' TSA and the Department are cooperating with foreign authorities 
to secure air travel worldwide as well as discuss the optimal mix of manpower and screening technology for the 
201 1 fiscal year. 

I want to thank you, again, for your service to our country, i look forward to continuing to work with 
you to ensure our transportation security professionals are equipped with the resources they need to keep the 
American people safe. Please take five minutes to summarize your written statement. However, before we 
begin, let me recognize our distinguished Ranking Member Mr. Rogers for any comments he may wish to 
make. 

### 
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OPENING STATEMENT OF RANKING MEMBER HAROLD ROGERS 

Mr. ROGERS. Thank you, Mr. Chairman. 

And welcome to Ms. Rossides for what is perhaps your final ap- 
pearance before the Subcommittee, regrettably. 

When TSA was established in 2002, I voiced strong concerns 
about the agency's inclination to become overly reliant on man- 
power as opposed to the smart use of effective technology and its 
effort to bolster aviation security. 

Today, some 8 years later, in the wake of another terrorist at- 
tack, it feels like deja vu all over again as I review TSA's proposed 
response to the vulnerabilities exposed by the Christmas Day plot. 

Back in 2002, just as today. Congress was presented a request 
for funds to support thousands of thousands of screeners rather 
than a clearly articulated strategy for achieving meaningful avia- 
tion security. My concern back then, as it is today, is that we are 
not thinking through the proposed security enhancements in terms 
of portability, effectiveness, and adaptability for the next threat en- 
countered. 

So as I look at the fiscal 2011 budget request for more than 500 
additional whole body imagers and more than 5,300 additional 
screeners I am apprehensive because it is unclear whether such a 
costly and manpower intensive approach is the absolute best course 
of action, especially when the initial deployment of these whole 
body imagers appears to be an interim step against the use of even 
more advanced technology. 

My position on enhancing aviation security is one of cautious ur- 
gency. Far too often government overreacts in the wake of a crisis 
and a reactionary posture is one that habitually leads us into over- 
spending on solutions that don't pan out. 

Let me be clear, I am not saying there isn't some merit in what 
TSA is proposing for fiscal 2011. Rather, my concern is that this 
costly proposal appears to be a short-term fix, not a long-term sus- 
tainable solution that effectively balances legitimate travel, needed 
security, and limited resources. 

Unfortunately, these questions cannot be fully answered until we 
have a better understanding of the direction that TSA is heading 
in the current fiscal year, which is difficult to do until we receive 
TSA's fiscal 2010 spending plans, as required by law, even though 
we are well into fiscal 2010. But don't get me off on that subject. 

As this Subcommittee continues its oversight responsibilities, I 
intend to press DHS on the prioritization of its budget. I have 
made it very clear in previous hearings that I believe that the fis- 
cal 2011 budget emphasizes aviation security and administration 
costs at the expense of virtually every other operational security 
program across the Department. 

While I do not dispute the need to enhance aviation security and 
to improve program management, it is important to recall that two 
very distinct al Qaeda plots were revealed this past year— the 
Christmas Day attack and the Zazi plot to reportedly detonate ex- 
plosives in New York City. So what this means to me is that we 
cannot exclusively focus upon the aviation sector at the expense of 
other areas. We must remain vigilant on the entire spectrum of 
threats facing the country. 
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Now having said aii of that, i wouid be remiss if i did not take 
a moment to recognize the notabie efforts of aii the TSA personnei 
that have worked tireiessiy to identify soiutions to very difficuit 
chaiienges since the Christmas Day attack. 

And finaiiy, Mr. Chairman, i think we need to highiight, as you 
have, Ms. Rossides' noteworthy service since the estabiishment of 
TSA. She is one of the six originai empioyees at TSA, as young as 
she is, and she has endured the fuii range of chaiienges facing 
aviation security in the post-9/11 era. She wiii be taking up further 
pursuits, but we want to thank you for your service to your country 
for many years in this chore. To put it miidiy, this Subcommittee 
and this Nation owes you a debt of gratitude for your dedicated 
service. 

Thank you. 

[The information foiiows:] 
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Thank you, Mr. Chairman, and welcome to Ms. Rossides for what is perhaps your final 
appearance before the Subcommittee. 

When TSA was established in 2002, 1 voiced strong concerns about the agency’s 
inclination to become overly reliant on manpower as opposed to the smart use of effective 
technology in its efforts to bolster aviation security. 

Today, some eight years later, in the wake of another terrorist attack, it feels like 
deja vu all over again as I review TSA’s proposed response to the vulnerabilities exposed 
by the Christmas Day plot. 

Back in 2002, just as today. Congress was presented a request for funds to support 
thousands upon thousands of screeners, rather than a clearly articulated strategy for 
achieving meaningful aviation security. 

My concern back then. Just as today, is that we are not thinking through the 
proposed security enhancements in terms of affordability, effectiveness, and adaptability 
for the next threat down-range. 

So, as I look at the FYl 1 budget request for more than 500 additional whole body 
imagers and more than 5,300 additional screeners, 1 am apprehensive because it is unclear 
whether such a costly and manpower-intensive approach is the absolute best course of 
action; especially when the initial deployment of whole body imagers appears to be an 
interim step towards the use of even more advanced technology. 

My position on enhancing aviation security is one of cautious urgency. Far too 
often, government over-reacts in the wake of a crisis. 

And, a reactionary posture is one that habiuially leads us into over-spending on solutions 
that don’t pan out. 
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Let me be clear — I’m not saying there isn’t some merit in what TSA is proposing 
for FYl 1 . Rather, my concern is that this costly proposal appears to be a short-term fix, 
not a long-term, sustainable solution that effectively balances legitimate travel, needed 
security, and limited resources. 

Unfortunately these questions cannot be fully answered until we have a better 
understanding of the direction that TSA is heading in the current fiscal year - which is 
difficult to do until we receive TSA’s FY 2010 spend plans, as required by law. 

As this subcommittee continues its oversight responsibilities, I intend to press DHS 
on the prioritization of its budget. I’ve made it very clear in previous hearings that I 
believe the FYl 1 budget emphasizes aviation security and administrative costs at the 
expense of virtually every other operational security program across DHS. 

While I do not dispute the need to enhance aviation security and to improve program 
management, it’s important to recall that two very distinct al Qaeda plots were revealed 
this past year; the Christmas Day attack and the Zazi plot to reportedly detonate an 
explosive in New York City. 

=> So, what this means to me is that we cannot exclusively focus upon the aviation 

sector at the expense of other areas. We must remain vigilant on the entire spectrum 

of threats facing our Nation. 

Now, having said all that. I’d be remiss if I did not take a moment to recognize the 
notable efforts of all the TSA personnel that have worked tirelessly to identify solutions to 
very difficult challenges since the Christmas Day attack. 

And, finally, 1 must also highlight Ms. Rossides’ noteworthy service since the 


establishment of TSA. 



12 


=> As one of the six original employees at TSA, she has endured the full range of 
challenges facing aviation security in the post-9/1 1 era. 

=> To put it mildly, this Subcommittee and our Nation owes you a debt of gratitude for 
your dedicated service. 

Thank you, Mr. Chairman. I look forward to today’s discussion. 
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Mr. PRICE. Thank you very much. Ms. Rossides, please proceed. 

STATEMENT OF GALE ROSSIDES 

Ms. ROSSIDES. Good afternoon, Chairman Price and Ranking 
Member Rogers. It is my great privilege to appear before you today 
to ask on behalf of the Transportation Security Administration, to 
ask for your support of the President's fiscal year 2011 total budget 
request of $8.2 billion for TSA, an increase of $512 million over fis- 
cal year 2010. 

I also thank you both personally for your very kind words. Hav- 
ing been with TSA since its first days, I have witnessed and appre- 
ciate our enduring partnership with this Subcommittee as we have 
achieved and continue to strive to meet important objectives to- 
wards securing our Nation's vital transportation systems. 

I also greatly appreciate the work we have done with partners 
at all levels of government, industry representatives, our inter- 
national partners, the privacy sector, and especially the traveling 
public we serve. 

This year, we expect to fully implement our Secure Flight pro- 
gram, a key security vetting measure effected before airline pas- 
sengers ever arrive at the airport. GAO has now certified that we 
have generally met all 10 program certification requirements set by 
this committee. 

We will also screen 100 percent of air cargo on domestic flights 
by August and make substantial progress on screening air cargo on 
inbound international passenger flights. 

We will obligate all $1 billion provided under the Recovery Act, 
accelerating important passenger and baggage screening enhance- 
ments. 

We will further initiate over $1.3 billion in checkpoint and explo- 
sives detection systems with funds provided in fiscal year 2010. 

We will stand up 15 new VI PR teams dedicated to surface trans- 
portation security and serve as the executive agent for decisions on 
$300 million in FEMA public transportation and railroad security 
grants. 

TSA operates in a high threat environment day in and day out. 
This drives us to be ever vigilant. The attack on Northwest Flight 
253 on Christmas Day was a stark reminder that there are still 
those who wish to do us harm. They are studying our security 
measures and will exploit our social norms to their advantage. The 
men and women of TSA live with that reality every day. 

I truly appreciate the time that you, Mr. Chairman, and Ranking 
Member Rogers took to visit our Transportation Security Integra- 
tion Facility, the TSIF, last week to discuss many of the advance- 
ments we are seeking in fiscal year 2011, most notably our ad- 
vanced imaging technology. For years, TSA has recognized the 
threat of improvised explosive devices and focused our efforts there. 
We began testing advanced imaging technology in 2007 to detect 
metallic and nonmetal lie threats hidden on the body. Because of 
the 3 years we have put into this we currently have 40 machines 
already in place at 19 airports. We will field approximately 500 
units systemwide by the end of this year and our fiscal year 2011 
request of $215 million doubles that equipment capability. 
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The almost 1,000 units will allow us to screen over 60 percent 
of all airline passages with AIT. This requires also 5,000 TSOs, 
which are also requested in our budget along with supporting costs. 

I want to emphasize that TSA is the world leader in the market- 
place for this advanced imaging technology, and the work we have 
done to date has paved the way for other countries to follow suit 
in the wake of the December 25th incident. 

TSA does not screen passengers in other countries, but we are 
committed to helping our foreign partners enhance the security of 
flights coming into the United States. We have built strong rela- 
tionships with our international partners, proven by the high level 
of cooperation we received in December. Within 5 hours of TSA 
issuing new security directives, 95 percent of foreign partners were 
in compliance. TSA seeks an additional $40 million for our inter- 
national programs. 

Our request also seeks to better equip our TSOs to better iden- 
tify threats through operational intelligence by expanding our field 
intelligence officer program. We are also requesting $60 million for 
800 additional portable explosive trace detection machines which 
have been proven to be very successful at detecting a wide array 
of explosives. We propose to add 350 behavior detection officers, 
and with an additional $71 million, TSA is requesting to add 275 
proprietary canine teams. 

The President's budget also requests an additional $85 million 
for FANS to sustain domestic and international flight coverage on 
our highest risk flights. 

In closing, I would like to state that TSA's core mission is one 
of counterterrorism. We continue the work we began 8 years ago 
to close vulnerabilities with new technology and with new proc- 
esses in a very complex security regime. 

As this will likely be my final appearance before the sub- 
committee as Acting Assistant Secretary, I am extremely grateful 
for your support of TSA, for our programs, and for the everyday he- 
roes I have been honored to serve alongside with. I appreciate your 
support in achieving our shared security goals, and I am happy to 
respond to your questions. 

[The statement of Ms. Rossi des follows:] 



15 


UNITED STATES DEPARTMENT OF HOMELAND SECURITY 
TRANSPORTATION SECURITY ADMINISTRATION 
Statement of 
GALE D. ROSSIDES 
ACTING ADMINISTRATOR 
Before the 

SUBCOMMITTEE ON HOMELAND SECURITY 
COMMITTEE ON APPROPRIATIONS 
UNITED STATES HOUSE OF REPRESENTATIVES 
March 4, 2010 


Good morning Chairman Price, Ranking Member Rogers, and distinguished Members of 
the Subcommittee. Thank you for the opportunity to appear today to discuss the President’s 
Fiscal Year (FY) 201 1 budget request for the Transportation Security Administration (TSA) and 
the steps the TSA is taking to enhance transportation security. 

I want to thank the Subcommittee for consistently ensuring that TSA has the resources to 
carry out its critical security mission and express my appreciation for your continued partnership 
in meeting the changing and challenging security threats that confront us. Today I will outline 
TSA’s plans to protect the transportation sector and ask for your support of the President’s FY 
20 1 1 budget request of $8.2 billion for TSA to help us meet these challenges. 


I 
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Since 9/1 1, TSA has employed multiple layers to secure the aviation system and ensure 
the safety of the traveling public. Long before passengers reach the airport, TSA uses the latest 
intelligence to influence our daily operational decisions and to provide security information to 
public and private partners. Passengers are vetted against the No-Fly List to determine who 
should not receive a boarding pass for a flight to, from, or within the United States and the 
Selectee List to determine who must go through additional security measures. At the airport, our 
layered approach to security employs measures both seen and unseen by travelers. The 48,000 
Transportation Security Officers (TSOs) at hundreds of airports across the United States screen 
1 .8 million passengers and their baggage every day using advanced technology X-Ray systems, 
walk-through metal detectors, explosive trace detection equipment, trained canines, Bottled 
Liquid Scanners, Advanced Imaging Technology (AIT), full-body pat-downs, and explosives 
detection systems both at the checkpoint and at other key locations in the airport. Bomb 
Appraisal Officers (BAOs), and Behavior Detection Officers (BDOs) also assist in the screening 
process. Through programs such as the Aviation Direct Access Screening Program, TSA also 
uses random and unpredictable measures to enhance security along the airport perimeter and in 
limited access areas of airports. The $1 billion in the American Recovery and Reinvestment Act 
of 2009 (ARRA) funds provided to TSA for checkpoint and checked baggage screening 
technology have enabled TSA to greatly accelerate deployment of these critical tools to keep 
passengers safe. 

To support in-flight security. Federal Air Marshals (FAMs) are deployed on domestic and 


international flights where international partners allow FAMs to enter their country on U.S.- 
flagged carriers. Thousands more pilots volunteer to serve as armed, deputized Federal Flight 
Deck Officers on domestic flights. 
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While we have made enormous strides to improve aviation security, terrorists continue to 
pose a threat to the United States; there is no silver bullet, nor any single measure that provides a 
1 00 percent guarantee of security. Therefore, we cannot afford to become complacent. 

The attempted attack on Northwest Flight 253 on Dec. 25, 2009, was a powerful 
reminder that terrorists will go to great lengths to defeat the security measures that have been put 
in place since September 1 1 , 2001 . As Department of Homeland Security (DHS) Secretary Janet 
Napolitano has testified at recent hearings, this Administration is determined to thwart terrorist 
plots and disrupt, dismantle, and defeat terrorist networks by employing and enhancing 
the multiple layers of defense that work in concert with one another to secure our country. This 
effort involves not just TSA, but components across the DHS and many other Federal agencies 
as well as State, local, tribal, territorial, private sector, and international partners. TSA works 
closely with other DHS agencies, such as U.S. Customs and Border Protection (CBP) and the 
U.S. Coast Guard (USCG), to continually evaluate and improve security programs and processes. 

Following the first reports of an attempted terrorist attack on Northwest Flight 253 on 
Dec. 25, 2009, DHS immediately put in place additional security measures. TSA requested that 
the Federal Aviation Administration apprise all 128 U.S.-bound international flights from Europe 
of the attempted attack and asked them to maintain heightened vigilance on their flights. 

Increased security measures were put in place at domestic airports, including additional 
explosives detection canine teams, state and local law enforcement, expanded presence of BDOs, 
and enhanced screening. TSA conducted calls with all major airlines and the Air Transport 
Association and issued Security Directives and Emergency Amendments for all international 
flights to the U.S,, which mandated enhanced screening prior to departure and additional security 
measures during flight. 
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On Jan. 3, DHS/TSA issued a new Security Directive, effective on Jan. 4 and still 
operational today, which includes security measures developed in consultation with law 
enforcement officials and our domestic and international partners. This Security Directive 
mandates that every individual flying into the U.S. from anywhere in the world traveling from or 
through nations that are state sponsors of terrorism or other countries of interest will be required 
to go through enhanced screening. The directive also increases the use of enhanced screening 
technologies and mandates threat-based and random additional screening for passengers on U.S. 
bound international flights. These measures are being implemented with extraordinary 
cooperation from our global aviation partners. 

These steps helped strengthen our security posture to face current threats to our country, 
yet as President Obama has made clear, we need to take additional actions to address the 
systemic vulnerabilities highlighted by this attack. At President Obama and Secretary 
Napolitano’s direction, DHS and TSA are pursuing new initiatives to enhance the protection of 
air travel from acts of terrorism. The President's FY 201 1 budget request would provide TSA 
with the resources it needs to carry out these critical new initiatives. 

Enhanced Screening Technology 

TSA is aggressively pursuing the deployment of enhanced screening technology to 
domestic airports and encouraging our international partners to do the same. While no 
technology is guaranteed to stop a terrorist attack, a number of technologies, when employed as 
part of a multi-layered security strategy, can increase our ability to detect dangerous materials. 

To this end, TSA is accelerating deployment of AIT units to increase capabilities to identify 
materials such as those used in the attempted Dec. 25, 2009. attack. These efforts are already 
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well underway. TSA has 40 machines deployed at 19 airports throughout the United States. 

Last September, TSA purchased 1 50 additional AIT units with ARRA funding, and this year, 
TSA expects to deploy these and at least 300 additional units across the country. The units 
purchased with ARRA funds are scheduled to be deployed to U.S. airports this summer, with the 
first units set to arrive at Boston Logan and Chicago O'Hare international airports next week. 

The President's FY 201 1 budget requests $214.7 million to purchase and install an additional 
500 AIT units at checkpoints, to bring the total number of AIT units to approximately 1 ,000. 

An additional $3 14.6 million is requested for 5,355 TSO positions to operate these AIT machines 
at their accelerated deployment pace. 

TSA also continues to explore additional privacy protections for AIT machines through 
automated threat detection, which would transmit images only when an alarm is triggered. In 
collaboration with the DHS Science and Technology Directorate, the security technology 
industry, and our international partners, software development is currently underway and will be 
followed by testing to ensure effective detection with minimal false alarms. 

TSA is also increasing assets in the area of explosives detection equipment and highly 
trained security personnel to strengthen our abilities to find dangerous materials and stop 
dangerous people from boarding aircraft. 

TSA has expanded the random use of Explosives Trace Detection (ETD) machines, 
which are effective against a wide scope of explosives, to screen both passengers and bags. The 
President's FY 201 1 budget requests $60 million to purcha.se and supply approximately 800 
additional portable ETD machines. 

Further, the President’s budget seeks approximately $20 million in funding to increase 
the ranks of BDOs by 350, enhancing coverage of lanes and shifts at Category X, I, II, and III 
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airports and expanding coverage to smaller airports. BDOs provide an extra layer of security 
based on proven behavior observation and analysis techniques to make timely security risk 
assessments of travelers. They add an additional measure of unpredictability in aviation security, 
which is an important feature for disrupting terrorists" ability to plan attacks. 

TSA also has determined that critical TSA field locations would benefit from enhanced 
access to operational intelligence information by providing up-to-date guidance and context to 
TSA officials stationed in the field, as well as local stakeholders. The President’s FY 2011 
budget requests $7.1 million to expand TSA’s Field Intelligence Officer program by 31 officers 
to enhance classified communications and information sharing. The more relevant information 
we can provide to our TSOs, the more equipped they will be to detect and prevent a range of 
threats. 

Nearly 950 Advanced Technology X-Ray machines have been deployed to U.S. airports 
to enhance the screening of carry-on bags. Additional machines will follow this year and include 
automated detection software to improve their capability. With support provided by this 
Subcommittee, TSA will approach full operational capability of this explosives detection 
technology in FY 2010. As we make improvements in detection capabilities for carry-on bags, it 
will be important to proceed with AIT deployment for passenger screening to avoid a potential 
shift of vulnerabilities. 

The Explosives Detection Systems (EDS) Strategic Plan outlined a process for achieving 
optimal screening solutions at 250 commercial airports. This number has been increased to 285 
to now incorporate smaller airports. By the end of this fiscal year, it is projected that 200 
airports will have one or more operational in-line systems, which provide greater efficiency and 
increased baggage throughput. TSA appreciates the Subcommittee’s continuing support for 
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EDS, which has allowed us to proceed aggressively with these multiyear projects and provide 
greater attention to medium and smaller airports as projects at larger airports are completed. 

To further bolster security, DHS has established a new partnership with the Department 
of Energy (DOE) and its National Laboratories. The Deputy Secretaries of Homeland Security 
and Energy are leading the effort to bring the paramount capabilities and critical resources of the 
DOE National Laboratories to bear on developing advanced technical solutions to key aviation 
security challenges. This partnership will focus on advancing current technology, assessing 
system capabilities to determine gaps, and developing emerging technologies to fill those gaps in 
an efficient and effective manner. 

Two years ago. DHS and DOE formed the National Explosive Engineering Sciences 
Security (NEXESS) Center, a consortium of National Laboratories including Sandia National 
Laboratory, Los Alamos National Laboratory, and Lawrence Livermore National Laboratory, to 
provide an agile and aggressive means to anticipate and understand explosive threats and to 
develop countermeasures to protect the homeland. The NEXESS Center provides informed 
scientific analysis for short- to mid-term priority assessments as well as mid- to long-term 
research and technology development. The Deputy Secretaries of both DHS and DOE are 
working collaboratively to strengthen these efforts in light of the December 25"' attempted 
attack. 

Aviation Law Enforcement 

To strengthen the presence and capacity of aviation law enforcement, the President's 
budget requests an additional $85 million to support the costs of increasing the number of FAMs. 
As a result of threat mitigations put in place following the Northwest Flight 253 incident, FAMS 
increased coverage of international flights and, as an interim measure, DHS has deployed 
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additional law enforcement officers from across the Department — including the U.S. Secret 
Service, CBP, U.S. Immigration and Customs Enforcement, and the USCO — to assist FAMs. In 
January 2010, these highly trained officers participated in an accelerated specialized Federal Air 
Marshal Service (FAMS)-led training program on the unique methods employed to protect and 
defend an aircraft. This augmentation program allows FAMS to continue the increased 
international operational tempo while maintaining appropriate domestic flight coverage. With 
the funding requested for FY 201 1, TSA would sustain the higher level of international flight 
coverage while continuing domestic flight coverage at appropriate levels. 

The President's FY 201 1 budget also requests $71 million for an additional 275 
proprietary explosives detection canine teams for Category X and I airports, TSA's National 
Explosives Detection Canine Team Program develops, trains, deploys, and certifies explosives 
detection canine teams to deter and detect the introduction of explosive devices into the 
transportation system. 

International Partnerships 

DHS and TSA will continue to work with international partners to strengthen 
international security measures and standards for aviation security. Much of our success in 
ensuring that terrorists do not board flights to the United States is dependent on what happens in 
foreign airports and the commitment of our foreign partners to enhance security. DHS 
leadership has embarked upon an aggressive international outreach initiative to enhance 
international aviation security standards and practices — particularly for international flights 
bound for the United States. To build upon and sustain the vision achieved in these international 
efforts, the President's FY 201 1 budget requests an additional $40 million for TSA to develop 
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and promote enhanced global transportation security processes and structures worldwide and to 
ensure compliance with international and TSA standards. These funds would provide field and 
support personnel to manage international programs at 1 5 existing offices and deploy additional 
personnel to the Middle East and Africa. TSA plans to add 34 international Transportation 
Security Specialists, 10 International Industry Representatives, and a 10-person Rapid Response 
Team. TSA will work proactively with foreign partners by representing TSA in a variety of 
international and domestic settings, including major transnational aviation-related organizations, 
regional bodies dealing with transportation security, bilateral cooperative efforts, as well as 
interagency transportation security efforts. 

Because TSA does not conduct screening at international airports, TSA works closely 
with our foreign partners to ensure international screening standards are followed, particularly 
for flights bound to the United States. TSA annually conducts approximately 300 airport 
assessments and inspections at foreign airports using International Civil Aviation Organization 
(ICAO) standards and inspections of foreign and U.S. air carriers that fly to the United States 
using TSA standards. If an airport does not meet these standards, TSA works with the host 
government to rectify the deficiencies and raise airport security to an acceptable level. 
Ultimately, it is the foreign government that must work to address these security issues. If non- 
compliance with international standards continues long-term. TSA may recommend suspension 
of flight service from these airports to the United States. 

TSA inspects all U.S. and foreign air carriers that fly to the United States from each 


airport that is a last point of departure to ensure compliance with TSA standards and directives. 
Should air carrier security deficiencies exist. TSA works with the air carrier to raise compliance 
to an acceptable level. 
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Watchlists 

As one critical layer of defense, DHS conducts pre-departure passenger screening in 
partnership with the airline industry and foreign governments in order to prevent known or 
suspected terrorists from boarding a plane bound for the United States or, as appropriate, to 
identify them for additional screening. TSA uses the No-Fly List and the Selectee List, two 
important subsets within the Terrorist Screening Database managed by the FBFs Terrorist 
Screening Center, to determine who may board, who requires further screening, and who should 
be referred to appropriate law enforcement personnel. Individuals on the No-Fly List should not 
receive a boarding pass for a flight to, from, or within the United States. Individuals on the 
Selectee List must go through additional security measures, including a full-body pat-down and a 
full physical examination of personal effects. 

I want to thank the Subcommittee for the support it has provided over the years for TSA’s 
Secure Flight program. Through Secure Flight, the Department is making an important change 
to the process of matching passenger identities against the No-Fly List and Selectee List and 
fulfilling an important recommendation of the 9/1 1 Commission. Previously, responsibility for 
checking passenger manifests against these lists rested with the air carriers themselves. Under 
the Secure Flight program, TSA will fully assume this function in 2010. The transition for 
domestic carriers will be completed this spring and international carriers are targeted for 
completion by the end of this year. In addition to creating a more consistent matching process 
for all domestic and international travel to the United States and strengthening the effectiveness 
of redress in preventing misidentifications. Secure Flight will flag potential watchlist matches 
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and immediately trigger law enforcement notification and coordination. When fully 
implemented. Secure Flight will screen more than 2.5 million passengers daily. 

Air Cargo Screening 

In FY 2009, TSA achieved its goals to require the screening of 50 percent of all cargo on 
passenger aircraft and 100 percent screening of cargo on all narrow body passenger aircraft. 

This year we are confident that we will achieve 1 00 percent screening of all cargo on passenger 
aircraft departing from U.S. airports by the August deadline mandated under the Implementing 
Recommendations of the 9/1 1 Commission Act of 2007. To help reach this goal, TSA 
developed and implemented the Certified Cargo Screening Program (CCSP), which allows 
screening of cargo early in the air cargo supply chain by a trusted, vetted, and validated facility. 
TSA certifies and regulates shippers, indirect air carriers, and other entities to screen cargo prior 
to its being tendered for transport on passenger aircraft. We are working with the supply chain 
industry to encourage maximum participation in the CCSP. 

TSA air cargo inspectors facilitate air carrier and indirect air carrier implementation of 
the required security measures and promote compliance through outreach to industry, in FY 
2009, TSA's air cargo inspectors completed more than double the number of inspections 
conducted in the preceding year. With additional resources provided in FY 2010, TSA is 
increasing inspector ranks by 50 to oversee the implementation of CCSP and validate new 
program entrants. 

TSA also is working with ICAO to develop a “supply chain approach” to securing air 
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cargo on passenger flights, similar to TSA’s CCSP. This effort will go a long way toward 
enhancing the current level of international civil aviation security and in particular to raise the 
baseline of air cargo security on a global basis. 

Finally, TSA is working with other key international partners, on both a bilateral and 
multilateral basis, to develop common understandings and objectives for the enhancement of air 
cargo security standards and to ensure each country's air cargo security systems provide 
comparable levels of security, both across the air cargo supply chain and in international air 
transport. 

Enhancing Security throughout the Transportation System 

TSA’s vetting responsibilities have grown significantly in recent years, and TSA has 
responded with the development and implementation of efficient, reliable, and cost-effective 
antiterrorism screening programs. 

Almost 1 .4 million workers — longshoremen, truck drivers, and port employees — 
requiring unescorted access to secure areas of ports have been enrolled in the Transportation 
Worker Identification Credential (TWIC) program since October 2007. In FY 2009, TSA’s 
Hazardous Materials Endorsement Threat Assessment Program (HTAP) conducted threat 
assessments on 297,473 applicants, a continued increase from the program's inception. 
Operational costs for the TWIC program and the HTAP program are entirely funded by fee 
revenue. 


TSA conducts Visible Intermodal Prevention and Response (VIPR) deployments in all 
modes of transportation to detect, deter, defeat, and disrupt potential terrorist or criminal activity. 
VIPR operations employing multi-disciplinary teams of FAMs, Surface Inspectors, BDOs, and 
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TSOs are planned and implemented through a risk-based approach. In FY 2009, TSA 
completed the hiring and deployment of 10 additional VIPR teams. 

Conclusion 

In closing, Mr. Chairman, the President’s FY 201 1 budget request ensures TSA will have 
the human and technology resources it needs to take critical next steps to improve aviation and 
transportation sector security. We are expanding and improving the use of technology, 
strengthening aviation security protocols with our foreign partners, developing long-term law 
enforcement capacities, and strengthening a TSA workforce that is highly trained, agile and 
dedicated to this mission. In all of these action areas to bolster security, we are also mindful of 
our obligations to safeguard the privacy and rights of travelers, and to ensure freedom of 
movement for people and commerce. 

Thank you for your continued support to TSA and for the opportunity to discuss the 
President’s budget request for TSA for Fiscal Year 2011. I would be pleased to respond to your 
questions. 
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Gale D. Rossides 



Acting Administrator 

As Acting Administrator, Gale Rossides oversees the management of the 50,000-strong 
workforce and the security operations of 450 federalized airports throughout the U.S„ including 
the widely-acclaimed Federal Air Marshal Service (FAMS), and the security regime for 
highways, railroads, ports and mass transit systems. Rossides represents the face of TSA to many 
stakeholders and partners throughout the world. 

Rossides was one of the six original federal executives hand-picked in 2002 to build TSA - the 
largest public mobilization since World War II. From December 2002 through September 2004, 
she served as TSA's Associate Administrator/Chief Support Systems Officer. In 2004, Rossides 
was tapped to serve as a senior advisor to the Deputy Secretary and Under Secretary for 
Management for the Department of Homeland Security (DHS). 

In 2005, Rossides returned to TSA. Her proven leadership skills in organizational development, 
business process improvement and security operations provided key expertise in transforming 
TSA into the more flexible and dynamic agency that it is today. 

Rossides' accomplishments include re-engineering a multi-layered security strategy; increasing 
comprehensive intelligence-sharing; developing network-centric, collaborative partnerships with 
stakeholders; establishment of Transportation Sector Network Management (TSNM); creation of 
TSA's Senior Leadership Team (SLT); and the inclusion of core competencies in critical incident 
management, acquisition and program management. 

Rossides also launched leadership development programs as a proactive agency maturity 
strategy. She created innovative workforce programs to encourage communication, collaboration 
and conflict management to facilitate the development of an inclusive environment across a 
multi-generational, diverse and engaged workforce. 

Prior to joining TSA, Rossides was appointed as the co-chair of a Blue Ribbon panel to overhaul 
the Bureau of Alcohol. Tobacco, and Firearms in the aftermath of the Waco event. She served at 
ATF for 8 years as the director of all law enforcement, regulatory and leadership training; she 
also served for 6 years as a member of Federal Law Enforcement Training Center's (FLETC) 
Board of Directors for state and local law enforcement training. 

Gale Rossides earned her bachelor's degree from Wheaton College in Norton, Massachusetts and 
is a graduate of George Washington University's Masters in Public Administration for Federal 
Executives program. 
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ADVANCED IMAGING TECHNOLOGY 

Mr. PRICE. Thank you very much. The first question I will ask 
is having to do with the advanced imaging technology. Over the 
past 2 years, theTSA has worked to develop and test advanced im- 
aging technology for use in airport screening checkpoints with an 
eye toward replacing metal detectors at primary screening check- 
points. This replacement effort has been well under way, actually 
well over a year before the Christmas Day bombing. 

Because of your efforts, TSA was quickly able to develop plans 
to screen 100 percent of passengers both with AITs in primary or 
to use an equivalent method to detect nonmetallic threats after the 
Christmas Day incident. Unlike pat -downs or traditional metal de- 
tectors, DHS believes that AITs, which see beyond a passenger's 
clothes and identifies threat objects on a body, could have detected 
the explosive powders that Abdulmutallab smuggled inside his un- 
derwear when he went through security in Amsterdam. 

The budget request notes that if funded, the 1,000 AITs pur- 
chased in 2010 and 2011 would allow this technology to be in place 
at 75 percent of the country's largest airports. It remains unclear 
as to how you deploy these systems since they have a much larger 
footprint than metal detectors and a slower processing time. For 
example, AITs take longer to scan a single passenger than a metal 
detector, 1.3 versus 22 seconds. In a briefing with staff, TSA stated 
they do not expect increased processing times with AITs because 
current passengers have to wait on the X-ray to scan their carry- 
on bags and shoes. Accordingly to TSA, this 22-second X-ray is 
about the same time that it takes an AIT to scan a passenger. I 
really wonder if the AITs will increase wait times. Could you help 
us figure this out? 

And if wait times begin growing, how are you going to alleviate 
the lines of passengers backing up and the potential security threat 
as they wait to be screened by an AIT? 

What is your deployment plan for the AITs? Is it your intention 
to deploy AIT equipment within the existing screening checkpoint 
footprint in all airports? Do you plan on doing a one-for-one re- 
placement of metal detectors? How is this going to move forward? 

And then finally, let me just recall the situation we faced when 
we wanted quickly to be able to screen checked baggage after 9/11. 
You will recall TSA placed explosive detection machines in less 
than ideal locations in a number of airports on a temporary basis, 
which created a series of problems and ultimately made permanent 
solutions more costly and more time consuming. I am sure that ex- 
perience is on your mind as you look forward to how we are going 
to do the AIT project. How are you going to avoid repeating these 
same mistakes as you begin to deploy the AIT equipment at exist- 
ing screening checkpoints? 

Ms. ROSSI DES. Yes, sir. Let me start by talking about the work 
that has been done to date. We gained a tremendous amount of 
knowledge from the pilots that we ran over the last couple of years 
in terms of how to process the passengers through, how to measure 
the wait times. And, from the time passengers enter the queue to 
the time they actually leave the checkpoint, there are multiple 
processes going on, one of which is walking through the advanced 
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imaging technology. But the other is the screening of their carry- 
on bags. And it is the combination of those processes working in 
parallel for the passengers that go through that tells us that we do 
not believe that deploying this AIT is going to significantly increase 
the wait times for the passengers. 

We also believe that deploying the TSOs in the right positions in 
the checkpoint to inform the passengers how to properly divest to 
go into the AIT is going to contribute to keeping those wait times 
down. 

The integration of the AIT equipment into the checkpoint has 
been something that we have looked at as part of our piloting, and 
as we are looking at this deployment. We have airports around the 
country now that have rais^ their hands and said they are ready 
to take this technology and put it in their existing checkpoints. We 
are confident that those that we are rolling out this year can be 
done and put in the existing checkpoints and not have to go 
through major construction issues, not have the kinds of things we 
had where we had the checked baggage technologies in lobby areas, 
et cetera. 

We are also very much focused on how do we educate the trav- 
eling public so that when they show up at the checkpoint they un- 
derstand exactly what they can expect as they go through the AIT 
machines. So, it is the combination of looking at the entire process 
within the checkpoint, looking at the public education element, 
making sure that we have the TSOs properly stationed in front of 
the equipment so that they can make sure that the passengers are 
properly divested. This technology gives us such an improvement 
in the detection capability that we are looking to make sure that 
the processes, the technology and the people are all well integrated 
so that it is both a very effective screening process as well as very 
efficient. 

Mr. PRICE. The footprint of these AIT machines though is greater 
than the metal detectors? 

Ms. ROSSI DES. Yes, it is, sir. But what we have found is that in 
a lot of these airports as the checkpoints were built, they actually 
had more room in them, you know, more room within the check- 
point footprint itself. So the initial deployment is to look at those 
checkpoints that are ready right now to handle this equipment. 

Mr. PRICE. And the idea is that the carry-on baggage will still 
go down the line and be screened but the time the individual 
spends in the AIT machine will parallel or be concurrent with that 
time used for carry-on baggage screening? 

Ms. ROSSIDES. Correct; right. 

Mr. PRICE. That is how you come up with very little net increase 
in time spent? 

Ms. ROSSIDES. Correct. Correct. And it is something that we will 
be very focused on. Frankly, as passenger loads increase over the 
next couple of years, we will look to make sure that we are prop- 
erly managing both queues. As we are setting these machines up, 
we will also have the ability to direct the passengers either through 
the advanced imaging technology or through the walk-through 
metal detector and receive alternate screening so we can manage 
the process that way as well. 
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AIT PASSENGER RESPONSE AND PRIVACY 

Mr. PRICE. These pilot efforts that you have undergone in the 
last couple of years to check out this technology, has that also in- 
cluded extensive work on what we are talking about right now? 
The deploying of the machines? The way the passenger flow works? 

Ms. ROSSIDES. Yes. 

Mr. PRICE. And for that matter, passenger acceptance of the new 
technology in general? 

Ms. ROSSIDES. Yes, and I am very, very pleased to be able to re- 
port to you that the passenger response to this technology has been 
overwhelmingly positive and that was part of our pilot. I believe 
that we had an over-90-percent acceptance rate by the traveling 
public when they opted to go through the equipment. This has been 
a great piece of technology for persons with disabilities going 
through checkpoints. During our pilots, we looked at the configura- 
tion, officer training requirements, passenger throughput and we 
looked at passenger acceptance. 

Mr. PRICE. And by passenger acceptance, you are also referring 
to the measures taken to protect privacy? 

Ms. ROSSIDES. Yes, sir. And we have signage up in the check- 
point area that informs the passengers that first of all this is op- 
tional. They do not have to go through the advanced imaging tech- 
nology if they choose not to. It also informs them that the officer 
that is guiding them through this technology will never see the 
image that the officer in the remote location is using for detection 
purposes. And we have made sure that those privacy concerns have 
been addressed with the public. 

We have had a privacy impact statement out during this deploy- 
ment of the technology in pilot phase and again we have work^ 
very hard with privacy groups, as well as the traveling public, to 
ensure that they accept and understand the privacy measures that 
are in place. 

Mr. PRICE. Thank you. 

Mr. Rogers. 

Mr. ROGERS. So continuing on the privacy aspect, the machine 
makes an image which is telecast, if you will, to a room where just 
one person is located; correct? And that is the only place where this 
image is shown? 

Ms. ROSSIDES. Correct. 

Mr. ROGERS. To the one person in the closed room, an employee? 

Ms. ROSSIDES. That is right. 

Mr. ROGERS. And the face is blurred? 

Ms. ROSSIDES. Correct. 

Mr. ROGERS. Now you say this is optional to the passenger. Sup- 
pose they say no, I don't want to do that. What do you do then? 

Ms. ROSSIDES. Then they are directed through the walk-through 
metal detector. They could be subjected to hand wanding and a 
full-body pat-down, so we are ensuring that an alternative and 
comparable form of screening applies to passengers if they choose 
not to go through the technology. 

Mr. ROGERS. So every person that refuses the whole body imager 
scan would be patted down? 
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Ms. ROSSIDES. Possibly; they could either be patted down, they 
could have a review of their carry-on luggage. There is a variety 
of alternative measures that we would have that could be applied 
depending on, again, the particular technology that is available in 
the checkpoint. 

EFFECTIVENESS OF AITS 

Mr. ROGERS. Now, is this new machine, is it as effective as a pat- 
down? 

Ms. ROSSIDES. From an effectiveness standpoint and an efficiency 
standpoint, it is better. Because it allows us to view the images 
quickly. It identifies anomalies on the body. It identifies anomalies 
that may be in sensitive parts of the body and it is much faster 
than doing a full-body pat-down on somebody. 

Mr. ROGERS. Well, considering the Christmas Day bomber, would 
this machine have detected the bomb on that person? 

Ms. ROSSIDES. Without going into the specifics of that, because 
of the ongoing criminal investigation, I will tell you that the experi- 
ence we have had, both in the labs and in our pilots, our officers 
are identifying objects on the body that are comparable to what 
that threat was. 

Mr. ROGERS. Every time? 

Ms. ROSSIDES. Our officers are doing a very good job. 

Mr. ROGERS. Every time? 

Ms. ROSSIDES. I would have to get back to you, but you know, 
we have very, very good measures in place for evaluating our offi- 
cers. 

[The information follows:] 

No single security technology or procedure is 100% effective. Cons^uently, TSA 
has instituted multilayer and dynamic threat mitigations, some of which are visible 
to the traveling public and some of which are not. However, the capability of screen- 
ing technology and the ability of screeners to detect threat items are classified and 
cannot be disclosed in a public forum. TSA would be pleased to provide that infor- 
mation to the Committee in an appropriate environment. 

Mr. ROGERS. Wdl, contrariwise, if you had patted this man 
down, would we have found the bomb? 

Ms. ROSSIDES. Today we do not do a full-body pat-down that goes 
into the sensitive parts of the body where that bomb was secreted. 

Mr. ROGERS. Now, this machine is not foolproof; correct? I mean 
it is not 100 percent? 

Ms. ROSSIDES. It requires the experience of the operator as well, 
yes. 

Mr. ROGERS. And we may be getting into some confidential mat- 
ters here, but what I need to do as well as you can state it in these 
circumstances, is this machine the end all? 

Ms. ROSSIDES. This machine gives us an increased detection ca- 
pability that is significantly greater than what we have at the 
checkpoint today. And what we, in working with industry and 
these manufacturers, we are driving these manufacturers to con- 
tinue to improve this technology because of the demands that we 
have for aviation security. 

Mr. ROGERS. And if a bomb were secreted in an article of the 
body, the machine would not detect that of course, would it? 

Ms. ROSSIDES. I nside the body? 
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Mr. ROGERS. Yes. 

Ms. ROSSIDES. Correct. 

AIT AND METAL DETECTORS 

Mr. ROGERS. On the footprint, the machine would not replace the 
magnetometers; correct? 

Ms. ROSSIDES. Right now we do not have plans to fully replace 
all the walk-through metal detectors; that is correct. 

Mr. ROGERS. So you would have the metal detectors as well as 
the full body imager? 

Ms. ROSSIDES. Correct, right now. 

Mr. ROGERS. Why would you need both? 

Ms. ROSSIDES. Part of it is to manage the flow of the passengers 
so that we would be able to have an alternative first. If passengers 
say they don't want to go through the advanced imaging tech- 
nology, we would have the walk-through metal detector and couple 
that with other security measures. 

But also what we are looking at right now is, as we are deploying 
these, maximize the use of the advanced imaging technology but 
also direct passengers through the walk-through metal detector in 
checkpoints. So that when a passenger shows up, the security ad- 
vantage we have is that as the passenger shows up in the queue 
line they will be directed by the officer to either the advanced im- 
aging technology or the walk-through metal detector and they 
won't know which. And so the advantage to us is somebody couldn't 
predict he would get in this line and go through the advanced im- 
aging technology or get in this line and go through the walk- 
through metal detector. Long term, we hope to drive the industry 
to provide us with the technology where the walk-through metal 
detector capabilities would be a part of the advanced imaging tech- 
nology equipment. 

Mr. ROGERS. You would have a combined machine? 

Ms. ROSSIDES. That would be a great setup for us down the road. 

Mr. ROGERS. Why haven't we done that? 

Ms. ROSSIDES. We are pushing the industry to do that. The in- 
dustry has not gotten to that point yet. 

Mr. ROGERS. I bet if you put out a spec and asked for bids you 
would get some bids. 

Ms. ROSSIDES. I believe we are asking for that in the labs, and 
we are working with the DHS science and technology lab to help 
us push the industry towards that. 

Mr. ROGERS. Would that save money in the acquisition and de- 
ployment, wouldn't it? 

Ms. ROSSIDES. I am not sure that it would, sir. I would have to 
get back to you. 

Mr. ROGERS. Let me know. 

Ms. ROSSIDES. I will. 

[The information follows:] 

TSA is working with vendors on adding new capabiiity to AIT machines, inciuding 
metai detection. Costs cannot be determined untii systems have been deveioped and 
quaiified for use at checkpoint. We wiii inform the Committee as soon as additionai 
information becomes avaiiabie. 
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Mr. ROGERS. There is the machine and then there is the separate 
rcxDm where the image is viewed by an operator, which has to be 
fairly close to the machine, but not terribly close; right? 

Ms. ROSSIDES. Uh-huh. 

Mr. ROGERS. Nevertheless it requires some space that is not now 
required with magnetometers or the check-in procedure; right? 

Ms. ROSSIDES. Right. 

AIT INSTALLATIONS AT AIRPORTS 

Mr. ROGERS. Now, does your budget request cover the costs of in- 
stalling the machines and acquiring space for the room and all of 
that? 

Ms. ROSSIDES. What the budget request includes, money for con- 
structing a viewing room, you know within the checkpoint area. 
What we are doing, for example, in a lot of places, we are taking 
a supervisor's office. We are using other pieces of the real estate 
there close by to the checkpoint to create that alternative viewing 
room. But the budget does have some money in it to cover some 
of those infrastructure costs to build out the viewing room. 

Mr. ROGERS. What about the airports? What will be their finan- 
cial involvement with this change? 

Ms. ROSSIDES. The airports' financial involvement? Some of them 
are providing us the room. And in some cases we are providing 
them nominal amounts of money to pay for this infrastructure cost. 
But I think for the most part the investment is TSA's that we are 
making in the checkpoint area. 

Mr. ROGERS. So, will you pay the airports for taking more of 
their space? 

Ms. ROSSIDES. I don't believe we are. I will get back to you on 
that though. I have not seen that cost factor as we are looking at 
these deployments. But I will get back to you and double check. 

[The information follows:] 

In order to carry out the statutory mandate of the Aviation Transportation Secu- 
rity Act (ATSA), it is necessary for TSA to use certain airport space and fadiities 
defined under federai iaw as "necessary security checkpoints." Pursuant to Section 
511 of the DHS Appropriations Act, 2005, Pub. L. 108-334, 118 Stat. 1317 (October 
18, 2004) airports must provide such space rent free to TSA. The space required for 
the AIT machines is the direct resuit of TSA's mandate to screen airiine passengers. 
In accordance with Section 511 referenced above, TSA wiii continue to pay for nec- 
essary services and utiiities associated with such checkpoint space. 

Mr. PRICE. Thank you. 

Mr. Rodriguez. 

PRIVATE AIRCRAFT REGULATION 

Mr. RODRIGUEZ. Thank you. Thank you very much. Madam Sec- 
retary, thank you very much for your service to our country and 
thank you for the work that you have been doing. We had a recent 
incident that occurred in Texas in Austin, the IRS facility there, 
and it could have taken a lot more lives. It did take the life of a 
wonderful individual veteran who served our country well. 

I n 2008, TSA had proposed a plan to propose new rules for some 
15,000 planes, including requirements for jet operators to check the 
passengers on a watch list and those kind of things, and this pro- 
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posal was met with a great deal of opposition in the private pilot 
industry groups and others. 

When will the TSA's new proposal for regulating private aircraft 
be made available? 

And number two, what changes, if any, will be taken into consid- 
eration as a result of the incident that occurred in Austin at the 
I RS facility? 

Ms. ROSSIDES. Yes, Mr. Congressman, in answer to your question 
first, we are going to go out with a supplemental or a second notice 
of proposed rulemaking on the general aircraft, large aircraft secu- 
rity program. And we are hoping to have that through the Admin- 
istration and posted by the end of the year. And we did receive a 
lot of comments on the first round and we had a terrific collabora- 
tion with the industry and with GA pilots on comments. And we 
are really looking at that. 

AUSTIN, TEXAS, INTERNAL REVENUE SERVICE SECURITY INCIDENT 

In the aftermath of the Austin, Texas, crash and that incident, 
we actually went back to the Homeland Security institute that had 
done the engineering studies for us and asked them to take a look 
at the specifics of that crash and if it should formulate any changes 
in that proposed rulemaking. And so we are waiting for the results 
of that study. And that may help us and it definitely will inform 
us as to any changes that we may need to make in the rule. 

Mr. RODRIGUEZ. What kind of security do we have, if any, in 
some of the small airports that we have in terms of any kind of 
assessments that we might make at the present time? 

Ms. ROSSIDES. Right now in most very small GA airports we 
don't really have any. 

Mr. RODRIGUEZ. We don't have any at all? 

Ms. ROSSIDES. No, sir. 

Mr. RODRIGUEZ. Do we have any kind of establishment, I guess 
we do have the number of flights that go out of there but we don't 
have any way of checking to see who flies out of there, who doesn't 
and those kind of things? 

Ms. ROSSIDES. Right now— well, mostly the FAA knows who is 
flying. They would know the registration of the small plane and 
they would know generally who the pilots are. The pilots have to 
be certified by the FAA. So most of the regulation to date has been 
via the FAA's programs. 

Mr. RODRIGUEZ. So not even once a year or twice a year do we 
do any spot check on any of those? 

Ms. ROSSIDES. We have done so on occasion, for national security 
events. For example, with the inauguration last year of President 
Obama we actually went and visited every general aviation airport 
on the route for the train that he took from Philadelphia to D.C. 
During the Olympics, the plan for the Olympics that just ended, we 
did work looking at the general aviation airports and we did that 
with state and local law enforcement in concert with our inspec- 
tors. Depending on national events, significant activities in an 
area, we will go and look at the general aviation airports. And if 
intel suggests something, we definitely then work in looking at 
them. 
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Mr. RODRIGUEZ. If I can just follow up on that one again. When 
you referred to intel, are you in direct contact on the border with 
Border Patrol and others? 

Ms. ROSSIDES. Yes, we have a very close working relationship 
with the Border Patrol. 

Mr. RODRIGUEZ. The number of flights coming over? The Cana- 
dian border also? 

Ms. ROSSIDES. Yes, sir. 

Mr. PRICE. Mrs. Lowey. 

ADVANCED IMAGING TECHNOLOGY DEPLOYMENT 

Mrs. LOWEY. Thank you. In the American Recovery and Rein- 
vestment Act the Committee provided TSA with $25 million for air- 
port screening machines that have been discussed rather thor- 
oughly to be deployed at airports over the country. However, last 
Tuesday it was reported that not one of these devices has yet to 
be deployed. I was really shocked to read that because we know the 
importance of quickly deploying this technology to our most trav- 
eled airports, including Kennedy and LaGuardia in New York. 

Why did it take 7 months just to purchase 150 advanced imaging 
technology machines? You mentioned the time frame for deploying 
this technology in Boston and Chicago. What about New York? And 
if you struggled to spend the $25 million, what assurances can you 
give this Committee that you can quickly and effectively spend the 
more than $214 million being proposed by the President to deploy 
nearly 1,000 machines across the country? 

Ms. ROSSIDES. Thank you. Yes, Congresswoman, we bought 150 
of the machines last September and we are in the process now of 
receiving those and they will be this first group to go out to the 
airports. The reason that it took some time is we put in the order 
in September and the manufacturer has been delivering those, we 
have made sure that they are ready and equipped in the way that 
we need them to be for the delivery to the airport. We are also in 
the process of awarding a contract, an integration contract, and 
that will be a contractor that will be— their expertise is in deploy- 
ing this kind of technology and rolling this out and supporting us 
to do that. 

So we have two qualified vendors with this technology today, and 
as we make these purchases we will be able to use that vendor's 
list. And in the meantime our lab is continuing to certify additional 
vendors. And that is why the industry is responding very quickly 
to this demand and with our int^ration contract we believe we 
will be able to deploy these. And it is going to take all of our energy 
and our commitment, but we are very, very committed to doing 
this. 

Mrs. LOWEY. You mentioned Boston and Chicago; how about New 
York? 

Ms. ROSSIDES. I don't have the schedule in front of me but I will 
be happy to provide it. Secretary Napolitano tomorrow will be an- 
nouncing the deployment to 11 airports and our team is working 
on the deployment all 150 machines, plus those that we will be re- 
ceiving this year and hopefully next. 

[The information follows:] 
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ANSWER: The near-term deployment schedule is provided in the following. In 
the New Yoilc area. LGA. EWR, and JFK are expected to receive AIT units later 


in calendar year 2010, 
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Mrs. LOWEY. I hope the decisions are made according to threat. 

Ms. ROSSI DES. They are. 

UNIONS 

Mrs. LOWEY. I just wanted to check that out. 

Another issue, Secretary Napolitano testified last week before 
the authorizing committee that DHS did in fact have the authority 
to grant TSO's bargaining rights administratively. 

Can you tell me what is holding up the Department from taking 
this action which President Obama stated many times over during 
the campaign that he supported it? I mean it seems to me that the 
threat to the traveling puolic is the terrorists, not the labor unions. 
And the fact that we cannot even get someone to head up the agen- 
cy because of this issue doesn't make any sense. Could you re- 
spond? 

Ms. ROSSI DES. Yes, ma'am. Congresswoman. The Secretary has 
indicated that she wants to get a permanent TSA Administrator in 
place before the final decision is made on collective bargaining. 

Mrs. LOWEY. That is a good excuse, but what does she— well— 

Ms. ROSSI DES. I will tell you what I have done in my tenure as 
the Acting Assistant Secretary. I have held meetings with both 
NTEU and AFGE in the last year where the leadership of the 
unions have brought in officers from around the country that are 
members of their respective unions and we have sat down and had 
great dialogue with those frontline officers and the leadership of 
both unions on issues of mutual concern. And I will tell you that 
if you put me in a room with a bunch of TSOs it is a great, great 
exchange. And we have had, I consider the leadership of TSA today 
to have a very good working relationship with both unions. And we 
will await the Secretary's 

Ms. LOWEY. I thank you for that response, and I see the Chair- 
man is about to crack the whip. I want to remind you that Customs 
and Border Protection, Immigration, Customs Enforcement, Capitol 
Police and the Pentagon Force Protection Agency have collective 
bargaining rights. 

Ms. ROSSI DES. Yes, I know. 

Ms. LOWEY. You are aware of that? 

Ms. ROSSIDES. Yes, I am. 

Mr. PRICE. Thank you. 

Mr. Farr. 


AIR MARSHALS 

Mr. FARR. Thank you, Mr. Chairman. I probably fly more than 
anyone on this Committee because of the aistance from here and 
I go home every weekend. So I have a lot of experience with TSA. 
And frankly I have been very critical of the air marshals, won- 
dering what the cost-effectiveness of them are. It would be like us 
having to have a marshal to take us from this room to the floor. 
After you are in the building, the building is secure, and after you 
get through the airports, it should be secure. We have locked down 
cabins and cabins that are armed. And with the Christmas bomber 
I don't think it would have made a difference whether an air mar- 
shal was on that plane because the air marshals sit in first class 
and that incident happened in the back. 
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So the Committee last year asked for a report on the cost effec- 
tiveness of the air marshal program and we have not received any- 
thing yet. And in your request you want $85 million more for air 
marshals. I don't think our Committee ought to give it to you until 
we get that report. 

I just wondered if you want to comment on what we are getting 
out of that program. I mean, this is a priority issue. Although I am 
a big fan of law enforcement, I don't think this is the best. From 
what I understand talking to air marshals, they have nothing to 
do when th^ are not flying. They are not reviewing rosters. They 
are not helping with the no-fly list and things like that. They have 
no access to the information of who is on the plane. They are also 
shocked to find out that I am a Congress member. They only find 
that out because they sit next to me and they can read my mate- 
rial. And they are asking me afterwards after we get off, why didn't 
anybody tell me? There were five other Members of Congress on 
this plane and they didn't know who they were either. I guess that 
is what has led to this issue of wondering why we ought to keep 
beefing up this program. 

Ms. ROSSI DBS. So Congressman, I would be happy to come myself 
and bring the leadership of the Federal Air Marshal Service to give 
you a briefing, including some of the issues that you questioned 
there that I don't want to talk about in an open setting. 

I can tell you that the Air Marshal Service is a group of ex- 
tremely well-trained law enforcement professionals. 

Mr. FARR. I don't doubt that. 

Ms. ROSSI DBS. When they are not in mission status they are 
doing other things, including training. They are supporting our op- 
erations in airports, and they work closely with the FBI. They are 
assigned to the J TTF in the interest of aviation security. So we do 
have a number of deployments when they are not in the air. 

But they are 

Mr. FARR. Why don't you submit the report that we asked for 
and then we can have a meeting after that? 

Ms. ROSSI DBS. We will do that and I will follow up on where that 
report is. 

[The information follows:] 

The draft Federal Air Marshal Service Assessment report to Congress is currently 
undergoing Executive Level review within the Transportation Security Administra- 
tion (TSA). After the draft report clears TSA, it will undergo review at the Depart- 
ment of Homeland Security and the Office of Management and Budget. Once all 
these entities clear the report it will be delivered to the House and Senate Appro- 
priations Committees. 


LANGUAGB TRAINING 

Mr. FARR. The other, I wondered how the TSA is addressing the 
language barriers in their national field personnel in the Middle 
East and Africa; this is; what are you doing to train people in the 
native languages or hire host country nationals to work for you 
with field personnel in sort of the risky areas of the world? 

Ms. ROSSI DBS. So one of the things that we do look for as we de- 
ploy our TSA representatives around the globe is whether or not 
they are fluent in the language to which they are being deployed. 
And if they are not, then they go through the Department of State 
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language schcxDls so that they at least have some basic capability 
in the language. 

Mr. FARR. And who pays for the screening equipment in foreign 
countries? 

Ms. ROSSIDES. In the foreign countries, the foreign country pays 
for that equipment. 

Mr. FARR. What lessons did TSA learn from its involvement and 
cooperation with so many other agencies in other countries during 
the Vancouver Olympics? 

Ms. ROSSIDES. We are in the process of doing a lessons learned 
now. And we had great cooperation both from the general aviation 
and the commercial airports back and forth to Vancouver. We had 
a greater intergovernmental interagency cooperative effort. And the 
lessons learned are being reviewed now immediately in the after- 
math of the Olympics. 

Mr. FARR. Can you report those to the Committee? 

Ms. ROSSIDES. Happy to. 

[The information follows:] 
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ANSWER: At the request of the Government of Canada, CBP and TSA 
conducted “Operations Gateway” from February 1, 2010, through March 1, 2010. 
Under this project, CBP and TSA personnel screened 234 General Aviation 
aircraft and 1,114 passengers that were flying from 16 “Gateway” airports in the 
U.S. into Vancouver. By and large, this screening operation was performed 
without incident. 

In addition to CBP and TSA, the Federal Aviation Administration also was 
involved in this project. This project included coordination and cooperation 
between various entities within the Government of Canada - among them 
Transport Canada, the Royal Canadian Mounted Police (RCMP), NAV Canada, 
and the Canada Border Services Agency. 

Lessons learned: 

1 . The importance of public outreach. Although public outreach is a 
critical component of the overall standard operating procedure for 
TSA support to international athletic events, the level of outreach in 
this particular instance highlighted the need to conduct this outreach 
through multiple avenues and by multiple agencies in order to ensure 
all relevant communities received similar messages. One of the key 
requirements for making this a successful operation was ensuring 
that the General Aviation (GA) community was aware of the 
requirements that it had to follow. Both U.S. and Canada agencies 
engaged in public outreach. TSA met with members of the aviation 
community to provide information on the Gateways project. FAA 
conducted public meetings in and around Washington State to 
explain that the airspace in Canada during the Olympic Games would 
be restricted. Additionally, the RCMP and other components of the 
Government of Canada conducted similar campaigns north of the 
border. Also, both FAA and Transport Canada issued NOTAMs 
(Notices to Airmen) on the Gateways and the restricted Canadian 
airspace. As a result of these public outreaches and 
communications, it is believed that the GA community was sufficiently 
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apprised of the specific requirements that it had to follow in order to 
fly to Vancouver. 

2. Coordination within agencies. The most challenging part of the 
project was the process of determining, prior to the start of the 
Games, what the respective roles of CBP and TSA would be at the 
Gateway airports. Once discussions were held and the roles were 
clarified, the operations ran smoothly. In addition to the 
communications within DHS components, it was also necessary to 
clarify how CBP and ISA’s work at the Gateways in the U.S. was 
going to be coordinated with the RCMP and other components of the 
Government of Canada. There were a number of complex, but not 
intractable, issues that had to be resolved through frequent 
discussions and meetings regarding communications between the 
two sides of the border. All of this underscored the importance of 
holding discussions on respective responsibilities as early as 
possible in the planning process. Although every event is different, 
TSA has advised its counterparts in the Department of Homeland 
Security of the need to clarify roles and responsibilities at the 
beginning stages of the planning process. 


3. Advance notice on anticipated flight traffic. Because this was a one- 
time project, there was no historical data that could be used to predict 
the numbers of GA flights that would be flying to Vancouver from the 
U.S. during the Games. Although flight plans are filed through the 
FAA, these plans are submitted too close to the flight to allow for the 
identification of staffing needs. To resolve this issue, the Vancouver 
International Airport did an excellent job on collecting reservation 
information and in communicating with the U.S. Gateway airports to 
get a sense from them as to what kind of traffic they were expecting. 
As a result of this information, the U.S. Government was able to plan 
for the level of staffing that was needed to screen at the Gateway 
airports. 
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Mr. FARR. And lastly, what you are doing with private aviation. 

Mr. PRICE. Very quickly. We have a vote coming up. 

Ms. ROSSI DES. As I mentioned to Congressman Rodriguez, we are 
in the process of preparing the supplemental notice of proposed 
rulemaking for general aviation, which will go out later this year. 

Mr. PRICE. Mr. Culberson. 

TERRORIST WATCH LIST 

Mr. CULBERSON. Thank you, Mr. Chairman. We really appreciate 
your service. Thank you for the job you have been doing. There is 
a lot of concern that the Christmas Day bomber was on a terror 
watch list and was able to get on an airplane. How and why did 
that happen and what can we do in the future to make sure that 
if they are on the watch list they are not able to get on the plane? 

Ms. ROSSIDES. Sir, he was not on any terrorist watch list. He was 
neither a no-fly nor a selectee. So we did not have any visibility 
into him. 

Mr. CULBERSON. Of course he had apparently a valid visa, but 
it was my understanding he was on a terror watch list. That is not 
correct? 

Ms. ROSSIDES. He was not. 

Mr. CULBERSON. Oh, he was on a British terror watch list, my 
colleague Mr. Kirk tells me. Are we looking at watch lists from 
other countries? 

Ms. ROSSIDES. I probably shouldn't answer that in an open ses- 
sion. But I will tell you that right now President Obama did direct 
that the U.S. Government, both the Homeland Security and the In- 
telligence Community, look at the watch list process, and that re- 
view right now is ongoing to see how we can improve that. 

Mr. CULBERSON. I am glad you are doing that. But common 
sense, if they are on a watch list just automatic pilot you shouldn't 
let them on the airplane with my wife and kids, anybody's wife and 
kids. 

Ms. ROSSIDES. One of the things that the TSA will have imple- 
mented by the end of this year is the Secure Flight Program which 
will ensure that no-flies and selectees are properly screened and 
no-flies are not permitted to fly. 

PROFILING 

Mr. CULBERSON. One of the things that I know frustrates all 
Americans— I hear a lot about it and I know my colleagues do from 
their constituents— is common sense. It is very frustrating to see 
the TSA apply these restrictions to all of us. Frisking and search- 
ing 70, 80-year-old women. I remember a horrible case, a medal of 
honor winner, an 80-year-old gentleman who had served his coun- 
try and was pulled aside, yet young Muslim men— this guy had 
been traveling to Pakistan— are not treated any differently. What 
statute, what Federal regulation prevents you from singling out 
young Muslim men and giving them a little more attention than an 
80-year-old medal of honor winner? 

Ms. ROSSIDES. Well, sir, when I hear of circumstances like that 
as you just described, it troubles us too. We want to make sure that 
our officers are respectful of all passengers. But in reality, the law 
requires us to screen all passengers. And TSA does not profile and 
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therefore we do not single out different categories of individual pas- 
sengers. 

Mr. CULBERSON. That is why I was asking. Is there a Federal 
statute that prohibits you from singling out a group of people or 
particular characteristics? Or is there an internal r^ulation? Is it 
a Federal regulation or a Federal statute that prohibits you from 
profiling? 

Ms. ROSSIDES. I would have to get back to you, but I know as 
a matter of policy we do not profile. 

[The information follows:] 

The Transportation Security Administration adheres to "Guidance Regarding the 
Use of Race by Federai Law Enforcement Agencies" deveioped by the U.S. Depart- 
ment of J ustice (DOJ ) in J une 2003 that is premised upon the constitutionai prohi- 
bition against seiected enforcement of iaw based on considerations such as race. 
Under the DOJ Guidance, federai iaw enforcement officers may not use race or eth- 
nicity to any degree in making routine or spontaneous iaw enforcement decisions. 
Appiying that standard toTSA, Transportation Security Officers (TSOs) do not fac- 
tor race or ethnicity in conducting routine screening operations at an airport secu- 
rity checkpoint. The DOJ Guidance aiso states that, in preventing threats to na- 
tionai security or in enforcement iaws protecting the integrity of U.S. borders, fed- 
erai iaw enforcement officers may not consider race or ethnicity except to the extent 
permitted by the U.S. Constitution and iaws of the United States. As an exampie, 
the DOJ Guidance indicates that, if U.S. inteiiigence sources were to report that a 
particuiar ethnic group was pianning to use commerdai jetiiners in connection with 
a terrorist attack at a specific airport within a specified timeframe, then it wouid 
be permissibie for TSA personnel to subject individuals of that ethic group to height- 
ened scrutiny in that location during that period of time. 

ISRAELI MODEL 

Mr. CULBERSON. It is disturbing. It is something that needs to 
change. It defies common sense. I got here in 2001 and was on the 
transportation authorizing committee before I joined this wonderful 
Committee. And right after 9/11 we brought in the head— I think 
you were on there with me, Mark— we brought in the head of the 
Israeli, of El Al security. He was terrific. And we heard terrific 
input from the head of Israeli security. They just don't have this 
problem. If you are an 80-year-old grandmother they don't bother. 
And they obviously are going to screen you and check you. But they 
have a security professional that will talk to them. And if you fit 
certain characteristics you are going to have a conversation with 
Officer Lewis here and you will have a special visit. 

It just defies common sense. What do we need to do to make that 
happen? Because we do not have a problem with Baptists or Hin- 
dus or Buddhists blowing up airplanes it is just common sense. 
What needs to happen so you can let your officers use their own 
common sense and good judgment and zero in on the population 
that is the problem? 

Ms. ROSSIDES. So let me answer that in a couple of ways. First 
of all, we have consulted with the Israelis frequently on the secu- 
rity measures that they have there and what we can do here. We 
have also a behavior detection officer program that has officers 
looking for behaviors that would warrant us to give somebody addi- 
tional screening. 

In terms of what legislative remedy would we possibly need for 
this, I would have to get back to you. 
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Mr. CULBERSON. Please do. Specifically, where is the problem? 
And if I could, let me let Mr. Kirk, he is very knowledgeable as a 
naval intelligence officer. 

Mr. PRICE. Mr. Kirk, we will try to get your question in before 
we go to vote. 

O'HARE 

Mr. KIRK. Thank you, Mr. Chairman. I just have to ask because 
the second busiest airport in the world is in my State. We just had 
the head of security at O'Hare, j im Maurer, say that it was the 
least secured airport in America. This is in the front page of the 
Chicago Sun Times today. Can you comment on his charges? He 
has got some pretty specific complaints against O'Hare. 

Ms. ROSSI DES. Yes, Congressman, I am familiar with the state- 
ments that he made, but I will tell you that O'Hare has an airport 
security plan. TSA inspects that plan. They are in compliance with 
that plan. And any time that we have something reported to us or 
we notice in our inspections that they are not in compliance we will 
take it up with any airport authority. 

Mr. KIRK, j ust one specific thing that he has here that I want 
to raise. He said, quote: O'Hare is the only airport in the country 
that allows private vehicles to park on the secure side of the air- 
port. 

Ms. ROSSI DES. I saw that and I am aware of the parking setup 
there, but basically right now they have a security plan that they 
are in compliance with. 

WORKING WITH EUROPEANS ON WATCH LISTS 

Mr. KIRK. Right. Do you have regular liaison with your European 
counterparts? 

Ms. ROSSIDES. Yes, sir, we do. 

Mr. KIRK. One of the things that I would hope that you do, and 
maybe at the initiative of this Committee, if you are on a British 
no-fly list at a minimum you would be on the selectee list for the 
United States. 

Ms. ROSSIDES. And I believe that that is part of what we are 
looking at in terms of how we share information across govern- 
ments and how we make sure that information gets to the United 
States so that we can properly act on it. 

Mr. KIRK. This may take some money, some foreign liaison, and 
some work, but I think especially the no-fly list of NATO allies 
should immediately trigger membership on the selectee list for the 
United States. 

Ms. ROSSIDES. Thank you. I will take it back and I will add 
that 

Mr. KIRK. It would be expensive in liaison, but I believe the pub- 
lic would 

Mr. PRICE. The recommendation that the gentleman is making 
does not depend on this, but I am told that as a matter of fact 
Abdulmutallab was not on the British no-fly list. 

Mr. KIRK. It was actually worse, he was denied a visa. 

Mr. PRICE. He was denied a visa because of a related problem. 

Mr. KIRK. That even means that the Foreign Office even had its 
act together. 
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Mr. PRICE. He was on our TIDE list but that does not automati- 
cally translate into being placed on the terrorist watch or no-fly 
list. For the record we will straighten that out. 

Mr. KIRK. Basic point, you ought to have the resources to when 
they update their list they immediately go on the selectee list for 
us. 

Ms. ROSSIDES. And Congressman, I would just say TSA actually 
does not nominate and maintain that list. But it is something that 

1 will take back to the committee that is looking at this issue ex- 
actly. 

Mr. KIRK. Thank you. 

Mr. PRICE. I apologize for having to take a break. We will make 
it as brief as possible. We will come back for one final round after 

2 votes. 

[Recess.] 

Mr. PRICE. The Committee will come to order. Once again we 
have had a little more delay than we anticipated but we will have 
one more round of questions. We appreciate your patience, Ms. 
Rossi des. 

I will have some questions for the record, following up on my 
first line of questioning having to do with where these AIT ma- 
chines are going to be deploys, particularly with the manpower 
aspect of that request. I will not get into detail on that now, but 
we do have this request for five screeners for each machine. We 
will want to explore with you just how hard and fast that estimate 
is and what the possibilities might be for a less manpower inten- 
sive operation. 

CARGO SCREENING 

I also want to ask you some questions about the plans for port- 
able explosive trace machines. But I think in this exchange here 
to end this hearing, I want to ask you about the goal that we all 
share and that we trust will be achieved, although there are some 
significant challenges. That is the goal of 100 percent screening of 
cargo transported on passenger aircraft. 

The 9/11 Act requires that you establish a system to screen 50 
percent of cargo by February of 2009, and 100 percent of cargo by 
August of 2010. You met the 50 percent by last February yet it is 
going to be more difficult to achieve 100 percent screening and, as 
we understand it, the difficulty lies in two areas, that is inter- 
national cargo and also cargo in large pallets. 

Let me ask you about the nature of both challenges and what 
you are doing to overcome them. You estimated last year, Ms. 
Rossides, that TSA may reach 75 percent for international cargo by 
August of this year. You have been working on the problem for 
over a year now in addition to the years before that. So I wonder 
if you would still stand by that estimate. What is the screening es- 
timate for international air cargo now? Any possibility we can do 
better than that 75 percent? If not, when are we going to achieve 
this? 

Now, the other problem is the pallets. There are no machines 
qualified to screen air cargo delivered as pallets or in oversized 
containers. TSA and S-t-T have been working on this problem for 
multiple years. But it appears we do not have a solution at least 
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in the near term to this dilemma, well after the mandate has ex- 
pired. 

So the lack of technology means that screening air cargo will be 
more person dependent and more canine dependent in the near 
term. Here, too, can you help us understand the technical challenge 
that we are facing and the likely timeline for achieving our goals? 

Ms. ROSSI DES. Yes, Mr. Chairman. So with respect to air cargo 
domestically, let's talk about that first, which is part of the require- 
ment by August. We are confident that we will meet the domestic 
r^uirement to screen 100 percent, which means that all passenger 
airplanes leaving the United States, lifting off from domestic air- 
ports, that that cargo on those passenger flights will be screened. 
The challenge and the really significant challenge is the inter- 
national inbound. There are 98 countries that we need to gain com- 
pliance to that requirement. And right now we are working with 
those countries, for example, the U.K., that their procedures, their 
screening methods will meet the standards that we have set. But 
in looking at those countries we have literally got to look at their 
methods, how are they screening, are they using a similar supply 
chain approach, and are we comfortable with those methods? 

I do not believe that we will get to that 100 percent by August. 
The 75 percent that I testified to last year might even be opti- 
mistic. What the staff is telling me is that it may be 65 percent 
by August. We are aggressively looking at every country and work- 
ing with ICAO and looking at our global strategies office; our peo- 
ple that do work around the globe are working with these host gov- 
ernments and the air carriers to begin to address this, but it is 
going to be quite a challenge. 

We have about 20 countries that account for about 84 percent of 
the volume coming in and so those are obviously where we are fo- 
cusing our attention the most so that we can get the biggest bang 
for our buck, so to speak, with those countries. We have been asked 
before what is our timeline, how much longer would it take, and 
our estimate is it could be a couple more years beyond August 2010 
that we would have 100 percent compliance in some of those for- 
eign countries. 

Mr. PRICE. Will you turn to the pallet question? What is the na- 
ture of the issue with the most difficult cases? Is it simply or main- 
ly the technological capability that these countries possess? The re- 
sources with which to do this? Are there more intractable problems 
of a diplomatic nature? And it does lead one to wonder, if the latter 
is the case, what is going to be taken to overcome this? 

Ms. ROSSI DES. So, most of the challenges are either their basic 
capability to do it. We have actually gotten great cooperation every 
place where we have visited and talked to the host governments 
and the foreign carriers. So it is more that they just simply lack 
the resources to make the investment in the technology or to build 
the capability. 

We are going to have to look at alternative measures if it comes 
down to that in terms of how we enable these foreign governments 
to meet this challenge. But right now we are working with ICAO, 
which has supported our supply chain approach. We are hoping 
that they too can assist at some of these locations. 
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The issue with the pallets is that these very large pallets, there 
basically is just not a very good technology to screen the huge con- 
figuration that some of these pallets are. We are looking at what 
kind of technology and our labs can look at that and how we first 
try to break down the commodity into smaller packages that we 
can use to address the compliance requirement. So we go and look 
at smaller packages versus the huge large, palletized size configu- 
ration of these shipments. 

TRANSIT SECURITY GRANTS 

Mr. PRICE. Let me quickly and finally refer to an item that will 
not surprise you, given the content of last year's hearings. In fact 
we had two hearings last year with TSA and FEMA on what solu- 
tions could be implemented to improve the timeliness of transit 
grant drawdowns for fiscal years 2006 through 2008. At that time 
93 percent of the 2006 transit grants remained unspent and 99 per- 
cent was unspent from 2007. For the 2006 grants, it took about 285 
days after DHS announced the awards for the actual projects to be 
approved. And slightly less in 2007, 207 days. 

Last spring TSA and FEMA announced that all Tier 1 projects 
would be approved at the time the awards were announce. This 
was to be a significant change allowing transit entities to the ac- 
cess these funds faster. Yet 1 year later, despite this change in the 
process for approving this funding, it appears the disbursement of 
these funds has really not improved dramatically. Certainly for 
grants awarded in 2006 there have been improvements, with 67 
percent of the grants remaining unspent, compared to 93 percent 
a year ago. But there have been marginal improvements at best for 
2007, with 93 percent of the grants unspent compared to 99 per- 
cent a year earlier. 

So why have these changes, which certainly on paper appear to 
be major changes to expedite the disbursement of these grants, not 
produced the results we all anticipated? 

We had intense interest in this, as you know. We had a second 
hearing. We asked you to report on your progress by August of 
2009. We know you worked hard trying to solve this problem. We 
saw some improvement, but we still haven't seen the report. It is 
over 6 months late. 

So the main concern here is the underlying problem. But at the 
same time it is hard for us to get a handle on the problem when 
we don't have the kind of information that we deemed necessary. 

Ms. ROSSI DES. Yes, Mr. Chairman, and first let me apologize that 
the report is not to the Committee yet, and we are working to get 
that through and to you. 

What we have done, though, is look at the recipients of these 
grant funds because what we know is regardless of the process be- 
tween TSA and FEMA, we wanted to focus locally on the recipients 
of these funds, how were they spending those. So TSA has actually 
met with the recipients of 80 percent of these funds. And what we 
are seeing is that at the local level these funds are being managed 
well. The challenge is they do not necessarily invoice, and so the 
drawdown rates do not actually reflect the progress that is being 
made with each of the individual projects. So we are attempting to 
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work with them so that they do actually invoice us in a way that 
would show higher percentages of drawdown rates. 

What most of these local recipients and agencies do is they wait 
for the project to be completely over, and then they submit their 
invoices for payment. And so it looks like projects are not moving 
along in due course when in fact our visits with them and our work 
with them locally are showing that they are actually making some 
progress. 

But we will get you that report, and I again apologize it is not 
to the Committee. 

Mr. PRICE. What you have said really underscores, I think, the 
need for an accounting of this. We have no way of assessing what 
you just said of this being an artifact of an accounting method. I 
suppose on the face of it I would wonder how much of the problem 
that really explains. But to the extent some other way of account- 
ing for this would help us understand what the real rate looks like, 
we of course would like to see that. But we do need an accounting 
and we are still very concerned about the underlying problem. 
These are funds that are not getting out to our communities for vi- 
tally needed protections. So we will look for that report in very 
short order. 

Mr. Rogers. 

ADVANCED IMAGING TECHNOLOGY 

Mr. ROGERS. Let me get back to the whole body imaging, or AIT, 
machines with you. Tell me, I read your statement about the sched- 
ule of deployment. Summarize that for us. 

Ms. ROSSI DES. So you asked before about our ability to deploy 
the technology and install them in the checkpoints. And TSA has 
the designs for all the checkpoints across our U.S. airports. And 
what we are looking at right now is we know what the two current 
manufacturers' technology requirements in terms of the size of 
these units are. And we are looking at the airport configurations 
that we know and where we can deploy this technology so that it 
has minimal impact on the configuration of these checkpoints. And 
that process is ongoing between the TSA technology staff and the 
airports. 

And we are very confident that these first 500 we can deploy 
very effectively and in a fairly accelerated manner and time frame 
because we know what those checkpoints look like today. We have 
had airports volunteer because they know as well that they can 
take this technology in the checkpoint as configured. 

As we look ahead and as we continue to press the industry, we 
are not going to just stop with this technology and the advance- 
ment and the capabilities that this technology promises. We want 
to see the industry get us to a kind of technology that has both the 
walk-through metal detector capability as well as the imaging tech- 
nology capability. But we are very confident right now, based on 
our planning, based on what we know about these checkpoints, and 
basOT upon the cooperation from the airport industry across the 
system that we can deploy these in a very, very effective fashion. 

Mr. ROGERS. On the schedule you say in your statement on page 
5 that 40 machines have been deployed at 19 airports already. 

Ms. ROSSI DES. That is correct. 
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Mr. ROGERS. Last September you bought 150 additional units 
and this year you expect to deploy those and at least 300 additional 
units across the country, which would be 450 additional units. 

Ms. ROSSIDES. Yes. 

Mr. ROGERS. And that the first units set to arrive at Boston 
Logan and Chicago O'Hare next week. 

Ms. ROSSIDES. Right. 

Mr. ROGERS. And then as you point out, the budget requests 
$214-plus million to buy and install an additional 500 units at 
checkpoints to bring the total number of units to about 1,000. 

AIT MANPOWER REOUIREMENTS 

And so you are asking then on top of the money to acquire the 
machines, you are asking an additional $314-plus million for 5,355 
new positions to run these machines at their accelerated deploy- 
ment pace. Now assumedly, if these machines work out well, 
assumedly you will increase the number even further; correct? 

Ms. ROSSIDES. That is part of this ongoing assessment we are 
doing right now, is what would be the optimum full operational ca- 
pability across all airports in the country beyond the thousand. But 
we have not come to a final number on that. 

Mr. ROGERS. So your initial guesstimate on the manpower to op- 
erate the 1,000 machines is 5,355 people. Five FTEs per machine. 

I s there any hope that we could get that down? 

Ms. ROSSIDES. What we are looking at is that requirement for 
this initial 1,000 machines. I believe that as we continue to deploy 
additional machines across the whole system you will have dif- 
ferent requirements for the Cat X airports versus the smaller. And 
it is our commitment as we are going forward to get the maximum 
efficiencies and effectiveness out of both the resources of our people 
and that technology. That 5,000 FTE per machine basically really 
represents a little over IV 4 , IV 2 FTEs but you are adding in 3 
shifts 24/7 operation, so that is how we get the five per machine. 

Mr. ROGERS. But some airports won't be open 24/7. 

Ms. ROSSIDES. That is right. That is the average across the whole 
system that that represents. So as we continue to move into more 
and more airports we will be looking at what that right combina- 
tion and what that FTE would be once we are at a full capability. 

Mr. ROGERS. Well, you are asking for a 12 percent increase in 
the money for the FTEs in 1 year. Now as you recollect, when we 
first started this organization before this Department ever existed, 
when it was under the old Transportation Department, TSA, we 
capped the number of employee FTEs at 45,000. What is it now? 

Ms. ROSSIDES. Today in the checked baggage and passenger 
screening we have 38,000 FTEs working in those areas. 

Mr. ROGERS. But for total screeners? 

Ms. ROSSIDES. Total, it is just under 45,000. 

Mr. ROGERS. Which you would bump up with these new ones to 
plus-50,000? 

Now, I notice that there is some comment that there is some 
auto detect function which might be possible on these body scanner 
machines. What do you mean by that? 

Ms. ROSSIDES. The auto detection capability is where the ma- 
chine actually identifies on the image the anomaly so that the oper- 
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ator does not have to study the image, the machine basically tells 
the operator that there is an anomaly here that requires further 
examination. 

Mr. ROGERS. Well, does that exist now? 

Ms. ROSSIDES. No, it is in our labs being evaluated right now, 
that kind of technology. 

Mr. ROGERS. If that works out, would that help us reduce the 
FTEs per machine? 

Ms. ROSSIDES. No, sir, it really does not because the configura- 
tion for the staffing right now, that staffing is to actually be in the 
checkpoint assisting with the divesting process and the anomaly 
resolution process. So it would not necessarily save on the auto de- 
tection capabilities. 

Mr. ROGERS. You have the magnetometer at the checkpoint plus 
the whole body imager. Would the FTEs for the body imager, the 
5 FTEs, would that also cover the magnetometer work? 

Ms. ROSSIDES. Well, we look at it in terms of the whole check- 
point being a cell that requires staffing, and so the additional re- 
sources that we are asking for would accommodate the checkpoint 
with the advanced imaging technology as well as if we had the 
walk-through metal detector. So we don't really save FTEs if we 
get rid of the walk-through metal detector. It is still the number 
of people required in that checkpoint unit. 

Mr. ROGERS. Without the whole body imaging machine, what is 
the manpower requirement per checkpoint? 

Ms. ROSSIDES. I believe that the checkpoint configuration with 
the AIT in this design is 9.5 FTEs. And then you normalize it 
across the whole system. And so the request that you are seeing 
is for the increase, which is IV 4 to 172 FTEs per machine, and then 
you multiply that by the shifts and by the 24/7 operations in the 
major airports. 

Mr. ROGERS. Well, your estimate of 5 FTEs per machine per day 
looks to me like it is going to be conservative. 

Ms. ROSSIDES. Well, sir, we have looked at what we can do with 
our existing resources and with this technology, and that is a good 
faith estimate on our part of what our modeling shows. 

Mr. ROGERS. Well, I hope, Mr. Chairman, at some point in time 
we can talk about on the Subcommittee withholding some money 
in the later part of the year until we see a practical application 
that we actually need 5 FTEs per machine per day, because it very 
well may work out as they deploy these machines they we will find 
some efficiencies that we are not now thinking. But if we go ahead 
and hire these people then we are stuck. So I would hope that we 
could talk about staging the manpower as time goes on. 

Ms. ROSSIDES. And we will be happy to keep the committee in- 
formed as we are deploying these in terms of what we are seeing 
operationally. 

Mr. ROGERS. Thank you. 

Mr. PRICE. All right. Mr. Ruppersberger, you can wrap up today's 
Subcommittee hearing. 

TRAINING FOR SCREENERS 

Mr. RUPPERSBERGER. Excuse me. We have a lot of hearings at 
the same time. This is very important and relevant. One of the 
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issues that I want to discuss, and if I am repeating let me know, 
is your personnel, the training of your personnel, and looking at 
how there are techniques used in other parts of the world that 
might work. And Israel is a perfect example. We are not talking 
about profiling, but I think Israel talks aoout behavior. And that 
is what we would really like to talk about. 

But let me ask you this. From a training point of view what 
standards do you have for your average TSA person? Do they have 
to have former law enforcement experience? Any education experi- 
ence? Any experience at all? What are your standards as far as hir- 
ing? 

Ms. ROSSI DBS. Sir, the standards for the transportation security 
officer are spelled out in law, and those require a high school de- 
gree or its equivalency. There are requirements once they are hired 
for extensive training. They must have a minimum of 80 hours of 
training, and that training runs the gamut from how to operate the 
technology that is in the checkpoint, how to deal with passengers 
properly, how to resolve alarms, how to conduct physical body pat- 
downs. So it is a variety of training. 

The officers are also required annually to be certified, meaning 
that they have to demonstrate their proficiency to conduct those 
duties and, if they are not, they are subject to dismissal . 

We have another group of officers called behavior detection offi- 
cers, and they are trained and get to what you are talking about 
in terms of the Israelis with looking for anomalous behaviors of 
passengers as they are coming through the checkpoint. And then 
based on the behaviors that they observe, they may refer the pas- 
senger for secondary or additional screening. 

Mr. RUPPERSBERGER. This is what I want to get into. I think a 
lot of times we do repetition because we have always done it and 
yet are we really wasting our personnel's time when they could be 
focusing in other areas that might create a better way of detecting. 

I will give you an example. I am going to use myself personally. 

I have two artificial shoulders, my back is fused, and I have five 
screws in each foot. And so I set off everything when I go through. 
So automatically I stand in line and elected officials know you don't 
complain. You get in the back of the line. And then every time you 
go in you wait for somebody to come, and you have maybe one or 
two people that are there. 

Now, you know eventually there has got to be some judgment on 
whether it is me or somebody on a regular basis that does this type 
of thing. Because I wonder if the people that are working on me, 
because of my artificial body parts— I am bionic, by the way— but 
if they would be looking at not only behavioral but also there is the 
issue of the manifest. In port security we look at manifests. We 
look at the port of embarkation. If we are going to have airlines 
involved in this process, we have to be more open and get them 
more information and more intelligence. 

And I think that if you look at the Israel system it works. They 
are probably more exposed than any other country in the world 
from the terrorist's point of view. And whether you would consider 
evaluating first thing, the standards of the people that you hire, do 
we need more law enforcement? And if you do hire— I am not com- 
plaining about the people that are being hired. I am not judging 
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them. I don't know their performance records. They need to be 
trained and are we really doing the same thing over and over, 
wasting time with certain individuals even though we know that 
al Qaeda might try to find more Caucasians or whatever? Are we 
putting ourselves in a better position by that reevaluation and 
doing what really might work better? 

Ms. ROSSI DES. Sir, you have actually described part of the rea- 
sons why we are moving in this direction, we are moving with the 
advanced imaging technology. One of the advantages that the ad- 
vanced imaging technology is going to give us is that persons like 
yourself having metal implants will now go through the machine 
and avoid a total pat-down and the time that that takes. We have 
actually had tremendous positive response from veterans and per- 
sons with disabilities going through that technology in the pilot 
phase. 

Mr. RUPPERSBERGER. I am not talking about me or that person. 

I am talking about the system and whether the personnel that 
spend their time with someone like a veteran or people that have 
these, that they could be doing something that would be making 
the system more safer and not just doing something that makes us 
feel good but what do we really get? 

Ms. ROSSI DES. And in fact what we do do is, in addition to our 
behavior detection officers, we actually utilize our TSOs in other 
parts of the airport to look for and do random unpredictable screen- 
ing procedures. And that is exactly some of the lessons we have 
learned from the Israeli models, is to have multiple layers of secu- 
rity. We have actually worked closely with the Israelis on the num- 
ber of our programs besides behavior detection, but also our covert 
testing program and we did actually consult with them after the 
Christmas Day attack to talk about what might that have done in 
their system versus how it was carried out across the globe through 
the Amsterdam process that the suspect went through. 

So our approach to multiple layers of security and utilizing our 
officers in those multiple layers is exactly what we are trying to do 
similar to the Israelis, where it is not just focusing on the pas- 
senger that is coming through that is perfectly compliant. 

Mr. RUPPERSBERGER. I represent the BWI airport and I have 
seen, I think, a lot of advancement in your personnel, the quality 
of the personnel, the way they treat the public. But again I think 
some of the system seems that it is repetitive and redundant and 
you wonder where they are going to work and a lot of it, which I 
believe you agree with is the technology. 

Mr. PRICE. Thank you, Ms. Rossides. Let me again thank you for 
a very useful afternoon of testimony, good exchanges that are help- 
ful to us, and beyond that for the outstanding quality of your serv- 
ice. 

Ms. ROSSIDES. Thank you so much, Mr. Chairman. And I appre- 
ciate tremendously the engagement with this Committee. We enjoy 
and are appreciative of the support that you give to the TSA. 

Mr. ROGERS. We sort of started out together this business when 
TSA was created before the Department was created in the old De- 
partment of Transportation. So we have been laboring over these 
things for a good while, and we are going to miss your expertise. 
You have been a very competent manager. You have demonstrated 
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tcxday again your knowledge of these subjects. And we are going to 
miss you. And we want to say thank you again for your long serv- 
ice. 

Ms. ROSSIDES. Thank you. 

Mr. RUPPERSBERGER. Where are you going? 

Ms. ROSSIDES. Well, right now I am waiting for the Administra- 
tion to appoint a permanent Administrator, sir. 

Mr. RUPPERSBERGER. Are you holding your breath? 

Mr. PRICE. I think we best adjourn this hearing. Thank you very 
much. 
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CHAIRMAN DAVID PRICE 


Gale Rossides, Acting Assistant Secretary, 
Transportation Security Administration 
Smart Investments for Real Transportation Security 


Checkpoint Technologies 

Question: The American Recovery and Reinvestment Act provided $1 billion for aviation security 
technologies. Of that total, TSA planned to spend $300 million on next generation checkpoint technologies. 
However, one year after this bill was signed into law, less than one-third of the funding TSA designated for 
checkpoint technologies has been obligated. What is taking so long to award these funds? Please detail when 
and how TSA plans to make further awards for checkpoint technologies. 

ANSWER: The Transportation Security Administration (TSA) is in the process of finalizing awards for 
Advanced Imaging Technology (AIT), Chemical Analysis Device (CAD), and Technology System Integrator 
(SI) awards, which will significantly advance TSA’s obligation amount. 

Although the agency understands the need to obligate the American Recovery and Reinvestment Act (ARRA) 
funds in a timely manner, TSA is also committed to applying the highest standards regarding product 
development and validation. TSA follows a rigorous technology qualification process to ensure all security 
technologies meet TSA-specified requirements. Security technologies undergo laboratory testing, with a typical 
duration of 30 days, to confirm operational effectiveness, which includes confirmation of requirements for 
detection and false alarms, safety, privacy, human factors, and other requirements. 

Laboratory testing is conducted primarily at the Department of Homeland Security (DHS) Science and 
Technology Directorate’s (S&T) Transportation Security Laboratory in Atlantic City, New Jersey, but may also 
take place at a variety of other facilities, such as the Department of Defense laboratories or the Department of 
Energy’s National Laboratories. After passing laboratory testing, security technologies go into operational 
testing at multiple airports for a period of 30 to 60 days. 

Depending on the technology, TSA may also utilize the TSA Systems Integration Facility to conduct additional 
operaiionai scenarios and Concept of Operations testing on security technologies before they are fielded. 

Testing results are then compiled, analyzed, and briefed to TSA leadership, the DHS's Director of Operational 
Test &. Evaluation and the relevant DHS Acquisition Review Board before a contract award is made. When the 
ARRA was enacted, TSA was at the beginning of that acquisition process and was working with vendors to 
ensure availability of mature technologies that meet TSA specifications. 

TSA is in the process of finalizing awards for AIT, CAD, and SI awards. In addition, the Next Generation 
Advanced Technology (AT-2) X-ray is currently undergoing operational field testing to ensure that it meets all 
requirements. An AT-2 X-ray contract award is anticipated in July 2010. 
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Advan<^ imaging Techpologics 

Question: In September and December of last year, TSA made two Indefinite Delivery Indefinite Quantity 
awards for the procurement of Advanced Imaging Technology (AIT) passenger screening systems. Following 
the December 25, 2009 failed attempt to sabotage Northwest flight 253, President Obama and the senior 
leadership of the Department of Homeland Security stated pubiicaliy that accelerating the deployment of AIT 
systems was a top priority. 

Because we have not yet received the 2010 expenditure plan for checkpoint technologies, please outline for the 
Committee where we are in placing the orders for additional AIT systems following the Northwest 253 incident. 
We know that 150 systems have been purchased and are in the process of being installed. Please provide more 
details on this plan. When will the remaining 300 systems TSA keeps saying will be procured and installed in 
2010 be awarded? Do you plan any additional procurements in 2010 (beyond these 300) or does TSA plan to 
wait until 201 1 to procure the additional 500 systems requested? 

ANSWER: TSA intends to procure an additional 300 AIT units in FY 2010 with ARRA funds. This award is 
currently in the final stages of review and TSA intends to announce the recipient(s) in the late-March/April 
2010 timeframe. 

In March 2010, TSA began deployment of the 150 previously purchased systems. The first 11 airports to 
receive units from the 150 allotment are Chicago O’Hare International, Logan International Airport, 
Cincinnati/Northem Kentucky International Airport, San Jose International Airport, Los Angeles International 
Airport, Port Columbus International Airport, Kansas City International Airport, Ft. Lauderdale-Hollywood 
International Airport, Metropolitan Oakland international Airport, Diego International Airport (Lindbergh 
Field), and Charlotte/Douglas Internationa! Airport. TSA intends to fully deploy these units and the next 300 
systems by December 2010. 

Procurement of the 300 systems is currently in the final stages of review. TSA intends to announce the award 
in the late-March/April 2010 timeframe. TSA does not plan to procure more than the 300 announced units in 
FY 2010. Funding for an additional 500 units is requested in the FY 201 1 budget. 


Question: How do you intend to prioritize the deployment of AIT equipment at airports? 

ANSWER: TSA's deployment strategies are based on risk, airport readiness, and operational suitability. 
Modifications to checkpoint infrastructure that may be required to accommodate AIT units at a checkpoint are 
also taken into consideration. 


Question: What efforts are being undertaken by the agency to involve airports in planning the deployment of 
AIT equipment at individual airport facilities? 

ANSWER: As checkpoints are reconfigured to accommodate the installation of AITs, TSA is working in close 
collaboration with individual airport operators and local TSA officials prior to finalization. TSA also discusses 
designs with airport authorities and obtains their approval before any work is started. 


Question: How do you intend to balance the need to deploy AIT equipment quickly with the imperative to 
deploy it “smartly" - in a way that avoids disruptions to operations or costly facility modifications? 



60 


ANSWER; I'SA has made preliminary estimates of the required space needed for multiple configurations of 
AIT units. These diagrams will assist in the deployment of AIT and other new technologies. In addition, TSA 
will closely coordinate with local airport authorities to ensure that ail space/facility requirements and constraints 
have been taken into consideration. This process is designed to minimize disruptions to airport operations. 


Question: Is it your intention to deploy AIT equipment within the existing screening checkpoint footprint at all 
airports? If not, do you have estimates as to how much space is needed and at how many airports? How do you 
intend to pay for any additional space beyond existing screening checkpoints that TSA may require? 

ANSWER: TSA intends to deploy AIT units with a minimal amount of impact to the currently established 
checkpoints. The size of the unit and the requirement for a separate, isolated viewing station may require that 
the current checkpoint footprint be exceeded. Some aiiports may not be able to accommodate AIT units at their 
checkpoints. In those instances, an equivalent level of screening will be provided with other screening 
measures. 

TSA has made preliminary estimates of the required space needed for multiple configurations of AIT units. To 
support and confirm these estimates, TSA is currently in the process of developing or updating detailed 
checkpoint drawings of all airports nationwide. TSA will utilize the detailed checkpoint drawings to determine 
the quantity and placement of AIT units that each airport checkpoint can accommodate. These diagrams will 
also assist in the deployment of AH' and other new technologies. TSA will closely coordinate with local airport 
authorities to ensure that all space/facility requirements and constraints have been taken into consideration. 

The FY 201 1 President's Budget Request includes funding to pay for any necessary minor facility upgrades to 
accommodate AIT equipment. TSA will work with the airport if any changes arc needed to the checkpoint 
footprint, but emphasize designs that limit checkpoint size requirements. Currently, TSA is not required to 
purchase checkpoint space so no funding is needed to purchase additional area. 


Question: With the utilization of AIT equipment for primary screening, the passenger throughput level relative 
to magnetometers will decline greatly. Are you concerned about passenger throughput levels as AIT machines 
become operational at additional airports? Are you concerned about the agency’s ability to handle the 
inevitable increase in passenger traffic levels that will likely occur in the near future? Have you done modeling 
on wait times at individual airports? The budget includes a goal of a 20 minute maximum wait time in 2012. 
What sort of wait times do you anticipate in 2011? 

ANSWER: TSA is working with AIT vendors to develop and deploy Automatic Targeting Recognition (ATR) 
capability. ATR is expected to enhance throughput of the AIT. In addition, there are multiple configurations 
under consideration for the installation of the AIT which will also optimize passenger throughput. For example, 
there are plans to have one AIT per lane as well as providing a walk-through metal detector with equivalent 
screening to accommodate passenger overflow. TSA will monitor the operational effectiveness of the units and 
will adjust plans accordingly based on airport needs. 

The primary data source utilized by the TSA to project future traffic trends are the annual Federal Aviation 
Administration (FAA) Aerospace Forecasts. Currently, the FAA projects only a 2 percent increase to traffic 
over 2009. TSA employs a Staffing Allocation Model which reassesses traffic patterns on an annual basis and 
reallocates staffing as needed. These reallocations occur 8-10 months in advance of peak month travel for the 
majority of airports. TSA also monitors actual passenger traffic at the airport level every two weeks and makes 
adjustments throughout the year based on traffic trends. 
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TSA continuously models the effect of changes in passenger volume, standard operating procedures, 
technology, and passenger characteristics to determine the effects on throughput, wait times, and staffing 
requirements. The FY 201 1 request continues to assume a 10 minute wait time standard in providing 
appropriate staffing levels and equipment. TSA raonitore wait times exceeding 20 minutes. TSA does not 
anticipate any changes in wait times in FY 2011. 


Question: AITs take a lot more screeners to operate than a metal detector (5 to 1 ). Asa result, TSA is asking 
for 5,355 new screeners in fiscal year 201 1 . However, it may be possible to reduce the number of screeners if 
there are ways to decrease the AIT processing time, for example if manufacturers are able to automatically 
detect a threat object, we would not need a screener reviewing images in a separate room. Why do you need to 
hire 5,355 screeners just to operate AIT systems? Won’t there be some savings as you phase out current metal 
detectors to install AITs, meaning that we could hire fewer screeneis? 

ANSWER: The FY 201! Budget Request assumes that ATR capability is deployed to the AIT fleet. TSA will 
begin testing ATR in FY 2010 with subsequent deployment to the fleet in FY 2011. Consequently, it is 
anticipated that TSA will be able to remove the image operator from the checkpoint as ATR is deployed in 
calendar years 20 1 0 and 2011. 

The additional personnel to operate an AIT average 1.3 to 1.5 Full-Time Equivalent (FTE). When extrapolated 
over the multiple shifts, a seven day work week, and time for training, sick leave, annual leave and military 
deployments, TSA will require over 5,000 FTE in FY 201 1 . The additional personnel are necessary to ensure 
proper passenger divestment of personal items and resolutions of anomalies detected by the AIT. 

Currently, the TSA does not have plans to fully replace all the walk-through metal detectors (WTMDs). TSA 
has made a decision to utilize WTMDs in a collocated fashion with AIT units until the AIT’s performance in a 
primary position, chiefly relating to throughput, can be confirmed. As more AIT units are deployed, acceptable 
throughput performance is demonstrated, and ATR functionality is implemented on fielded AITs, TSA will 
gradually phase out metal detectors, resulting in greater resource efficiencies. TSA does not expect cost savings 
until AITs are deployed to smaller airports. 


Question: While I understand that having a TSO instruct passengers to take everything out of their pockets 
before entering an AIT would dramatically reduce false alarms (i.e., delays), why could this function not be 
performed by the identification checker, or by visual instructions on a computer screen that would clearly cost 
less than having screeners perform this task? 

ANSWER: Over the past eight years, TSA has found that signage and video direction are largely ignored by 
the majority of traveling passengers. Face to face, personal engagement is the only method that has worked 
consistently and there is a direct correlation between a divesting coach and passenger throughput. Furthermore, 
the Travel Document Checker (TDC) is fully engaged in verification of boarding passes and identification and 
within the queue, not optimally positioned for AIT passenger divestiture instruction. 


Question: Could technological advancements decrease the AfT processing time? Is this feasible in the near 
term? 
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ANSWER; The AIT units that have been awarded to date meet or exceed stated requirements for processing 
time. However, the TSA continues to work aggressively with vendors and encourages them to improve upon 
the required processing times for their systems. TSA is also working with industry to develop ATR algorithms 
that will reduce the overall screening time for AIT systems while maintaining the required level of security 
effectiveness. 

Question: AITs have a larger footprint than metal detectors and weigh significantly more. In the past, when 
TSA has swapped out smaller, lighter weight machines (x-rays for ATs), there has been a need to reinforce 
floors at certain airports to handle this additional weight. Have you factored this in for AITs? Do you have any 
funding in your checkpoint support request for 201 1 for reinforced floors if necessary? What about 2010? 

ANSWER: TSA has made preliminary estimates of the required space needed for multiple configurations of 
AIT units. In addition, the procurement specification for AIT included unit size and weight requirements which 
were based on previous experience with deployed technologies. TSA has made the assumption that certain 
modifications to checkpoints may be required to support deployment, but these will not significantly delay 
technology integration. 

Funding in FY 2010 and the FY 201 1 President’s Budget Request includes funds to pay for minor facility 
modifications as necessary. TSA has modeled every checkpoint and airport, including the load bearing 
capability of the checkpoint flooring, and has identified a sufficient number of checkpoints to install all planned 
AIT systems for FY 2010 and FY 2011. 


LiQuid Detection Technologies 

Question: More than a year and a half ago, then TSA Assistant Secretary Hawley announced that the public 
would soon be able to fly with liquids greater than 3 fluid ounces in their carry-on bags. However, it appears 
that no change in the liquid policy is on the immediate horizon. Please detail for the Committee why this 
problem cannot be easily resolved. What is the status of this initiative? What are the challenges and obstacles 
that you face to make this change? What is your best estimate as to when TSA can begin testing technologies 
both at the lab and in an operational environment that better delect threat liquids? 

ANSWER: TSA has been working with vendors on the development of a next generation AT-2 X-ray, which 
is intended to have better detection capabilities for liquids. TSA is also working to deploy a layered solution 
using multiple technologies such as bottled liquids scanners that will ultimately result in eased liquids 
restrictions for passengers. 

TSA has procured, and is in the process of deploying, 500 next generation Bottled Liquids Scanners (BLS-2) to 
replace the 300+ legacy units currently in the field. These units will temporarily serve as the primary screening 
device for medically exempt liquids that are allowed through the checkpoint until the liquids detection 
capabilities of the AT-2 X-ray have been developed to an acceptable level of security effectiveness. At that 
time, the AT-2 X-ray units will begin primary screening of liquids and the BLS-2 units will serve as alarm 
resolution. Full deployment of both systems remains several years into the future. 

The current technology does not afford adequate detection capability for liquids, aerosols, and gels. The current 
maturity level of liquids detection is steadily improving and the technology will be fully deployed when it meets 
ISA’s operational and security needs. TSA works directly with vendors to ensure that requirements and test 
results are communicated in a timely fashion and allows for the testing and re-testing of units that may need to 
address detection deficiencies. 
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Laboratory testing for liquids detection was conducted at multiple facilities for Bottled Liquids Scanners and 
AT X-ray systems that are equipped with liquid detection algorithms. AT X-ray system field testing will begin 
in May 20 1 0 with a focus on bulk explosives detection and other system improvements. TSA will continue to 
work with AT X-ray vendors to apply the latest liquid detection algorithms to the AT X-ray systems when they 
become available. 


Portable Trace Machines 


Question: Recently, TSA has begun swabbing passengers’ hands looking for trace amounts of explosives. 

Yet, the trace machines that are in use are not portable so the screeners need to run back and forth to the 
machines for a reading. The fiscal year 201 1 budget requests funding for portable trace machines. Do you plan 
on procuring any portable machines in 2010? 

ANSWER: In 20 1 0, TSA began planning for the lalx)ratory and field testing of portable Explosives Trace 
Detectors (ETDs), which may yield a suitable unit for addition to the Qualified Products List. Upon the 
successful conclusion of the testing process, TSA intends to award contracts to vendors for units to be 
purchased in calendar year 2010. 


Question: If an airport has an AIT in primary, do you still plan on using portable trace machines randomly on 
passengers or will portable trace machines be deployed at airports that will not be receiving AITs in 2010 or 

2011 ? 

ANSWER: TSA is currently planning to deploy AIT systems in the primary position at the checkpoint. 
Portable/Non-portabie ETDs will also be used as a part of the screening protocol to resolve detected anomalies. 
In the event of an AIT being unsuitable due to infiexible space constraints or unavailability of a unit for a 
checkpoint, the ETD will provide the capability to screen passengers for the presence of explosives residue. 
ETDs will continue to be used for random screening as part of layered security at the checkpoint. 


Question: Will you need to hire new screeners to operate these portable trace machines? The budget does not 
indicate that you will; however, these systems may be operating outside of the usual places. 

ANSWER: TSA will use portable trace equipment in conjunction with TSA’s Playbook (random and 
unpredictable screening) program and, therefore, additional staffing is not needed. 


Question: What are the common findings you are seeing to date when you swab a person’s hands? In the past, 
explosive trace residue was noted if a person had used certain types of hand lotions as well as had been around 
farm implements or fertilizers. Are you getting a lot of “hits” based on residues that could also be used in the 
explosive making process? If so, what is your procedure to handle them? Will airport law enforcement need to 
respond to each case because you never know what is an actual trace “hit”. 

ANSWER: Since TSA’s employment of ETDs, there have been a small number of ETD alarms. When an 
alarm has been triggered, the individual has been cleared through additional screening. To date, no dangerous 
findings have been found as a result of this new procedure. ETDs are designed to hit on very specific explosive 
components. The components found in various common products rarely alarm the E'fD. 
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In the event of an ETD alarm, the passenger is directed for additional screening of their person and property to 
ensure no dangerous articles are present before they cm be cleared through the checkpoint. 

Law enforcement is only brought in when the Transportation Security Officer (TSO) and Supervisor)’ TSO 
cannot properly or completely clear the passenger. If the passenger’s person and property are cleared of any 
dangerous items and, absent any other signs of suspicious behavior, the individual is cleared to enter the sterile 
area. 


Question: To date, are airport travelers grumbling about TSA airport screeners adding another layer to their 
daily security routine? 

ANSWER; A Gallup poll conducted in January 2010 favore the use of the technology, with 78 percent of 
respondents saying they approve of the use of AIT machines at airports and 84 percent saying AIT machines 
would help stop terrorists from carrying explosives onto planes. During the TSA’s pilot project, passengers 
responded with a 99 percent AIT acceptance rate. 


Standoff Detection Technologies 


Question: Do you consider airport lobby areas and other ‘"non-sterile” areas of airports to be vulnerable today 
to terrorist attack? Are the current “human-based” non-technology assisted layers sufficient to deter, detect, and 
prevent a suicide bomber from attacking these areas? 

ANSWER: TSA and airports, working from TSA's layered approach to aviation security, incorporate varying 
security practices and procedures into their daily operations to mitigate any risk that may be present in non- 
sterile areas. TSA can certainly provide a briefing to the Committee if more information is needed. 

No single security layer, human-based or technology-based is adequate to deter, detect, and prevent a suicide 
bomber. The Screening Passengers by Observation Technique program, the primary human-based security 
layer employed by TSA, utilizes TSOs who are trained to observe and resolve anomalous behaviors. These 
specialized TSOs are called Behavior Detection Officers (BDOs). Because the behavior detection capability 
seeks to discover hostile actors rather than threat anomalies, it is applicable across multiple threats (e.g., body- 
bomb, carry-on bomb, etc.). Each layer of security is important on its own. but it is the cumulative effect of the 
multiple layers that maximizes the security force. Thus TSA strongly supports an integrated approach that 
promotes both human-based and technology-based security. 


Question: Do you have advanced technology systems under evaluation to provide standoff detection of 
explosives before someone enters the security checkpoint? 

ANSWER: TSA has conducted extensive laboratory testing of representative standoff detection technologies, 
from a variety of manufacturers, as well as conducted proof of concept testing of a couple of systems in several 
transportation venues. The technical capabilities and limitations of current standoff detection technologies 
demonstrate that the systems are better employed in intermodal and surface transportation environments than in 
passenger aviation venues. TSA will move to add these systems to the Authorized Equipment List for the TSA 
transportation security grants programs. 
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Question: What assets do you use today for surveillance and screening in airport lobbies, and what 
improvements is TSA seeking from the new technologies? 

ANSWER: TSA, along with airport authorities and local law enforcement, has employed BDOs, K-9s, and the 
Advanced Surveillance Program for surveillance in airport lobbies. TSA continues to look for new technologies 
to enhance surveillance and screening in airport lobbies. 


Question; President Obama’s January 1 0’*’ directive on con^tive actions to agency heads specifically charged 
DHS to “aggressively pursue enhanced screening technology, protocols, and procedures, especially in regard to 
aviation and other transportation sectors”. Given this directive and TSA risk-based passenger screening 
approach, is standoff detection one of the screening technologies you’re considering to meet the President’s 
direction? If not, what is the rationale for not considering it? 

ANSWER: TSA intends to re-evaluate standoff detection technology once it has been determined that vendors 
can provide an appropriate level of detection capability balanced with TSA’s desired level of operational 
feasibility. 

To date, vendors have not developed technology capable of providing the combination of detection capability 
and operational feasibility that the TSA’s standards require. 


Question: These systems have been at seaports and transit stations. How have they performed technically? 
When do you anticipate putting such systems on TSA’s qualified products list? 

ANSWER: TSA’s extensive experience with and knowledge of the technical capabilities and limitations of 
current standoff detection technologies has led to the determination that the systems are better employed in 
intermodal and surface transportation environments than in passenger aviation venues. The operational 
requirements for maritime and surface are very different than those for airports. Actual technical performance 
data is Sensitive Security Information and can be provided separately to the Committee. 

TSA intends to forward a recommendation to the Federal Emergency Management Agency to add standoff 
detection systems to the Authorized Equipment List for TSA transportation security grants programs by the end 
of the third quarter in FY 20 10. 


Question: The Science and Technology budget also notes that Directorate will be involved in development and 
testing efforts for standoff detection in fiscal year 2011. Arc they doing this work in conjunction with TSA? If 
so, what needs to be done since TSA has already tested at least one of these systems in an operational 
environment and had planned to procure a limited quantity in 2010? How is this not a step backwards? 

ANSWER: TSA works closely S&T to leverage efforts to determine new and innovative technology 
capabilities. Information gathered by both organizations is routinely shared and discussed in forums, such as 
the Capstone Integrated Project Team. 

TSA intends to delay procurement of standoff detection technology for TSA’s use in pre-checkpoint screening 
until the technology is mature enough to meet TSA’s aviation passenger screening requirements. TSA will 
continue to evaluate this technology for potential placement on the Qualified Technology List for TSA 
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procurements, if it can be demonstrated to meet aviation threat requirements. TSA will continue to monitor the 
market and collaborate with vendors to help advance the technology. 

TSA deteirnined that standoff detection systems assessed for airport environments did not adequately meet the 
operational needs of the airport, while they did meet different requirements for surface and maritime uses. 

Based on these assessments and market research, TSA determined that such technology is not ready for the 
airport environment. TSA will continue to monitor the maricet and collaborate with vendors to help advance the 
technology and consider procurement if the technology is mature enough to meet airport requirements. 


Explosive Detection Systems (EDS) 

Question: TSA is having better success in awardir^ the $700 million of ARRA funding for the procurement 
and installation of explosive detection equipment. Please detail what funding has been awarded to date, by 
airport, and your plans to complete these obligations. As part of this response, clearly delineate between how 
much of these funds will be devoted to upgrading airport baggage systems and how much will be spent on 
terminal modifications. 

ANSWER: The following table lists airport projects that have been awarded with ARRA funds as of March 4, 
2010. The listed “Other Transactional Agreements (OTA) Facility Modifications” are airport terminal 
modifications. None of these projects include aiiport baggage systems upgrades. 


Project 

Funding Amount 
($M) 

OTA Facility Modifications 

Hartsfield Atlanta International Airport (ATL) 

$20.00 

Gallatin Field Airport (BZN) 

$3.27 

Port Columbus Internationa! Airport (CMH) 

$35.21 

Yellowstone Regional Airport (COD) 

$0.28 

James M. Cox Dayton International Airport (DAY) 

$9.71 

Honolulu International Airport (HNL) 

$24.57 

Washington-Dulles International Airport (lAD) 

$154.00 

Jackson Hole Airport (JAC) 

$6.21 

Orlando International Airport (MCO) - Disney Design 

$1.30 

Orlando (FL) International Airport (MCO) - East 

$14.93 

Kahului Airport (OGG) 

$7.24 

Philadelphia International Airport (PHL) • AE6 

$7.06 

Philadelphia International Airport (PHL) • A. East 

$19.55 

Portland International Jetport (PWM) 

$9.19 

San Antonio International Airport (SAT) 


San Francisco International Airport (SFO) 

$15.35 

San Jose International Airport (SJC) 

$20.92 

Sacramento International Airport (SMF) 


SUBTOTAL 

$374.52 

Advanced Surveillance Program OTAs 

Boise Air Terminal/Gowen Field (BOI) 

$0.45 

Cincinnati/Northem Kentucky International Airport (CVG) 

$0.14 
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Ronald Reagan Washington National Airport (DCA) 

$1.77 

Spokane International Airport (GEG) 

$0.43 

Gerald R. Ford Internationa! Airport (GRR) 

$0.17 

Washington-Dulles International Airport (lAD) 

$5.49 

Little Rock National Airport (Adams Field) (LIT) 

$5.52 

Kansas City International Airport (MCI) 

$6.55 

Chicago Midway Airport (MDW) 

$1.33 

Will Rogers World Airport (OKC) 

$3.43 

Eppley Airfield (OMA) 

$2.86 

Tampa International Airport (TP A) 

$6.02 

SUBTOTAL 

S34.16 

Reduced-Size Explosive Detection System (RSEDS) 

RSEDS 

$1731 

SUBTOTAL 

$7731 

Program Operations & Management j 

PO&M 

$6.08 

SUBTOTAL 

S6.08 



TOTAL AWARDED 

S492.13 


The following table lists planned airport projects utilizing ARRA funds. The listed “Other Transactional 
Agreements (OTA) Facility Modifications" are for airport terminal modifications. None of these projects 
include airport baggage systems upgrades. 


Project 

Funding Amount 

(SM) 

Planned 

Obligation 

Month 

OTA Facility Modifications 

St. Petersburg-Clearwater International Airport (PIE) 

$0.63 

Mar- 10 

Lambert St. Louis International Airport (STL) 

$31.50 

Mar- 10 

Charlotte/Douglas International Airport (CLT) 

$33.78 

Mar- 10 

Little Rock National Airport (Adams Field) (LIT) 

$8.96 

Mar- 10 

Orlando (FL) International Airport (MCO) - Disney 

$12.49 

May- 10 

Colorado Springs Municipal Airport (Peterson Field) (COS) 

$7.41 

Jul-IO 

New Orleans International Airport (MSY) 

$24.97 


Tulsa International Airport (TUL) 

$4.72 


William P. Hobby Airport (HOU) 

$0.51 


Huntsville-Madison County Airport (HSV) 

$1.50 

Sep- 10 

SUBTOTAL 

SI 26.47 


Advanced Surveillance Program OTAs 

James M. Cox Dayton International Airport (DAY) 

$3.00 


SUBTOTAL 

$3.00 


Reduced-Size Explosive Detection System 

(RSEDS) 

RSEDS 

$16.83 

Jul-lO 

SUBTOTAL 

S16.83 


Program Operations & Management (PO&M) 
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PO&M 

$48.72 

Sep- 10 

SUBTOTAL 

$48.72 


TOTAL PLANNED 

$195.02 



Question: Earlier this year, TSA informed the Subcommittee 45 of the top 84 airports (54 percent) had optimal 
screening systems throughout the entire airport and another 24 (29 percent) have optimal screening systems in 
some part of the airport. With the $623,832,000 in discretionary and mandatory funds requested in 201 1 , how 
will these figures change? How many more of the top 84 airports will have optimal baggage systems throughout 
the entire airport following our 201 1 appropriation (if enacted as requested)? 

ANSWER: It is estimated that a total of approximately 52 of the top 84 airports would have complete systems 
throughout the entire airport, and another 21 would have complete systems in some parts of the airport. 

If the request is enacted, it is estimated that 52 airports will have completed systems throughout the entire 
airport. 


Question: Time and time again, this Committee has been told that in-line baggage screening systems hold huge 
advantages in terms of increased efficiency and accuracy and dramatically reduce TSA personnel requirements. 
Unfortunately, cumbersome and inefficient in-lobby EDS systems remain in place, including at some of the 
busiest airports in the country. According to your budget request, TSA does not plan on having all Category X 
and I airports with some type of completed in-line baggage screening system until 2018? Why will it take so 
long? 

ANSWER: ISA prioritizes airports based on a number of factors, such as risk and airport readiness, in 
addition to airport category. As a result, some Category II and Category HI airports arc moving towards 
completion at the same time as Category X and Category I airports. 


Question: If it isn’t until 2018 for the largest airports, when do you plan on having optimal systems in place at 
ail of the Category II and III airports? 

ANSWER: Category II and III airports are projected to have optimal systems in place by FY 2019. 


Question: For fiscal year 2011, what plans do you have in place for getting in-line systems into those and other 
facilities across the country that lack an in-line solution? Will this be through Letters of Intent or will you 
largely continue to utilize yearly other transactional agreements? Please detail for the Committee the number 
and terms of the LOIs TSA has entered into since the 9/1 1 Act was signed and what is planned for in both 2010 
and 2011? 

ANSWER: Optimal baggage screening configurations vary from airport to airport, and may not always reflect 
an in-line system. TSA continues to make significant efforts to implement a proactive outreach process to 
airports that do not yet have optimal screening systems. This outreach process includes engaging airports on the 
local level to encourage them to participate in the funding application process. TSA is continually working with 
airport stakeholders to help guide them through the design initiation process and, by publishing the Planning 
Guidelines and Design Standards document, has made it easier for airports to understand and meet TSA's 
requirements for system performance. 
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The determination of optimal solutions for airports, including in-line systems, is based on critical needs to 
accommodate growth, increase operational efficiencies, and maximize automation of baggage movement to 
minimize screcner injury rates. Other considerations for funding include preexisting plans to build new 
terminals or terminal expansions and airport readiness to begin a project. TSA continues to balance many 
competing priorities for available funds. 

Title 49, Section 44923 (h) requires that, of the amount made available under the Aviation Security Capital 
Fund for a fiscal year, not less than $200 million shall be allocated to fulfill Letters of Intent (LOIs), and 
Section 44923 (h)(3) requires that up to $50 million be used for other transaction agreements with priority 
given to small airports’ projects. Therefore, TSA will continue to use both LOIs and Other Transaction 
Agreements. 

Please see the table below for the number and terms of the LOIs TSA has entered into since the 9/1 1 Act was 
signed into law. 



FY 2008 

FY 2009 

FY 2010 

FY 2011 

Total 

Number of LOIs 

3 

3 

4 

4 

14 

Total ($ in millions) 

$200.00 

$200.00 

$200.00 

$200.00 

$800.00 


Question: Congress has appropriated significant resources in recent years to upgrade baggage screening 
systems at the nation’s airports, yet much of that funding remains unobligated - a fact that some airports 
attribute to a lack of flexibility on the agency’s part to pay for significant costs associated with these projects. 

While the Committee applauds agency efforts to be good stewards of federal resources, we are concerned about 
reports that the agency is dramatically narrowing the scope of project eligibility in some cases and shifting 
significant costs to airport operators. How, specifically, is the agency determining the associated project costs it 
will cover on individual airport projects? Are these decisions being made on a case-by-case basis or uniformly 
for all airport projects? Is the agency now declining to pay for associated costs that it has previously been 
willing to pay for? If so, why? 

ANSWER: In 2009, TSA added guidance to the Planning Guidelines and Design Standards, Version 3.0, 
Appendix F that provides clear guidelines for allocable/allowable costs and broadens allowable costs to include 
additional conveyors associated with a screening matrix. This encourages airport stakeholders to build a more 
efficient centralized screening system with lower life cycle costs. Airports submit designs along with estimates 
broken out by allowable/non-allowable costs. These costs are validated by TSA. Even with more liberal 
guidelines, there are still significant costs that are not allowable in most airport projects. 

TSA strives to make uniform decisions regarding allocable/allowable costs. The Planning Guidelines and 
Design Standards, Version 3, Appendix F provides uniform guidance to the airports and is posted with the 
funding application guidance on the TSA Web site. Some decisions are made on a case-by-case basis 
depending on the cost effectiveness of the solutions. 

In an effort to be fair and equitable to all airports and ensure the TSA addresses project costs associated with 
checked baggage screening systems, TSA published Appendix F of the Planning Guidelines and Design 
Standards. Appendix F not only provides clear guidance of what is and is not allocable/allowable cost, but it 
also broadened allowable cost to include additional conveyors associated with a screening matrix. 


Appendix F has broadened allowable project costs with two primary changes of a more liberal allowance for 1 ) 
basic bag sorting to airline carriers mid 2) incoming/outgoing conveyor runs outside the screening matrix. 
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TSA's standard approach to project allowable/allocable costs does not decline costs that were previously paid 
for, rather, due to the complexity of airport specific designs and projects, TSA allows for a case-by-case basis 
review of allowable/allocable costs where project specific exceptions may be negotiated. 


Question: Please update the table found on p^e AS-30 of the budget justification to show the program's 
progress in EDS/ETD deployment and facility modifications to reflect Category III airports. 

ANSWER: The following chart shows current EDS/ETD equipment deployment and facility modification for 
Category X, 1, II, and III airports through FY 2010. 



Total 

Number of 
TSA 
Airports 

Entire Airport 
Completed 

Some Screening 
Areas with 
Completed 
Systems 

Total Number of 
Airports with 
Some Completed 
Systems 

Percentage of 
Airports with Some 
Completed Systems 

CATX 

28 

15 

11 

26 

93% 

CAT! 

56 

30 

13 

43 

77% 

CAT 11 

77 

51 

18 

69 

90% 

CAT III 

124 

62 

0 

62 

50% 

Total 

285 

158 

42 

200 

70% 


Question: Of the $632,832,000 requested in 201 1, $103,600,000 is to purchase checked baggage equipment. 
Please detail for the Committee how this funding will be split? How much do you expect to spend on reduced 
sized equipment, medium throughput, and high throughput (above 900 bags per hour) systems? As part of this 
response, please identify the systems that fall into each category. 

ANSWER: TSA’s FY 201 1 budget request of $103.6 million for checked baggage screening equipment 
designates $28 million for reduced size EDS. $66.5 million for medium-throughput EDS equipment and $9.1 
million for high-speed EDS equipment. 

In FY 201 1, TSA anticipates spending $28 million on reduced size EDS, $66.5 million on medium-throughput 
EDS equipment, and $9.1 million on high-speed EDS equipment. 

Technologies that fall into each category are as follows; 

• Reduced-size equipment includes: Reveal CT-80 DR and Reveal CT-80 XL 

• Medium-throughput equipment includes: MDI CTX-9400 and L-3 6600 

• High-speed equipment includes: XLB 1 100 

TSA's competitive procurement initiative will determine which systems will be procured from each category 
following the anticipated contract award in January 2011. 


Question: Update the Committee on the certification and testing of new EDS machines? Have any new 
systems been certified so far in 2010? What is expected for the remainder of this fiscal year and for next fiscal 
year? 
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ANSWER: No new EDS have been certified thus far in 2010. Each EDS unit will be required to successfully 
pass Certification Testing at S&Vs Transportation Security Laboratory and Baggage Handling integration 
testing at the TSA’s Transportation Systems Integrated Facility. Only those EDS units that pass certification 
and integration testing will undergo Operational Test and Evaluation at selected airports. 

The EDS testing cycle is scheduled to begin with Certification Testing at S&T’s Transportation Security 
Laboratory from May through September 2010. Baggage Handling integration testing will take place from May 
through July 2010 at the TSA’s Transportation Systems Integrated Facility. Operational Test and Evaluation 
will then occur from October through November 2010 at elected airports allowing 45 days of field testing for 
each machine. The EDS contract award is anticipated in January 201 1 . 


Question: Please update the Committee on TSA’s efforts with EDS vendors and their ability to improve 
detection standards and lower false alarm standards with Tier 2 systems. I understand that TSA wants systems 
developed to a certain level and has just issued its threat requirements for vendors. At one point, TSA hoped to 
have these improved capabilities being certified and deployed at airports nationwide in 2010, however, I believe 
this timing has slipped. What is your current timeframe for the testing and deployment of improved EDS 
detection standards? 

ANSWER: TSA has already initiated a competitive procurement process for the purchase of EDS. An 
announcement on the Federal Business Opportunities Web site was posted on December 1 1, 2009, initiating a 
competitive Qualified Products List process for the three classes of EDS - high-speed, medium-speed, and 
reduced-sized. The current strategy anticipates contract awards in January 201 1 . 


Question: For these new standards, do you plan on having an open enrollment process, like you did with AT 
and AITS? This would allow vendors the opportunity to upgrade their software and detection abilities in the 
hopes of meeting these new requirements. If not. won’t that severely limit competition? 

ANSWER: TSA is conducting a competitive procurement for the purcha.se of EDS. Vendors who meet the 
detection standards and specifications approved for this effort, as well as pass three levels of testing, will be 
placed on a Qualified Products List for potential award of delivery orders, TSA plans to have multiple windows 
of opportunity every 12-18 months for vendors to submit proposals for consideration. TSA’s Electronic 
Baggage Screening Program will follow a process similar to the processes used for Advanced Technology and 
Advanced Imaging Technology. 

In an effort to promote competition, TSA plans to offer multiple windows of opportunity every 12-18 months 
for EDS vendors to submit proposals for potential contracts. Each window of opportunity is defined and will 
incorporate additional requirements as set forth in the Detection Standards and Specification documents 
approved by TSA in January 2010. 


Question: How many airports still use ETD for primary screening of checked baggage? 

ANSWER: ETD is used for primary screening of checked baggage at 241 airports. While ETD is used for the 
primary screening of checked baggage at 24 1 airports, 1 00 percent of all 455 federalized airports use ETD in 
their screening process. Those airports that do not use ETD as primary screening use ETD as part of the 
secondary screening in conjunction with other technologies. 
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Maintenance and Utility Costs for Screeatng Techoologies 
Question; What is the average maintenance cost for each screening technology? 

ANSWER: The anticipated FY 2011 average annual unit maintenance cost for each type of EDS and ETD 
technology is provided in the table that follows. Because of partial year maintenance requirements due to 
warranty coverage for new equipment, these average unit prices are lower than contract unit prices in some 
cases. 


Equipment 

Average Annua! Unit Maintenance Price 

EOS 


CTX-5500 

$82,797 

CTX-9000 

$107,953 

CTX-9400 

$89,098 

CTX-9S00 

$95,958 

e6000 

$115,389 

e6600 

$97,773 

Reveal CT-80 

$40,481 

Dual Use EDS 

$63,144 

XLB 

$117,120 

ETD 


lonScan 400B 

$10,650 

Itemiser-W 

$9,591 

Next Generation 

$8,990 

FIDO 

$3,843 

HHETD (SABRE) 

$6,110 


Question: What is the average utility cost for each screening technology? How do the older EDS compare to 
the newer EDS? 

ANSWER: Utility costs vary widely by region, and costs for each screening technology vary by the number of 
hours the machine is used. The table below provides average kilowatt per hour usage by equipment type, and 
uses the November 2009 Energy Information Administration average cost of 9.4 cents per kilowatt hour for all 
sectors and regions, The daily usage assumes an average 20 hour operating day. 

The energy usage for older versus newer EDS does not vary significantly by age, as the technologies employed 
are similar. Differences in energy usage are largely dependent on the size and throughput volume of the 
machine. 


Type 

Equipment 

Average 
Power (KW) 

Hours per 
day of 
operation 

KWH/ 

Day 

Cost per 
KWH ($) 

Cost per day 

(S) 

Explosives 

Detection 

System 

InVision 

CTX-2500 

2.1 

20 

42 

0.0942 

3.9564 

InVision 

CTX-5500 

3 

20 

60 

0.0942 

5.652 
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Type 

Equipment 

Average 
Power (KW) 

Hour^ per 
day of 
operation 

KWH/ 

Day 

Cost per 
KWH (S) 

Cost per day 

(S) 


InVision 

CTX-9000 

Series 

9.7 

20 

194 

0.0942 

18.2748 

L3 examiner 

5.5 

20 

110 

0.0942 

10.362 

CT-80 

2.1 

20 

42 

0.0964 

4.0488 

Explosive 

Trace 

Portal 

Smiths 

Detection 

lonscan 

(Barringer) 

0.3 

20 

6 

0.0942 

0.5652 

Thermo 

Detection 

EGIS II 

1.725 

20 

34.5 

0.0942 

3.2499 

Ion Track 
Itemiser (GE) 

0.345 

20 

6.9 

0.0942 

0.64998 

Explosive 

Trace 

Portal 

EntryScanSe 

(GE) 

1.2 

20 

24 

0.0942 

2,2608 

Smith 

5.2 

20 

104 

0.0942 

9.7968 

Advanced 

Technology 

(X-ray) 

Smiths 

6040aTiX 

1.219 

20 

24.38 

0.0942 

2.296596 

Smiths 6040i 

0.575 

20 

11.5 

0.0942 

1.0833 

Smith 7555i 

0.575 

20 

11.5 

0.0942 

1.0833 

Rapiscan 

620DV 

1 

20 

20 

0.0942 

1.884 

Rapiscan 

520B 

1.15 

20 

23 

0.0942 

2.1666 

Rapiscan 

522B 

1.15 

20 

23 

0.0942 

2.1666 

PerkinElmer 
Linescan 110 
(1.3) 

1.725 

20 

34.5 

0.0942 

3.2499 

PerkinElmer 
Linescan 208 
(L3) 

1.725 

20 

34.5 

0.0942 

3.2499 

Advanced 

Imaging 

Technology 

Rapiscan 

0.2 

20 

3.5 

0.0942 

0.3297 

L-3 

0.3 

20 

6.3 

0.0942 

0.59346 

Walk 

Through 

Metal 

Detector 

CEIA 

02PN20 

0.04 

20 

0.8 

0.0942 

0.07536 

Metorex 

200D 

0.04 

20 

0.8 

0.0942 

0.07536 

Garret 6500i 
Enhanced 

Metal 

Detector 

0.035 

20 

0.7 

0.0942 

0.06594 
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Question: Does TSA have any plans to refurbish older pieces of screening equipment (e.g. EDS or some 
checkpoint technologies)? If not, please explain why. 

ANSWER: Security screening equipment has an estimated service life of at least seven years, with EDS and 
Enhanced Metal Detectors (EMD) having an estimated service life of 10 years. A pilot project to evaluate the 
potential benefits of EDS refurbishment was conducted by one EDS manufacturer. The recommendations 
provided to TSA primarily involved the replacement of parts already covered under the fixed price maintenance 
contract. Based on those recommendations, the refliihishment program is not cost effective for TSA to pursue 
and does not result in screening equipment service life extension. TSA engineers review screening equipment 
service life estimates annually for opportunities to extend the estimates based on analysis of engineering and 
failure data. 


Transportation Security Officers 

Question: For fiscal year 201 1 , TSA requests funding to hire 5,355 new screeners and 350 additional behavior 
detection officers. This is the largest hiring increase TSA will have done since screeners were federalized. 
Please elaborate on how you believe TSA can hire this many screeners so quickly — both new hires and 
backfilling screeners that will be promoted to behavior detection. 

ANSWER: Historically, the TSA has proven its ability to hire for surge requirements. In FY 2008, TSA hired 
over 13,000 TSOs to meet requirements. To meet the anticipated surge, TSA will reduce the time-to-hire by 
identifying appropriate airports to conduct enhanced recruiting events, expanded assessments and potentially 
provide mobile medical assessments. These strategies have historically been shown to reduce the time-to-hire 
significantly and allow for faster on-boarding of the needed employees. 


Question: While 1 agree with the need for aviation security enhancements in the budget, the request is 
manpower intensive. If our technology is supposed to work more efficiently, why is TSA so dependent on a 
human workforce? 

ANSWER: The TSA employs a layered approach to security that combines people, process and technology to 
address the wide variety of aviation security threats. AIT is an additional piece of equipment that provides 
enhanced capability to detect threats or anomalies on the person. With the introduction of ATR, only one 
additional position will be required during a shift per AIT machine. As a result of the multiple shifts, operations 
seven days a week, training, and other paid not worked overhead, this one position equates to 5 FTE per 
operational AFF. 

Alternatively, the number of FTEs devoted to traditional baggage screening and the original checkpoint duties 
has decreased from approximately 45,000 FTE in FY 2005 to 38,000 FTE today. Improvements in TSA’s 
workforce development, technology and security procedures have allowed TSA to reinvest these savings into 
other security programs such as TDC, Screening of Passengers by Observations Techniques (SPOT), and 
Playbook. 

Included in the FY 201 1 request are funds for 800 portable ETD systems, which do not require additional FTE, 
but will provide the existing workforce with a more nimble explosive detection capability. 
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Question: What is the current screencr staffing FTE level? Do you expect to maintain this FTE through the 
end of FY 20 ! 0 or are you considering hiring more screeners l^ause of the enhanced security protocols after 
the December 25'^ incident? 

ANSWER: TSA allocates its annual FTE to airports assuming seasonal fluctuations. TSA's budget plan for 
the FY 2010 FTE level of 43,830 envisioned a budget consumption of $ 1 , 1 70 million through February 20 1 0. 
Actual expenditures were within half a percent of this level. TSA plans to continue to manage to the funded 
FTE level. TSA’s ability to adjust hiring to support additional screeners will be dependent upon available 
funding, discussions with Congress on the FY 201 1 budget, and the execution of the AIT implementation plan. 


Question: How is TSA determining the effectiveness of the Behavioral Detection Officers program. Travel 
Document Checkers, the Aviation Direct Access Screening Program, and Visible Intermodal Protection and 
Response Teams? 

ANSWER: The SPOT program office maintains statistics in the SPOT database which are used to help 
establish effectiveness and draw conclusions to the success of the various deployment strategies. Because 
SPOT is a deterrence based program we know of no way to actually measure effectiveness for events which do 
not occur, therefore an absence of data is to be expected- However, statistics such as BDO referrals, referrals to 
law enforcement, and arrests from referrals are some of the key data points as well as where these events occur. 
We also rely heavily on TSA’s risk and deterrence modeling program, RMAP (Risk Management Analysis 
Process). RMAP is an agent-based risk simulation model which among other variables uses Threat, 
Vulnerability, and Consequence as the basis of the risk analysis methodology. The data gained from RMAP 
helps the SPOT program office establish deployment strategies which are most effective. Lastly, SPOT is 
currently undergoing a validation study. This is sponsored by S&T and is being performed by American 
Institute of Research (AIR). The validation study is measuring the effectiveness of SPOT against the random 
application and once complete will be the first time in history any behavior or appearance based large scale 
security program will have ever been validated via rigorous scientific evaluation. Although the study is 
expected to be complete mid-FY 201 1, initial data is quite supportive of the effectiveness of SPOT. 

TSA tracks the referrals for additional screening, referrals to law enforcement, arrests from referrals, and other 
key data points as they apply to the TDC. TSA’s Office of Inspection (01) also conducts covert testing with 
Red Teams which include testing the TDC. 'I SA also uses the test results from independent tests, such as the 
DHS IG, to help gauge effectiveness of the position. In an effort to further enhance TDC effectiveness, TSA is 
undergoing a technology acquisition specifically for enhanced detection of fraudulent documents with this 
technology acquisition to be used at the TDC position. 

The Aviation Direct Access Screening Program is now TSA Playbook. We are working on several factors to 
implement and address measures of security effectiveness. We began collecting specific outcomes of Playbook 
activities, including security incidents, number of law enforcement officer referrals, and the number of 
Deadly/Dangerous/Prohibited Items collected. This information is also imported into a database that can be 
used to analyze the effectiveness of certain plays. 

The Visible Intermodal Protection and Response (VIPR) program determines effectiveness by applying four 
established measures: 

• Number of Visible Intermodal Prevention and Response team operations; 

• Percent of National Special Security Events and Special Event Assessment Rating Events at which 
VIPR teams are deployed; 

• Completion rate of high risk VIPR operations; and 
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• Percent of Repeat VIPR Deployments with Primary Stakeholders. 

'fhe VIPR program assesses effectiveness by measuring the levels of resource deployment in the context of the 
program mandate to augment the efforts of federal, state and local resources to deter potential terrorist and 
criminal activity through the established performance measures. Deployment levels across the various modes 
are measured to assess how broadly that augmentation is occurring. Measuring the level of deployments at high 
risk locations, as determined with input from federal, state and local resources, enables assessment of the 
effectiveness of the risk-based deployment methodology to focus resources. The program also assesses the 
effectiveness with which transportation stakeholder/paitner relationships are being developed and maintained 
by measuring the frequency of repeat deployments, which indicates that transportation stakeholder/partners 
perceive value from TSA VIPR asset deployment. 


Question: For FY 2010 and requested in FY 201 1, please identify separate and distinct figures for screeners, 
lead screeners, supervisory screeners, bomb appraisal officers, travel document checkers, behavior detection 
screeners, and ADASPs. 

ANSWER: Please see the following tables. 


F TE by Job Title 


Job Title 

FY 2010 

FY 2011 

Transportation Security Officers (TSOs) 

29,792 

32,417 

Lead/Master TSOs 

6,090 

6,615 

Supervisory/Expert TSOs 

4,610 

4,960 

Behavior Detection Officers 

2.986 

3,196 

Bomb Appraisal Officers* 

352 

406 

Managers 

1,100 

1,150 

Total 

44,930 

48,744 


FTE by Security Duty 


Security Duty 

FY 2010 

FY2011 

Travel Document Checker 

2,001 

2,001 

Aviation Direct Access Screening Program 

1.654 

1,654 

Behavior Detection Officers 

2,986 

3,196 

Bomb Appraisal Officers (l) 

352 

406 

Checkpoint/Other 


41,487 

Total 

44,930 

48,744 


* TSA‘s FY 2011 Budget Request proposes to realign binding for the Bomb Appraisal Officers from the Passenger and Baggage 
Personnel, Compensation and Benefit Program/Project Activity (PPA) to the Airport Management PPA. 


Question: Provide a table of the standard personal cost for hiring new screeners, bomb appraisal officers, 
behavior detection officers, and travel document checkers, by program, project and activity for fiscal year 201 1 . 


ANSWER: Please see the following tables. 
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Transportatiop Securit>' Officers and Travel Document Checkers 


Description 

Screener 

PC&B 

Screener 
Training 
and Other 

Airport 

Management 

Human 

Capital 

HQ 

Admin/ 

Support 

IT 

Applications 

Grand 

Total 

Tola! Personnel Compensation 
and Benefits 

$50,098 

$0 

$400 

$0 

SO 

SO 

S50,m 

GSA Rent 

- 

- 

1,353 


- 


i,353 

Background 

Investigations/Weaith & Safety 


- 

■ 


1,783 


1,783 

Recruitment Costs/Drug Test 

- 

- 

- 

3.99! 



3,991 

Payroll Services 

- 

- 




i92 

192 

Training 


6,787 

- 

- 



6,787 

Consumabies/Supplies/Uniforms 


829 

- 

- 



829 

Equipment/Computer Network 

- 

- 

. 

- 

- 

389 

389 

Tola! Contractual Ser\-ices and 


7,616 

ijsi 

3.991 

1.783 

581 

15,324 

Grand Total 

$50,098 

$7,616 

$1,753 

$3,991 

$1,783 

$58! 

$65,822 


Behavior Detection Officers 


Description 

Screener 

PC&B 

Screener 
Training 
and Other 

Airport 

Management 

Human 

Capital 

HQ 

Admin/ 

Support 

IT 

Applications 

Grand 

Total 

Total Personnel Compensation 
and Benefits 

$77,042 

$0 

$400 

SO 

SO 

SO 

$77,442 

GSA Rent 

- 


1,353 

- 



1,353 

Background 

Investigations/Health & Safety 


- 

- 

- 

1,783 

- 

1.783 

Recniitment Costs/Drug Test 


- 


77 


- 

77 

Payroll Services 



- 

- 


192 

192 

Training/Travel 


6,956 

- 

- 



6,956 

Consumabies/Supplies/Uniforms 

- 

608 


- 


- 

608 

Equipment/Computer Network 

- 



- 


805 

805 

Total Contractual Services and 
Supplies 

- 

7.564 

1.353 

77 

1.783 

997 

a. 774 

Grand Total 

$77,042 

$7,564 

$1,753 

$77 

$1,783 

$997 

$89,216 


Bomb Appraisa l Officers 


Description 

Screener 

PC&B 

Screener 
Training 
and Other 

Airport 

Management 

Human 

Capital 

HQ 

Admin/ 

Support 

IT 

Applications 

Grand 

Total 

Total Personnel Compensation 
and Benefits 

SO 

SO 

$107,793 

so 

SO 

SO 

$107,793 

GSA Rent 



1,353 

- 


. 

1,353 

Background 

Investigations/Health & Safety 



■ 

- 

4,444 

- 

4,444 

Recruitment Costs/Drug Test 


- 

- 

3,991 


- 

3,991 

Payroll Services 

~ 

- 

- 



190 

190 

Training/Travet 

- 

- 

19,062 


- 


19,062 

Consumabies/Supplies/Uniforms 

- 

- 

728 

- 

- 


728 

Equipment/Computer Network 

- 

- 

- 


- 

5,203 

5,203 

Total Contractual Services and 
Supplies 

- 

- 

21. 143 

3.991 

4,444 

5,393 

34,971 
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Description 

Screener 

PC&B 

i Screener 
Training 
i and Other 

Airport 

Management 

Human 

Capital 

HQ 

Admin/ 

Support 

FT 

Applications 

Grand 

Total 

Grand Total 

SO 

$0 

$128,936 

$3,991 

S4,444 

$5,393 

$142,764 


QuestioD: Historically, TSA faced challenges in hiring TSOs to meet its staffing needs at passenger screening 
checkpoints and checked baggage screening stations but this improved once local hiring was put in place. I 
imagine the tight job market has also helped reduce attrition rates. What is your current attrition rate? As part 
of this response, please compare your attrition rates for both full and part-time screeners on an annual basis 
from 2003 onwards. Also, please compare rates by airport categories (Cat X, 1, 11, 10 and IV). 

ANSWER: Please see the table below. 


TSO Attrition Rates 


FY 2003 

FY 2004 

FY 2005 

FY2006 

FY 2007 

FY 2008 

FY 2009 

FY 2010 Year- 
to-Date 
(annualized) 

By Work Schedule 

Full- 

Time 

27.4% 

18.9% 

18.9% 

16,5% 

14.4% 

13.2% 

7,1% 

5.5% 

Part- 

Time 

24,3% 

72.4% 

55.9% 

45.8% 

44.6% 

37.9% 

19.2% 

14.4% 

Total 

27.3% 

24.2% 

23.7% 

20.9% 

21,2% 

19.1% 

10.0% 

7.6% 

By Airport Category' 

X 

27.9% 

23.8% 

24.1% 

21,5% 

21.5% 

19,1% 

10,3% 

7.8% 


27.0% 

24,2% 

22.6% 

21.0% 

21.4% 

19.8% 

9.4% 

6.9% 

n 

27.5% 

26,0% 

24.2% 

21.4% 

21.9% 

17.8% 

9.9% 

7.2% 

III 

29.3% 

29.7% 

23,7% 

20.4% 

18.2% 

18.5% 

11.2% 

10.2% 

IV 

26.6% 

28.5% 

30.5% 

16.1% 

17.9% 

17.1% 

8.7% 

9.1% 

Total 

27.3% 

24.2% 

23.7% 

20.9% 

21.2% 

19,1% 

10.0% 

7.6% 


TSO attrition rates provided are for all paybands (D, E, F, G) and all reasons (voluntary, involuntary). 

Where rates are computed separately for full-time I SOs, part-time TSOs and total TSOs, the computations are: 

• Full-time = Full-time TSO separations divided by average full-time TSO headcount during cited period 

• Part-time = Part-time TSO separations divided by average part-time TSO headcount during cited period 

• Total = All TSO separations divided by average total TSO headcount during cited period 


Question; What impact, if any, do you believe the slowing economy has had on your ability to attract and 
retain screeners and other transportation security officers that specialize in certain areas (e.g. bomb appraisal)? 

ANSWER: TSA research indicates the slowing economy reduced attrition for TSOs. TSA is working to 
confirm and validate data models to help predict attrition. As part of this research, TSA has found that 
historically, TSO attrition lagged the University of Michigan's consumer sentiment index by seven months. 
Initial results show the correlation to be strongest in lower pay bands. Specialized TSO positions usually align 
to higher pay bands, where there is less correlation between attrition and the consumer sentiment index. Until a 
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sustained economic upturn occurs, TSA will be unable to say whether this correlation is strong enough to link 
TSO attrition firmly to the economy. 

This initial research indicates other TSA initiative have helped to reduce attrition (e.g., the introduction of full- 
time benefits for part-time employees, and the creation of the E band). TSA hopes to validate these findings by 
the close of FY 2011. 


Air Cargo Security 

Question: In your opinion, what are the biggest domestic challenges to meeting the 100 percent screening 
requirement by August 2010? 

ANSWER: There are a number of challenges to meeting the August 2010 air cargo screening deadline. 
However, the TSA is confident that 1 00 percent of the cargo that is uplifted in the United States will be 
screened prior to transport on passenger aircraft by August 1 , 20 1 0. Some of the domestic challenges to 
meeting the requirement include: 

1 . Identifying effective screening technologies: The current screening technologies represent the state-of- 
the-art and can be used to meet the August 2010 100 percent screening deadline. Nevertheless, 
technologies have drawbacks that need to be improved through longer-term research and development, 
to include facilitating more automated detection and capabilities to screen larger consolidated items such 
as pallets and containers. 

2. Disseminating information about the program to the shipping communities that may not be aware of the 
100 percent screening mandate: TSA has undertaken an extensive program to reach shippers through 
numerous trade associations, state Chambers of Commerce, and other means such as working in 
coordination with the Department of Commerce, hosting webinars and public forums across the Nation. 
To date, TSA has engaged more than 10,000 industry stakeholders. 

3. Establishing an alarm resolution for the screening of human remains that preserves an appropriate 
measure of respect for the remains: There are current measures in place; however, TSA is working with 
the carriers and the human remains industry to update the screening requirements and to incorporate the 
use of a variety of screening technologies that safeguards the respect that human remains deserve. 


Question: Reaching 100 percent screening requirements is a mandate that 1 believe TSA can meet but it will be 
a challenge within the timeframes that Congress has set, particularly as it relates to cargo coming from overseas. 
Is the best way forward to screen cargo overseas or should we assume that most cargo heading to our shores 
will be screened here? 

ANSWER: The TSA does not physically conduct screening operations at overseas locations. However, TSA 
assesses foreign airport security based at least on the standards established by the International Civil Aviation 
Organization (ICAO), with respect to flights departing foreign airports and arriving in the United States and for 
those foreign aiiports served by U.S. air carriers, as required by statute. TSA regulates the security of U.S. air 
carriers at any location worldwide, and the TSA also regulates the security of foreign air carriers operating 
flights to and from the United States. To adequately protect against threats to air cargo, U.S. aircraft operators 
and foreign air carriers must screen cargo prior to departure for the United States in accordance with their TS A- 
approved or accepted security programs. In some countries, however, screening operations are conducted by 
the host government. As a result, any extra or enhanced requirements mandated by TSA for implementation by 
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air carriers for flights originating at a foreign airport inbound to the United States can only be performed, 
practically speaking, if the host government consents, particularly in locations where a state’s national law 
mandates security screening to be conducted by government officers (as ISA’s Screening Officers are in the 
United States). ISA is continuing its work with foreign partneK to ensure adequate security measures for air 
cargo are in place for flights bound for the United States. 


Question: At the hearing, you testified that 65 percent of the cargo carried on passenger aircraft coming from 
overseas would be screened before coming into the United States by the August 2010 mandate. How and where 
will it be screened? What percent of all air cargo does this represent? 

ANSWER: Overseas, a large amount of passenger air cargo is screened by X-ray, but additional methods, 
similar to those in use in the United States, may be applied under both the ISA’s Standard Security Programs 
[Aircraft Operator Standard Security Program (AOSSP) and Model Security Program (MSP)], and the host 
governments’ national cargo programs. Air carriers operating under the AOSSP and MSP are required to 
screen at the last point of departure to the United States. 

In 2008, according to the Bureau of Iransportation Statistics (BIS) an estimated 10.3 billion pounds of air 
cargo was uplifted within (domestic) or transported to (inbound) the United Slates. Ihis includes cargo that was 
moved on all cargo or freighter aircraft as well as passenger aircraft. Air cargo transported to (inbound) the 
United States on passenger aircraft is estimated at 3.1 billion pounds or 30 percent of all air cargo uplifted in 
(domestic) or transported to (inbound) the United States. 


Question: Are other countries seeking reciprocal agreements to scan U.S. cargo being carried on passenger 
aircraft overseas? 

ANSWER: Ihere have been no requests from or initiatives by other countries to require aircraft departing the 
United Slates to screen or scan cargo prior to arrival in their country. 


Question: What progress has ISA made in coordinating with the U.S. Customs and Border Protection (CBP) 
to enhance the security of air cargo transported into the United States? 

ANSWER: ISA and U.S. Customs and Border Protection (CBP) have formed a joint working group and will 
be implementing limited field exercises to explore the fea.sibility of utilizing CBP’s Automated largeting 
System (ATS) to conduct risk asse.ssments on inbound air cargo. This would serve as an interim measure to 
ensure that high risk cargo is screened prior to loading on passenger aircraft. Additional TSA-CBP 
collaboration has included the sharing of information and recommendations on critical operational components 
necessary for implementing ATS in the international air cargo environment. 


Question: What is the status of ISA’s efforts to develop and implement technology to inspect air cargo? As 
part of this response, please identify what technology is being used now to screen air cargo and what is under 
development that may be used to meet the 100 percent screening mandate. 

ANSWER: ISA operates a vigorous program to qualify the use of readily available technologies that meet the 
ISA’s requirements. ISA has released an Approvexl Technology List for air cargo screening. The technologies 
on this list are classified as ETD systems. Advance Technology X-ray, X-ray, and EDS. Additionally, in FY 
2009 ISA invested approximately S40 million in a screening technology pilot with 1 1 1 high volume Indirect 
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Air Carriers at the top 1 8 air cargo gateway airports that increa^ screening capacity in the supply chain, and 
enabled TSA to evaluate technologies in an operational environment. In addition, TSA closely collaborates 
with S&T, which supports the funding and evaluation for Research and Development (R&D) of air cargo 
screening technologies. S&T has an ongoing air cargo R&D program. 

Air cargo is being screened with a mixture of X-ray, ETD systems, and in a few locations EDS. The current 
Technology List consists of: 

• 23 X-ray systems: American Science and Engineering, fnc. (3), Smiths' Detection (6), Astrophysics (2), 
L-3 (4), and Rapiscan (8); 

• 6 ETD Systems: General Electric GE (3) and Smiths’ Detection (3); and, 

• 8 EDS: GE (4), L-3 (2), and Reveal (2). 

TSA is currently in the process of evaluating an additional 35-40 X-ray systems, 10 ETD systems, and will be 
adding EMDs (small, medium, and large aperture). 


Question: When do you expect to have technologies that have been evaluated at the laboratoiy and tested in an 
operational setting that can screen larger sized air cargo pieces, such as pallets or skids? 

ANSWER: Several X-ray systems that can screen skids up to 48x48 inches have been evaluated and are 
approved. No technologies currently meet the required detection performance for screening skids larger than 
48x48 inches. Although research and development is ongoing, such capabilities are not expected to be available 
for several years. 


Question: How many air cargo inspectors do you have currently on-board? How many positions are vacant? 
What is your plan to fill the vacant positions? As part of this response, please clearly distinguish the hiring 
process you are doing for the air cargo inspectors first provided in fiscal year 2010 and previously funded 
positions. 

ANSWER: As of March 2010, TSA has 547 domestic and international Transportation Security Inspectors for 
Air Cargo (TSl-C), including 1 12 explosive detection canine handlers whose focus is screening passenger 
aircraft cargo. 

Currently, TSA has 75 TSI-C and eight TSI-C led explosive detection canine handler vacancies. This includes 
50 new TSI-C positions allocated to TSA in FY 2010 currently In various stages of the advertisement and 
selection process. 

TSA is actively hiring for the vacant positions. TSA has initiated a “national announcement” process to 
advertise for cargo inspector positions. 'This continuing announcement will permit TSA to constantly identify 
new qualified candidates for potential selection as Transportation Security Inspectors for air cargo. 


Question: How do you plan on utilizing the air cargo inspectors provided in 2010? In the past, TSA has stated 
it may not have enough transportation security inspectors to conduct compliance reviews once the air cargo 
mandate is fully implemented in August 2010. Will they be used for this? If so, please detail how many 
reviews do you believe are necessary each year and if you have adequate inspectors to meet this requirement? 
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ANSWER: The additional 50 Transportation Security Inspectors for Air Cargo have been allocated in direct 
support of the 1 00 percent passenger air cargo screening mandate and TSA’s Certified Cargo Screening 
Program (CCSP). These allocations will permit the staff at airports to continue their current level of air cargo 
oversight mission, as well as provide them with the additional personnel needed to oversee the new CCSP 
requirements. This enhancement will allow the current level of air cargo oversight to remain constant, while 
providing staff to cover the CCSP. 

All Transportation Security Inspectors for Air Cargo will conduct compliance reviews of the Certified Cargo 
Screening Program and the 100 percent air cargo screening mandate, while continuing the traditional 
compliance inspections of air cargo security requirements. 

TSA employs a risk based approach to inspections. A process is in place to assess the risk level and score 
entities based on risk. Higher risk entities will be inspected more often. This could amount to four or more 
inspections per year, per entity, if they are deemed high risk. As a baseline. TSA requires each air cargo 
regulated entity to undergo, at a minimum, one fiill comprehensive inspection per year, regardless of risk. TSA 
believes the Transportation Security Inspectors for Air Cargo workforce is adequate to provide oversight for 
traditional responsibilities and the current level of industry participation in the Certified Cargo Screening 
Program (CCSP). TSA may need to re-evaluate the workforce as participation in the CCSP grows. 


Large Aircraft Security Program 

Question: In 2008, the TSA issued a notice of proposed rulemaking for the Large Aircraft Security Program 
(LASP) which would create a set of security standards for large general aviation aircraft. My understanding is 
that the initial proposed rule did not address security and operational issues sufficiently and is now being 
revised with appropriate technical input from stakeholders. Secretary Napolitano has testified about this issue 
and has expressed the Department's desire to work with stakeholders to get this and other rules completed 
cooperatively. In my opinion, this is the best way to approach the rule making process because it ensures that 
policy makers have developed rules utilizing needed security and technical expertise from the industry. Since it 
decided to revise the LASP, TSA has taken this approach and is now nearing completion on a supplemental 
rulemaking. However, the agency missed a self imposed deadline to get this rulemaking out before the end of 
last year. When do you expect to issue the supplemental rulemaking for the LASP? 

ANSWER: TSA is currently developing a Supplemental Notice of Proposed Rulemaking (SNPRM) to the 
Large Aircraft Security Program Notice of Proposed Rulemaking (NPRM). The SNPRM will take into 
consideration more than 7,000 public comments received from the original NPRM and input from open public 
forums, workshops, and stakeholder meetings. TSA expects to issue the SNPRM later this calendar year. 


Question: Is it a TSA priority to see the LASP rule completed as soon as possible? 

ANSWER: TSA views strengthening general aviation security as one of its top priorities. As such, TSA has 
been working diligently to develop an SNPRM to the Large Aircraft Security Program NPRM. The draft 
SNPRM is currently under review and TSA expects to issue the SNPRM on the public docket later this calendar 
year. 



83 


Genera! Aviation 


Question: On February 18, 2010, a small plane crashed into the IRS building in Austin, Texas. While this 
incident shows that general aviation aircraft can be used as a weapon, no current security measures would have 
prevented this incident. The aircraft was not stolen, the pilot did not need to file a flight plan ifhe was going to 
operate under visual flight rules, and security at a general aviation airport was not breached. There is much 
disagreement about the risk inherent in the general aviation environment, but common sense would dictate that 
there is real risk there. What lessons can we learn from the Austin incident? 

ANSWER: TSA has sent a team from the Homeland Security Studies and Analysis Institute to Austin, Texas, 
to review and collect data from the crash site. The analysis of this incident will permit TSA to evaluate crash 
data and formulate any future changes to security of general aviation aircraft, if needed. 


Question: Will this have any impact on the large aircraft security program TSA has been working on for the 
past year? 

ANSWER: In light of the Austin, Texas, incident in February 2010, TSA has awarded a contract to the 
Homeland Security Studies and Analysis Institute to review and collect data from the crash site. TSA will await 
the results from this analysis before determining whether the SNPRM to the Large Aircraft Security Program 
NPRM needs to address this issue. 


Secure Flight 

Question: The mission of the Secure Flight program is to enhance the security of domestic and international 
commercial air travel through the use of improved watchlist matching. By collecting additional data elements 
such as gender and date of birth from passengers. Secure Flight is expected to better identify individuals who 
are on the terrorist watchlist, while reducing the number of individuals who are misidentified as being on the list 
because they have similar names. To date, how elTective has the Secure Flight program been in accurately 
identifying passengers who are on the terrorist watchlist, while reducing the number of passengers who are 
misidentified as being on the list? To what extent is TSA meeting its targets and goals in these areas? 

ANSWER: The Secure Flight program is proving to be very effective in accurately identifying passengers who 
are on the Selectee and No Fly lists, while reducing the number of misidentified passengers. Prior to Secure 
Flight, a typical large airline experienced a false positive rate of approximately 0.6 percent. Secure Flight, with 
the use of passenger date of birth, produces a false positive rate of approximately 0. 1 percent. Secure Flight 
also utilizes the DHS Traveler Redress Inquiry Program's cleared list to further assist in clearing passengers that 
have a redress number. TSA's Secure Flight system is meeting its stated goals in reducing the number of false 
positive matches and in identifying individuals who are on the No Fly and Selectee lists. 


Question: What actions, if any, has TSA taken to periodically assess the performance of Secure Flight’s ability 
to match passenger names against terrorist watchlist records, as recommended by GAO in its May 2009 report 
titled “Aviation Security: TSA Has Completed Key Activities Associated with Implementing Secure Flight, but 
Additional Actions are Needed to Mitigate Risks”? 

ANSWER: TSA's Secure Flight leadership and operational teams perform daily reviews of program 
performance quality, match rate, false positive rates, and various other metrics. Additionally, the TSA chartered 
a Match Review Board Working Group and a Match Review Board to review measures and watchlist matching 
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system behaviors and to continuously identify and recommend system changes to improve system and 
operational performance. 


Question: What benefit does the Secure Flight progrMi offer over li.S. Customs and Border Protection’s 
current watchlist matching processes for international p^sengers? 

ANSWER: TSA’s Secure Flight program will provide several key security benefits over the CBP process, 
including: 

• a consistent watch list matching process across all aircraft operators; 

• earlier insight into potential matches to the watchlist prior to departure - resulting from the requirement 
to provide passenger data 72 hours before flight departure; 

• enhanced security by requiring all U.S. flagged carriers to provide passenger data for flights from one 
international point to another fe.g., Beijing to Tokyo) regardless if that flight continues to the United 
States; 

• earlier law enforcement notification and coordination; and 

• additional capability of perpetual watch list matching. 


Question: According to the Secure Flight program’s final rule, in general. Secure Flight is to compare 
passenger information only to the No Fly and Selectee lists. The supplementary information accompanying the 
rule notes that this will be satisfactory to counter the security threat during normal security circumstances. 
However, the rule provides that TSA may use the larger set of terrorist watchlist records when warranted by 
security considerations. Under what circumstances would TSA consider checking against the larger set of 
watchlist records, and which records would be checked? 

ANSWER: In accordance with the Secure Flight Final Rule, TSA has the authority to use “the larger set of 
watch lists maintained by the Federal government” when warranted by security considerations. For instance, 
the TSA may learn that flights on a particular route may be subject to increased security risk. Under this 
circumstance, the TSA may decide to compare passenger information on some or all of the flights on that route 
against the full Terrorist Screening Database (TSDB) or other government intelligence and law enforcement 
databases. Currently, the Secure Flight program compares passenger information only to the No Fly and 
Selectee components of the TSDB, which contains the government’s consolidated terrorist watchlist maintained 
by the Terrorist Screening Center, and the Centers for Disease Control’s Do Not Board List. The composition 
of these lists varies based on threat and available intelligence. 


Question: Has TSA developed policies and procedures for exercising this authority and conducting related 
checks? 

ANSWER: While TSA has the authority to use a larger set of the watchlists, Secure Flight program currently 
compares passenger information only to the No Fly and Selectee components of the watchlist received from the 
Terrorist Screening Center and the Do Not Board List from the Centers for Disease Control and Prevention. 
TSA policies and procedures for exercising this authority and conducting these related checks are dependent 
upon the pending Administration review of the policies surrounding significant security incidents. TSA will 
incorporate operational changes as required. 
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Question: Has Secure Flight studied any impacts on the system related to expanded searches, such as 
processing times and impacts on the traveling public (e.g., misidentifications)? 

ANSWER: The Secure Flight program is designed and resourced to conduct watchlist matching for airlines 
using the terrorist watchlists provided by the Terrorist Screening Center (specifically the No-Fly and Selectee 
lists) and the Do Not Board List from the Centers for Disease Control and Prevention. To date, I SA has not 
extensively tested the Secure Flight system's functional capability to determine impacts to the system or 
traveling public when doing expanded searches, nor has T^A extensively studied the impact on the Secure 
Flight system related to expanded searches. The data in larger searches, such as the entire Terrorist Screening 
Database, is often incomplete and may trigger a large number of misidentifications. While not adding different 
watchlists, TSA did conduct extensive stress testing regarding its ability to process addition passengers for 
vetting under the Secure Flight program, which the Government Accountability Office evaluated prior to 
operational certification. 


Question: Has Secure Flight tested the system’s capability to search against the larger set of watchlist records? 
If so, what were the results of these tests? 

ANSWER: TSA has not specifically tested the Secure Flight systems functional capability to search against a 
larger set of watchlists maintained by either the Terrorist Screening Center or other agencies of the Federal 
Government. However, while not adding different watchlists, TSA did conduct extensive stress testing 
validating that the capability exists to process additional passengers for vetting under the Secure Flight program. 
The Government Accountability Office report 09-292 issued in May 2009 verified this capability. 

Since TSA has not tested the Secure Flight systems functional capability to search against a larger set of 
watchlists maintained by either the Terrorist Screening Center or other agencies of the Federal Government, 
there are no results to report. 


Question: To date, has additional screening been conducted against the larger set of watchlist records? If so, 
what were the results? If not, why not? 

ANSWER: Other than the Centers for Disease Control's Do Not Board list, the Secure Flight system has not 
conducted additional screening against the larger set of watchlist records. 

The Secure Flight program currently compares passenger information against the No-Fly and Selectee 
components of the TSDB. In general, comparing passenger information against the No-Fly and Selectee 
components of the TSDB during normal security circumstances will enable TSA to counter the security threat to 
aviation. In accordance with the Secure Flight Final Rule, the TSA may use the larger set of TSDB records 
when warranted by security considerations. Matching passenger information (name, date of birth, and gender) 
against the full TSDB could result in a significant increase in possible matches, potentially causing unnecessary 
traveler delays without enhancing aviation security. The names on the No-Fly and Selectee list have the data 
sets that are necessary for the Secure Flight program to conduct effective and efficient matching. Other records 
in the TSDB may not have sufficient information (such as dale of birth) to automatically clear passengers. This 
may require time-consuming manual review to clear passengers, thereby delaying or inconveniencing them. 

The composition of these lists varies based on threat and available intelligence. In general, comparing 
passenger information against the No Fly and Selectee components of the TSDB will be satisfactory to counter 
the security threat versus using the entire TSDB. 
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Question: In January 2009, TSA began to assume the watchlist matching function for a limited number of 
domestic flights for one carrier and has since phased in additional flights and carriers. What is the current status 
of TSA’s assumption of the watchlist matching functions for the air carriers? For example, how many carriers 
are fully using Secure Flight for domestic flighte? When are you assuming all domestic and international flights 
will be solely on Secure Flight. Please answer domestic and international separately and provide the agency’s 
current schedule for assuming this function from domestic and international carriers. 

ANSWER: As of iVfarch 9, 20 1 0, Secure Flight has fiiily or partially cutover 48 domestic aircraft operators and 
four foreign air carriers representing approximately 50 percent of daily enplanements. The program is on 
schedule to complete cutover of all aircraft operator covered under the Secure Flight Final Rule by the end of 
calendar year 2010 assuming the aircraft operators make all system changes as required by Secure Flight. 

As of March 9, 2010, there are 37 domestic carriers (and four foreign carriers), representing 40 percent of daily 
enplanements covered under the Secure Flight Final Rule, are fully using Secure Flight for watchlist matching. 
Additionally, there are 1 1 carriers partially cutover to Secure Flight. These partially cutover carriers, when 
fully cutover, represent an additional 10 percent of daily enplanements covered under the Secure Flight Final 
Rule. 

Domestic aircraft operators are scheduled to be fully cutover by the spring of 2010 and foreign air carriers are 
scheduled to be cutover by the end of calendar year 2010 assuming the aircraft operators make the necessary 
system changes as required by Secure Flight. 


Question: What challenges has TSA experienced in assuming the watchlist matching function from air carriers 
and how were these challenges addressed to date? 

ANSWER: The air carriers have provided a number of challenges to the TSA in assuming the watchlist 
matching function including: 

• Not making the necessary system investments to meet Secure Flight requirements; and, 

• Not integrating the carrier systems (reservation systems with departure control systems) to adequately 
satisfy the Secure Flight technical requirements. 

The Secure Flight program is working closely with aircraft operators and the various industry associations to 
ensure carriers understand the requirements and make necessary changes to support the Secure Flight 
requirements. 


Question: Looking forward, what do you believe are the greatest challenges facing TSA for Secure Flight to be 
fully operational, including with all international carriers, and how are you working to resolve them? 

ANSWER: Looking forward, the greatest challenge to fully implementing Secure Flight will come from the 
foreign flag carriers if the international carriers’ systems are not properly configured to meet the TSA’s 
passenger data submission and retrieval requirements. Secure Flight implementation schedules could be 
delayed as the program would have to wait while those international carriers make changes to their system. 

The Secure Flight program is working closely with aircraft operators to ensure carriers understand the 
requirements and make necessary changes to support the Secure Flight requirements. All U.S. aircraft operators 
and foreign air carriers are currently on schedule to be fully cutover to Secure Flight by the end of calendar year 
2010 . 
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Question: What preparation activities (both with regard to processes and technology) are TSA and CBP jointly 
performing to get ready for international carriers move from CBP-performed watch list matching to Secure 
Flight watch list matching? 

ANSWER; TSA and CBP jointly operate the Secure Flight International Capabilities Project. This project, 
which began in January 2009, identifies and coordinates the capabilities and activities required to align CBP 
and TSA with respect to policy, process, and technology for handling international carriers. To date, this 
project has been successful in putting in place the policy, process, and technology required for a seamless 
transition from CBP-performed pre-departure watchlist matching to Secure Flight. 


Question: What risks to the program's cost, schedule, or performance exist moving forward, especially in 
regards to assuming the watchlist matching function from international carriers and coordinating activities with 
U.S. Customs and Border Protection? 

ANSWER: TSA fully expects Secure Flight to assume the pre-departure watchlist matching function from 
CBP as expected by the end of calendar year 20 1 0 for covered international carriers; however. Secure Flight 
still carries some risk if the international carriers systems are not properly configured to meet TSA passenger 
data submission and retrieval requirements. Secure Flight implementation schedules could be delayed as the 
program would have to wait while those international carriers make changes to their system. 


Question: Does TSA anticipate any challenges or issues with the deployment schedule that arc unique to the 
foreign flag (international) carriers? 

ANSWER: There are some unique issues and challenges associated with the deployment of foreign flag 
carriers. These include: a) language differences, cultural norms, and logistical challenges associated with 
working across multiple time zones, b) European Union (EU) carriers’ concerns with EU passenger data privacy 
policy, and c) technological challenges with many foreign flag carriers having separate passenger reservation 
systems and departure control systems. 


Question: How has the attempted terrorist attack on December 25'*’ affected Secure Flight program activities, 
including: 

• time frames for assuming the watchlist matching function from domestic and international air carriers; 

• any changes to the system's design needed to facilitate or accelerate the assumption of the watchlist 
matching from air carriers; and 

• current or planned use of the larger set of watchlist records during screening? 

ANSWER: Wherever possible. Secure Flight has worked with the air carriers to accelerate their cutover to 
Secure Flight. TSA continues to expect all carriers to be fiilly cutover to Secure Flight by the end of calendar 

year 2010. 
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All system changes required to handle the volume of watchUst matching was predicated on activity prior to 
December 25, 2009. Should there be substantial changes to the size of the watchlists, TSA will review the 
effects of those changes at that time. 


Screening Partnership Program 

Question: The fiscal year 201 1 budget requests $142,678,000 for the screening partnership program (SPP), a 
decrease of about $7,000,000 from the fiscal year 2010 enacted level and justifies this reduction due to contract 
efficiencies. However, in the past year, TSA has added more airports to SPP. Please provide more details to 
justiiy this proposed cut and on the contract efficiencies. 

ANSWER: Actual contract costs incurred over the past several years have been consistently lower than the 
estimates. These lower costs were a result of cost efficiencies based on improved staffing models used by the 
TSA and by the Screening Partnership Program contractors in their scheduling practices. TTie proposed 
reduction in funding is also based on the program's revised procurement strategy for FY 2010. The program 
will re-compete 8 of its 10 contracts this fiscal year, and expects to realize cost savings through its acquisition 
strategy and increased competition. 


Question: For the SPP, provide a historical comparison of past outlays as compared to obligations. 
ANSWER: Please see the table below. 


Historical Information on the Screening Partnership Program 



FY 2007 

FY 2008 

FY 2009 

Obligated 

$142,230,000 

$148,495,000 

$155,950,000 

*Outlays 

$129,675,740 

$140,692,001 

$140,528,995 


♦Outlays include expenditures and the use of prior year carryover 


Question: My understanding is TSA has had the SPP program applications from 3 Montana airports (Butte, 
West Yellowstone, Kaiispell/Glacier Park) that would like to opt out of the federalized screening program for a 
significant period of time. Can you please explain the SPP process and the average amount of time it takes to 
respond to these types of requests? I believe the TSA SPP office completed their work on the applications 
months ago. What is the hold up? 

ANSWER: The Aviation and Transportation Security Act (ATSA) permits airports to submit applications to 
“opt out” of Federal screening and join the Screening Partnership Program. Once applications are received, the 
TSA, reviews them for completeness and accuracy. Factors such as security program effectiveness against the 
requirements and cost are considered. TSA leadership makes the final determinations regarding an airport’s opt 
out request. This process typically takes 30 to 60 days, exclusive of the acquisition process. 


The applications are under active consideration and the TSA expects to make a decision in the near future. 
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Aviation Regulation and Other Enforcement 

Question; Please provide the number of inspectors on-lx)ard under aviation regulation and other enforcement 
for fiscal years 2005 through 2009, and planned for in 2010 and 201 1 . 

ANSWER: Please see the table below. 


Transportation Security Inspectors- Aviation (TSI-A) (Domestic and Intern a tional) 


FY 2005 
Actual FTE 

FY 2006 
Actual FTE 

FY 2007 
Actual FTE 

FY 2008 
Actual FTE 

FY 2009 
Actual FTE 

FY 2010 
Current On 
Board 

FY 2011 
FTE Request 

641 1 

732 

609 1 

712 

762 

777 

920 


*includes the addition of 275 TSI-A led explosive detection canine officers positions (138 FTE). 


Question: Please update the Committee on hiring of inspectors for foreign and domestic repair stations. How 
many are on-board now? When do you expect they will all be on board now that the regulation of security at 
foreign repair stations has finally been completed? 

ANSWER: Domestic Aviation Transportation Security Inspectors (TSl-A) inspect repair stations along with 
other aviation areas. The FY 2010 Budget Request includes 755 domestic TSI-A positions, of which 720 are 
filled; and 15 International Foreign Repair Station inspector positions, of which 14 are filled. 

As of February 13, 2010, there arc approximately 777 inspectors on board, which include FTEs for domestic 
and international inspectors as well as those assigned to work with foreign repair stations. 

The Aircraft Repair Station Security rulemaking is not yet complete. TSA published the repair station NPRM 
in the Federal Register on November 1 8, 2009, and is currently in the process of consolidating and adjudicating 
comments received from the repair stations owners/operators and associations. After completion of this 
process, work on the final rule will begin, followed by publication and implementation of security regulations 
for repair stations. 
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Federal Flight Deck Officer and Flight Crew Training 

Question: Please provide a table that breaks out the fiscal year 201 1 budget request of $23,900,000 for federal 
flight deck officers training to show how much is for new and how much is for recurring training. For 
comparison purposes, this table should show both fiscal year 2010 enacted and the fiscal year 201 1 request. 

ANSWER: Please see the following table. 


Federal Flight Deck Officers Program 


Activity 

FYIO Enacted 

FYll Requested 

Initial Training (New Training)* 

$ 145,058 

$ 1,727,552 

Recurrent Training (includes bi-annual firearms requalification and 
recurrent training) 

$ i 1.827,297 

$ 12,900,763 

Payroll 

$ 4,371,530 

$ 4,671.286 

Program Administration (includes Information Technology, Travel, 
replacement equipment, operations contracts, operating expenses) 

$ 7,092,577 

$ 4,593,96! 

Total Funding 

S 23,436,462 

S 23,893,562 


* Funding for FY 2010 Initial Training was forward funded with FY 2009 funds in the amount of $1.2 million. 


Surface Transportation Security’ 

Question: In fiscal year 2010, Congress permitted TSA to begin hiring for 15 additional Visible Intermodal 
Protection and Response teams (VIPR). What is the status of filling these new teams? Are they going to be 
staffed out from existing TSA programs? If so, how long does it take TSA to backfill those vacancies? 

ANSWER: TSA was required to submit a spend plan to Congress before the funds for the ! 5 new VIPR teams 
were released for implementation. The spend plan was submitted on March 2, 2010, TSA will direct the $25 
million enhancement towards the process of staffing and equipping 15 new teams funded in the enacted budget. 

TSA will staff the 15 new VIPR teams from the contributing programs. The programs would supplement the 
staff positions through the hiring process within the allocated Full-Time Equivalent levels. 

TSA estimates that typical new hires take from three to six months from the time of posting until on boarding. 
When a contributing program is in the process of hiring additional FTE, managers are more rapidly able to 
replace FTE diverted to the VIPR team program. 

Question: Please highlight for the Committee where you plan to deploy the new VIPR teams and where 
current teams are located? 

ANSWER: The current 1 0 dedicated VIPR teams arc located within Office of Law Enforcement/Federal Air 
Marshal Service (OLE/FAMS) field offices as follows: Boston, MA; New York, NY; Miami, FL; Detroit, MI; 
Chicago, IL; Flouston, TX; Denver, CO; Los Angeles, CA; Seattle, WA; and Washington, DC. 

The 1 5 new VIPR teams will be located within the remainder of the OLE/FAMS field offices. Resident Agent 
in Charge (RAC) offices, and in coordination with the Office of Security Operation's Federal Security 
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Director's offices as follows; Atlanta, GA; Charlotte, NC; Cincinnati, OH; Cleveland, OH; Dallas, TX; Las 
Vegas, NV; Minneapolis, MN; Newark, NJ; Orlando, FL; Philadelphia, PA; Pittsburgh, PA; San Diego, CA; 
San Francisco, CA; Tampa, FL; and Phoenix, AZ. 

This will support TSA’s effort to establish a nationwide footprint for VIPR operations. 

Question: Similarly in 2010, Congress provided funding for TSA to hire an additional 100 surface inspectors. 
In the past TSA has been slow to fill these positions. What is the hiring status of the surface inspectors funded 
in the fiscal year 2010 appropriations bill? 

ANSWER: TSA has finalized the deployment plan for the additional 100 surface inspectors. At this lime, 

TSA is in the process of hiring these additional inspectors and has initialed a new' “national announcement” 
process to advertise for these positions and anticipates the announcement will be posted by the end of March 
2010. This perpetual announcement will permit TSA to hire the initial inspectors and maintain the workforce 
by constantly identifying new qualified candidates for selection. 

Question: How many surface transportation inspectors do you have currently on-board? How many positions 
are vacant? What is your plan to fill the vacant positions? 

ANSWER: As of February 13, 2010. there are 202 surface transportation inspectors currently on board. 

Out of the initial FY 2009 225 positions, 23 arc currently vacant. Additionally, the recruitment process has 
begun for the 100 new inspector positions provided for in FY 2010, and annualized in FY 2011, as well as the 
79 inspector positions who will work in support of the VIPR program expansion. 

TSA has initialed a new “national announcement” process to advertise for the additional surface inspector 
positions and anticipates this announcement will be posted by the end of March 2010. This perpetual 
announcement will allow TSA to hire the initial inspectors and maintain the workforce by constantly identifying 
new qualified candidates through the selection process. This process will expedite the filling of these positions 
by providing a fresh list of qualified candidates for all locations on demand. 


Transportation Security Support 

Question; Please provide a chart showing the PTEs and amounts requested for each office within 
Transportation Security Support, including Administrator, Internal Affairs, Chief Counsel, Finance and 
Administration, Legislative Affairs, Acquisition, Special Counselor, Communications, Human Capital, and 
Operational Processes and Technology. This chart should include actual funding levels and FTEs in both fiscal 
year 2007 through 2010, as well as planned for in 201 1 . Also, as part of this response, please provide a brief 
mission statement for each office. 


ANSWER: Please see the table on the following page. 
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'unding for the OfTice of Human Capital was realigned from Aviation Security to the Transportation Security Support Appropriation. 
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Mission Statements are as follows: 

• Assistant Secretary - The Assistant Secretary’s Office provides strategic direction, policy guidance, and 
external representation of TSA. 

• Deputy Assistant Secretary ~ The Office of the Deputy Assistant Secretary manages the day-to-day 
operations of the agency. 

• Inspection - The Office of Inspection identifies vulnerabilities in security systems through operational 
testing, ensures the effectiveness and efficiency of TSA’s operations and administrative activities 
through inspections and internal reviews, and ensures the integrity of TSA’s workforce through impartial 
and comprehensive special investigations. 

• Chief Counsel - The Office of Chief Counsel provides legal advice and services to ail TSA mission 
areas and operational components. The Office of the Chief Counsel is comprised of attorneys and staff 
at the Headquarters and at our Nation’s airports. 

• Finance & Administration - The Office of Finance and Administration is responsible for providing TSA 
with essential administrative, revenue, budget, and financial services to support the program 
responsibilities of TSA. 

• Legislative Affairs - The Office of Legislative Affairs (OLA) develops and implements strategies within 
the agency to achieve congressional approval or authorization of the agency’s programs and policies, 
ftirthering the agency’s mission of protecting the nation’s transportation network. OLA acts as the 
principal liaison between the agency and Congress, with the primary responsibility of providing timely, 
accurate information about the agency, its programs, and its policies. Through professionalism and 
customer service, OLA seeks to cultivate relationships thereby developing trust, confidence, and 
friendship with our colleagues in Congress, enabling the free flow of information between the two 
bodies. 

• Acquisition ~ The Office of Acquisition provides mission-focused acquisition and contract services 
to support TSA. The Office of Acquisition primarily functions as the business advisor and consultant 
for the planning, award, and management of TSA’s acquisition program. The Office of Acquisition 
partners with program offices to provide TSA with critical services and technology through contracts 
and other business agreements. The Office of Acquisition builds sound business judgment into mission 
solutions and ensures the wise stewardship of taxpayer dollars while securing public trust. 

• Special Counselor - The Office of the Special Counselor is dedicated to delivering quality information 
to TSA’s stakeholders, both internal and external, and ensures that employees and the traveling public 
are treated in a fair and lawful manner, consistent with federal laws and regulations governing privacy, 
information sharing, redress, civil rights and civil liberties. 

• Strategic Communications and Public Affairs - The Office of Strategic Communications and Public 
Affairs serves as the Agency’s buttress in protecting the Nation’s transportation systems by providing 
full and appropriate information about the policies and security measures implemented. The Office also 
fosters broad public understanding of the methods and impact of transportation security to promote 
effectiveness and contribute to TSA’s commitment to customer service. 

• Human Capital - The Office of Human Capital (OHC) develops and manages best practice, resuits- 
oriented programs that ensure TSA’s human capital strategy and ser\dces support TSA’s mission, goals 
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and objectives, achieves alignment with the DHS Chief Human Capital Officer (CHCO) goals, and 
facilitates the management and improvement of employee and organizational performance. Additionally, 
OHC develops the human capital policy agenda, establishes priorities, monitors progress, and 
coordinates and evaluates results related to all policy development for senior leadership approval. OHC 
also serves as I SA's representative on DHS CHCO Council and coordinates TSA membership on 
Departmental working groups. 

• Office of Law Enforcement - The Office of Law Enforcement administers the funds for background 
investigations and physical security. Personnel Security schedules and adjudicates background 
investigations and grants security clearances to TSA employees and contractors. Physical security 
ensures the safety of all TSA employees and guests at all TSA facilities, including the Headquarters 
buildings. 


Reception and Representation 

Question: How does TSA plans to utilize its reception and representation expenses in 2011? To date, how 
much has been spent in 2010 and what is the plan for the remainder of the fiscal year? Please provide details on 
each expenditure. 

ANSWER: TSA plans to use the Reception and Representation ftinds for meals and entertainment to host 
foreign dignitaries and senior officials, and international industiy representatives. TSA will also host several 
conferences with our international partners such as the International Civil Aviation Association, the 
International Working Group on Land Transportation Security, and the New and Emerging Threats Working 
Group. 

As of February 28, 2010, TSA has spent $1,526. The balance of the funds will be used to host foreign 
dignitaries and senior officials, and international industry representatives. 


Date of Event 

Date of event 

Purpose of Event 

Qblieatioas 

Dinner with United Kingdom Officials 

10/5/2009 

Discuss transportation security initiatives 

197.90 

European Civil Aviation Conference 

10/5/2009 

Host European Civil Aviation Conference 

155.33 



Host open house for transportation 
counselor from approximately 100 


Embassy Community Open House 

10/5/2009 

embassies. 

460.53 

US-France Transportation Security 
Working Group (TSWG) 

iO/1 5-16/2009 

Host the US-France TSWG meeting 

249.78 

US European Union Transportation 
Security Cooperation Group (TSCG) 

10/28-29/2009 

Host the TSCG meeting 

147.90 

US -Israel Aviation Security Working 
Group (ASWG) 

li/17-18/2009 

Host ASWG meeting 

3)5,00 
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Hiring 

Question: Please list the number, by office and pay grade level, of all TSA employees hired non-competitively 
in fiscal year 2009 and explain why this was necessary. 


ANSWER: Please see the following table. 


Office 

Pay Band Level 

B 

C 

D 

E 

F 

a 

H 

I 

J 

K 

L 

N/ 

A 

Tota 

1 







1 

4 

1 






FIELD 




1 

2 

1 

0 

0 

9 

2 



75 

-Acquisition 



1 


7 

1 

3 

I 

1 

5 



19 

Chief Administrative Officer 





1 



I 





2 

-Chief Financial Officer 





2 

i 


2 

1 




6 

-Chief Information Officer 






I 


I 

7 




9 

-Chief Information Officer 









1 




I 

-Deputy Administrator 





3 

1 

I 






5 

-Intelligence 






1 


I 





2 

Chief Counsel 


1 

rT 




1 

2 

2 

3 

2 


14 

Civil Rights & Liberties 



1 


1 


1 



I 



4 

Civil Rights & Liberties- 









1 




1 

-Deputy Administrator 









1 




1 

-Globa! Strategies 






1 




1 



2 

Human Capital 




1 

1 

1 

2 

1 

4 

5 



15 

Information Technology 






2 

4 

8 

4 




18 

Law Enforcemenl/Federal Air Marshall 








3 





3 

Inspection 

1 







2 

3 




6 

Operational Process Technology 






n 

I 






2 

Special Counselor 

■ 




1 


5 

2 

3 

1 


Hll 

mm 

-Security Operations 





4 


2 

7 

8 



1^1 

mm 

-Security Technology 



I 


1 


2 

1 

3 

I 



9 

-Strategic Communications & Public Affairs 





4 








4 

Transportation Sector Network Management 

4 





2 

3 

2 

1 




12 

Transportation Threat Assessment & 









1 





Credentialing 

1 




6 

7 

1 

2 

0 

3 

1 

1 

32 






3 

3 

6 

4 

5 

2 




Total 

8 

1 

6 

2 

3 

0 

6 

6 

9 

2 

3 

1 

277 


Non-competitive selections occur because: 
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• An individual is eligible for reinstatement to Federal service as a result of prior competitive Federal 
status; 

• TSA, similar to other federal agencies, will approve the use of direct hire authority when it is determined 
that a critical need or severe shortage of candidates exists, such as for cyber-security and acquisition 
positions. 

• TSA may hire temporary employees when the need to fill a position is temporary or urgent, or to fill 
behind a permanent employee who is on extended leave, military leave, or a long-term temporary 
assignment. The selectee must meet all the qualification requirements, selective factors, and/or 
conditions of employment prior to being appointed non-competitively. (A non-competitive temporary 
appointment does not provide an employee with eligibility for conversion to a permanent appointment.) 


Contracts 


Question: Please provide for the record, the number of noncompetitive contracts TSA has entered into in fiscal 
year 2009, what is anticipated in 2010 and 201 1, and an explanation as to why a non-competitive contract was 
chosen. As part of this response, please clearly delineate other transactional agreements and those purchases 
made from the GSA approved listings. 

ANSWER: See the following table for FY 2009 information. 


Non-Competitive Awards and Explanation 


Category 

FY 2009 QTY 

Contracts 


Authorized by Statute 

27 

Only One Source/Unique Source 

8 

Under Simplified Acquisition Threshold 

1 

Urgency 

1 

Utilities 

1 

GSA Schedules 


Authorized by Statute 

5 

Foliow-on 

6 

Minimum Guarantee 

1 

Only One Source/Unique Source 

18 

Under Simplified Acquisition Threshold 

2 

Urgency 

3 

Other lYansactions Agreements 

0 

Total 

73 


In FY 2009, TSA achieved its full and open competition goal for the second year in a row and anticipates that in 
FY 2010 and FY 20U even fewer contracts will be awarded using strategies other than full and open 
competition. In FY 2008 and FY 2009, TSA awarded 71 percent and 73 percent, respectively, of its contracts 
through full and open competition and is on track to meet the DHS established goal for full and open 
competition of 71.5 percent in FY 2010. However, specific estimates of precise figures for FY 2010 and FY 
201 1 are not available. 
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While Other Transaction Agreements (OTAs) are not subject to the competition requirements of the 
Competition in Contracting Act or the implementir^ provisions of the Federal Acquisition Regulation, these 
agreements are awarded using a competitive process based on risk and other security factors. 


Question: In total, how much of your awards are competitive? Please answer in dollar amount and percentage. 
ANSWER: In FY 2009, 73.4 percent or $1,351,292,385 was executed on a competitive basis. 


Question; Update and submit, through the most recent month available, the list provided in last year's hearing 
record regarding Sole Source Contracts. Organize by contractor, purpose, appropriation account, dollar award, 
full performance value, contract start date, contract end date, and reason for sole-source. 

ANSWER: Please see the table on the following pages. 
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Question: Please provide for the record a list of all TSA contracts, grants and other transactions where work is 
performed outside of the United States. Organize by contractor, purpose, dollar award, full performance value, 
contract start date, and contract end date. 


ANSWER: Please see the following chart. 


Contractor 

Purpose 

Dollar Award 

Full 

Performance 

Value 

Contract 
Start Date 

Contract 
End Date 

MIDPOINT 

INTERNATIONAL 

INCORPORATED 

RECYCLE BINS 

$19,989 

$19,989 

10/27/2006 

6/14/2010 

SAIPAN ICE & 
WATER CO INC 

BOTTLED 

WATER 

$10,130 

$10,130 

03/23/2009 

09/30/2009 

SMITHS 

DETECTION 

SCREENING 

TECHNOLOGY 

$72,838,958 

$72,838,958 

3/30/2007 

6/28/2011 


Note: This includes only new awards since last year’s submissions. 


Bonuses: 


Question: Please provide a table showing how much is requested in the 2011 budget for bonuses for TSA 
political employees (if applicable), TSA SES employees, and TSA non-SES employees. 

ANSWER: TSA does not predetermine the budget for bonuses. Bonuses are provided to employees based on 
their performance and the availability of funds. 


Question: Please list all TSA SES bonuses provided in 2009 by position, office, and bonus amount. 
ANSWER; Please the table that follows. 


Office 

Title 

2009 

Bonus 

Acquisition 

Assistant Administrator for Acquisitions 

$24,384 

Acquisition 

Deputy Assistant Administrator for Acquisitions 

$16,139 

Inspection 

Deputy Assistant Administrator for Inspections 

$7,776 

Inspection 

Assistant Administrator for Inspections 

$22,277 

Chief Counsel 

Deputy Chief Counsel (Operations) 

$21,000 

Chief Counsel 

Deputy Chief Counsel (Enforcement & Incident Mgmi.) 

$10,000 

Chief Counsel 

Sr. Counsel 

$18,000 

Chief Counsel 

Chief Counsel 

$18,000 

Chief Counsel 

Deputy Chief Counsel (General Law) 

$18,000 

Chief Counsel 

Deputy Chief Counsel for Litigation 

$16,000 

Chief Counsel 

Deputy Chief Counsel for Regulations 

$18,000 

Finance and Administration 

Director of Financial Management 

$14,510 

Finance and Administration 

Director of Budget and Performance 

$16,676 

Finance and Administration 

Assistant Administrator for Finance & Administration 

$28,009 

Global Strategies 

Assistant Administrator for Global Strategies 

$20,093 
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Office 

Title 

2009 

Bonus 

Globai Strategies 

Deputy Assistant Administrator for Global Strategies 

$15,600 

Global Strategies 

General Manager, {ntemational 

$10,657 

Global Strategies 

Senior Advisor, International Affairs 

$7,717 

Human Capital 

Deputy Assistant Administrator for Human Capital 

$15,455 

Intelligence 

Acting Deputy Administrator 

$34,136 

Intelligence 

Senior intelligence Advisor 

$7,323 

Intelligence 

Acting Assistant Administrator for Intelligence 

$16,940 

Information Technology 

Assistant Administrator for Information 1 echnology/CIO 

$15,200 

Law Enforcement/TAMS 

Assistant Director, Security Services & Assessments 

$11,412 

Law Enforcement/FAMS 

Special Agent in Charge, Miami Field Office 

$11,541 

Law Enforcement/FAMS 

Assistant Administrator for Law’ Enforcement/FAMS 

$28,181 

Law Enforcement/FAMS 

Assistant Director, Office of Administration & fechnical Services 

$11,640 

Law Enforcement/FAMS 

Special Agent in Charge, Boston Field OfTice 

$7,837 

Law Enforcement/FAMS 

Special Agent in Charge, Atlanta Field Office 

$9,610 

Law Enforcement/FAMS 

Deputy Assistant Director, Office of Field Operations (OFE) 

$9,517 

Law EnforcementTAMS 

Special Agent in Charge, Washington Field Office 

$16,610 

Law Enforcement/FAMS 

Special Agent in Charge, Chicago Field Office 

$9,427 

Law Enforcement/FAMS 

Special Agent in Charge, Philadelphia Field Office 

$7,828 

Law Enforcement/FAMS 

Special Agent in Charge, Los Angeles Field Office 

$9,540 

Law Enforcement/FAMS 

Special Agent in Charge, Newark Field Office 

$9,495 

Law Enforcement/FAMS 

Plans Officer 

$9,416 

Law Enforcement/FAMS 

Assistant Director, Office of Field Operations 

$20,592 

Law Enforcement/FAMS 

Deputy Assistant Administrator, Deputy Director for the Office of 

Law Enforcement/FAMS 

$22,230 

Law Enforcement/FAMS 

Special Agent in Charge, Houston Field Office 

$9,440 

Law EnforcementTAMS 

Special Agent in Charge, Dallas Field Office 

$9,610 

Law Enforcement/FAMS 

Special Agent in Charge, Orlando Field Office 

$9,502 

Law Enforcement/FAMS 

Deputy Assistant Director, Office of Field Operations, Eastern 

Region 

$15,583 

Law Enforcement/FAMS 

Assistant Director, Office of Flight Operations 

$20,544 

Operation Performance & Technology 

Assistant Administrator for Operational Performance & 
Technology/CTO 

$22,618 

Special Counselor 

Special Counselor 

$16,923 

Security Operations 

Deputy' Federal Security Director 

$9,491 

Security Operations 

Federal Security Director 

$11,186 

Security Operations 

Deputy Area Director, Northwest Area 

$7,757 

Security Operations 

Federal Security Director 

$19,615 

Security Operations 

Federal Security Director 

$10,452 

Security Operations 

Area Director, Southeast Area 

$8,061 

Security Operations 

Deputy Area Director, Northeast Area 

$14,476 

Security Operations 

Deputy Area Director, Southeast Area 

$10,396 

Security Operations 

Deputy Federal Security Director 

$10,112 

Security Operations 

Federal Security Director 

$8,198 

Security Operations 

Deputy Federal Security Director 

$5,889 

Security Operations 

Deputy Area Director, Southwest Area 

$11,294 
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Office 

Title 

2009 

Bonus 

Security Operations 

Federal Security Director 

$10,360 

Security Operations 

Federal Security Director 

$8,120 

Security Operations 

Federal Security Director 

$19,680 

Security Operations 

Federal Security Director 

$11,059 

Security Operations 

Area Director, Nca^east Area 

$15,960 

Security Operations 

Federal Security Director 

$12,772 

Security Operations 

Area Director, North Central Area 

$7,900 

Security Operations 

Deputy Assistant Administrator for Security Operations 

$22,534 

Security Operations 

Deputy Federal Security Director 

$8,726 

Security Operations 

Federal Security Director 

$9,526 

Security Operations 

General Manager, Field Operations 

$15,800 

Security Operations 

Assistant Administrator for Security Operations 

$30,800 

Security Operations 

Federal Security Director 

$8,559 

Security Operations 

Deputy Area Director, North Central Area 

$15,876 

Security Operations 

Federal Security Director 

$10,360 

Security Operations 

Federal Security Director 

$12,659 

Security Operations 

General Manager, SPCApliance 

$13,320 

Security Operations 

Deputy Federal Security Director 

$10,250 

Security Operations 

Deputy' Federal Security' Director 

$7,475 

Security Operations 

Federal Security Director 

$6,250 

Security Operations 

Deputy Area Director, South Central Area 

$7,901 

Security Operations 

Federal Security Director 

$12,486 

Security' Operations 

Deputy Federal Security Director 

$7,500 

Security Operations 

General Manager, Business Operations 

$12,252 

Security Operations 

Federal Security Director 

$19,623 

Security Operations 

Federal Security Director 

$7,625 

Security Operations 

Federal Security Director 

$1 1,130 

Security Operations 

Deputy Area Director, Northwest Area 

$16,446 

Security Operations 

Deputy Federal Security Director 

$7,587 

Security Operations 

Federal Security Director 

$19,728 

Security Operations 

Federal Security Director 

$10,990 

Security Operations 

Deputy Federal Security Director 

$9,633 

Security Operations 

Deputy Area Director, Southeast Area 

$11,185 

Security Operations 

Federal Security Director 

$10,935 

Security Operations 

Deputy Area Director. South Centra! Area 

$9,963 

Security Operations 

Deputy Area Director. Southwest Area 

$14,218 

Security Operations 

Deputy Federal Security' Director 

$7,604 

Security Operations 

Federal Security Director 

$10,786 

Security Operations 

Federal Security Director 

$10,694 

Administrator 

Acting Administrator 

$35,400 

Transportation Sector Network 
Management 

Deputy Assistant Administrator 

$13,950 
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Question: Please list by office and pay grade level the number of non-SES employees who received a bonus or 
quality step increase (qsi) in 2009, the total lx)nus/qsi expenditures for the particular office and pay grade, and 
the total number of employees in the office and pay grade. 

ANSWER: Please see the following table. 


Office 

Pay 

Band 

Number OF 
Cash Awards 
Bv Band 

Total C^h 
Awards By 
Band 

Total # of 
Employees in 
Office By Band 

Total # of 
Employees in 
Office 

Acquisition 

B 

1 

$382.56 

1 

148 

Acquisition 

C 

1 

$500.00 

1 

148 

Acquisition 

D 

2 

$1,174.00 

3 

148 

Acquisition 

E 

8 

$4,627.00 

4 

148 

Acquisition 

F 

7 

$4,795.23 

10 

148 

Acquisition 

G 

12 

$7,212.56 

7 

148 

Acquisition 

H 

89 

$59,915.24 

44 

148 

Acquisition 

1 

43 

$37,247.24 

21 

148 

Acquisition 


57 

$61,232.00 

31 

148 

Acquisition 

K 

44 

$65,503.00 

26 

148 

Administrator/Deputv 

C 

0 

$0.00 

1 

28 

Ad m i n i stra tor/Depu tv 

F 

6 

$4,776.56 

5 

28 

Adm in istrator/Deputv' 

G 

0 

$0.00 

1 

28 

Administrator/Deputy 

H 

5 

$5,449.00 

4 

28 

Administralor/Deputy 


10 

$13,890.00 

5 

28 

Administrator/Deputy 


5 

$7,478.00 

3 

28 

Adm i n i s trator/Deputv 

K 

12 

$24,806,41 

5 

28 

Administrator/Deputv 

L 

0 

$0.00 

2 

28 

Security Operations 

B 

0 

$0.00 

2 

57,715 

Security Operations 

C 

0 

$0.00 

14 

57,715 

Security Operations 

D 

10,586 

$3,880,750.51 

11830 

57,715 

Security Operations 

E 

53,619 

$38,752,855.83 

25502 

57,715 

Security Operations 

F 

23,396 

$18,637,213.09 

9434 

57,715 

Security Operations 

G 

16,368 

$12,951,754.55 

6271 

57,715 

Security Operations 

n 

4,371 

$3,523,443.97 

1960 

57,715 

Security Operations 

I 

3,931 

$32,73987.46 

1674 

57,715 

Security Operations 

J 

1,419 

$1,366,669.77 

657 

57,715 

Security Operations 

K 

729 

$1,013,186.87 

364 

57,715 

Security Operations 

L 

9 

$14,764.00 

7 

57,715 

Chief Administrative Officer 

F 

1 

$360.00 

6 

90 

Chief Administrative Officer 

G 

19 

$12,140.52 

11 

90 

Chief Administrative Officer 

H 

15 

$8,375.56 

9 

90 

Chief Administrative Officer 

1 

41 

$34,267.16 

22 

90 

Chief Administrative Officer 

J 

55 

$60,357.65 

33 

90 

Chief Administrative Officer 

K. 

16 

$31,895.52 

8 

90 

Chief Administrative Officer 

L 

1 

$1,225.00 

1 

90 

Chief Financial Officer 

E 

1 

$1,000.00 

1 

91 

Chief Financial Officer 

F 

3 

$1,143.56 

3 

d 
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Office 

Pay 

Band 

Number OF 
Cash Awards 
Bv Band 

Total Cash 
Awards By 
Band 

Total # of 
Employees in 
Office Bv Band 

Total # of 
Employees in 
Office 

Chief Financial Officer 

G 

!3 

$8,653.00 

1 1 

91 

Chief Financial Officer 

H 

25 

$24,053.56 

13 

91 

Chief Financial Officer 


22 

$17,299.00 

15 

91 

Chief Financial Officer 


54 

$57,697.00 

3! 

91 

Chief Financial Officer 

K 

38 

$58,106.00 

17 

9! 

Strategic Communications 
and Public Affairs 

F 

3 

$2,411.00 

5 

34 

Strategic Communications 
and Public Affairs 

G 

0 

$0.00 

1 

34 

Strategic Communications 
and Public Affairs 

H 

6 

$6,027.56 

3 

34 

Strategic Communications 
and Public Affairs 


16 

$24,048.56 

7 

34 

Strategic Communications 
and Public Affairs 


23 

$38,318.00 

13 

34 

Strategic Communications 
and Public Affairs 

K 

12 

$34,662.00 

5 

34 

Chief Counsel 

C 

0 

$0.00 

1 

221 

Chief Counsel 

D 

3 

$850.00 

7 

221 

Chief Counsel 

F 

4 

$1,420.00 

2 

221 

Chief Counsel 

G 

12 

$5,861.00 

7 

221 

Chief Counsel 

H 

17 

$9,936.00 

10 

221 

Chief Counsel 

i 

21 

$15,347.00 

12 

22! 

ChiefCounsei 

J 

41 

$32,107.00 

30 

221 

Chief Counsel 

K 

199 

$197,526.00 

107 

221 

ChiefCounsei 

L 

82 

$110,640,00 

45 

221 

Law Enforcement/FAMS 

B 


$0.00 

SSI 

SSI 

Law Enforcement/FAMS 

C 


$0,00 

SSI 

SSI 

Law Enforcement/FAMS 

D 


$0.00 

SSI 

SSI 

Law Enforcement/FAMS 

E 


$13,803.15 

SSI 

SSI 

Law Enforcement/FAMS 

F 


$179,697.95 

SSI 

SSI 

Law Enforccment/FAMS 

G 


$102,373.26 

SSI 

SSI 

Law Enforccmenl/FAMS 

H 


$270,546.22 

SSI 

SSI 

Law Enforcement/FAMS 

1 


$3,863,933.43 

SSI 

SSI 

Law Enforcement/FAMS 

J 


$840,621.32 

SSI 

SSI 

Law Enforcement/FAMS 

K 


$506,252.12 

SSI 

SSI 

Law Enforcement/FAMS 

L 


$75,034.00 

SSI 

SSI 

Human Capital 

E 

0 

$0.00 

2 

232 

Human Capital 

F 

5 

$2,286.53 

8 

232 

Human Capital 

G 

24 

$15,062.76 

16 

232 

Human Capital 

H 

21 

$15,531.68 

13 

232 

Human Capital 

1 

79 

$68,356.81 

42 

232 

Fluman Capital 

J 

155 

$156,782.06 

88 

232 

Human Capital 

K 

108 

$159,338.97 

58 

232 

Human Capital 

L 

8 

$30,424.00 

5 

232 
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Office 

Pay 

Band 

Number OF 
Cash Awards 
By Band 

Total Cash 
Awards By 
Band 

Total # of 
Employees in 
Office By Band 

Total # of 
Employees in 
Office 

Inspection 

B 

0 

$0.00 

1 

206 

Inspection 

E 

0 

$0.00 

1 

206 

Inspection 

F 

5 

$3,242.38 

3 

206 

Inspection 

G 

U 

$7,756.00 

6 

206 

Inspection 

H 

12 

$7,097.00 

9 

206 

Inspection 

I 

27 

$22,236.00 

21 

206 

Inspection 


207 

$193,323.00 

129 

206 

Inspection 

K 

65 

$106,254.00 

35 

206 

Inspection 

L 

2 

$4,8 H. 00 

i 

206 

Securitv Technology 

B 

0 

$0.00 

2 

102 

Security Technology 

G 

0 

$0.00 

6 

102 

Security Technology 

H 


$1,000.00 

3 

102 

Security Technology 


6 

$5,608.00 

6 

102 

Security I'echnology 


57 

$57,680.56 

49 

102 

Security Technology 

K 

36 

$43,358.56 

30 

102 

Security Technology 

L 

7 

$10,884.00 

6 

102 

Legislative Affairs 


7 

$15,674.00 

4 

6 

Legislative Affairs 


3 

$7,846.00 

1 

6 

Legislative Affairs 

K 

2 

$3,266.00 

1 

6 

Global Strategies 

F 

2 

$2,967.00 

2 

139 

Global Strategies 

G 

2 

$1,889.00 

3 

139 

Global Strategies 

II 

4 

$4,021.56 

3 

139 

Global Strategies 

1 

104 

$117,245.15 

56 

139 

Global Strategies 

J 

58 

$74,660.97 

33 

139 

Global Strategies 

K 

78 

$142,819.00 

41 

139 

Global Strategies 

L 

i 

$1,164.00 

1 

139 

Information Technology 

G 

0 

$0.00 

1 

14 

Information Technology 

I 

I 

$382.56 

2 

14 

Information Technology 

J 

7 

$7,218,00 

10 

14 

Information Technology 

K 

2 

$1,993.00 

I 

14 

Operational Process & 
Technology 

D 

0 

$0.00 

1 

167 

Operational Process & 
Technology 

F 

0 

$0.00 

2 

167 

Operational Process & 
Technology 

G 

1 

$506.00 

2 

167 

Operational Process & 
Technology 

H 

14 

$12,225.00 

12 

167 

Operational Process & 
Technology 

i 

II 

$9,855.00 

6 

167 

Operational Process & 
Technology 

J 

103 

$127,091.53 

78 

167 

Operational Process & 
Technologv 

K 

95 

$160,078.00 

57 

167 

Operational Process & 
Technology 

L 

18 

$38,781.00 

9 

167 
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Office 

Pay 

Band 

Number OF 
Cash Awards 
Bv Band 

Total Cash 
Awards By 
Band 

Total # of 
Employees in 
Office By Band 

Total # of 
Employees in 
Office 

Special Counselor 

D 

2 

$781.00 

2 

!!5 

Special Counselor 

E 

5 

$1,473.81 

3 

US 

Special Counselor 

p 

17 

$7,859.68 

iO 

115 

Special Counselor 

G 

10 

$4,668.84 

5 

115 

Special Counselor 

H 

40 

$20,321.45 

20 

115 

Special Counselor 

1 

40 

$25,422.56 

20 

115 

Special Counselor 

J 

80 

$69,816.92 

34 

i!5 

Special Counselor 

K 

41 

$53,222.09 

19 

115 

Special Counselor 

L 

5 

$11,201.00 

2 

115 

Intelligence 

p 

0 

$0.00 

1 

159 

Intelligence 

G 

13 

$18,538.56 

16 

159 

Intelligence 

H 

9 

$13,105.00 

18 

159 

Intelligence 

! 

49 

$57,179.67 

50 

159 

Intelligence 

J 

74 

$100,155.77 

49 

159 

Intelligence 

K 

43 

$77,712.12 

23 

159 

Intelligence 

L 

3 

$9,053.00 

2 . 

159 

Transportation Sector 

Network Management 

B 

5 

$3,482.56 

8 

262 

Transportation Sector 

Network Management 

C 

2 

$1, 012.00 

! 

262 

Transportation Sector 

Network Management 

E 

2 

$1,950.00 

2 

262 

Transportation Sector 

Network Management 

F 

14 

$13,180.00 

9 

262 

Transportation Sector 

Network Management 

G 

28 

$28,357.12 

15 

262 

Transportation Sector 

Network Management 

H 

61 

$61,488.56 

24 

262 

Transportation Sector 

Network Management 

I 

105 

$109,466.56 

40 

262 

Transportation Sector 

Network Management 

J 

205 

$215,442.06 

92 

262 

Transportation Sector 

Network Management 

K 

185 

$329,342.41 

70 

262 

Transponation Sector 

Network Management 

L 

3 

$5,201.00 

1 

262 

Transportation Threat 
Assessment & Credentialing 

F 

2 

$1,672.00 

9 

193 

Transportation Threat 
Assessment & Credentialing 

G 

9 

$8,734.00 

12 

193 

Transportation Threat 
Assessment & Credentialing 

H 

24 

$19,961.00 

20 

193 

Transportation Threat 
Assessment & Credentialing 

I 

54 

$54,078.68 

33 

193 

Transportation Threat 
Assessment & Credentialing 

J 

93 

$106,525.09 

70 

193 

Transportation Threat 
Assessment & Credentialing 

K 

76 

$120,637.41 

44 

193 
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Office 

Pay 

Band 

Number OF 
Cash Awaits 
By Band 

Total Cash 
Awards By 
Band 

Total # of 
Employees in 
Office By Band 

Total # of 
Employees in 
Office 

Transportation Threat 
Assessment & Credentiaiing 

L 

6 

$18,910.00 

1 

5 , 

!93 


Bonuses include performance awards, individual cash awards, group cash awards, applicant referral bonus 
awards, and senior career employee rank awards. 


Travel 


Question: Please provide for the record a table that shows all funds expended by TSA political employees for 
travel in 2009. Include name of individual traveling, purpose of travel, location(s) visited, and total cost. 

ANSWER: Please see the following chart: 


Traveler Name 

Purpose of Travel 

Location visited 

Trip Cost 

Edmund Hawley 

Site Visit 

SAN FRANCISCO, CA 

2, 361.il 


TOTAL 

2461.11 

Rebekah Lovom 
(Williams) 

Classified Intel Briefing for Ops Staff 

CHARLOTTE, NC 

386.33 

Airport visit and Sea Hawk. 

CHARLESTON, SC 

!. 189.28 

Site Visit 

SAN FRANCISCO, CA 

2,594.12 


TOTAL 

4,169.73 

Art Macias 

Attend multiple meetings and briefing with 

WASHINGTON, DC 

745.57 

Stakeholder/airport/FAM visit 

PHILADELPHIA, PA 

358.08 

Site Visit 

MIAMI, FL 

1,350.26 

Travel w/ SI 

SAN FRANCISCO. CA 

385.28 

Site Visit 

PHOENIX. AZ 

1,3)7.03 

Major media events in NYC with S 1 

MANHATTAN, NY 

403.25 


TOTAL 

4,559.47 

Kristen Lee 

Site Visit 

SAN FRANCISCO, CA 

744.76 

Site Visit 

PHILADELPHIA, PA 

360.38 

To meet counterparts in Germany 

BERLIN. FRG 

2,565.18 


TOTAL 

3,670.32 


Unobligated Balances 

Question: Please provide unobligated balances within I SA, by appropriation account, and when you anticipate 
they will be expended. 

ANSWER: As of February 28, 2010, ISA's unobligated funds for all appropriations, including fee accounts, 
are as follows: 


Appropriation 

SM 

Aviation Security' 

4,460.0 

Surface Transportation Security ' 

100.2 

Transportation Threat Assessment & Credentialing 

188.6 





Ill 


Transportation Security Support 

719.9 

Federal Air Marshals 

523.8 

Research and Development 

7.5 


i Aviation Security includes $250 million In mandatory fees for Aviatl<Mi Security Capita! Fund and payroll for over 45,000 
Transportation Security Officer FTE, as well as the remainder of tfre SI billion received in the American Recovery and Reinvestment 
Act in February 2009. 


TSA expects the majority of these funds will be expended in FY 2010. 




112 


QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Harold Rogers 

Gale Rossides, Acting Assistant Secretary, 
Transportation Security Administration 
Smart Investments for Real Transportation Security 


Screening Partnership Program 

Question: TSA has had the Screening Partnership Program (SPP) applications from three MT airports (Butte, 
West Yellowstone, Kalispell/Glacier Park) to opt out of the federalized screening program for quite a while. 
Can you please explain what is holding up the response? 

ANSWER: Clerks note: The agency was unable to respond to this question. 


Standoff Detection 


Question: Do you have advanced technology systems under evaluation to provide standoff detection of 
explosives before someone enters the security checkpoint? 

ANSWER: TSA has conducted extensive laboratory testing of representative standoff detection technologies, 
as well as proof of concept testing of such technologies in several transportation venues. The technical 
capabilities and limitations of current standoff detection technologies demonstrate that the systems are better 
employed in intermodal and surface transportation environments than in passenger aviation venues. TSA will 
move to add these systems to the Authorized Equipment List for the TSA transportation security grants 
programs. 


Question: How have standoff systems performed technically in the tests that TSA has performed? Do you 
anticipate putting such systems on TSA’s Approved Equipment List? 

ANSWER: TSA has conducted extensive laboratory testing of representative standoff detection technologies 
from a variety of manufacturers, as well as conducted proof of concept field testing of a couple of sytems in 
several transportation venues. The technical capabilities and limitations of current standoff detection 
technologies demonstrate that the systems arc better employed in intermodal and surface transportation 
environments than in passenger aviation venues. It should also be noted that TSA is not responsible for, nor is 
TSA funded and manned to, provide security screening throughout all airport areas. Individual airports can 
accept TSA’s qualification and purchase standoff detection systems themselves for use by their security forces 
in all airport areas. 

Standoff detection systems are purposely designed, due to current technical limitations of the technologies they 
employ, to find anomalies that could be threats that are orders of magnitude larger than the sizes of the threats 
to commercial aviation that checkpoint technologies are designed to detect. Information about threats and 
associated capabilities and limitations is classified. 
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In addition, current standoff detection systems have no ability to screen any accompanying articles that a 
traveler may be carrying. Since almost all persons in an airport are carrying one or more larger si2:ed articles, 
that are typically densely packed and complex to examine, and threats to civil aviation are quite small and easy 
to conceal, especially when approaching a checkpoint, current standoff detection systems are not able to provide 
the functionality needed for pre-checkpoint screening. And, unlike intcrmodal and surface venues, airport 
passengers will still undergo checkpoint screening in any event. 

Since the threats to Intermodal and surface transportation venues are much larger (hence harder to hide and 
much easier to detect), and passengers in those venues typically have accompanying articles that are smaller in 
size and are more amenable to rapid physical or Explosives Trace Detection inspection (i.e. briefcases, 
backpacks, food bags, etc.); standoff detection for person-borne improvised explosive devices provides a means 
of checking for potential threats that doesn’t slow dovra the high passenger volume of intermodal venues, and 
thus adversely affect their fragile revenue situations and highly open and fluid business models. 

Yes, TSA intends to provide a recommendation to the Federal Emergency Management Agency to add standoff 
detection systems to the Authorized Equipment List for TSA transportation security grants programs by end of 
the third quarter of FY 2010. 


Standards for Incoming International Flights 

Question: Please describe exactly what the new standard is for explosives screening for international flights 
departing directly for the U.S. 

ANSWER: TSA works closely with international partners to share best practices for security checkpoints, 
including the deployment of technology for explosives detection. A full and complete answer to this question 
would contain Sensitive Security Information, as it speaks to the security requirements established by the TSA- 
issued Security Directive and Emergency Amendment for international flights departing foreign airports to the 
United States. TSA would be happy to provide a briefing upon request. 


Question: Please provide a list of those countries with direct flights to the U.S. that have yet to deploy the 
required technology and for what reason. 

ANSWER: TSA continues to meet with foreign partners to discuss progress on mitigating the shared threat to 
international aviation security. One aspect of this dialogue is increasing the use of technology as a key element 
of a layered security approach. A full and complete answer to this question would contain Sensitive Security 
Information, as it speaks to the security requirements mandated by the TSA-issued Security Directive and 
Emergency Amenctaent for international flights departing foreign airports to the United States. TSA would be 
happy to provide a briefing upon request. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Lucille Roybal-AIIard 

Gale Rossides, Acting Assistant Secretary, 
Transportation Security Administration 
Smart Investments for Real Transportation Security 


Training Mandates for Transit Workers 

Question: Given the vulnerability of our transit networks, it is crucial that we provide instruction to America’s 
transportation workforce on how to effectively identify and respond to terror threats. However, TSA missed the 
November 2007 deadline imposed by the 9/1 1 Commission Act to implement training programs for transit, rail 
and bus employees. 

What is your agency’s plan for meeting the Act’s training mandates? 

ANSWER: In response to the Implementing Recommendations of 9/1 1 Commission Act of 2007 (9/1 1 Act), 
TSA is conducting a rulemaking (Public Transportation and Passenger Railroads - Security Training of 
Employees, RIN: 1652-AA55) that will require surface mode employers to develop and implement programs to 
provide security training for their employees. TSA is conducting this rulemaking to implement sections 1408, 
1517, and 1 534 of the 9/1 1 Act, which require security training programs for frontline employees of freight rail, 
transit agencies, passenger rail, and over-the-road-bus operators. TSA expects the Notice of Proposed 
Rulemaking to be published in the Federal Register in the first quarter of F Y 20 1 1 . 


Federal Flight Deck Officer Program 

Questiou: The Federal Flight Deck Officer program trains flight crews to defend themselves and their aircraft 
against would-be hijackers — instruction that could prove critical in preventing another 9/1 1 . Yet, because of 
budget constraints, pilots at Los Angeles International Airport who want to participate report being turned away 
by TSA. 

Given the Importance of this initiative, can you explain why TSA only requested a marginal increase in funding 
for the Federal Flight Deck Officer program? 

ANSWER; The additional binding requested in FY 201 1 provides sufficient resources to continue growth in 
the Federal Flight Deck Officer program while meeting the sustainment costs associated with managing a 
national volunteer program comprised of thousands of participants. 
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OPENING STATEMENT OF CHAIRMAN DAVID PRICE 

Mr. PRICE. The subcommittee will come to order. Good afternoon. 
We are pleased to be welcoming this afternoon a number of wit- 
nesses to discuss the investments being made by the Department 
of Flomeland Security in early warning and response for a bioterror 
event. 

In 2003, the newly formed Department of Flomeland Security 
placed a priority on the quick implementation of programs designed 
to inform the Federal Government, as well as its state and local 
partners, about the potential of an attack with biological weapons. 
The two most prominent DFIS programs are BioWatch and the Na- 
tional Biosurveillance I ntegration Center, the NBIC. 

BioWatch is a system of detectors which currently exist in more 
than 30 cities nationwide designed to trigger a public health re- 
sponse from the earliest time after the release of a biological patho- 
gen. NBIC was envisioned to be a hub of federal information collec- 
tion to identify biological events of national significance. 

Both of these programs have met significant challenges during 
the past few years, ranging from technological issues to implemen- 
tation difficulties. It is my hope that we will have a robust discus- 
sion today of those challenges, as well as the possible paths for- 
ward. 

We are joined today by four very qualified experts in this subject 
matter. Testifying first will be Dr. Alex Garza, the Chief Medical 
Officer and Assistant Secretary for Flealth Affairs at the Depart- 
ment of Flomeland Security. Dr. Garza manages the Office Of 
Flealth Affairs, which oversees both BioWatch and the NBIC. 

Next we will hear from Dr. Tara OToole, the Undersecretary of 
Science and Technology. S&T will evaluate technological and test- 
ing decisions for the BioWatch program. Also, Dr. OToole is a sub- 
ject matter expert on biosurveillance and other biodefense issues 
who has previously testified before this Subcommittee. 

Our third witness is Dr. Bernard Goldstein representing the Na- 
tional Academy of Sciences. At this Subcommittee's request, the 
National Academy has just completed a comprehensive assessment 
of the BioWatch system and the country's early warning capabili- 

( 115 ) 
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ties. I believe this report will greatly inform decisionmaking in this 
area going forward. Today, we will be discussing some of the con- 
clusions of that report and asking what the implications are for the 
2011 budget request. 

We are pleased to have as our fourth witness Dr. Daniel Sosin 
from the Centers for Disease Control and Prevention, who will help 
us understand the work going on in the public health community 
to support the biosurveillance and response system. 

Biosurveillance involves many different environments, pathways, 
government agencies. BioWatch addresses one discrete area of bio- 
surveillance, the introduction of an aerosolized virulent agent in a 
major city. One thing that all these different scenarios have in 
common is that they rely on our public health system for the char- 
acterization of the threat and the subsequent response. 

The BioWatch program has been plagued by difficulties which 
culminated in the removal of some detectors from a location last 
spring. Unfortunately, these problems seem to lead state and local 
partners to lose some of their faith in the validity and usefulness 
of the BioWatch program. Dr. Garza, we want to hear from you 
about how to restore and bolster confidence in the system among 
local public health officials who, after all, are the recipients of 
BioWatch warnings and who are then in charge of the response. 

The fiscal year 2011 budget request nearly doubles funding for 
the BioWatch program from $89 million in 2010 to $173 million in 
2011. Most of that is to support the purchase and initial testing of 
the third generation of detectors. It is anticipated that these detec- 
tors will provide more rapid results and be more sensitive than the 
detectors currently employed. 

However, before this Subcommittee can feel comfortable recom- 
mending full funding of this program we must be sure that it is 
a well -developed proposal, both technolpgically, as well as from a 
risk management perspective. The National Academy of Sciences 
report makes a number of recommendations to address these con- 
cerns which we look forward to exploring in detail today and 
throughout this budget season. 

Next, the National Biosurveillance Integration Center, which 
takes a $1 million cut in the budget request from $8 million to $7 
million, has yet to fully realize its potential. Originally designed to 
be a hub for information collection and sharing of biological threat 
data to be used by all levels of government, this budget proposes 
a new strategy for the NBIC, one that seeks to integrate work 
going on in the states on biosurveillance. 

I look forward to understanding how this will provide a more 
complete surveillance picture and how it will add value to the cur- 
rent reporting that states already do through other Federal agen- 
cies such as the CDC, FDA and other parts of DHS. Additionally, 
we want to learn more about the Department's longer term vision 
for NBIC. 

It is extremely important that this nation identify a biological 
event as early as possible, but we need to make sure we are mak- 
ing smart investments which are supported by sound planning, 
evaluation and decision making. The real goal of these programs is 
to save lives, which depends on reliable early detection, to inform 
an evaluation of the situation and ultimately successful response 
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activity. Any effort to complete the detection piece without address- 
ing the others will fail to provide meanin^ul protection to the 
American people against biological threats. 

Again we look forward to hearing from the witnesses today. Each 
of you will have a written statement which we will be happy to in- 
clude in full in the record, so we ask you to limit your oral remarks 
to five minutes. We will begin with Dr. Garza, then Dr. OToole, 
then Dr. Goldstein and conclude with Dr. Sosin. 

Before we begin let me recognize the distinguished Ranking 
Member, Mr. Rogers, for any comments he wishes to make. 

[The information follows:] 
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Committee on Appropriations 

David Price (D-NC), Chairman, Subcommittee on Homeland Security 

EMBARGOED UNTIL DELIVERY {Approx. 2: W Phf) Media Contact: Andrew High 

Thursday, February 25, 2010 202-225-1784 

Opening Statement of Chairman David Price 
Oversight Hearing: Biosurveillance: Smart investments for Early Warning 
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This afternoon we are pleased to welcome a number of witnesses to discuss the investments being made 
by the Department of Homeland Security (DHS) in early warning and response for a bioterror event. In 2003, 
the newly formed Department of Homeland Security placed a priority on the quick implementation of programs 
designed to inform the Federal government as we!! as its state and local partners about the potential of an attack 
with biological weapons. The two most prominent DHS programs are BioWatch and the National 
Biosurveillance Integration Center (NBIC). BioWatch is system of detectors, which currently exist in more 
than 30 cities nationwide, designed to trigger a public health response from the earliest time after the release of 
a biological pathogen. NBIC was envisioned to be a hub of Federal information collection to identify biological 
events of national significance. Both of these programs have met significant challenges during the past few 
years, ranging from technological issues to implementation difficulties. It is my hope that we will have a robust 
discussion today of those challenges, as well as possible paths forward. 

We are joined today by four very qualified experts in this subject matter. Testifying first will be Dr. 
Alex Garza, Chief Medical Officer and Assistant Secretary for Health Affairs at the Department of Homeland 
Security. Dr. Garza manages the Office of Health Affairs, which oversees both the BioWatch program and 
NBIC. 



Next we will hear from Dr. Tara OToole, the Under Secretary of Science and Technology. S&T will 
evaluate technological and testing decisions for the BioWatch program. Also, Dr. O’Toole is a subject matter 
expert on biosurveillance and other biodefense issues who has previously testified before this Subcommittee. 

Our third witness is Dr. Bernard Goldstein representing the National Academy of Sciences (NAS). At 
this Subcommittee's request, NAS has just completed a comprehensive assessment of the BioWatch system and 
the country's early warning capabilities. I believe this report will greatly inform decision making in this area 
going forward. 
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We are pleased to have as our fourth witness. Dr. Daniel Sosin from the Centers for Disease Control and 
Prevention who will help us understand the work going on in the public health community to support the 
biosurveiilance and response system. Biosurveillance involves many different environments, pathways, and 
government agencies. BioWatch addresses one discrete area of biosurveiilance -the introduction of an 
aerosolized virulent agent in a major city. One thing that all these different scenarios have in common is that 
they rely on our public health system for the characterization of the threat and the subsequent response. 

The BioWatch program has been plagued by difficulties, which culminated in the removal of some 
detectors from a location last spring. I fear that these issues led our state and local partners to lose faith in the 
validity and usefulness of the BioWatch program. Dr. Garza, we will want to hear from you about how to 
restore and bolster confidence in this system among local public health officials, the recipients of the Biowatch 
warnings who are then in charge of the response. 

The fiscal year 201 1 budget request nearly doubles funding for the BioWatch program, from $89 million 
in 2010 to $173 million in 201 1, most of which is to support the purchase and initial testing of the third 
generation of detectors. It is anticipated that these detectors will provide more rapid results and be more 
sensitive than the detectors currently deployed. However, before this Subcommittee can feel comfortable 
recommending full funding of this program, we must be sure that it is a well developed proposal, both 
technologically, as well as from a risk management perspective. The NAS report makes a number of 
recommendations to address these concerns, which 1 look forward to exploring in detail this afternoon. 

Next, the National Biosurveiilance Integration Center, which takes a $1 million cut in the budget request 
- from $7 million to $6 million, has yet to fully realize its potential. Originally designed to be a hub for 
information collection and sharing of biological threat data to be used by all levels of government, the budget 
proposes a new strategy for the NBIC - one that seeks to integrate work going on in the states on 
biosurveiilance. I look forward to understanding how this will provide a more complete surveillance picture 
and how it will add value to the current reporting that states already do through other Federal agencies such as 
the CDC, FDA, and other parts of DHS. Additionally, I will want to learn more about your longer term vision 
for NBIC. 

While it is extremely important that the nation identify a biological event as early as possible, we need 
to make sure we are making smart investments which are supported by sound planning, evaluation and decision 
making. The real goal of these programs is to ^ve lives, which depends on reliable early detection to inform an 
evaluation of the situation, and ultimately, successful response activities. Any effort to complete the detection 
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piece without addressing the others will fail to provide meaningful protection of the American people against 
biological threats. 

Again, I look forward to hearing from our witnesses today. Since your full written statement will be 
entered into the record, I ask you to limit your oral remarks to a presentation of five minutes or less, beginning 
with Dr. Garza, then Dr. O’Toole, Dr. Goldstein, and concluding with Dr. Sosin. Before we begin, let me 
recognize the distinguished Ranking Member, Hal Rogere, for anv comments he may wish to make. 

### 
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OPENING STATEMENT OF RANKING MEMBER HAROLD ROGERS 

Mr. ROGERS. Thank you, Mr. Chairman. Welcome to our distin- 
guished panel. The bioterror threat is undeniably real. The 2000 
anthrax attacks brought home the chilling reality that bioterrorism 
can take lives and does instill genuine fear and panic in the Amer- 
ican public. Moreover, al-Qa^a's known aspirations to acquire 
WMD and pronouncements to carry out something much bigger 
and better than a chemical attack on the New York City subway 
suggests that we cannot dismiss the possibility that they will some- 
day attempt to launch a bioterror attack in the U.S. 

But some nine years after the anthrax attacks and in spite of the 
known threat, the state of our bio-preparedness is still a work in 
progress. Sadly, it appears that we have only been nibbling around 
the edges of this daunting challenge for many years. Look no fur- 
ther than the MINI flu outbreak of the past year; an event that 
revealed stark deficiencies in our ability to respond to a major pan- 
demic or the release of a deadly pathogen. Then just last month the 
WMD Commission gave the government an F in terms of the abil- 
ity to both detect and respond to a biological attack. 

On a somewhat promising note, the Administration has produced 
a strategy for countering biological threats, but the actual response 
plan for coordinating the federal, state and local government re- 
sponse following a bioterror attack is still under review by DHS 
and the White House National Security Council. 

Moreover, having some high level plan is only a starting point. 
We need to be prepared in real terms to respond swiftly to an out- 
break or release with vaccine and robust isolation and remediation 
measures, actions that will demand coordination among every level 
of government and perhaps most especially the actual health care 
providers and drug manufacturers in the private sector. 

These are serious, disturbing gaps, gaps that the federal govern- 
ment has been aware of for some ti me and gaps we must address. 
And that brings us to the fiscal 2011 budget, which is proposing 
to basically double down on BioWatch and investment in tech- 
nology that is far from proven. It is only one piece of the biosurveil- 
lance puzzle, so today I hope to learn what steps we are taking to 
get our biosurveillance and detection systems right. 

More to the point, I hope to learn how the sprawling bureaucracy 
involved in bio-preparedness are addressing our known 
vulnerabilities, applying the lessons learned from the HlNl flu 
outbreak and putting an effective bio-preparedness plan into ac- 
tion. Given the seriousness of the bioterror threat, far too much is 
at stake for us to fail. 

We want to thank the witnesses for appearing today. We look 
forward to hearing your comments. 

Mr. Price. All right. Thank you. Well, let us begin with Dr. 
Garza. 

[The information follows:] 
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Thank you, Mr. Chairman, and welcome to Doctors O’Toole and Garza, as well as 
our other distinguished guests. 

The bioterror threat is undeniably real. The 2001 Anthrax attacks brought home the 
chilling reality that bioterrorism can take lives and instill genuine fear and panic in the 
American public. 

Moreover, al Qaeda’s known aspirations to acquire WMD and pronouncements to 
carry out something, “. , .much bigger and better than a chemical attack on the New York 
City subway”, suggests that we cannot dismiss the possibility that they will someday 
attempt to launch a bioterror attack in the U.S. 

But, some nine years after the Anthrax attacks and in spite of the known threat, the 
state of our biopreparedness is still a work in progress. Sadly, it appears that we have only 
been nibbling around the edges of this daunting challenge for many years. 

Look no further than the HlNl flu outbreak of the past year - an event that revealed 
stark deficiencies in our ability to respond to a major pandemic or the release of a deadly 
pathogen. 

Then, just last month, the WMD Commission gave the government an “F” in terms 
of the ability to both detect and respond to a biological attack. 

On a somewhat promising note, the Administration has produced a strategy for 
countering biological threats - but, the actual response plan for coordinating the Federal, 
State, and local government response following a bioterror attack is still under review by 
DHS and the White House National Security Council. 


Moreover, having some high-level plan is only a starting point. We need to be 
prepared in real terms to respond swiftly to an outbreak or release with vaccines and robust 
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isolation and remediation measures - actions that will demand coordination among every 
level of government, and, perhaps most especially, the actual health care providers and 
drug manufacturers in the private sector. 

These are serious, disturbing gaps - gaps that the Federal government has been 
aware of for some time and gaps we must address. 

That brings us to the FYl 1 budget, which is proposing to basically double-down on 
BioWatch - an investment in technology that is far from proven and that is only one piece 
of the biosurveillance puzzle. 

So, today, I hope to learn what steps we are taking to get our biosurveillance and 
detection systems right. 

More to the point, 1 hope to learn how the sprawling bureaucracy of agencies 
involved in biopreparedness are addressing our known vulnerabilities, applying the lessons 
learned from the HlNl flu outbreak, and putting an effective biopreparedness plan into 
action. 

Given the seriousness of the bioterror threat, far too much is at stake to fail. 

1 thank our witnesses for appearing today and look forward to discussing this 
challenging issue. 

Thank you, Mr. Chairman. 

### 
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STATEMENT OF DR. ALEX GARZA 

Dr. GARZA. Gcxxl aftern<x)n. I want to thank you, Chairman Price 
and Ranking Member Rogers and the rest of the Subcommittee, for 
the opportunity to testify before you today. I am honored to testify 
here with my colleagues. Dr. OToole, our Under Secretary for 
Science and Technology at Homeland Security; Dr. Goldstein from 
the National Academy of Sciences; and Dr. Sosin from the CDC. 

I believe it is apparent from this collection of experts that are on 
this panel today that biosurveillance is a very complex issue, and 
it is not the sole property of a single agency and that OHA has a 
unique role that intersects many paths within this discipline. 

The Office of Health Affairs and Science and Technology Direc- 
torate have a very unique partnership in moving biosurveillance 
and detection forward from what is possible to what is operational. 
We also value the careful study and opinions of our partners at the 
National Academy of Sciences, and we strive to work well with our 
partners at the Centers for Disease Control and Prevention. 

As the Chief Medical Officer and Assistant Secretary for Health 
Affairs, I lead and coordinate the biodefense within the Depart- 
ment of Homeland Security, and I view biodefense and detection as 
one of our core missions. I would like to point out, however, that 
DHS does not collect health surveillance data, nor do we perform 
epidemiological analysis. We greatly defer to our partners at the 
CDC who have this professional expertise. 

The area within the mission space for DHS is to look across the 
surveillance data for a one health and whole spectrum view. Exam- 
ples include the economic impacts of a pandemic influenza on crit- 
ical infrastructure and looking at seemingly disparate data to see 
if there are any similarities. 

One thing that I want to relate is that biosurveillance and detec- 
tion are just one part of the puzzle which I think you articulated. 
While there is value in each and every piece of this puzzle, the 
keys to the security are prevention and early detection. The com- 
bination of a covert nature and the lag time for casualties from a 
biological attack, among others, make these weapons much dif- 
ferent than conventional nuclear and chemical weapons. Valid and 
reliable early detection of a biological release, whether through en- 
vironmental sampling or through health surveillance, allow a win- 
dow of opportunity for us to interdict, provide medical counter- 
measures and save lives. 

At the Department of Homeland Security's Office of Health Af- 
fairs we operate two national biosurveillance, programs which you 
have mentioned, to support this mission, the BioWatch program 
and the National Biodefense Integration Center, or the NBIC. 
BioWatch is the only federally coordinated and locally operated bio- 
detection program in the world. Its goal is to provide communities 
timely detection of select biological agents using strategically 
placed environmental samplers. 

However, I would like to emphasize that BioWatch is more than 
just a machine. It is a detection and response support system. 
Early detection without a strong coordinate response to the bio- 
logical agent would be akin to asking the DOD to identify threats 
on a radar and then not giving them the systems to interdict. 
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While the collector is the entry point for the decision algorithm, 
the coordination with our state, local and federal partners, emer- 
gency management and pubic officials is a critical piece of the pro- 
gram that should not be underestimated, and it pays dividends 
well beyond BioWatch. Failure to plan and exercise the cascading 
events following a detection would be a waste of technology, science 
and resources and put the country at significant risk. 

The Administration has requested $173.5 million for Fiscal Year 
2011 for BioWatch; approximately $89.5 million for operations to 
build a comprehensive quality assurance program, expand our cur- 
rent exercise program and population protection models. Eighty- 
four million dollars will allow DFIS to procure, evaluate and poten- 
tially deploy Generation 3 detection units for operational field test- 
ing. 

While we are looking forward to the future of early detection, we 
deeply value the opportunity to improve on our current capabilities. 
The recent National Academy of Sciences report lays out various 
issues that BioWatch can address to make the system that much 
stronger. 

In furtherance of this view, in recent days we have determined 
that from protracted negotiations involving the necessary diligence 
and testing that would be required for a Generation 3 contract that 
we are going to adjust our program schedule. We are evaluating 
the impacts and are immediately going to update the Congress 
once we resolve this issue. 

While a delay is disappointing given the urgent operational 
needs, I believe that we are being consistent with the NAS's 
urgence to ensure a thorough and protective evaluation as an ap- 
propriate way to ensure that we are pursuing the acquisition with 
appropriate oversight, testing and diligence. 

Going on to the NBIC, since this was handed over to OFIA two 
and a half years ago we have worked to enhance the Federal Gov- 
ernment's ability to rapidly identify, characterize, localize and 
track biological events of national concern through the integration 
and analysis of data relating to human health, animal health, 
plant, food and environmental monitoring systems. 

NBIC received $8 million in Fiscal Year 2010 and is requesting 
$7 million in Fiscal Year 2011 to fund the Center. Last year's GAO 
report, "Biosurveillance: Developing a Collaborative Strategy Is Es- 
sential To Fostering Interagency Data and Resource Sharing", 
identified the unique mission of the NBIC. This report included 
recommendations for strengthening NBIC, and we have already 
begun to move forward on many of them. 

In addition to addressing the GAO's recommendations, I recently 
held a meeting of our interagency partners, which included rep- 
resentatives from FIFIS, ASPR, CDC, FBI, DOT and DOD, to talk 
about these challenges outlin^ in the report. I then directed the 
NBIC to become more focused on its core mission of biosurveillance 
and directed them to work on a new path going forward to meet 
our desired goals of whole spectrum situational awareness using a 
new approach. 

To this end we are developing a new strategy to reach outside 
the federal systems and collaborate with state and private sector 
partners. This will begin with a demonstration project with the 



127 


North Carolina Collaboratory for Bio-Preparedness supported by 
funds included in the Fiscal Year 2010 appropriations bill. 

States such as North Carolina have capabilities and sophisti- 
cated practices that capture critical biosurveillance information. We 
are looking to learn from these systems and leverage their suc- 
cesses at the state and local level for the benefit of the Nation. I 
am hopeful that engaging in this new outreach approach we will 
improve the information sharing between public and private 
sources and provide new ways to identify and enhance biological 
surveillance data. 

I n closing, I would like to thank this Committee for their invalu- 
able work and leadership that they have provided on this impor- 
tant topic. I know that you share my passion for making sure the 
Nation is protected from biological inciaents, whether man-made or 
natural. 

Under the leadership of President Obama and Secretary 
Napolitano, I will continue to stay focused on this issue, and I 
thank you again for the opportunity to testify. I look forward to an- 
swering your questions. Thank you. 

[The information follows:] 
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Dr. Alexander Garza is the assistant secretary for health affairs and 
chief medical officer of the Department of Homeland Security 
(DHS). He manages DHS’s medical and health security matters, 
oversees the health aspects of contingency planning for all 
chemical, biological, radiological and nuclear hazards, and leads a 
coordinated effort to ensure that DHS is prepared to respond to 
biological and chemical weapons of mass destruction. 

Prior to joining DHS in August 2009, Garza spent 1 3 years as a 
practicing physician and medical educator. He most recently served as the director of military 
programs at the ER One Institute at the Washington Hospital Center, and has served as the 
associate medical director of the emergency medical services (EMS) for the state of New 
Mexico, and director of EMS for the Kansas City, Missouri, Health Department. While 
practicing medicine he also served as a professor at leading medical institutions including 
Georgetown University, the University of New Mexico and University of Missouri - Kansas 
City. 

Garza served in the U.S. Army Reserve and was a battalion surgeon and public health team chief 
during Operation Flintlock in Dakar, Senegal. He also served as a public health team chief 
during Operation Iraqi Freedom and as a special investigator and medical expert for Major 
General Raymond Odiemo. He coordinated the development of a Web site that facilitated the 
donation of more than one million medical books to Iraq. Garza earned over a dozen awards 
including the Bronze Star and Combat Action Badge. 

Garza holds a medical degree from the University of Missouri-Columbia School of Medicine, a 
Master of Public Health from the Saint Louis University School of Public Health and a Bachelor 
of Science in biology from the University of Missouri - Kansas City. Prior to earning his M.D., 
he served as a paramedic and an emergency medical technician. He is a fellow in the American 
College of Emergency Physicians, and a member of the American Public Health Association and 
other health organizations. He has authored numerous chapters in medical texts and published 
multiple articles in peer-reviewed publications. He has lectured nationally and internationally 
about emergency care and disaster medicine. He is a recipient of the American Heart 
Association’s Young Investigator Award, a White House Commendation for Drug Demand 
Reduction and numerous awards for his work in emergency medicine. He is married and has 
tluee sons. 
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Written Testimony of Alex Garza, MD, MPH 
Assistant Secretary for Health Affairs and Chief Medical Officer, OHA 
Before the United States House of Representatives 
Subcommittee on Homeland Security 
February 25, 2010 


Chairman Price, Ranking Member Rogers and distinguished Members of the 
Subcommittee, I appreciate the opportunity to appear today to discuss the nation’s 
biosurveillance efforts. 1 am honored to testify with my colleague, Under Secretary for 
the DHS Science and Technology (S&T) Directorate, Dr. Tara O’Toole, and I appreciate 
the opportunity to hear from Dr. Bernard Goldstein, the esteemed lead author of the recent 
Institute of Medicine (lOM) report on Biosurveillance. 

The Office of Health Affairs (OHA) leads the Department of Homeland Security’s 
biodefense activities. OHA works closely with S&T to ensure the nation has robust 
technologies to detect biological agents that pose harm to the nation. Deterrence, 
detection, preparation for, and response to biological threats, whether man-made or 
naturally occurring, requires coordination both within DHS and between federal, state and 
local partners. In addition, OHA works in close collaboration with our partners at the 
Department of Health and Human Services (HHS) - specifically the Office of the 
Assistant Secretary for Preparedness and Response (ASPR) and the Centers for Disease 
Control and Prevention (CDC) - on the BioWatch program, maintaining a biosurveillance 
picture, and biological incident medical response efforts. 

Office of Health Affairs Current Biosurveiliance Capabilities 

Biosurveillance is but one piece of a larger biodefense strategy. Since my confirmation as 
the Assistant Secretary for OHA in August 2009, 1 have refocused OHA programs to the 
mission of ensuring we have an end-to-end approach and ensuring that biological 
surveillance and detection are part of the continuum of response to an incident. Reliable 
early detection of biological incidents that can sicken or kill people can save lives by 
allowing the opportunity to provide prompt medical countermeasures to the people 
exposed. 

The Office of Health Affairs currently manages two biosurveiliance capabilities: the 
BioWatch program and the National Biosurveiliance Integration Center (NBIC). 

National Biosurveiliance Integration Center 

Under the Implementing Recommendations of the 9/1 1 Commission Act (9/1 1 Act), 
Congress mandated DHS establish the National Biosurveiliance Integration Center 
(NBIC) to enhance the capacity of the federal government to rapidly identify, 
characterize, localize, and track biological events of national concern through integration 
and analysis of data relating to human health, as well as animal, plant, food, and 
environmental monitoring systems (both national and international). 
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NBIC was authorized in FY 2007. To date, seven federal departments have entered into 
Memoranda of Understanding (MOU) with NBIC to begin the process of analyzing data, 
sharing information, and providing subject matter expertise on biological incidents. The 
seven MOUs are between NBIC and the Departments of State, Health and Human 
Services, Commerce, Veterans Affairs, Agriculture, Defense, and Interior. 

Since it was initiated, NBIC has provided critical biosurveillance information on a 
number of incidents including the 2009 Salmonella St. Paul event and the 2009-HlNl 
pandemic. NBIC aims to identify biological incidents early and alert senior leaders of 
emerging threats against the population. It is critical that the nation has the ability to 
recognize and track biological events early to prevent or mitigate associated 
consequences. 

NBIC received $8 million in FY 2010 and is requesting $7 million in FY 201 1 to fund 
the center and its operations. This level of funding is sufficient to maintain NBIC’s 
current capability. To enhance the ability of NBIC to gather and analyze biosurveillance 
information, I have directed my staff to reexamine current procedures and operations. 

We plan to aggressively work to improve coordination with our state and local partners 
that can provide sentinel information for the country, such as North Carolina, Minnesota, 
and Washington. FYl 0 funding for NBIC included an additional $5 million to support a 
demonstration project with the North Carolina Collaboratory for Bio-Preparedness, which 
includes the University of North Carolina, North Carolina State University, and the SAS 
Institute renowned for their advanced computing and information analytical capability. 
We hope that this pilot biosurveillance project may validate the efficacy of improved 
information sharing between public and private information sources. North Carolina has 
advanced public health surveillance information and wants to further this capability by 
including private partners’ information and merging other biosurveillance disciplines, 
such as veterinary data. Minnesota is nationally known for their superior Food Defense 
capabilities through information analysis and Washington State has demonstrated 
advanced capability to integrate critical infrastructure analysis in their decision making 
schemes. 

We realize that there is tremendous biosurveillance work being performed outside of the 
federal govermnent and we have plans in place to increase engagement with states, the 
private sector, and international partners while remaining vigilant to protect data security 
and privacy. 


The BioWatch Program: 

The BioWatch program, first announced during the 2003 State of the Union, is the 
nation’s first early warning network of sensors to detect biological attacks. OHA is 
responsible for managing the day-to-day operations of the BioWatch system and S&T 
supports OHA’s acquisition and procurement of new BioWatch technologies, referred to 
as “Generation 3” or “Gen 3” technology. The BioWatch program also partners with 
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CDC through verification of assays used in the analysis for biological agents and with the 
technical analysis and subject matter expiertise of potential biological detections. 

The mission of the BioWatch program is to provide the nation the greatest lead time 
possible to respond to the intentional release of a biological agent. Because of the 
rapidity of the decision cycle and the need for a rapid deployment of medical 
countermeasures, the ability to quickly identify a biological agent will potentially save 
lives. 

The BioWatch Program is planning and executing exercises in BioWatch jurisdictions to 
assist state and local responders in testing public health response capabilities and to 
review and strengthen notification protocols. We are also encouraging regionalization of 
our programs where appropriate. I recently attended a multi-jurisdictional BioWatch 
exercise on the west coast, which was the first time that two completely separate sites 
participated in an exercise of the system. We use these exercises to better refine the 
systems and align best practices. This regional approach is imperative for building a 
resilient nation capable of identifying and responding to an intentional release of a 
biological agent. 

Generation 3 Technology 

In addition to improving the interaction with public health and emergency management at 
the state and local level, we are moving detection science forward with our Generation 3 
program. Since 2003, BioWatch capabilities have undergone several technological 
development phases. The current technology deployed to BioWatch jurisdictions are 
commonly referred to as Generation 1 and 2. The same technology and approaches are 
used in the Generations 1 and 2 systems with the difference being when each system was 
deployed. 

Generation 3 represents the first advancement in BioWatch technologies beyond manual 
filter collection and laboratory analysis by building a “lab in the box” detection system. 
After a rigorous and transparent Request for Proposals (RFP) process, I am pleased to 
share that we recently awarded contracts to two vendors to bring their systems in for 
independent testing. Testing plans are being coordinated with the federal biosurveillance 
community and will be approved independently by the S&T Test and Evaluation branch. 
Additionally, an independent test evalualor is being utilized to ensure full and 
comprehensive testing before any deployment takes place. 

A fully autonomous system that can perform its duties reliably and accurately in a variety 
of locations and environmental conditions including weather and pollutant extremes 
would represent a tremendous leap forward in surveillance technology. We do not take 
this challenge lightly and together with our partners at S&T, have developed a rigorous 
testing and evaluation program that is the model for future new technology acquisition at 
DHS. If these new detectors cannot meet our demands we will not deploy defective 
technology. 
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We are very hopeful that the technological challenges can be overcome and we will 
continue to develop further generations of BioWatch, including the ability to identify 
agents that have been genetically manipulated. It is absolutely imperative that we 
develop this technology as a part of a coordinated detection and surveillance system. The 
key to biosurveillance is to have multiple overlapping and redundant systems with no 
single point of failure. We are seeking cheaper, faster, and more agile systems - our state 
and local officials and operators are seeking such capabilities and we support this 
approach. 

Congress appropriated $89.5 million in fiscal year 2010 for BioWatch and the 
Administration is requesting $173.5 million in fiscal year 2011. Approximately $89.5 
million in 201 1 will be used to maintain the current network, establish a more 
comprehensive quality assurance program, optimize the BioWatch network to maximize 
probability of detection of an attack, expand the current BioWatch exercise program that 
includes extensive interaction with federal, state and local partners, provide state and 
local partners better situational awareness with web-based modeling capabilities backed 
up by a robust reach-back capability to the national laboratories, and work with the 
interagency on technology evaluations. 

Approximately $84 million will be used to procure and potentially deploy units for a four 
city operational field test of the Generation 3 system. If one or both candidates pass 
current testing, we plan to procure units for deployment into other existing BioWatch 
jurisdictions. The four-city operational testing phase will test BioWatch capabilities in a 
variety of outdoor and indoor environments to ensure the systems operate properly before 
committing the government to a large-scale buy. All of the cities have not yet been 
selected. I will keep you informed when those selections are made. 

In addition, we have conducted several modeling projections and have concluded that we 
should expand BioWatch to approximately 50 locations throughout the nation to provide 
an appropriate level of protection against the assessed risk. This would ensure that a third 
of the population would be monitored and protected against biological threats. Based on 
the current risk and modeling, there is little advantage to increasing capacity above the 50 
cities identified. The current and FY 1 1 proposed budget for BioWatch relates strictly to 
deploying the new Generation 3 systems in existing BioWatch jurisdictions. As we 
continue to evaluate expanding BioWatch, we will maintain open communication and 
dialogue with all of you. 

Recent Reports and Examinations of Biosurveiliance Capabilities 

Throughout 2009 and 2010, several important reports have been released by various 
organizations examining the nation’s biosurveiliance capabilities. These reports include: 

• The National Academy of Sciences Report: BioWatch and Public Health 

Surveillance: Evaluation Systems for the Early Detection of Biological Threats; 


4 



133 


• The Government Accountability Office Report: Biosurveillance; Developing a 
Collaboration Strategy is Essential to Fostering Interagency Data and Resource 
Sharing; and 

• The Commission on the Prevention of Weapons of Mass Destruction Proliferation 
and Terrorism interim progress Report: The Clock is Ticking. 

My office has reviewed each of the reports closely and used their advice to improve our 
own efforts. I have reviewed all of the programs within my office to ensure we are 
continuing to strengthen and prepare against biological threats to provide the nation with 
the strongest capabilities available. 

The National Academy of Sciences’ Report: BioWatch and Public Health Surveillance: 
Evaluating Systems for the Early Detection of Biological Threats 

Language included in the House Report to the Department of Homeland Security 
Appropriations Bill for Fiscal Year 2009 directed the National Academy of Sciences 
(NAS) to “evaluate the program [BioWatch] and compare it to an enhanced surveillance 
system that relies on U.S. hospitals and the U.S. public health system.” In December 
2009, NAS released its report and included 1 1 recommendations to improve BioWatch 
and surveillance capabilities. Two recommendations focused on the need for BioWatch 
to better support state and local jurisdictions via additional funding (to support laboratory 
functions) and additional activities to support response to BioWatch Actionable Results 
(BARs). Four recommendations focused on BioWatch technology development 
including: further collaboration with S&T and other federal partners (HHS, EPA, DoD, 
etc.); and, a coordinated and thorough testing regime for the development of Generation 3 
technology. Three recommendations supported enhanced HHS/DHS coordination and 
collaboration to better inform decision makers of biological incidents/issues affecting 
public health including: the establishment of a mechanism to receive advice/input on 
technical and operational issues of BioWatch; and, establishing a workforce with 
sufficient public health strengths and competencies. Two recommendations were HHS- 
specific and included recommendations regarding their surveillance systems. OHA has 
worked to begin addressing the recommendations included in the NAS report. 

Over the last 1 8 months, OHA has invested significant time and effort into strengthening 
and restoring critical relationships with state and local jurisdictions, improving the level 
of information sharing between federal, state, and local partners, and exercising the 
bionotification protocols from the point of receiving a positive detection of DNA material 
through identification of an actual attack. 

We heard the concerns from the public health laboratory community about the need to 
improve our relationship, and we have acted. First, we have reduced the operational 
burden on laboratories by cross-training BioWatch laboratory technicians in public health 
duties, and the public health laboratories are learning how to conduct BioWatch analysis. 
This arrangement allows greater laboratory surge capability and provides great dividends 
to meet both communities’ needs. This new arrangement paid off significantly during the 
2009-HlNl pandemic when lab technicians were called to test samples. Staff members 
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were able to balance responsibilities and provided available service to the nation. 

Second, we have developed a cost model to capture the indirect BioWatch costs 
(overhead) on the laboratory and are currently discussing this with the public health 
community before proposing this in our budgets. 

Regarding the NAS recommendations focused on the development of BioWatch 
technology, we agree with the importance of maintaining transparency and technical 
veracity of the BioWatch program. As I detailed earlier in my testimony, I am committed 
to proper testing and transparency as a new technology is developed. OHA has brought 
in an outstanding team of capable technical experts together to execute the BioWatch 
program. We have a strong relationship with S&T in both coordinating developmental 
programs and providing technical expertise during current operations. While recognizing 
some information sharing challenges because of security concerns, we have been able to 
share more technical information with public health officials on the capabilities and 
limitations of the current BioWatch system as well as with other state and local officials 
involved with the program. 

Regarding NAS’ recommendations supporting enhanced coordination and collaboration 
to better inform decision makers of biological incidents/issues affecting public health, I 
am committed to making sure we don’t work in a vacuum and plan to make sure that 
state and local officials have the full availability and support of U.S. government subject 
matter experts. I’ve directed my staff to assemble an advisory committee and to hold a 
kickoff by next summer. We are engaging with other expert groups, managed via S&T, 
on our operational assay testing program and the Generation 3 test plan design. We have 
observed the value of seasoned professionals’ advice provided by the Homeland Security 
Advisory Council (HSAC) and others in the Department, and we look forward to 
establishing a similar arrangement for the BioWatch program. 

Lastly, while the final two recommendations were focused on HHS efforts in 
biosurveillance, we likewise support improved methods of disease surveillance. As NAS 
found in their report, and we endorse, we see disease surveillance, syndromic 
surveillance, and early detection as complementary efforts supporting the nation’s quick 
recognition of a potentially catastrophic biological attack, not competing efforts. NBIC 
will continue pursuing other-than-medical sources worldwide and share this information 
with HHS. 

Government Accountability Office (GAOl Report: Biosurveillance: Developing a 
Collaboration Strategy is Essential to Fostering Interagency Data and Resource Sharing 

In December 2009, the GAO released its Report, “Biosurveillance: Developing a 
Collaboration Strategy is Essential to Fostering Interagency Data and Resource Sharing.’’ 
This report examined NBIC’s ability to analyze data and provide biosurveillance 
information on ongoing biological incidents. The report was supportive of the unique 
mission of NBIC and the value such a center provides to the nation. It included two 
recommendations. First, GAO recommended that NBIC work to finalize a strategy for 
more effectively collaborating with current and potential National Biosurveillance 
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Integration System (NBIS) members, by (1) clearly defining NBIC’s mission and 
purpose, along with the value of NBIS membership for each agency; (2) addressing 
challenges to sharing data and personnel, including clearly and properly defining roles 
and responsibilities in accordance with the unique skills and assets of each agency; (3) 
developing and achieving buy-in for joint strategies, procedures, and policies for working 
across agency boundaries. Secondly, GAO recommended NBIC establish and use 
performance measures to monitor and evaluate the effectiveness of collaboration with 
current and potential NBIS partners. 

I agree with the general findings of the GAO report in that it has been difficult to share 
information between federal partners. I have directed my staff to engage with our federal 
partners to review the NBIC mission and implementation plan. In addition, as I detailed 
earlier in my testimony, we are taking a new approach to collaborating with state and 
private sector partners. I assure you that as we move forward in improving NBIC, the 
center will continue to provide senior leaders with critical biosurveillance data during 
incidents. I look forward to hearing your thoughts on how to better direct and further 
develop NBIC. 


Commission on the Prevention of Weapons of Mass Destruction Proliferation and 
Terrorism (WMD Commissioni Interim Progress Report: “The Clock is Ticking” 

On October 21, 2009, the WMD Commission released its report, “The Clock is Ticking.” 
Specific concerns raised in the report include; the lack of development of a common 
understanding of the threat of biological terrorism; the lack of a senior official leading the 
biodefense effort; the lack of resources supporting the Biomedical Advanced Research 
and Development Authority (BARDA) and Project BioShield; and, the lack of 
improvement in general disease surveillance efforts. 

We appreciate the WMD Commission calling attention to biological terrorism. We agree 
that bio-threats, along with a nuclear event, are the two highest risk catastrophic events 
that our nation faces. However, we respectfully disagree with some of the report’s 
findings and their recent scorecard update. 

As a prior state public health official, I know the value of preparedness and exercising for 
significant biological events. I’ve directed my team to continue to focus the BioWatch 
exercises on working with the state and local BioWatch Advisory Committees on post- 
recognition actions. We’re encouraged by the S&T interagency efforts to address the 
large biological characterization, decontamination and recovery problem through their 
pilot in Seattle, and networking the laboratory community through the Integrated 
Consortium of Laboratory Networks (ICLN). Challenges remain in areas such as medical 
countermeasures distribution and the development of additional medical countermeasures, 
but I assure you that Dr. O’Toole and I, as well as the DHS leadership, are committed to 
improving efforts. 
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Conclusion 

Chairman Price, Ranking Member Rogers and Members of the Subcommittee, thank you 
for taking the time today to discuss the nation’s biosurveiliance efforts. I will be glad to 
answer any questions you may have. 
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STATEMENT OF DR. TARA OTOOLE 

Mr. PRICE. Thank you very much. Dr. OToole. 

Dr. OTOOLE. Thank you, Mr. Chairman, Members of the Sub- 
committee. It is an honor and a pleasure to appear before you 
again now in the role of Undersecretary of Science and Technology 
at the Department of Homeland Security. In this new role, one of 
my chief responsibilities is to serve as the Department's overseer 
of testing and evaluation for new technologies. This is a role I not 
only intend to take very seriously, but to emphasize and expand 
within DHS, and it has direct pertinence for BioWatch and for 
other technologies of which you are aware and which pertain to 
biosurveillance. 

S&T's role and ambitions in this regard are going to be greatly 
aided by the official adoption of the new acquisition directive in 
DHS which codifies a very disciplined process for acquiring and 
testing new technology in the Department, as I will discuss. Clear- 
ly neither DHS nor the government want to pay for or deploy tech- 
nology that does not work, but in addition, particularly in the case 
of BioWatch, it is critical that the technologies that Homeland Se- 
curity uses be reliable and accurate because highly consequential, 

I regret, decisions are going to depend upon how this technology 
performs and we have to be confident that the results of BioWatch 
are reliable and accurate. 

Science and Technology will oversee the testing and evaluation 
of Generation 3 BioWatch. We have been working very closely with 
the Office of Health Affairs in this regard. We have charted a 
working integrated product team that consists of members of my 
staff, of Dr. Garza's staff, BioWatch operators from states and lo- 
calities that actually use the BioWatch technology, as well as rep- 
resentatives from the independent testing authority who will be 
conducting the operational tests in the field. 

This team has established a testing and evaluation master plan 
which is very comprehensive, very rigorous and very ambitious. I 
can describe these plans in more detail, but they do address many 
of the concerns raised by the National Academy of Sciences report. 
I want to emphasize that this report is milestone driven. We will 
not move forward on testing or on deploying BioWatch until we 
meet the milestones. 

I would like to also emphasize that Gen 3 BioWatch is an ex- 
traordinarily sophisticated and ambitious piece of technology. This 
really is cutting edge science, and though we recognize the need to 
balance the urgency of making this technology operational for the 
country, as I said, we also have to serve the imperative of ensuring 
the technology works as expected in the real world. 

We realize we have to satisfy the operational requirements that 
have been set down, and that could affect the testing and evalua- 
tion schedules. As the National Academy report points out and as 
Dr. Garza said and as you mentioned, Mr. Chairman, biodefense is 
necessarily a collaborative endeavor. The Academy report empha- 
sizes the need for S&T and OHA to work together, and Dr. Garza 
and I can assure you that will happen and in fact is happening. 

We have also been in close contact with CDC. I have had several 
conversations with Dr. Frieden, the CDC Director, about biodefense 
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and biosurveillance. Biosurveillance is actually his top priority. We 
had talked about how the Administration might collectively go for- 
ward and advance some of the nation's capacities to respond to bio- 
attacks. We have also been in touch with Dr. Nicki Lurie at HHS, 
as well as with DARPA and lARPA on matters concerning bio- 
defense and how our collective efforts might be amplified by work- 
ing together more closely. 

It is also important that Science and Technology search out the 
best ideas, and one of the things that we know about innovative 
science and technology is it often emerges from small companies. 
BioWatch Gen 3 is actually a success story in this r^ard. 

One of the final two Generation 3 BioWatch candidates which we 
will be testing was developed by a small company, Micro Politic 
Systems, with funding from S&T. This small company then joined 
forces with a larger firm to create one of the final candidates in the 
selection process, and I think this is an example of how important 
it is that we form all kinds of collaborations not just across the fed- 
eral government and between the feds and the state and local users 
of BioWatch, but between the government and the private sector in 
order to get the kind of biodefense that we are going to need. 

Science and Technology is also working very closely with CDC to 
validate the assays, that is the laboratory tests, which identify the 
biothreat agents that BioWatch is designed to detect. There are 
many other collaborative endeavors in the biodefense field that the 
S&T directorate is engaged in which I would be happy to tell you 
about, but in addition I think it is important to note that the S&T 
directorate also manages for the nation a number of important na- 
tional biodefense assets and capabilities. 

I particularly note the National Biodefense Analysis and Coun- 
termeasures Center at Fort Detrick which is charged with responsi- 
bility of bioforensics in the case of a biological attack and has been 
running the biothreat risk assessment which forms one of the foun- 
dations for the decision about which bioagents to focus on in 
BioWatch and which medicines and vaccines to develop in response 
to the biothreat. 

I would also note that the biothreat is very dynamic, as is the 
progress in bioscience in the twenty-first century, and it requires 
constant attention and reassessment. The S&T directorate also 
manages Plum Island, a facility out on the tip of Long Island which 
is dedicated to research on maiicines and vaccines against foreign 
animal diseases which are probably also an emerging biothreat 
that we need to be concerned with, and the directorate is intent on 
building a new twenty-first century facility for animal disease re- 
search. Manhattan, Kansas, has been selected as the site, and we 
are also working on doing the necessary risk assessments pre- 
paratory to beginning construction on that site. Happy to answer 
questions, Mr. Chairman. 

[The information follows:] 
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Under Secretary for Science & Technology 
Department of Homeland Security 

Dr. O'Toole was conlirmed on 4 November 2009 as the Under Secretary 
for Science and Technology at the Department of Homeland Security. 

From 2003 to Nov 2009, Dr. O'Toole was the CEO and Director of the 
Center for Biosecurity at the University of Pittsburgh Medical Centa' (UPMC), and 
Professor of Medicine and of l^blic Health at the University of Pittsburgh. 
The Center for Biosecurity of UPMC is an independent organization 
dedicated to improving the country's resilience to major biological threats. 

Dr. O’Toole is internationally known for her work on biosecurity and on 
health and safety issues related to the US nuclear weapons complex. Her 
publications in the biodefense field include articles on the response to 
anthrax, smallpox, and plague biological attacks; containment of 
contagious disease epidemics; biodefense research and development 
strategies; and hospital preparedness. She is Coedilor-in-Chief of the journal Biosccurity and Bioterrorism: Biodefcnse 
Strategy, Practice, and Science. She was a principal author and producer of Park Winter, an influential exercise conducted in 
June 2001 to alert national leaders to the dangers of bioterrorist atucks. She was also a principal writer and 
producer of Atlantic Stonn, an international ministerial-level biosecurity exercise held in January 2005. Prior to 
founding the UPMC Center in 2003, Dr. O’Toole was one of the original members of the lolms Hopkins Center for 
Civilian Biodefense Strategies and served as its Director from 2001 to 2003. 

She has served on numerous government and expert advisory committees dealing with biodefense, including panels 
of the Defense Science Board; the National Academy of Engineering Committee on Combating Terrorism; and the 
National Academy of Sciences Working Group on Biological Weapons. She served as Chair of the Board of the 
Federation of American Scientists from 2006-07, and in 2006 she was appointed to the Board of the Google 
Foundation’s International Networked System for Total Early Disease Detection (INSTEDD). 

From 1993 to 1997, Dr, O’Toole served as Assistant Seaetary of Energy for Environment Safely and Health. In this 
position, she was principal advisor to the Secretary of Energy on environmental protection and on the health and 
safety of the approximately 100,000 workers in the US nudear weapons complex and Department of Energy (DOE) 
laboratories. She developed the first overall management and safety plan for dealing with the highly enriched 
uranium, plutonium, spent fuel, and radioactive waste left in place when nudear weapons production was stopped 
in the early 1990s. She ran the multi-agency, multimillion dollar task force that oversaw the government’s 
investigations into human radiation experiments conducted during the Cold War, And she led the US delegation to 
Russia to establish the U S. /Russia cooperative effort to study radiation exposure and environmental hazards of the 
Russian nudear weapons complex. 

Prior to her work at DOE. Dr. O’Toole was a Senior Analyst at the Congressional Office of Technology 
Assessment (OTA) , where she directed studies of the health impact of pollution resulting from nuclear weapons 
production, among other projects. She also served as a consultant to industry and government in matters related to 
occupational and environmental health, worker participation in workplace safety protection, and organizational 
change. Dr. O’Toole practiced general internal medicine in community health centers in Baltimore from 1984 to 
1988. She is board certified in internal medicine and in occupational and environmental health. 

She has a bachelor’s degree from Vassar CoDege, an MD from the George Washington University, and a Master of 
Public Health degree from Johns Hopkins University. She completed internal medicine residency training at Yale 
and a fellowship in Occupational and Environmental Medicine at Johns Hopkins University. 
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US House of Representatives 

Appropriations Committee, Subcommittee on Homeland Security 
Testimony of the Honorable Tara O’Toole, MD, MPH 
Undersecretary, Directorate of Science and Technology 
Department of Homeland Security 
February 25, 2010 


Chairman Price, Ranking Member Rogers, and distinguished Members of the Committee, thank 
you for the opportunity to appear before you today to discuss the important topic of 
biosurveillance, a term that encompasses a range of purposes, activities and technologies of 
critical importance to U.S. homeland and national security. 1 am honored to testify today with 
my colleague. Dr. Garza, Assistant Secretary for Health Affairs and Chief Medical Officer. A 
recent report from the National Academy of Sciences (NAS), titled BioWatch and Public Health 
Surveillance: Evaluating Systems for the Early Detection of Biological Threats, summarized and 
analyzed current U.S. capacities to detect, characterize, respond to and recover from covert terror 
attacks using biological weapons. My testimony today will focus on the following topics in 
biosurveillance, several of which were discussed in the NAS report: 

• The role of the BioWatch environmental sensor network within the broad context of 
bioterrorism surveillance and response 

• The DHS Science and Technology (S&T) Directorate’s role in testing and evaluating the 
next generation of BioWatch technology (Gen 3) 

• Recent and current research and development activities within the S&T Directorate 
related to bioterrorism detection, response and recovery 

DHS’ BioWatch Program 

The first generation BioWatch technology was developed by the Office of National Laboratories 
and operated by S&T. In 2003, the Department of Homeland Security (DHS) deployed these air 
samplers to major U.S. cities to enable rapid detection of and response to certain biological 
aerosols. Over 30 urban areas are now supplied with BioWatch sensors, and sensors have also 
been deployed to select indoor venues and are used to monitor Events of National Significance, 
such as the Super Bowl. An expanded deployment of the same technology in 2005 was referred 
to as Generation 2 BioWatch. In 2007, BioWatch operations were transferred to OHA. 


S&T was the developer of Bio Agent Autonomous Networked Detector, one of the final 
candidate technologies for Gen 3 BioWatch detectors, which are now undergoing testing and 
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evaluation by OHA. Gen 3 Bio Watch is expected to be a much more sophisticated technology, 
allowing a significant reduction in the time between a release of a biothreat agent and 
confirmation of that release by BioWatch technology. 

When DHS was established in 2002, a perceived urgency to deploy useful - even if imperfect - 
technologies in the face of potentially calamitous threats catalyzed rapid fielding of many 
complex technologies. The original DHS 2003 deployment of BioWatch sensors was initiated 
before the technology was fully tested, and before detailed operational plans were developed or 
exercised. As Dr. Garza notes, the Test and Evaluation Division of S&T is working closely with 
OHA to oversee rigorous and comprehensive developmental and operational testing of BioWatch 
Gen 3, as I will discuss in detail shortly. 

DHS recently implemented Acquisition Directive 102-01, which institutes a disciplined process 
for all DHS technology acquisitions, mandating detailed specification of operational 
requirements as well as rigorous developmental and operational testing. Implementation of this 
Directive is an important milestone in the maturation of DHS and should promote a more 
transparent and cost-effective approach to technology development and deployment across the 
department. 

One of the key roles of the S&T Directorate is to oversee testing and evaluation of complex 
technologies that DHS components are seeking to acquire. DHS leverages the private sector’s 
own research investments in commercial technology against the mission needs of the 
Department, but we must exercise appropriate diligence to determine if the technologies work as 
anticipated in realistic operational settings. Secretary Napolitano has instructed me to work 
closely with the DHS Under Secretary of Management and with DHS components to ensure that 
the new Acquisition Directive is implemented in a manner that encourages a more mature 
approach to technology investments. 

US Biosurveillance is a Complex “System of Systems” 

Current BioWatch Sensor Technology 

BioWatch sensors are intended to be integrated into a complex network of environmental 
monitoring, medical surveillance activities and public health response, a “system of systems” 
that serves multiple purposes and varies significantly among state, local and tribal public health 
jurisdictions. As the NAS report describes, and as Dr. Garza notes in his testimony, determining 
how best to integrate BioWatch sensors into public health response is a work in progress, 
requiring ongoing collaboration, assessment and readjustment. 

As currently operated, BioWatch filters are collected every 24 hours and delivered to local 
laboratories, where they are analyzed according to prescribed protocols. If this analysis 
recognizes one of the five biothreat agents that the system is designed to detect, it is termed a 
BioWatch Actionable Result (BAR). Laboratories report BARs to local public health officials. 
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who must then decide how to respond. It is possible that a bioattack would be detected by 
clinical means, without triggering BioWatch detectors, or that an attack might use biothreat 
agents not detectable with current sensors. 

The S&T Chemical and Biological Division (CBD) is responsible for developing highly robust 
laboratory assays for the rapid detection of biological pathogens of interest. DHS and the 
Centers for Disease Control and Prevention (CDC) are in the process of validating these assays 
so that when deployed and employed by the CDC Laboratory Response Network (LRN), public 
health officials can be assured that lab results reliably predict the presence of potential biological 
agents of interest. S&T is also collaborating with private sector companies interested in 
marketing commercial environmental detectors, to ensure that alarms sounded by such 
commercial systems are public safety -actionable and will trigger the immediate response by 
CDC LRN to evaluate the samples using public health actionable assay which is intended to 
provide the highest level of confidence. 

In the event of a bioattack, thousands of samples, collected both from BioWatch sensors and 
from the environment, would require lab analysis. DHS S&T is part of the Integrated Consortium 
of Laboratory Networks (ICLN), formed in 2005 to harmonize analytical protocols and to ensure 
that results from the wide array of federal, state and private laboratories involved in evaluating 
BioWatch samples are comparable. ICLN is addressing such questions such as how labs would 
work together to confirm the nature and extent of contamination following a biological (or 
chemical or radiological) release. A spring 2010 exercise is planned to test current procedures. 

BioWatch and Public Health Response 

While the NAS Committee noted technical, operational and programmatic challenges associated 
with current and planned BioWatch systems, BioWatch has the potential to enable appreciably 
earlier distribution of medical countermeasures under certain scenarios, such as an aerosolized 
anthrax attack, than would occur using traditional public health and clinical surveillance 
methods. The report states: 

BioWatch in its current form (Generation 2) or with planned enhancements (Generation 
3) has the potential to fill a unique and complementary functional niche in the nation ’s 
biosurveillance resources. However, this potential can be realized only if a large-scale 
aerosol attack occurs in a locality where BioWatch is deployed, if an air sampler lies in 
the path of the release, and if the pathogen used is one of those included in the BioWatch 
laboratory assays. ...The potential benefit appears likely to be greater for the detection of 
anthrax spores than other monitored threat agents... (pi 2) 

The core purpose and intent of BioWatch is to hasten the public health response to a covert 
bioattack, allowing rapid distribution of medical countermeasures, thereby saving lives. 

However, BioWatch sensors detecting the release of a biothreat agent does not automatically 
trigger a major public health response. The decision to treat a BAR as evidence of a bioattack 
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could have huge consequences if it were a false alarm, including destructive impacts on the 
community’s confidence in the public health system. As the Committee noted: 

There is no simple algorithm to guide decision makers on the public health response to a 
major biological threat from the release of a bioterror agent. The decisions made will 
hinge on a variety of inputs and depend heavily on whether the information is sufficient 
to determine that an effective release of a bioterrorism agent is likely to have occurred. 
(p47) 

Since 2003, there have been a number of BARs, though none have been the result of a biological 
attack. In some BAR cases, BioWatch samples contained genetic material that was highly similar 
to that found in BioWatch target organisms, but which turned out to be from microbes that are 
present in the ambient environment but do not represent threats to human health. Progress has 
been made in developing lab tests that distinguish these close relatives of bioweapons threats and 
work on creating even more specific lab assays is ongoing. 

BioWatch is Complementary to other Approaches to Infectious Disease Biosurveillance 

A central conclusion of the NAS report is that the environmental detection provided by 
BioWatch sensors is complementary to other forms of medical and public health surveillance, 
including case reporting by health care professionals, timely laboratory reporting, and rapid, 
point-of-care diagnostic testing. The Committee found that state and local public health agencies 
have a widely varying capacity to perform surveillance activities, “leavjing] the nation with 
many holes in the ability to promptly detect, confirm, and respond to disease clusters or 
bioagents attack." (p98) 

The Committee concludes by emphasizing the essential, irreplaceable role state and local health 
departments play in defending the nation against biological attacks and other infectious disease 
emergencies and highlights the reality that “the benefits of even ideal biosurveillance will not be 
realized if states and communities do not have the capability to respond effectively to a public 
health emergency.” pi 55 

Testing and Evaluation of Generation 3 BioWatch 

Gen 3 BioWatch 

The next evolution of environmental sensor technology, Gen 3 BioWatch, is essentially a “lab- 
in-a-box”. Gen 3 BioWatch would be far more technologically sophisticated than the current 
BioWatch sensors, with the ability to automatically collect outdoor air samples, perform 
molecular analysis of the samples and report the results electronically to provide near-real time 
reporting. The target requirements for Gen 3 included: 

• reducing the time between sampling and reported detection from 10-36 hours with Gen 2, 
to about 4 hours with Gen 3; 
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• increasing the number of targeted biothreat agents monitored; 

• potentially reducing unit procurement costs down to $80,000 per detector unit. 

• detection sensitivity and false positive rates must remain at least as good as the current 
system’s performance. 

As the BioWatch network is presently planned to expand with greater capability, this will 
increase total costs of the BioWatch Gen 3 system as compared to the current deployed Gen 1/2 
system. Along with the considerable operational complexity of current U.S. biosurveillance 
systems, it is imperative that the operational advantages and feasibility of the proposed system be 
carefully evaluated and that actual performance of Gen 3 be tested in realistic field conditions 
before large technology acquisition investments are made. S&T and OHA will continue to work 
collaboratively to conduct and oversee rigorous developmental and operational tests of the 
proposed Gen 3 technologies. 

S&T Role in Department-wide Test & Evaluation (T&E) 

Section 302 of the Homeland Security Act of 2002 charges S&T with the responsibility for 
“coordinating and integrating all research, development, demonstration, testing, and evaluation 
activities of the Department.” To carry out these and other test and evaluation (T&E)-related 
legislative mandates, the Directorate established the Test and Evaluation and Standards Division 
(TSD) in 2006 and created the position of Director of Operational Test & Evaluation in 2008. 

TSD develops and implements robust Department-wide T&E policies and procedures. Working 
with the DHS Under Secretary for Management, TSD approves Test and Evaluation Master 
Plans (TEMP) that describe the necessary Developmental Test and Evaluation (DT&E) and 
Operational Test and Evaluation (OT&E) tasks that must be conducted in order to determine 
system technical performance and operational effectiveness based upon vetted Operational 
Requirements Documents. 

OHA has chartered a BioWatch Gen 3 T&E working integrated product team (WIPT) to develop 
a robust testing strategy for BioWatch Gen 3. The team includes staff from OHA, S&T TSD, 
representatives from the independent authority conducting the operational tests, and local 
jurisdiction BioWatch operators. S&T has worked closely with OHA and the T&E WIPT to 
develop the BioWatch Gen 3 TEMP, which provides the overall T&E strategy for BioWatch Gen 
3, including the developmental testing (DT) and operational testing (OT) requirements as well as 
resources required during testing. Prior to the start of each test, the DT test plans will be 
approved by OHA, and the OT test plans will be approved by S&T’s Director of Operational 
T&E. The projected test schedule is event driven and the test results and analyses will drive the 
schedule and subsequent acquisition decisions. Each phase of testing has identified exit criteria 
that must be satisfied prior to moving on to the next phase. 


The T&E strategy for BioWatch Gen 3 includes analyses called for in the NAS report, such as: 
Developmental T&E 
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• Developmental testing and evaluation will focus on testing individual components of the 
technology at Utah’s Dugway Proving Ground, Edgewood Chemical Biological Center in 
Maryland and other qualified labs as necessary. This phase will include assay validation, 
characterization testing, assessment of data collection reliability/availability/maintainability, and 
information technology verification and validation. 

• DT&E field testing of prototype units in a select number of Bio Watch cities will provide 
realistic operational assessments in indoor and outdoor environments with representative users 
from local BioWatch jurisdictions. This phase of testing will also allow for an assessment of the 
BioWatch Gen 3 information technology IT capability. A final assessment prior to selection of 
the vendor products will precede a limited production for use in OT&E. 

Operational T&E 

• OT&E for the production representative units will occur in several BioWatch jurisdictions. 

The Department of Defense (DoD) National Assessment Group (NAG) will lead the OT&E 
effort. Testing BioWatch Gen 3 in an operationally accurate environment will take resources; 
however, these tests will be able to identify critical issues in system operations before Gen 3 is 
deployed. OT&E will also provide the opportunity to empirically and realistically compare the 
costs and benefits of BioWatch Gen 3 against currently fielded systems. BioWatch Gen 3 OT&E 
will evaluate the system from agent release to operator notification. OT&E will not measure the 
operator or jurisdiction response once an actionable event has been received by the operator. 

Additional S&T Directorate Investments Relevant to Biosurveillance and Bioresponse 

S&T Role in Department-wide Standards 

The Office of Standards for the Department is in the S&T TSD. To coordinate standards for 
biocountermeasures within DHS, the Office of Standards has established a Biological 
Countermeasures Standards Working Group that is co-chaired by experts from CBD and OHA. 
This group is working on several efforts related to performance specifications, sampling methods 
and best practices for tools used in biosurveillance. Voluntary Consensus Standards for 
microbiological assays are developed by an independent standards development organization, the 
AOAC International. Under contracts with Office of Standards and CBD, AOAC has assembled 
a panel of experts from multiple federal and state agencies, national laboratories, manufacturers 
and first responders to develop detailed performance specifications for bioassays. These 
standards are being incorporated into test methods that will be used in the BioWatch T&E. S&T 
is also working with multiple federal partners (e.g., CDC, DoD, Environmental Protection 
Agency, National Institute of Standards and Technology, and the Federal Bureau of 
Investigation) to develop standards under the auspices of ASTM International for sampling 
materials suspected of being biological agents. 

Detection and Characterization of Bioattacks 
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From its inception, CBD has taken on the difficult mission of improving the country’s ability to 
detect and mitigate the effects of chemical and biological attacks. These missions have required 
CBD to undertake considerable fundamental research, to attempt analysis of complex problems 
with many unknowns and to bring new technologies from conception to prototype. 

Characterizing Biothreats 

A significant CBD responsibility has been the need to better understand and characterize the 
bioterrorism risk itself. The Biothreat Risk Assessment (BTRA), a biannual analysis directed by 
S&T and mandated by HSPD-10, assesses the likelihood and consequences of aerosolized 
attacks of different biothreat agents on populations. The BTRA uses probabilistic risk assessment 
methods and computer modeling to consider a range of possible scenarios and to estimate the 
consequent human health and economic impacts. 

While the BTRA is not a predictive tool, it does provide valuable insights into the risk posed by 
different agents, identifies significant gaps in scientific knowledge, and informs such decisions 
as which biothreat agents should be targeted by BioWatch. The BTRA, along with more in-depth 
analyses, is one of the inputs to decisions about which medical countermeasures should be 
developed for the Strategic National Stockpile. 

Detecting Bioattacks 

Responding to an aerosolized bioattack will necessitate many complex decisions, some of which 
could be aided with technology. For example, an immediate concern will be whether the threat 
agent is resistant to certain antibiotics. The usual means of answering this question requires 
several days of testing. S&T, however, has developed a rapid. Polymerase Chain Reaction 
(PCR)-based technology to detect antibiotic susceptibility and has convened an interagency 
working group to consider approaches to detection of “advanced biothreats” - pathogens that 
have been biologically engineered to bypass traditional medicines and vaccines or to produce 
more severe disease. 

S&T is also developing a number of other technologies related to environmental detection of 
bioweapons agents. These include: 

• portable bio-detectors for field use by first responders and U.S. Customs and Border 
Protection agents; 

• low-cost bio-aerosol sensors to be placed at high-value targets to act as “bio smoke 
alarms” to trigger additional testing; and 

• a multi-application technology platform that would allow a single environmental sample 
to be screened for multiple pathogens, employing a user-friendly assay cartridge that 
would facilitate transport to and comparable analyses by different laboratories in the 
event of a bioattack. 
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Ensuring Situational Awareness 

The responsibility for collecting and interpreting human health-related data chiefly belongs to 
state public health agencies and HHS, but understanding the size and source of a bioattack, and 
how assets might be marshaled to save lives and minimize disruption will require information of 
many types from many sources. Making sense of these data streams and presenting decision- 
makers with realistic and coherent options for action will require integration and interpretation in 
near-real time. 

In past years, S&T has developed decision-support tools and other software designed to aid rapid 
analysis of disparate data and to allow different audiences to view a common operating picture of 
available information. Much of S&T’s work has been done in support of OHA’s National 
Biosurveillance Integration Center (NBIC). Human reasoning and collaborative consultation 
with subject matter experts remain the foundation of current NBIC analyses, but software tools 
can facilitate data exchange and interpretation. For example: 

* IN-SPIRE software, developed by the Pacific Northwest National Lab, can rapidly scan 
and convey the gist of large sets of unformatted text in multiple languages, such as 
technical reports, newswire feeds, etc. The software clusters similar documents together, 
displaying common themes and relationships, allowing analysts to spend more time 
examining relevant information rather than sifting through masses of irrelevant 
documents. 

• The Biosurveillance Common Operating Picture (BCOP) is a visual electronic display of 
data pertinent to current biological events, trends and activities with potential impacts on 
U.S. homeland and national security. BCOP presents users with a common, easily 
understandable map-based snapshot. 

Post-Anthrax Attack Environmental Sampling and Restoration 

Once a bioattack is recognized, a host of questions will need to be answered to inform decision- 
making and guide the response. For example, understanding who was exprased and who is at risk 
of inhalational anthrax and thus in need of potentially life-saving antibiotics, will hinge on 
understanding the source and scope of the release of the biothreat agent. Important insight into 
these issues can be gained from post-attack environmental sampling and subsequent modeling of 
the likely path of the biothreat agent. Other sources of information will include public health 
surveillance and epidemiology analyses of the pattern of illness in the population. 

Last year, S&T provided the Interagency Modeling and Atmospheric Analysis Center (IMAAC) 
with the capability to receive real-time, high-resolution meteorological data from existing NOAA 
radars so that IMAAC can incorporate these data into more precise models of aerosol dispersion 
- a critical step in assessing the probable path of exposure from a bioattack. Such models will 
also help guide post-attack environmental sampling. 
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Bacillus anthraces, the microbe that causes anthrax, is unique among bioweapons agents because 
of its ability to remain viable for long periods in the ambient environment. Thus, long-term 
contamination of an area with aerosolized anthrax is a concern, although the health risks 
associated with exposure to anthrax spores deposited on the ground and surfaces are not well 
understood. 

The NAS Committee recommended improvements in environmental sampling and laboratory 
methods to be used after a BAR is declared. S&T is participating in or leading several federal 
initiatives that address the technical issues associated with post-bioattack environmental 
sampling. The overall goal is to formulate a systems approach to restoration of urban areas after 
anthrax attacks. CBD chairs the Validated Sampling Plan Work Group, an interagency effort to 
establish the strategy to be followed in the wake of an aerosolized anthrax attack, using validated 
sampling methods. 

The Work Group has published an externally reviewed guidance document describing a post- 
attack environmental sampling strategy that reflects both CDC (human health-related) and EPA 
(contamination and cleanup-focused) perspectives. The document is now being revised to make 
it more user-friendly and to incorporate scenario-based examples of the principles laid out in the 
guidance. The guidance document reflects the precepts of the May 2009 DHS S&T/EPA effort 
that produced “Planning Guidance for Recovery Following Biological Incidents,” which 
describes how environmental sampling can inform risk-based clean-up decisions on the local 
level. S&T has also sponsored two exercises at Idaho National Laboratory to assess sampling 
methods and locations for sample collection. 

The scientifically based guidance produced by S&T and other federal partners is essential to 
effective detection and post-attack environmental analysis of biological attacks. But just as 
ensuring an adequate public health response to bioattacks depends on maintaining a well-trained 
and resourced local public health capacity, establishing the source and scope of a bioagent’s 
release and the extent of contamination following attacks is dependent on maintaining strong 
state and local laboratory response capacity. 

Understanding Potential Bioattacks on Subway Systems 

Large, outdoor aerosol attacks using bioagents are not the only type of bioattacks of concern. 
Stadium events, transportation hubs and subway systems are also potential targets of bioattacks. 
S&T has done extensive studies to better understand the likely dispersion patterns of an 
aerosolized anthrax release in subway systems. 

The Washington, D.C., metro system and Boston’s subway system were the sites of S&T 
modeling analysis to study what would happen if anthrax were released in an underground 
station and what responses might best minimize contamination and save lives. UK scientists 
participated in this analysis and the S&T Directorate has formed a technical working group with 
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the U.K. and other international partners to share knowledge and provide technical support 
during emergencies. 

Conclusion 

I want to thank Dr. Goldstein and all the members of the NAS Committee for producing a superb 
report that is already actively shaping DHS thinking on biosurveillance. I believe that the current 
BioWatch system serves a useful and important national purpose. Dr. Garza and I are committed 
to subjecting BioWatch Gen 3 technologies to rigorous and comprehensive developmental and 
operational testing and evaluation before recommending that DHS acquire and deploy such 
technology. 

I greatly appreciate the long-standing commitment this Committee has made to understanding 
the biothreat and to improving U.S. biodefense. I will do all I can to assist you in your work and 
promise to work diligently with my colleagues in DHS and across government to improve and 
expand the science and technology which supports U.S. homeland security. I look forward to 
answering any questions you may have. 
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STATEMENT OF DR. BERNARD GOLDSTEIN 

Mr. PRICE. Thank you. Dr. Goldstein. 

Dr. GOLDSTEIN. Good afternoon, Chairman Price and Members of 
the Subcommittee. I am honored today to testify as the chair of the 
25-member Committee on Effectiveness of National Biosurveillance 
Systems, BioWatch and the Public Health System which was con- 
vened by the Institute of Medicine and the National Research 
Council. We have submitted a written statement for your review 
and for the record. My testimony is drawn from the publicly avail- 
able version of the summary of our Committee's report. 

The work that we did was done between mid 2008 and mid 2009 
in response to your Committee's direction to the Office of Health 
Affairs and the Department of Homeland Security. There were 
three essential elements to our task. The first was to evaluate the 
current and potential capabilities and costs of BioWatch in detect- 
ing biological threats. The second was to examine the capabilities 
and costs of current and enhanced disease surveillance to detect bi- 
ological threats through hospital and public health agencies, and 
the third was to consider whether BioWatch and traditional infec- 
tious disease surveillance are redundant or are complementary. 

I want to note first that certain important elements were beyond 
our study's scope: First, examining the basis for estimates of the 
risk of bioterrorism; second, considering uses of BioWatch such as 
aiding forensic analysis that are separate from detection of biologi- 
cal agents; and, third, assessing the capacity in the public health 
and health care systems to deliver treatment and other services in 
response to the detection of a biological threat. 

So our report addresses matters concerning both BioWatch and 
the public health and health care at the federal, state and local lev- 
els. In my remarks today I am going to highlight certain findings 
and recommendations about BioWatch and DHS. 

Very importantly, DHS needs to conduct systematic, technical 
and operational testing and evaluation of both the current version 
of BioWatch, Generation 2, and future BioWatch technologies. Gen- 
eration 3. The rapid initial deployment of BioWatch for obvious 
reasons did not allow for sufficient testing, validation and evalua- 
tion of the current system and its components. The decision not to 
deploy an interim technology known as Generation 2.5 and the 
delay in the acquisition and deployment of a Generation 3 system 
provide a needed opportunity to establish a more systematic, sci- 
entifically sound and stakeholder approved approach to all aspects 
of BioWatch. 

With the continued use of Generation 2, a clear understanding 
of it capabilities is critical. Therefore, we recommended that oper- 
ational testing of Generation 2 be undertaken now. This testing 
would provide performance specifications that can be used to refine 
Generation 3 requirements. Improvements are needed in the lab- 
oratory assays as well, and we endorse the DHS collaboration with 
CDC, with ERA and the FBI to develop validated and consistent 
assays and assay platforms for Generation 2. 

From our review of the DHS plans for testing and evaluation for 
Generation 3 which were presented to us in the spring of 2009, we 
found that the technology goals for Generation 3 are appropriate. 
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but will r^uire significant advances to meet longstanding scientific 
and technical challenges. Furthermore, the plan, test and evalua- 
tion timeline may be too short. There is little allowance for delays 
to respond to problems that often emerge during testing and lim- 
ited provision for operational testing under diverse environmental 
conditions. 

We also saw a need for measures of effectiveness developed in 
collaboration with the public health community which must use the 
information BioWatch generates. The results of BioWatch testing 
need to be thoroughly documented and made available to public 
health stakeholders. 

An analysis commissioned for our study suggests that the direct 
costs for the next 10 years for continuing the BioWatch program 
in its current form— in other words in Generation 2— will average 
approximately $80 million per year, which appears comparable to 
the DHS budget request for this portion of the program. 

For the Generation 3 program, our commissioned analysis sug- 
gested an average direct cost of about $200 million per year over 
the same 10 year period for acquisition, deployment and operation 
of the next system, which included expandecf coverage. Flowever, 
examination of the fiscal year 2011 budget request suggests that it 
is based on a lower unit cost for Generation 3 detectors than we 
had available for analysis. It is about a 20 percent lower cost. 

We emphasized that DFIS needs to make BioWatch planning 
risk-based and responsive to user needs. DFIS should ensure that 
the BioWatch program reflects both a careful analysis of the risks 
of an airborne biological attack and the most effective ways to man- 
age these specific tasks and specific risks. This analysis should in- 
clude all the risk scenarios, each pathogen that BioWatch monitors 
and the differences between use in indoor and outdoor settings. 
DFIS should work closely in all aspects of the program with key 
partners and stakeholders at the federal, state and local levels. 

We advise that the BioWatch program should not expand its cov- 
erage of biological agents or jurisdictions without a clear under- 
standing of the contribution any such expansion would make, the 
possibility of reducing mortality or morbidity. We also rec- 
ommended that DFIS needs a stronger partnership with the state 
and local jurisdictions where BioWatch operates. 

Public health officials need greater assistance in developing the 
capabilities required to interpret and respond to BioWatch actional 
results. These BARs signal detection of genetic material from a tar- 
get organism, but it does not automatically mean that an attack 
has occurred, that an infectious agent has been released or that 
people have been exposed. 

The apparent lack of systematic assessment of BARs that have 
occurred, none of which has been associated with bioterrorism or 
with human illness, is a missed opportunity to inform BioWatch 
program planning and development. DFIS should continue it efforts 
to develop and improve decision support tools to help local jurisdic- 
tions in the synthesis and analysis of information for decision mak- 
ing after a BioWatch actionable result is declared. 

While mindful of various concerns, we concluded that in principle 
BioWatch and surveillance through the public health and health 
care systems are complementary. BioWatch has the potential to 
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provide a more timely alert than the public health and health care 
systems under certain specific circumstances. These circumstances 
are if a large scale aerosol attack using certain pathogens were to 
occur in the localities where BioWatch is deployed and if BioWatch 
successfully detects the pathogen. 

Disease surveillance through the public health and health care 
system certainly needs improvement. It is broader and more flexi- 
ble than BioWatch. It permits detection of a wider range of infec- 
tious diseases and diseases resulting from sources of exposure that 
BioWatch is not designed or deployed to detect. With or without 
BioWatch, the public health system needs to be capable of moni- 
toring disease trends and accessing information from multiple 
sources to identify or characterize situations that may signal a pub- 
lic health emergency. At best, BioWatch is one source of this infor- 
mation. 

Infectious disease surveillance of all types, including the 
BioWatch system, should be better linked to a broader and more 
effective national biosurveillance framework. Better approaches to 
information sharing can be expected to contribute to faster and 
more effective outbreak detection, improved communication be- 
tween public health officials and clinical providers and improved 
situational awareness and response capabilities. 

Ensuring that information from BioWatch is effectively inte- 
grated into such systems will help maximize its values. Thank you 
for the opportunity to testify. I would be pleased to answer any 
questions. 

[The information follows:] 
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Good afternoon, Mr. Chairman and members of the Subcommittee. My name is Bernard 
Goldstein. I am a professor in the Department of Environmental and Occupational Health in the 
Graduate School of Public Health at the University of Pittsburgh. I am here today as the chair of 
the Committee on Effectiveness of National Biosurveillance Systems: BioWatch and the Public 
Health System, which was convened by the Institute of Medicine (lOM) and the National 
Research Council (NRC). The Institute of Medicine and National Research Council are part of 
the National Academies, originally chartered by Congress in 1 863 to advise the government on 
matters of science and technology. 

As the committee knows, the BioWatch program began in 2003 with the rapid 
deployment of air samplers, principally in outdoor locations, in about 30 major urban areas to aid 
in earlier detection of an airborne biological attack. The filters from these devices are usually 
collected once a day and taken to a laboratory where they are processed to test for the presence 
of genetic material from a few biological agents of particular concern. With this sampler 
technology and deployment (known as Generation 2), as much as 36 hours may elapse between 
the collection of genetic material of interest and the availability of essential laboratory test results 
showing its presence. Plans for a new system — Generation 3 — call for deploying new air 
sampling devices that are capable of on-board automated analysis, which would permit more 
rapid and more frequent testing of air samples. The aim with Generation 3 is also to deploy 
additional devices in current BioWatch jurisdictions, to increase the number of jurisdictions in 
the program, and to eventually have the capability to test for a greater number of biological 
agents. The Department of Homeland Security (DHS) is responsible for BioWatch, but the 
program operates as part of a broader system that involves collaboration with the states and 
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localities where BioWatch air samplers are deployed, and with other federal agencies, including 
the Department of Health and Human Services (HHS). 

My testimony is drawn from the publicly available version of the summary of the report 
BioWatch and Public Health Surveillance: Evaluating Systems for the Early Detection of 
Biological Threats. This report is the product of a study conducted between mid-2008 and mid- 
2009 in response to congressional direction to the Office of Health Affairs (OHA) in DHS in 
conjunction with the Consolidated Appropriations Act, 2008 (P.L. 1 10-161). The essential 
elements of the task for this study were 

• to evaluate the effectiveness of BioWatch, including comparing the benefits and costs 
for the current system (Generation 2) and an anticipated BioWatch upgrade 
(Generation 3); 

• to examine the costs and benefits of an enhanced national surveillance system that 
relies on U.S. hospitals and the U.S. public health system; and 

• to reach a conclusion as to whether BioWatch and surveillance through the public 
health and health care systems are redundant or complementary. 

Given this task, we focused on the detection of infectious diseases that might pose a 
significant threat to the civilian population in the United States. The breadth of this study task 
resulted in findings and recommendations regarding not only DHS and BioWatch, but also HHS 
and public health and health care at the federal, state, and local levels. For this hearing, 1 am 
focusing primarily on those concerning BioWatch and DHS. 

I also want to note certain features of our work. First, it was beyond our study’s scope to 
examine the basis for estimates of the likelihood and magnitude of a biological attack, or how the 
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risk of a release of an aerosolized pathogen compares with risks from other potential forms of 
terrorism or from natural diseases. However, these estimates are crucial in judging the value of 
the BioWatch approach. Second, our study focused on the role of BioWatch as a tool for the 
detection of biological threats; we recognize, however, that it may also have other purposes, such 
as aiding forensic analysis. Third, we saw having the capability to respond to the detection of a 
biological threat with appropriate public health and health care services (e.g., mass dispensing of 
medications or establishing mass treatment centers) as essential to be able to benefit from any 
improvements in detection. However, assessing this capability in the public health and health 
care systems was beyond our charge. Finally, we found it challenging to compare BioWatch, a 
relatively well-defined federal program, with infectious disease surveillance in the health care 
and public health systems, which is the product of a diverse mix of activities by state and local 
government agencies and public- and private-sector participants in what are very loosely linked 
“systems.” 


FINDINGS AND RECOMMENDATIONS 

Overall, our committee concluded that DHS needs to conduct systematic technical and 
operational testing and evaluation of both current and future BioWatch technologies, and to 
evaluate the effectiveness of the BioWatch system from a risk-management perspective. No 
expansion of the BioWatch program should be made without a very clear understanding of the 
contribution it will make to the opportunity to reduce mortality or morbidity. Moreover, the 
BioWatch system requires better collaboration with the public health system to improve its 
usefulness as part of a variety of efforts to protect against biological threats. The proposed 
enhancements to the BioWatch system are appropriate but very ambitious. They will be possible 
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only if significant advances can be made against long-standing scientific and technical 
challenges, and against important organizational and operational concerns. 

Conduct Systematic Testing and Evaluation of Current and Planned BioWatch Technology 

The rapid initial deployment of BioWatch did not allow for sufficient testing, validation, 
and evaluation of the current system and its components. The suspension of plans for the 
deployment of an interim technology (Generation 2.5) and a delay in the acquisition and 
deployment of a Generation 3 system provide DHS with a needed opportunity to establish a 
more systematic, scientifically sound, and stakeholder-approved approach to technology 
acquisition, development, testing, and deployment than was possible when the BioWatch 
program began. 

Our review of the plans that DHS had developed for testing and evaluation for 
Generation 3 (as presented to us in spring 2009) revealed that technology goals for Generation 3 
will be very difficult to achieve, and the planned test and evaluation timeline may be too short. 
There was little allowance for delays to respond to problems that often emerge during testing, 
and there was limited provision for operational testing under diverse environmental conditions. 
Moreover, the operational test results should be evaluated against measures of effectiveness that 
should be developed through a genuine collaboration between the BioWatch program office and 
the public health community. The results of this and other BioWatch testing should be 
thoroughly documented and made available to public health stakeholders. 

With the continued use of Generation 2, a clearer understanding of its capabilities is 
critical, and operational testing of Generation 2 should be undertaken now to provide agent- 
specific performance specifications that can be used to refine Generation 3 requirements. 
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Improvements are needed in the laboratory assays as well. The coninnttee endorses the DHS 
collaboration with CDC, EPA, and the FBI to develop validated and consistent assays and assay 
platforms that will be used in continued operation of Generation 2. 

Projections done for our study suggest that the average annual direct costs over the next 
10 years will be approximately $80 million for continuing the BioWatch program in its current 
form (Generation 2). This estimate includes some allowance for financial and in-kind costs 
incurred by states and localities in supporting BioWatch, but data on these costs are poorly 
defined. The analysis commissioned for our study suggested an annualized direct cost of about 
$200 million for acquisition, deployment, and operation of the proposed Generation 3 system, 
with its new technology and expanded coverage. However, our estimate appears to have been 
based on a higher unit cost for Generation 3 detectors than is being used in the FY 201 1 budget 
proposal that you are now considering. 

Make BioWatch Planning Risk-Based and Responsive to User Needs 

DHS should ensure that the BioWatch program evaluates its planning within the 
framework of both a careful analysis of the risks of an airborne biological attack and the most 
effective ways to manage these specific risks. The biological agents being monitored vary widely 
in their time course, health effects, and responsiveness to treatment. Comprehensive modeling 
and analysis that takes these factors into account should be done to evaluate the potential 
contributions of the BioWatch system to public health decision making and outcomes. Where 
appropriate, a Biotenorism Risk Assessment (BTRA) that has been modified according to the 
recommendations in a 2008 National Research Council report, should be used.* 

■ NRC (National Research Council). 2008. Detriment of Homeland Security Bioterrorism Risk 
Assessment: A call for change. Washington, DC: TTie National Academies Press. 
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This evaluation should include all risk scenarios, each pathogen that BioWatch monitors, 
and the use of BioWatch in outdoor versus indoor settings. The BioWatch program should not 
expand its coverage of biological agents or jurisdictions without a clear understanding of such an 
expansion’s contribution to reducing mortality or morbidity in conjunction with clinical case 
finding and public health surveillance. 

As part of this effort, DHS should actively solicit input from and collaborate closely on 
all aspects of the program with key partners and stakeholders at the federal, state, and local levels 
because the assessment should consider the responsibilities that fall to state and local public 
health officials for additional information gathering to confirm and characterize a BioWatch 
signal (a BioWatch Actionable Result or BAR); for communication with varied federal, state, 
and local authorities and with the public; and for response planning and training. 

Strengthen the Bio'Watch Interface with State and Local Jurisdictions 

DHS has tended to assess BioWatch in terms of its technology, but the assessment must 
be based on a broader perspective that emphasizes the program’s stated goal of aiding timely 
response to mitigate illness and deaths from a biological attack, not just successful detection of 
genetic material that may indicate a terrorist event. To contribute to saving lives, BioWatch 
requires not only appropriate technology but also effective coordination and communication with 
the public health decision makers and responders who must be able to determine with confidence 
whether BioWatch signals call for administering medications or other actions before clinical 
evidence of illness is evident. 

Public health officials need greater assistance in developing the necessary capabilities to 
interpret and respond to BioWatch Actionable Results (BARs). A BAR signals detection of 


6 



161 


segments of the DNA of a target organism, but our committee finds the term to be misleading 
because it sees a BAR alone as unlikely to be a sufficient basis for public health action. 

Detection of DNA consistent with that of a bioterrorism agent does not automatically mean that 
an attack has occurred, that an infectious agent has been released, or that people have been 
exposed. Our committee concluded that local officials will generally need to gather and assess 
additional information to determine the proper response to a BAR. 

The apparent lack of systematic assessment of dozens of BARs that have occurred — none 
of which has been associated with bioterrorism or human illness — is a missed opportunity to 
capture and share lessons learned among the BioWatch jurisdictions and to inform program 
planning and development in DHS, CDC, and other federal partners. A formal mechanism is 
needed for the creation and sharing of BAR after-action reports. Local jurisdictions would also 
benefit from improved decision-support tools to help in the synthesis and analysis of information 
relevant to decisions after a BAR is declared. DHS should continue its efforts to develop such 
tools. 

Establish a Source of External Expert Advice 

In the continued development of the BioWatch system, DHS and HHS should work 
collaboratively, and their joint effort should be guided by advice from an independent panel of 
external stakeholders and subject matter experts who have a mix of operational, decision- 
making, and technical expertise. This panel should advise on setting program goals and 
objectives, evaluating progress toward them, and decision making and planning for the 
BioWatch system. These advisors should include state and local public health officials who have 
decision-making roles in response to a BAR. 
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In addition, DHS should be a partner in an array of continuing research and development 
efforts needed to optimize environmental monitoring technologies, to lower the cost of 
biodetection, and to improve knowledge of BioWatch jurisdictions’ natural microbial ecology to 
aid in interpretation of surveillance results. 

Complementary Surveillance Roles for BioWatch and Public Health and Health Care 

We concluded that, in principle, BioWatch and surveillance through the public health and 
health care systems are complementary. Emphasizing the need for more and better testing of the 
BioWatch system’s ability to meet its technical and operational requirements, BioWatch has the 
potential to provide a more timely alert than the public health and health care systems. But this 
potential for earlier detection exists only under certain circumstances: that is, if a large-scale 
aerosol attack using certain pathogens were to occur in the localities where BioWatch is 
deployed, and if BioWatch successfully detects the pathogen. 

Although surveillance through the public health and health care systems certainly needs 
improvement, it is broader and more flexible than BioWatch, permitting detection of a wider 
range of infectious diseases and diseases resulting from sources of exposure that BioWatch is not 
designed or deployed to detect. With or without BioWatch, the public health system needs to be 
capable of monitoring disease trends and accessing information from multiple sources to identify 
or characterize situations that may signal a public health emergency. At best, BioWatch is only 
one source of such information. 
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Detecting and responding to infectious disease threats is a core function for public health 
agencies and the health care system. But they face significant challenges in achieving more 
effective infectious disease surveillance and capabilities for analysis and exchange of 
information. 

Among local and state health departments, surveillance capabilities vary widely, 
contributing to inefficiencies and the potential for gaps. Investments, especially increases in 
federal funding since 2001, have brought improvements; but further improvements are needed 
and current funding in state and local health departments is limited. Our report calls for HHS, in 
partnership with state and local public health agencies, to coordinate research, testing, and 
evaluation of improved public health surveillance methods. There is a need to identify and 
address evidence gaps, unevenness in the geographic deployment and quality of public health 
surveillance, its costs and effectiveness, and the integration and harmonization of approaches 
across the many surveillance programs used by CDC and the public health community. 

Early detection of a bioterrorism event or the emergence of a naturally occurring disease 
threat also depends on the ability of astute clinicians to diagnose the first few cases, or recognize 
suspicious cases that require special scrutiny. To aid health care providers, federal efforts are 
needed to advance the development and evaluation of clinically useful, bidirectional, and 
modifiable decision support tools for use in acute care settings. Other technologies under 
development, such as rapid point-of-care diagnostic testing, may also enhance timely case 
recognition. 
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Achieve Better Infarmation Sharing and Situational Awareness 

Infectious disease surveillance of all types, including the BioWatch system, should be 
better linked to a broader and more effective national biosurveillance framework that will help 
provide state and local public health authorities and the health care system with the information 
needed to determine the appropriate response if a biological threat is detected. 

Much of the information that enables detection, characterization, and ongoing 
management and mitigation of natural and bioterrorism-related infectious disease outbreaks is 
generated by health care providers and laboratories, collected at the local or regional level, 
assembled at a statewide level, and then reported to CDC at the federal level. However, 
geographic and programmatic compartmentalization of this information can impede 
identification of regional, national, and international health events. Better approaches to 
information sharing can be expected to contribute to faster and more effective outbreak 
detection, improved communication between public health officials and clinical providers, and 
improved situational awareness and response capabilities. Ensuring that information tfom 
BioWatch is effectively integrated into such systems will help maximize its value, 

Federal efforts to improve situational awareness are still evolving, and both DHS and 
HHS should be working to facilitate the development of an interoperable, secure, bidirectional, 
nationwide information-sharing infrastructure and ensure that local and state health officials have 
ready access to the system. 

Thank you for this opportunity to testify, I would be pleased to answer any questions the 
Subcommittee may have. 
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STATEMENT OF DR. DANIEL SOSIN 

Mr. PRICE. Thank you very much. Dr. Sosin. 

Dr. SOSIN. Good afternoon, Chairman Price, Ranking Member 
Rogers and distinguished Members of the Subcommittee. I am Dan 
Sosin, Acting Director of CDC's Office of Public Health Prepared- 
ness and Response. Thank you for the opportunity to include a fed- 
eral public health perspective in your hearing on biosurveillance. 

I want to recognize the critical role that collaborations among the 
U.S. Department of Health and Human Services and the Depart- 
ment of Homeland Security play in supporting strong biosurveil- 
lance capabilities across government. My testimony highlights the 
importance of a multi-layered approach to biosurveillance that 
builds on systems and relationships we use every day and the im- 
portance of creating an intergovernmental environment that values 
and supports the various layers and perspectives. 

As you are all aware, the United States is confronted by an array 
of health threats from natural, accidental and deliberate origins. 
HHS leads federal public health to respond to threats to human 
health. Within HHS, CDC provides scientific expertise and works 
with state, local and international departments of health in the 
core public health functions of surveillance, laboratory science, epi- 
demiology and response operations that include incident manage- 
ment, risk communications and medical countermeasure delivery 
and guidance. 

For us, biosurveillance is the information supply chain that sup- 
ports decision making to ensure our response is appropriately 
matched to the public health event or emergency. Biosurveillance 
for human health is an integral component of the DHS National 
Biosurveillance Interaction System or NBIS. In accordance with 
HSPD-21, CDC has worked closely with DHS and other govern- 
mental partners to assure that information from the human health 
component of biosurveillance is effectively shared with the broader 
response community to improve situation awareness and coordi- 
nated decision making. 

Investments in biosurveillance must be viewed with a wider lens 
than just early detection. Biosurveillance for human health in- 
cludes three functional components whose goals are to one, detect 
unusual events; two, validate or rule them out as potential threats; 
and, three, guide the response if a threat is confirmed. Each of 
these three functions is vital to an informed and effective response 
and none alone is sufficient to achieve health security in the face 
of an emergency. 

The foundation of our biosurveillance capability is the national 
public health and medical system which supports disease surveil- 
lance via routine case reporting of notifiable diseases and unusual 
events. It helps with detection, investigation and response and 
takes into account when populations become sick from predictable 
or unanticipated health hazards. 

Clinical disease surveillance is supplemented by secondary sur- 
veillance layers, which may include environmental surveillance like 
the BioWatch program. Most secondary surveillance layers dem- 
onstrate their greatest value in validation of incidents and sup- 
porting response. Diagnostic- based detection systems like BioWatch 
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have the potential, when in the right place and monitoring for the 
right agent, to alert the public health system of a threat to human 
health, thereby triggering investigation and, when indicated, a 
swift response to mitigate illness and death. 

CDC partners with the BioWatch program as mentioned through 
verification of assays used in the analysis of biological agents and 
with technical assistance and guidance related to biological detec- 
tions. Once an outbreak of a dangerous agent is confirmed, it is es- 
sential to track the event, to understand its impact, to determine 
whether countermeasures are needed and to provide public guid- 
ance on response to promote community resilience. 

Broad governmental and nongovernmental input has produced a 
national biosurveillance strategy for human health. The National 
Biosurveillance Advisory Subcommittee also provided its report ti- 
tled I mproving the Nation's Ability to Detect and Respond to Twen- 
ty-First Century Urgent Health Threats in 2009. 

Both these documents and the CDC's own Director's priorities 
draw attention to the need for promoting leadership and intergov- 
ernmental governance structure that allows the diverse partner- 
ships needed for effective biosurveillance to work in concert, 
strengthening global disease surveillance to protect all nations, as- 
suring adequate skill and capacity of the workforce and, lastly, 
leveraging new technologies and policies to support the workforce 
in a multi-layered approach that builds on systems and relation- 
ships that we use every day. 

We at CDC look forward to continued collaboration with DHS to 
accelerate action and build a strong and vigilant national bio- 
surveillance system. Thank you for the opportunity to testify today. 
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Good afternoon, Chairman Price, Ranking Member Rogers, and distinguished members of the 
Subcommittee. I am Daniel Sosin, Acting Director of the Centers for Disease Control and 
Prevention's (CDC) Office of Public Health Preparedness and Response within the U.S. 
Department of Health and Human Services (HHS). Thank you for this opportunity to provide a 
broad perspective on the importance of biosurveillance and to explain public health’s role in 
biosurveillance. I want to emphasize the critical role that collaborations between HHS and the 
Department of Homeland Security (DHS) play in supporting strong biosurveillance capabilities 
across government. My testimony outlines key elements of our national approach to 
biosurveillance, a brief description of CDC’s approach to biosurveillance, and future directions 
for biosurveillance collaborations. 

The United States is confronted today by an array of health threats with natural, accidental, and 
deliberate origins. The public health community, led by HHS. is responsible for addressing the 
human health consequences of all types of disasters - chemical, biological, radiological, nuclear, 
and environmental. HHS has lead responsibility for Emergency Support Function #8, and in that 
role leads federal public health to ensure integrated and focused national efforts to anticipate and 
respond to naturally occurring or man-made disasters and emerging biological and other threats 
to human health. Within HHS. CDC supports these efforts with scientific expertise, extensive 
experience working with state, local, and international departments of health in the core public 
health functions of surveillance, epidemiology and assessment sciences, laboratory science, as 
well as response infrastructure through incident management, risk communication, and medical 
countermeasure delivery and guidance. Biosurveillance is the information supply chain that 
supports decision-making in all these areas to ensure our response is appropriately matched to 
the public health event or emergency. 
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DHS is responsible for coordinating domestic federal operations to prepare for, respond to, and 
recover from biological weapons attacks. Biosurveillance for human health is an integral 
component of the DHS National Biosurveillance Integration System (NBIS). In accordance with 
the Homeland Security Presidential Directive-21 (HSPD-21), CDC has worked closely with 
DHS to assure that information from the human health component of biosurveillance is 
effectively shared with the broader response community to improve situational awareness and 
coordinated decision-making. These efforts also support multiple strategic objectives of the 
National Health Security Strategy that HHS provided to Congress in December 2009, which was 
developed working with Departments across government, including DHS. 

Biosurveillance and Public Health Surveillance 

Biosurveillance for human health includes three functional components, whose goals are to: 

1) Detect unusual events (Baseline Disease Detection); 

2) Validate or rule them out as potential threats (Investigation); and 

3) Guide the response if a threat is confirmed (Response-Related Surveillance) 

Investments in biosurveillance must be viewed with a wider lens than just early detection. Each 
of these three functions is vital to an informed and effective response and none alone is sufficient 
to achieve health security in the face of an emergency. Biosurveillance should build on existing, 
widely used systems and processes for efficient and timely response. 

Baseline Disease Detection 

The first function — early detection of unusual health events that might indicate that a new 
outbreak or attack is occurring — depends on the national public health and medical systems, 
which support infectious disease surveillance on a routine, day to day basis. Because we do not 
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know when or where a new public health threat may emerge, and because information obtained 
in the early stages of detecting a threat may not be specific enough to make clear the nature of 
the threat, a strong public health infrastructure with strong surveillance systems and what are 
known as “astute clinicians” trained to spot unusual events and routine ways to report them is 
critical. Therefore, early detection and timely characterization of biological threats arising 
anywhere in the world depend on strong global, national and regional disease surveillance 
systems and a robust public health workforce. Strengthening these systems serves our national 
interest and fulfills our responsibilities to the 2005 International Health Regulations. These 
regulations require World Health Organization (WHO) members to maintain or develop core 
capacities for disease surveillance, reporting, and response. Human clinical disease 
surveillance — case-reporting of notifiable diseases and unusual events — is the fundamental, 
multi-purpose, all-hazards layer of baseline disease detection. Public health and health care 
providers do this every day and, therefore, it is one of the most reliable systems during 
emergencies. It is mulli-puipose in that it helps with detection, investigation, and response and 
takes into account when populations become sick from predictable or unanticipated health 
hazards. The importance of this primary layer of biosurveillance is acknowledged in the 
National Academy of Sciences report entitled BioWa/ch and Public Healih Surveillance: 
Evaluating Systems for the Early Detection of Biological Threats. 

Investigation 

The second function — investigation — confirms whether the unusual event is actually something 
needing an elevated response. Investigation includes ongoing reporting of laboratory-confirmed 
cases of notifiable diseases (e.g, tularemia). Laboratories and healthcare providers send 
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surveillance information to state and local health departments, who report them to CDC, via the 
National Notifiable Disease Surveillance System (NNDSS). This includes suspect cases and 
unusual events reported by “astute clinicians” or even the public. A clinical case report of a 
reportable or unusual event is the most actionable type of sur\’eillance data, prompting 
immediate investigation by local health departments, who may: 

• Work with local healthcare partners to establish the cause and routes of transmission; 

• Collect and analyze clinical specimens from the initial and any additional suspect cases; 

• Heighten clinical surveillance for additional cases at hospitals, emergency departments, and 
physicians’ offices, using established mechanisms for setting and modifying reporting case 
definitions and notification requirements; and 

• Heighten disease surveillance using additional methods of disease detection (e.g., analysis of 
other electronic clinical data and environmental data). 

Disease surveillance based on health care encounters (clinical disease surveillance) is 
supplemented by several secondary surveillance layers, which include: environmental 
surveillance, (i.e., the DHS BioWatch Program, the DoD Guardian Program, and the USPS 
Biohazard Detection System), statistical analysis of electronic clinical data, mortality data, health 
behavior indicators, healthcare indicators, veterinary surveillance, intelligence sources, and 
electronic news and social media-based systems. Many non-traditional sources of information 
are not ideal for earliest detection of health emergencies due to the non-specific nature of the 
information. Rather, they demonstrate their greatest value in validation of incidents and 
supporting response. The National Biosurveillance Strategy for Human Health places priority on 
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improving the understanding and use of these secondary surveillance systems, including for the 
role in early detection. 

Public health laboratories are key in the confirmation of diagnoses and identification of unusual 
disease agents and outbreaks of national and international concern. Maintaining a capable, 
robust, public health laboratoiy system that is linked with public health emergency response is a 
vital component of biosurveillance. 

Response-Related Surveillance 

• Once an outbreak of a dangerous pathogen is confirmed, the final function — response-related 
surveillance — is essential to track the event, understand its impact, determine whether 
countermeasures are needed, and provide public guidance on response to promote community 
resilience. Monitoring and characterizing an outbreak and its effects requires input from 
many sources, including laboratories, hospitals, doctors’ offices, and the public. Ft also 
requires integration of many streams of data, including medical information (mapping cases 
by geography, symptoms, severity, hospitalization, sex, medical history, and age) and 
molecular information on the pathogen itself Response-related surveillance may include: 
Conducting detailed case reviews and case-control studies to assess severity and identify risk 
factors and sources of exposure; 

• Monitoring the geographic spread of the outbreak; 

• Monitoring antigenic and genetic changes in the causative agent; 

• Tracking the use of hospital beds and medical equipment; 
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• Tracking distribution and use of drugs, vaccines, and other countermeasures (from 
manufacturers, stores, or stockpiles through dispensing); 

• Monitoring adverse reactions in patients to the use of drugs, vaccines, or other 
countermeasures; and 

• Understanding the information needs of the public, clinicians and other responders, and 
tailoring information and guidance to meet their needs. 

Biosurveillance Priority Areas 

To harness the potential of biosurveillance in the United States, President George W. Bush 
issued HSPD-21, PirA/ic Health and Medical Preparedness in October 2007. This directive 
identifies biosurveillance as one of four critical priorities for improving public health 
preparedness and response. Working with partners in federal, state, tribal, and territorial 
government, and private agencies and organizations, the National Biosurveillance Strategy for 
Human Health was developed to articulate a vision for enhanced biosurveillance in the 21“’ 
century. The Strategy proposes six priority areas to address critical gaps and suggest 
opportunities for improvement. They are as follows: 

• Electronic Health Information Exchange; 

• Electronic Laboratory Information Exchange; 

• Unstructured Data; 

• Integrated Biosurveillance Information; 

• Global Disease Detection and Collaboration; and 

• Workforce of the Future. 
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In addition to the recommendation to develop a broad national biosurveillance system for human 
health, HSPD-21 directed the establishment of a federal advisory committee to include 
“representatives from state and local government public health authorities and appropriate 
private sector health care entities.” To accomplish this, in May 2008, CDC established the 
National Biosurveillance Advisory Subcommittee (NBAS) to provide an independent 
perspective on enhancing our nation's biosurveillance capacity. NBAS has helped shape the 
development of The Strategy with its report titled Improving the Nation's Ability to Detect and 
Respond to 21st Century Urgent Health Threats, which was published on October 16, 2009. The 
report makes a number of recommendations to improve biosurveillance by defining strategic 
goals and priorities, enabling detection of global health threats, investing in a skilled workforce 
to run biosurveillance programs, leveraging investments in electronic health records and 
electronic laboratory data to support bio.surveillance and public health, and investing in new 
technologies to strengthen biosurveillance capabilities. CDC is working to address these 
recommendations. 

CDC Focus on Biosurveillance 

Surveillance is one of CDC Director Dr. Thomas Frieden’s top priorities. CDC has recently 
established a new Deputy Director for Surveillance. Epidemiology, and Laboratory Services to 
better enable us to maximize our current investments in biosurveillance programs across the 
agency. CDC will continue its current path to refine its public health surveillance systems to 
ensure systems are designed with end-users and stakeholders at the local, state and federal level 
in mind. 
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Significant changes are underway in health information technology, advanced through 
congressional health information technology investments made as part of the American 
Recovery and Reinvestment Act of 2009. These changes include accelerated adoption of 
electronic health records, expanded networks for exchange of health information, and state 
efforts to aggregate and evaluate clinical data from these networks for public health surveillance. 
CDC and our partners in public health are committed to helping advance these efforts, and to 
ensuring that we fully reap the population benefits of these developments. 

Because disease can move rapidly around the world, training and supporting ongoing work of 
domestic and global health practitioners is especially critical for routine health protection and 
during emergencies. CDC’s Global Disease Detection program supports ministries of health to 
build broad-based global public health workforce capacity (working with key partners such as 
the World Health Organization) to fill this critical need and link it with our national 
biosurveillance efforts. 

Underlying all these activities is an effective and trained workforce. Advances in information 
technology are bringing in ever increasing amounts of new data. However, electronic systems 
cannot replace human interpretation and judgment in an evolving emergency situation. A 
strengthened public health workforce on the ground in slate, local and international health 
departments will ensure that maximum benefit is derived from new technologies to coordinate 
information vertically and horizontally across all levels of government, jurisdictions, and among 
all health-related disciplines and is, in fact, an integral part of our national security infrastructure. 
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Early Detection and BioWatch 

The first step in biosurveillance is to detect public health events of concern. Environmental 
surveillance and monitoring systems, including BioWatch, are important components within the 
multi-layered system that comprises biosurveillance. BioWatch is a targeted system designed to 
be one source of surveillance information for response in major metropolitan areas. CDC 
partners with the BioWatch program through verification of assays used in the analysis for 
biological agents and with technical analysis and subject matter expertise for biological 
detections. The National Academy of Sciences’ (NAS) December 2009 report titled BioWatch 
and Public Health Surveillance: Evaluating Systems for the Early Detection of Biological 
Threats outlined important recommendations to improve BioWatch surveillance capabilities. 

We will continue to support DBS’s further evaluation and refinement of the BioWatch system. 

Moving Forward 

Over the past two years, CDC has engaged a wide range of stakeholders in robust discussions 
that led to the National Biosurveillance Strategy for Human Health. This National Strategy and 
the NBAS report identified important opportunities to strengthen biosurveillance. The most 
recent NAS report reinforced these conclusions. These recommendations identified critical needs 
related to leadership, workforce capacity, and the judicious application of technology. 

"While the National Strategy, our broad biosurveillance principles, and the NAS report provide us 
with important direction, we will also draw on our recent experience with the 2009 HlNl flu 
pandemic. This public health emergency put our surveillance tools and approaches to a real- 
world test and afforded an opportunity to explore new surveillance methods. We are 
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systematically exploring and critically evaluating this experience to inform our surveillance 
planning and implementation of future systems. 

CDC will continue to collaborate with DHS to accelerate action on national biosurv'eillance 
efforts including the important contributions of BioWatch and NBIS. This collaboration is 
essential for maintaining a strong and vigilant national public health system. 

Thank you for the opportunity to testify today. I am happy to answer any questions. 
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BIOWATCH GENERATIONS 2 AND 3 

Mr. PRICE. Thank you, and thanks to all of you for interesting 
and important statements. We will now proceed with questions. 

DHS has spent nearly $600 million directly on the Biowatch pro- 
gram in the last seven years. That does not account for resources 
devoted to the program at the state and local levels. Your fiscal 
year 2011 budget proposes $174 million for Biowatch; that is an in- 
crease of $84 million over the current fiscal year. Almost all of that 
increase is to support the operational testing and evaluation of 
Generation 3 detectors, as well as an initial procurement of detec- 
tors for a small number of cities. 

As I understand it, your budget request includes a steady state 
program for Generation 2 detectors. That is, no further testing and 
no additional deployment. We understand the Generation 3 pro- 
curement is already at least three months behind the Office of 
Health Affairs devdopment schedule as outlined six months ago. 
We know that delay is not the fault of the Department, but it is 
still worrisome. 

The National Academy report cites challenges such as the lack 
of confidence in the system from state and local partners, insuffi- 
cient support and guidance these partners, and inadequate coordi- 
nation among agencies. I am sure you have taken note of those 
criticisms. 

The testing recommendations also seem slightly at variance, or 
considerably at variance. The National Academy makes a rec- 
ommendation that further testing should be done on Generation 2, 
while the Generation 3 work is being done. 

So, Dr. Garza, let me just initially get a little more precise fix 
on your 2011 budget request and the kind of timetable it is assum- 
ing. What you think can be achieved in this timeframe, and what 
is the rationale for this money you have requested? Given the track 
record of the program and the factors I have just cited, can you as- 
sure the Subcommittee that your plans for the program are feasible 
within the timeframe and the significant increase in funding that 
you have requested? 

As a way of getting a longer term view, let me ask you to look 
ahead three years; what kind of mix of Generation 2 and Genera- 
tion 3 detectors do you assume are deployed, how many cities are 
they deployed in, what is the annual cost? I think that would help 
us get a fix on your request and where we are headed. 

Dr. GARZA. Right, thank you very much Mr. Chairman. As far as 
the current budget request, you are right that we have asked for 
substantially more money, and most of that, or at least half of it 
is to keep our current operations underway with the Generation 2, 
and that is to make sure that we do have a sustained ability for 
environmental detection through our Gen 2 program. 

You are correct that we have had challenges in the past with in- 
tegration at the state and local level, and this is an issue that we 
take very seriously and that we have aggressively pursued to cor- 
rect in the last couple of years. I recently took a trip out to the 
west coast, last week to meet with the state and locals, and I feel 
confident in saying that we have improved those relationships, and 
I consider that to continue to be an important part, and we will 
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working on that as time goes on. The second half you rightly 
said was for Generation 3, and there has been an adjustment in 
the schedule. But I want to emphasize as well that the adjustment, 
as you rightly said, was outside of DHS control, but in a larger 
view it fits into, I think, exactly what the point of the NAS was, 
which was making sure that there was a robust testing and evalua- 
tion period. 

So quite frankly, there are reasons why the schedule moved, but 
they were for good reasons, and the good reasons were that we 
were not going to change our posture in our ability to test and 
evaluate these machines. We want to make sure that we have gone 
through a thoroughly rigorous testing period before we go and de- 
ploy these, and operating with S&T I believe we have come up with 
that schedule. And so I believe that fits in well with Dr. Goldstein's 
opinion that we do need to have thorough testing and evaluation 
for these. 

Going forward, our plan is to increase the capacity to protect the 
country against biological threats using our BioWatch systems. I 
cannot tell you exactly how many cities will be involved, we can do 
that behind closed doors. But I believe in the years to come that 
we will increase our capacity to have detectors out in the commu- 
nities, we will improve on the technology. One thing I also wanted 
to emphasize, and I believe Dr. OToole did a good job of this, is 
this is cutting edge technology, this has never been done before. 
And so we are essentially starting from a blank slate and trying 
to move that science forward. 

So the request, although it is doubling our money, we believe has 
been put into a robust system for testing and evaluation. And as 
Dr. OToole said as well, it is a milestone plan, we will not move 
into the next stage until we are confident that we have achieved 
everything that we need to achieve to make sure that this system 
is reliable and is valid before we move on to the next step. 

Mr. PRICE. Well, we will of course get whatever information we 
need in executive session. But I believe you can say a little more 
than you have about the Generation 2 and Generation 3 replace- 
ment rate. 

Dr. GARZA. Correct. During our evaluation period, part of that 
will be operational testing. So the Generation 2 will continue to 
work during that time period. If everything goes according to plan 
for Generation 3 through testing and evaluation, through field test- 
ing and operational testing, we will eventually switch out Genera- 
tion 2 with Generation 3. 

Mr. PRICE. And what I am asking is, what does eventually mean? 

Dr. GARZA. So, "eventually" means, after our testing and evalua- 
tion period, which we figure will be six months to a year, and then 
field deployment coming after that. So what we are saying is, be- 
cause of that three-month shift we are not sure if we will be able 
to actively do our field testing at the end of Fiscal Year 2011. And 
so that is where that three-month delay comes in, from our contrac- 
tual issues. 

Mr. PRICE. All right, but then you would anticipate a very quick 
replacement of Generation 2 with Generation 3 equipment or is 
there some time period where we are maintaining these Generation 
2 machines in use? 
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Dr. GARZA. Correct, so it will take about three or four years to 
get all the machines out eventually. This is also not just the ma- 
chines being complicated but the siting of where the machines go 
is also fairly complex as well. And so we have to study the indi- 
vidual environments, the individual cities, in order to assure that 
if the machines do what we ask them to do that they will be able 
to perform where we need them to perform. And it is a very com- 
plex process, depending on modeling, air flow and the different 
technical ne^s that we will need to make sure that these ma- 
chines do what they are supposed to do. We anticipate full deploy- 
ment by 2016, but we will be intending to replace all of them with 
Gen 3. 

Mr. PRICE. All right, thank you. We do want to move along here. 

I will turn to other witnesses to elaborate on the question, but let 
me turn now to M r. Rogers. 

Mr. ROGERS. Well, to follow up on that same line of questioning, 
since 2003 we have appropriated $598 million to the BioWatch pro- 
gram, and a recent Academy of Sciences report on BioWatch esti- 
mates that the annualized direct cost for Generation 3 acquisition 
and operation over ten years is $200 million. And for Fiscal Year 
2011, you are asking $10 million for the continued operation of the 
current system and $163 million to support the test and evaluation 
and procurement of 476 of the new Generation 3 detection systems. 
Am I accurate so far? 

Dr. GARZA. Those are not the figures that I have, sir. We have 
$89 million for continuing Generation 2 deployment and continuing 
on of that service. And then I believe it is $83 million for the test- 
ing, evaluation and potential procurement and field testing of the 
Generation 3. So I do want to address though the difference with 
the $200 million, and the reason that number is higher is because 
we will be expanding both the number of units and, as you said, 
Mr. Chairman, the number of locations for the biodetection ma- 
chines. And so inherently the budget request would be higher to 
maintain those machines. There is a difference in the costing out 
of those because, if Generation 3 does what we expect it to do, 
which would be removing the laboratory piece of that and con- 
taining it all in a box, there would be a shifting of that cost. 

Mr. ROGERS. Well, as I understand it, due to concerns about past 
mishandling of Generation 1 and 2, that S&T will be intimately in- 
volved in the test and evaluation of new Generation 3 systems, is 
that right. Doctor? 

Dr. GARZA. Absolutely. 

Mr. ROGERS. And I am told that if the Generation 3 test and 
evaluation proves accurate, that you will begin to deploy the sys- 
tem in multiple cities by the end of 2015? 

Dr. GARZA. I am sorry, sir, by? 

M r. ROGERS. By the end of 2015? 

Dr. GARZA. The plan will be to have completed the deployment 
by 2016. 

Mr. ROGERS. But you will not begin to deploy until the end of 
2015? 

Dr. GARZA. The dates that I have, sir, are that we would begin 
deployment in Fiscal Year 2012. But I also want to emphasize 
though that it still has to go through the rigorous test and evalua- 
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tion period. And so we have to make sure that this machine is 
going to do what we ask it to do. 

Mr. ROGERS. But in the meantime, the process has been delayed 
several months due to challenges in the contract negotiation proc- 
ess? 

Dr. GARZA. Correct. 

Mr. ROGERS. So we do not know when you are going to start put- 
ting these machines out there, then replacing the Generation 2 ma- 
chines, which in my judgement are as useless as teats on a boar 
hog. Why? Because they have to be manually interrogated, and you 
have got to send a lab technician out there to find out whether or 
not the machine is wrongfully, mistakenly saying there is a poison 
in the air. Well, the lab technician will never get there if there is 
a problem, right? 

Dr. GARZA. If the agent was still in the air and they were col- 
lecting the agent, yes, sir. Well, let me rephrase that. So, as I said 
in my opening statements, there is a delay between release and 
clinical symptoms. And so I think the scenario you were describing 
is more in line with a chemical attack where there is a release, you 
inhale vapor and, you know, it is mustard gas World War I. The 
difference between the Generation 2 and the Generation 3 is of 
course, you are correct, there is somebody that goes out there and 
collects the filters, brings them back to the lab, it is analyzed in 
the lab. 

Which, I believe, brings us to the point of the tremendous jump 
in the technology that we are trying to make, moving to Generation 
3. And the benefit of that is bringing that time to detection from 
36 hours down from anywhere to four to six hours. That is the goal, 
is to bring that detection time down in order to do interdiction, in 
order to account 

Mr. ROGERS. I know, but the present system, and we are stuck 
with the present Generation 1, 2 for a while. 

Dr. GARZA. Yes, sir. 

Mr. ROGERS. How long, we do not know. But the present system, 
the lab technician has to go out and take the measurements out 
of the machine. Well, either the agent is still on the scene, in which 
case the lab technicians do not make it back, or the agents have 
disbursed but the population has been killed off already. So why 
have the results of the machine anyway? 

Dr. GARZA. Well, again, sir, there is a time delay between expo- 
sure and clinical disease. And so that timing is what is the impor- 
tant thing to focus on. And so it would not be the scenario, and I 
do not want to get too much into clinical medicine, but it is not de- 
signed to do a detection of a rapid killer, it is designed for a biologi- 
cal agent which does take time for incubation. So what Generation 
2 does is, it collects the bacteria or the agent from the air and 
brings it back to the lab. In order to cut down that lag time be- 
tween release and clinical symptom, that is the time frame that we 
are talking about, and that can be anywhere from 48 hours to ex- 
tended, you know. 

Mr. ROGERS. What would it take to automate that Generation 3 
so that it works electronically real time? 

Dr. GARZA. Right, and that is exactly what we are trying to do, 
we are trying to take that person that goes out into the field and 
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collects the filter, has to drive it back to the lab, the lab technicians 
have to do their various things and run it through the PCR anal- 
ysis, and they only collect this once every 24 hours. And so if the 
release was at that 24 hours, we are doing pretty good. If it was 
at hour 1, we are behind the curve. 

Mr. ROGERS. Answer my question, why cannot we develop a real 
time, automatic reporting machine out there? 

Dr. GARZA. That is what we are attempting to do with Genera- 
tion 3, sir. 

Mr. ROGERS. Well, where are you with it? Dr. OToole. 

Dr. OTOOLE. Generation 3 is quite revolutionary, if it works. 
What it is going to do is it is going to collect the air 

Mr. ROGERS. I ask a question, why cannot we have an automatic, 
real time reporting machine without a person having to attend to 
it? That seems like a fairly simple thing. 

Dr. OTOOLE. We will, it is not a simple thing. 

Mr. ROGERS. Why not? 

Dr. OTOOLE. It is extremely complicated. 

Mr. ROGERS. Why? 

Dr. OTOOLE. It is absolutely at the far edge of available science. 

Mr. ROGERS. Why? 

Dr. OTOOLE. Because you have to collect the air and then you 
have to analyze it— understand that Generation 3 will analyze, will 
try and detect multiple different biothreat agents— it needs to say 
with near 100 percent accuracy, bug A is here, bug B is there, and 
the different tests that you have to do for these different bugs are 
very different. That box is going to perform multiple assays, okay, 
more than a dozen laboratory tests are going to be in that box, and 
then reported— which takes some time, it is not instantaneous, it 
takes some time to do that inside the box or anywhere else— and 
then they are going to report out digitally as soon as they get that 
result to the public health authority in that vicinity. So it is not 
instantaneous, but it is pretty darn close. 

Mr. ROGERS. But does the military not already have similar type 
sensors? 

Dr. OTOOLE. No, the military has nothing close to this. 

Mr. ROGERS. Do they not have machines that detect poison gas, 
all sorts of poisons? 

Dr. OTOOLE. Yes, it takes hours. They have to actually do the 
lab assays. Now, the military, when they are deploying troops, has 
the advantage of having a pretty good idea where the enemy is, 
and what they usually do is put these machines, the sniffers, out 
ahead of the troops in a kind of perimeter deployment so that they 
are always looking out ahead of the troops, and they can test for 
very specific things fairly quickly, you know, not a whole lot of 
things, but they are always manned by people right there where 
the sniffers are. So they basically have mobile labs when they are 
deployed in the field. 

Mr. ROGERS. Dr. Goldstein, do you have a thought on this? 

Dr. GOLDSTEIN. Congressman Rogers, I certainly feel your frus- 
tration with this, but I will tell you that the technical experts on 
the NAS Committee felt that the original plans were unrealistic in 
that they thought that it would not occur as quickly as originally 
stated. I think I can speak for the committee to say that we are 
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much more comfortable with the milestone approach that has been 
laid out where this very difficult technical approach gets a thor- 
ough, step by step process. 

We see the issue, as you put it so well, as being undeniably real, 
but we see it real in a short term time frame, which is where the 
frustration is, but also on a long term time frame, and we as a 
committee, I think, do not want to see the mistakes that inevitably 
occurred with Generations 1 and 2 where there was a need for an 
immediate response and the systems were not as thoroughly evalu- 
ated as needed to be for the long term protection of the public. 

Mr. PRICE. Thank you. Mr. Rodriguez. 

STANDARDS 

Mr. RODRIGUEZ. Thank you, Mr. Chairman. Dr. Garza, let me 
ask you a little more basic question regarding some of the labs out 
there. I know in San Antonio for example we have Southwest Re- 
search and we have Brooks, you know. Air Force Base and others. 
Do we have, and for some of these agents and these toxics, do we 
have some kind of standard that we follow throughout the country, 
and how do we check when these people are using these agents? 

Because I know we have had difficulties, I know, you know, we 
kind of laugh because I know we have, you know, I guess snow 
monkeys that took off some time back and they are in the brush 
country there in Texas and once in a while they show up. And so, 
do we have a way of, number one, are there standardize the proc- 
ess utilizing these agents and these toxics? 

Dr. GARZA. Yes. 

Mr. RODRIGUEZ. And number two, is there a way of checking that 
in terms of what is actually occurring? 

Dr. GARZA. Yes, so in answer to your first question, sir, we do 
have standards for the entire BioWatch system that all our labora- 
tories use. So there is a standard platform, standard assays, stand- 
ard way of performing the tests. So that is taken care of. 

Mr. RODRIGUEZ. And then how do we make sure that that is oc- 
curring? 

Dr. GARZA. We do have jurisdictional coordinators, and the labs 
are fairly well regulated, to make sure that they are meeting qual- 
ity control measures. J ust like any medical or other lab has to go 
through a series of certifications. So they are fairly well, they do 
have fairly good oversight to make sure that they are doing the 
proper procedures for the lab work. 

NATIONAL BIO AND AGRO-DEFENSE FACILITY 

Mr. RODRIGUEZ. So you do have oversight, okay. Let me ask I 
guess a following question I guess to Ms. OToole regarding the na- 
tional bio and agro defense facility that we have been looking at. 
And I know that, I think we have held the obligating funds until 
there were certain conditions and one of those conditions revolved 
around the serious concerns regarding the risk of such a facility 
and there was also serious concerns regarding the selection proc- 
ess, and I know that now it is under some degree of litigation in 
terms of how that went about. Can you let me know where it is 
at? And we were one of the finalists in San Antonio. 

Dr. OTOOLE. Yes, sir. 



185 


Mr. RODRIGUEZ. And of course we felt that the Committee made 
the wrong decision, and so and we feel very strongly about that to 
this day. 

Dr. OTOOLE. I understand, Congressman. As you pointed out, 
this Committee mandated that DHS ask the National Academy to 
do an evaluation of the risk assessment that is now being con- 
ducted by DHS in association with the Manhattan, Kansas site. 
And we are not to begin construction until the Congress has a 
chance to evaluate that risk assessment. DHS has been talking 
with NAS and NAS has established a committee, and we are going 
forward as we speak with that process. I am sorry, sir, I forgot 
your second question. 

Mr. RODRIGUEZ. The second one is the most important, the proc- 
ess for selection, how political was that? 

Dr. OTOOLE. It was not political at all. 

Mr. RODRIGUEZ. Okay. 

Dr. OTOOLE. It was before my time as Undersecretary, it was 
carried out by career officials in the Department. 

Mr. RODRIGUEZ. So how do you know it was not political if you 
were not there during that process? I do not mean to get that, but 
can you please look into that process? Because it is serious. 

[The information follows:] 

S&T has reached out to Rep. Rodriguez's office to set up a briefing with Dr. 
OToole and the Congressman, to review the specific detaiis of the site seiection 
process for NBAF. 

Dr. OTOOLE. I would be happy to give you a robust review of 
that process, it was really, I have looked into the process, antici- 
pating this question. And it was merit based, the competition was 
quite stiff. Texas has a lot of assets in this regard. Texas was just 
awarded, for example, a Co-Lead and a Center of Excellence de- 
voted to agriculture and food health. And basically the state of 
Kansas made a very generous offer to the Federal government, it 
is a great deal for the nation, not to say that Texas does not have 
great skills in this area. 

Mr. RODRIGUEZ. So they made a bigger offer? 

Dr. OTOOLE. They did. 

Mr. RODRIGUEZ. Okay, that sounds politically terrible. Okay, 
thank you. 

Mr. PRICE. Mr. Culberson. 

PRIVATE SECTOR 

Mr. CULBERSON. Thank you, Mr. Chairman. Dr. Goldstein, I was 
particularly struck with your comments on the importance of work- 
ing more closely with the existing hospitals, health workers, the 
public health sector, and the private sector is certainly capable of 
helping immensely. And I represent the Texas Medical Center, St. 
Luke's Hospital I know on their own initiative and I think largely 
with their own funding, this was a couple years ago, has already 
prepared, already set up an emergency response center in the hos- 
pital and have trained their EMTs, nurses, doctors, to watch for 
certain symptoms, because the medical center, astonishing, but 
155,000 people move in and out of the Texas Medical Center every 
24 hours. 
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And so there is a great deal of expertise there that is ready, will- 
ing, and able to help. Could you talk a little bit more about that, 
and what specifically did your committee, would you recommend 
that we ne^ to be doing to make sure that we are involving the 
private sector? Because I know the Medical Center is ready, will- 
ing, and able to step up and participate and they would be a great 
partner, I mean St. Luke's did this on their own initiative. 

Dr. GOLDSTEIN. Congressman, you are absolutely right, there is 
an enormous capability certainly in our emergency medical re- 
sponse system. There is a NAS Committee recommendation that 
better training for EMT, I mean there is an enormous difference 
between the emergency medical response folks in different loca- 
tions as to how well they know about these potential issues, how 
quickly they are going to be responsive, are they going to be able 
to be the first alert system so that the informed emergency room 
doc, for instance, is the one that immediately blows the whistle and 
we all come running and look at this from a situational point of 
view and do the early detection which is so needed. But we see this 
as being uneven capabilities around the country, and the need for 
further training to improve the capabilities. 

Mr. CULBERSON. Did you all explore it, and it seems to me, Mr. 
Chairman, to the extent we can do so, when it comes to Homeland 
Security, decentralize as much as possible and rely on local talent? 
You know, we are blessed in our urban areas. New York and North 
Carolina, with your great universities as we have in Texas, you are 
right, it is uneven, you have got rural areas that are not going to 
recognize these things and be prepared. But where we are able to 
decentralize and shift responsibility back to local authorities, local 
healthcare workers, not only would we save a great deal of money, 

I think, M r. Chairman, you would also be strengthening our ability 
to respond and the speed with which we respond. 

WORKING WITH THE DEPARTMENT OF DEFENSE 

That is America's great strength, is the initiative of individual 
Americans and the talent of our people, and I do not know why ev- 
erything has to come out of Washin^on. I understand the dif- 
ficulty, technical difficulties certainly of developing and deploying 
this machinery. I wanted to also asK, Dr. OToole, to what extent 
have you looked at and participated and worked with the military 
to see, the sniffers you described, it sounds to me like they have 
already done this, and to what extent are we reinventing the wheel 
and why cannot we use some of their technology? Why do we have 
to do something completely new and different with money that is 
so precious and scarce? 

Dr. OTOOLE. Sure. We are not doing anything that DOD has al- 
ready done. DOD created another version of what is essentially 
Gen 2 BioWatch, the currently deployed BioWatch, for its bases 
and its facilities. And we are very familiar with that technology, it 
is slightly different. We have worked hard in S&T to make sure 
that the assays that the DOD uses are comparable to those in the 
civilian system, but what the DOD is using now is actually quite 
comparable to the currently deployed BioWatch. 

The problem with that system is that— it is not useless by any 
means— it targets a limited number of biothreats, and one of the 
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characteristics of the biothreat is that there are a lot of bugs out 
there that could be used as weapons. And as bioscience advances, 
the likelihood that one of these weapons will be engineered, i.e. 
something that we have not seen before, grows. 

Mr. CULBERSON. Did I hear you say it is a manned mobile lab 
is essentially what the Army is using, the military is using? 

Dr. OTOOLE. That is what they use to protect troops who are out 
in the field. They also have BioWatch type sensors at facilities such 
as the Pentagon, which are in place. 

Mr. CULBERSON. They are not automated? 

Dr. OTOOLE. Pardon me? No, they are not automated, sir. 

Mr. CULBERSON. Somebody still has to go out and pick it up. 

Dr. OTOOLE. They have to go out and collect the filters and ana- 
lyze the filters over a period of time. So Gen 3 is actually quite dif- 
ferent from what DOD is using. 

Mr. CULBERSON. And I will follow up, Mr. Chairman, but it is 
something I think for us worth exploring to what extent this can 
be done in cooperation with DOD to develop something in partner- 
ship, try to save some money and pool some talent. 

Dr. GARZA. Sir, if I could add on to that, I believe one of the true 
values as well in working with the DOD is to bring together an in- 
tegrated system. So, forgetting about who owns what machines, as 
we can all testify here today, if there is a release of a biological 
agent near a military facility, it is not going to stop at the gate, 
it is going to flow to other regions as well. And so one of the beau- 
ties that we saw when we were out in Los Angeles was doing a 
multi-jurisdictional exercise, and as I am sure everybody knows, 
between L.A. and San Diego is the small military facility that is 
owned by the Marines. 

And they are very well ingrained with our local BioWatch people. 
We have agreements with DOD, they used to have to collect their 
samples and fly them all to Fort Bragg to get them all processed. 
We said, that is silly, bring them to our lab, we will do them, we 
are going to become integrated, this has to be a national defense, 
it cannot be civilian DOD installation, we have to work together on 
this. 

Mr. CULBERSON. Sounds like a good model. Thank you, Mr. 
Chairman. 


LOCAL COORDINATION 

Mr. PRICE. Thank you. Mr. Serrano. 

Mr. SERRANO. Thank you, Mr. Chairman. Somewhere along the 
lines of some of the comments that Mr. Culberson made, although 
I do not mind a strong central government, but as all of this is 
going on, what relationships, if any, are taking place with local 
governments and local institutions? I come from New York, New 
York continues to be a target if not the target in the nation, its 
subway system and its mass building lend themselves to easy ac- 
cess to a lot of people at the same time for one of these attacks. 
So what is the relationship and how much of it gets checked, if you 
will, with local authorities before everything gets developed and 
put in place? 

Dr. GARZA. Thank you, that is an excellent question. One of the 
beauties, I believe, of the BioWatch program that probably is not 
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trumpeted enough is that, although it is federally coordinated, it is 
run by the locals. And so we rely on them heavily to help with this 
system, help run this system. And they exercise this, and so if 
there ever was or is going to be an alert on the systems, it is a local 
response. So they have to figure out what their response is going 
to look like, which I also believe is underemphasized in the 
BioWatch program, which is it brings together the individuals that 
have to make that decision. 

So it brings together the lab officials, the public health officials, 
the emergency managers, the EMS people, everybody comes to- 
gether, coalesces around the BioWatch unit. So in that instance we 
are heavily engaged with our state and local partners for that sys- 
tem. Going forward, and I believe this was in the NAS report, is 
that we have to bring our stakeholders into the process of moving 
forward, and we have done that. We have brought them to the 
table in developing our new technology, we have asked for their 
opinion, we have brought them to the table and said, what do you 
need from us, what can we do to better serve you to make this sys- 
tem better and help you out with our resources? 

Mr. SERRANO. Now, I am sure that there are many communities 
that feel that they have a lot of knowledge in this area. I am sure 
in New York there are a lot of folks who probably think they know 
more than you guys about how to deal with it. So is there ever 
pushback or any problems in the relationship? 

Dr. GARZA. I will not say that it is a completely smooth process, 
there are always differences of opinion at the table, especially when 
you are dealing with very smart people. But I also view that as one 
of the beauties of the system, is we bounce ideas off each other and 
they let us know when we need to improve something. And quite 
frankly, you know, me sitting in a room with my folks in my office, 
we do not realize or cannot understand some of the challenges that 
go on at the local level and we rely on the local people to tell us 
what those challenges are so we can make a better system. So, do 
we have instances where we talk back and forth? Absolutely, but 
I think that is better for the system. 

Dr. SOSIN. Thank you. Congressman. To respond also to the de- 
centralization, that is exactly what our health and public health 
and medical system is, it is decentralized. But around urgent 
events, catastrophic events, terrorism, and the like, those resources 
need support, and that is what we are talking about here. They are 
stretcheo to the limit every day with the everyday activities, 
whether they are food borne or whether they are taking care of pa- 
tients who have respiratory illness or whatever it is in their com- 
munities. 

So, as it relates to that, I think there really are two pieces of this 
discussion, about BioWatch in particular, which we have had most 
of our conversation about. One is the threat piece and setting this 
as a high enough priority. That is really not a public health and 
medical sector decision. Once that decision is made, that this is 
such a critical threat that we need those extra hours of early notifi- 
cation before we see clinical illness and to expedite the process of 
investigation and response, then the question is, have we balanced 
our strategy in supporting those local jurisdictions to respond effec- 
tively and take the right actions in response? 
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And that take money, and that today it takes money from the 
Federal Government, but it also speaks to making this program in 
the period of time when we do not have attacks to be of greatest 
dual use possible to those local entities. That includes, and I think 
we have great opportunities and collaborations to do this, address- 
ing environmental microbiology, learning more about the nature of 
these organisms in the environment so we understand human dis- 
ease and the risk of human disease, whether it is around terrorism 
threat agents or all microbiological agents. 

It includes advancing the technology of diagnostics, driving us to 
points of care diagnostics for a wide range, changing the way we 
look at platforms for diagnosis. There are tremendous benefits, 
much like people often put in front of us the space program, there 
are opportunities to leverage technology here. And then the oppor- 
tunity, as Dr. Garza points out, to exercise across sectors, so it is 
not just public health exercising within public health or medical 
programs, hospitals and the like, doing their drills within hospitals, 
but bringing the law enforcement sector, the Homeland Security 
sector, and using these as opportunities to learn how we will do 
this and be more ready to do it because we have relationships and 
a trust understanding about these in advance. There is opportuni- 
ties for great advantage in this once you all have made the decision 
that this is a significant enough priority that we should be invest- 
ing these dollars here. 

Mr. SERRANO. Thank you. Thank you, Mr. Chairman. 

Mr. PRICE. Thank you. Ms. Roybal-Allard. 

NATIONAL BIOSURVEILLANCE INTEGRATION CENTER 

Ms. ROYBAL-ALLARD. Well, first of all, it is comforting to hear 
somewhat that there is this cooperation at the local and state level 
anyway. But the concern is that it does not appear to be happening 
at the Federal level among agencies. And according to a GAO re- 
port that was issued in December of last year, the National Bio- 
surveillance Center does not collect the kind of information that 
would enable our government to respond to a biological disaster in 
its very earliest stages. Specifically, the GAO reports that the Cen- 
ter must rely on publicly available data because it receives limited 
input from its Federal and state partners. 

In fact, some of the words that were used, and this is directly 
from the report based on interviews with the partners, is that GAO 
encountered widespread, and I am not going to read everything, 
but confusion, uncertainty, skepticism, lack of clarity about roles, 
responsibilities, joint strategies, and so on and so forth. So the 
question that I have is, how are you working to improve coopera- 
tion and information sharing with the National Biosurveillance 
Center so that you can get the information that you need at the 
Federal level to quickly and effectively respond in the event of 
some ki nd of an attack? 

Dr. GARZA. Thank you for that question, ma'am. The first thing 
is personal relationships. And so one thing that I committed to 
when I came into the office was to build those relationships with 
the various inter-agencies, both outside of the federal inter-agency 
and within DHS, and I think it speaks that Dr. OToole and I have 
a very strong relationship in building technology. Dr. Sosin and I 
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have a very strong relationship from DHS CDC, and I have weekly 
telephone meetings with the Assistant Secretary for Preparedness 
and Response, Dr. Nicki Lurie. 

You are correct in that it is difficult to get data from the federal 
inter-agency, but quite frankly I believe the approach should be a 
more refined mission. And I have talked about this with our inter- 
agency partners at our regular meetings, and that includes USDA, 
HHS, Transportation, DOD. And that is, instead of trying to eat 
the horse in one bite is to take it a bite at a time, and to focus on 
what is the critical situational awareness things that Secretary 
Napolitano needs in order for her to have effective decision sup- 
port? 

So a lot of that revolves around human health, animal health, 
agriculture health. And so what I have told our office, the NBIC, 
is to start focusing on our core missions but also realize that the 
federal agencies are not the sole owners of what works best. And 
I believe that plays in well with some other projects that we are 
interested in doing, and one of those is with the North Carolina 
group that does a superb job of fusing this at the state level. We 
should not assume that us at the federal level at all have owner- 
ship of how to fuse data to bring it all together. 

And so some of our goals going forward are to engage more at 
the state level, to engage more with the private sector, because 
some of those have absolutely fabulous ideas, and to engage more 
with our international partners, because as I explained before, dis- 
ease does not know any boundaries and as MINI showed us it can 
come from anywhere around the world. 

Ms. ROYBAL-ALLARD. Okay, but I just want to make sure that I 
understand, but at the same time making sure that the Federal 
agencies still understand that they have a responsibility. 

Dr. GARZA. Absolutely. 

Ms. ROYBAL-ALLARD. Okay. 

Dr. GARZA. One thing that I do want to make clear is that I want 
people to come to the table because they realize the value that we 
give them. I am not a fan of making people come to the table be- 
cause they have to, I want people to come to the table because they 
are willing to work with us, and in order to do that we also have 
to show them value, and so that is another thing that we are work- 
ing on as well. 

MINI LESSONS LEARNED 

Ms. ROYBAL-ALLARD. Okay. The Commission on the Prevention 
of Weapons of Mass Destruction and Terrorism was exceedingly 
critical of the Federal response to the FI INI epidemic, and the 
Commission argued that the delay in procuring sufficient quan- 
tities of vaccine was evidence that our government is, and this is 
their words, woefully behind in preparing for future epidemics. It 
was also noted that in subsequent public health emergencies we 
might have only hours, not weeks or months, to organize an effec- 
tive response. What were the key lessons that were learned from 
the FIINI epidemic and how are you applying this knowledge to 
the challenge of preparing for a biological attack? 

Dr. GARZA. Right, I will not answer the vaccine question since 
that is more of an FI FIS role, but I will answer the question what 
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did MINI, what did we learn from that episode. And I think what 
we really learned is that it takes a whole-of-government approach 
to attack these problems. And so, within DHS, I can speak for a 
couple of efforts that we did, and one was standing up a crisis ac- 
tion team where we had representatives from the federal inter- 
agency feeding us data so that we could bring it all together into 
a common operating picture, so we could see on a more full spec- 
trum globally what was going on out in the atmosphere. 

So that was one beauty of it. The other one, and Dr. Sosin can 
attest to this, is bringing together some of our modeling commu- 
nities in order to look into the future and see what is going to hap- 
pen down the road, and I believe that was the first time that we 
had ever worked together on issues such as that. And so it really 
was I think a solidifying of that relationship. 

Ms. ROYBAL-ALLARD. Okay, but again, inter-agency cooperation 
at the Federal level continues to be one of the keys in our ability 
to deal with these things effectively. 

Dr. GARZA. And we are committed to building those relation- 
ships. 

Ms. ROYBAL-ALLARD. Thank you. 

BIOWATCH DEPLOYMENT PLANS 

Mr. PRICE. Thank you very much. Let me turn to a question that 
I will address to both Dr. Garza and Dr. Goldstein and perhaps 
bring Dr. Sosin in as well, because I want to get a better fix on 
the approach that you are taking to the eventual scope and scale 
of this BioWatch program. We of course want to base this program 
on some kind of risk management strategy rather than just some 
kind of "more is better" attitude. 

I understand there are plans to deploy Generation 3 technology 
to a much larger number of cities. I wonder, for example, about the 
advantages of that strat^y as opposed to more concentrated work 
in a limited number of cities or other uses of funds that you might 
think of in terms of enhancing the local response capacity or com- 
plementary methods of surveillance. 

So, Dr. Garza, to the extent you can do this in a public forum, 
and I realize there is some limitations, please discuss how your de- 
cision making for deployment of this system is based on things like 
risk and threat and cons^uence. How are we going to decide how 
much is enough, both with respect to the capacity we need in a 
given city and the number of cities to which we eventually try to 
extend this technology? 

Dr. GARZA. Thank you, sir, and I appreciate that question and 
I would like to echo Dr. Goldstein's comments in the NAS in that 
it does have to be based on a thorough evaluation how we are going 
to deploy these machines. And so, at Homeland Security we have 
done some extensive modeling to look at the percentage of the pop- 
ulation that would be covered in the urban areas and what we view 
as the highest threat. Now, threat comes from Dr. OToole's job, but 
she bases that threat, not she but her office, bases that on real in- 
formation, on what is the highest threat to the country, and then 
we defend defense against that. And so the threat is a combination 
of different things. 
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As far as the coverage, we have done some extensive statistical 
work looking at, how can we cover a majority of the population, 
which goes into the siting of the machines as well, and then how 
much is enough around the country, as you stated. And we believe 
we have come to the right number that, again I can share with you 
afterwards, of the number of cities and where they are situated, 
and we would be happy to provide that information for you, sir. 

Mr. PRICE. Dr. Goldstein, you and your panel have specifically 
told us that you were not able to assess the overall risk environ- 
ment in which this system is being deployed, and we understand 
that and respect that. Nonetheless, I expect you may have some 
views about how wise it is to invest what is likely to be hundreds 
of millions of dollars to develop and deploy Generation 3 detectors 
in all current BioWatch cities and then a number of additional cit- 
ies. 

Putting this in budget terms, would you allocate some of that 
funding to some of the other problems you have identified, such as 
the development of local response capacities, capacities that go be- 
yond mere detection? And then at what point would you see more 
profitable investments going in the direction of these complemen- 
tary methods of surveillance? After all, no matter how far we take 
BioWatch, no matter how ambitious it becomes or how much 
money we put into it, it is always going to remain a partial system. 

Now, as you and Dr. Sosin both have said, this is a system that 
has certain advantages in terms of the speed of detection, the abil- 
ity to act on a hostile act, but it has inherent limitations, and it 
is always going to have to be complemented by public health sur- 
veillance. We are never going to be able to dispose of one system 
or the other, there is always going to be this complementarity, and 
I would think about this point of where the balance tips, where the 
tradeoff occurs. So I am asking you to reflect on a very difficult 
question, I realize but nonetheless, your central charge was to 
think about this complementarity. So I hope you have some views 
that might give us some guidance. 

Dr. GOLDSTEIN. Well, let me start by saying that one can envi- 
sion a public health response without BioWatch. One cannot envi- 
sion BioWatch without a public health system. 

Mr. PRICE. Exactly. 

Dr. GOLDSTEIN. What the NAS Committee really was focusing on 
to a large extent was the importance of thinking of this holistically, 
of thinking of the system as a whole. Perhaps I can go back to 
something that Vice Chairman Serrano asked about, which was the 
pushback. There was clearly pushback originally from the public 
health system to the BioWatch. We were very encouraged as a com- 
mittee to see that there was a transition in the thinking of the 
BioWatch folks to recognize that the users of the information were 
important, that it would not be just simply an automatic response, 
as soon as there was a BioWatch actionable report that there need- 
ed to be situational awareness, that there needed to be cooperation 
such that the public health authorities, who as Dr. Garza, Dr. 
OToole pointed out, are the local response elements, will have to 
be the people to pull the trigger on any response, that they are part 
of the system. 
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So we are very encouraged in seeing what seems to be a change 
in the way DHS is approaching it. I would point out there is a leg- 
acy among the public health workforce that left over from this pre- 
vious approach, there is some degree of skepticism as to whether 
or not there will be in fact the very many important things that 
Dr. Garza and Dr. OToole talked about in terms of cooperation. 
But assuming that there will be, then it is a holistic system and 
it is a system that incorporates both. And then I go back to what 
you point out, is that we as a committee were not cognizant of 
what the threat is. 

If we understood the threat, what we did say was that there is 
a previous NRC report that looked at risk assessment that we felt 
had the right recommendations. One of the points we made is a 
point that Dr. OToole made, that it is not an unthinking risk that 
we are dealing with, it is not the risk of a meteor hitting this room, 
it is a risk that is more akin to Game Theory than standard risk 
assessment, you do this, the other guys do that, you do this, et 
cetera. So there is a lot of analysis of the threat and the changing 
threat that needs to be done that again our committee was not cog- 
nizant of, but very strongly supportive of the fact that a previous 
NRC Committee had recommended that and it should be followed. 

Mr. PRICE. I do want to turn to Dr. OToole and Dr. Sosin, but 
I am aware of time sensitivities, so let me turn to my colleague Mr. 
Culberson. You are on. 

NATIONAL BIOSURVEILLANCE INTEGRATION CENTER 

Mr. CULBERSON. Thank you very much. I wanted to ask about 
the GAO report in particular and was disappointed and astonished 
to see the reaction of some of the other Feaeral agencies. They did 
a survey, and as you know, I know you are all familiar with the 
GAO analysis, and wanted to ask, what specific steps are you all 
taking to deal with this? I mean when you hear officials quoting 
from the GAO report, officials from, and this they said was typical 
of the response they got, officials from one component said that the 
tabletop exercise showcased Federal agencies' reluctance to share 
information underscored that there was no role for NBIC. 

While officials from other components said during 2009 swine flu 
activities, NBIC was not able to demonstrate that it had any 
unique value to add. You know, frustrating and a source of con- 
cern, and it never ceases to amaze me how the Federal Govern- 
ment can generate more studies to go study more studies to go 
study more studies when it seems to me a lot of this is just com- 
mon sense, we just decentralize as much as you can, rely on— all 
hospitals are not up obviously to the standards of the Texas Med- 
ical Center, but where you have got that capability is in New York, 
is in North Carolina, is in Houston. 

I had my staff double check, and the University of Texas Health 
Science Center, on its own initiative and using its own money, has 
developed a mobile response lab that is able to go out and actually, 
if someone has been exposed to a biological agent or to a weapon 
of mass destruction, some chemical, they can help decontaminate 
them. That has also been done by the Methodist Hospital, I know 
St. Luke's has developed this. The vast amount of money that has 
already been spent on this, with all the talent that is already out 
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there at the Icxial level, I guess a lot of frustration on my part, but 
two questions. 

One, what are you doing to try to make sure that you are able 
to demonstrate to these other agencies that you are adding value? 
And then number two, why are we not using the tremendous Cen- 
ters of Excellence as I know there are in New York and North 
Carolina and California, all across the country, in Texas. Those are 
our best early detection, those are our best early warning systems, 
are those emergency r<x)ms, it seems to me. And this is something 
we need to deal with now. I mean if we make a mistake and do 
not do this right people are going to lose their lives, it is not like 
any other Federal function or agency really. 

PUBLIC HEALTH RESPONSE 

Dr. GARZA. Thank you for that question, sir. I will take that sec- 
ond part first. So, as I said in my opening statement, DHS does not 
perform biosurveillance, we rely on the experts at CDC to do that. 
And you are correct, that there are a lot of very g<x)d programs out 
at the state and Icxal level that are able to collect, and we cannot 
forget that it is the Icxal and state people that have to respond to 
that data. 

Mr. CULBERSON. They will be the first ones to see it. 

Dr. GARZA. Absolutely, and they are the ones responsible for re- 
spond! ng. 

Mr. CULBERSON. To what extent though are you collecting that 
information? I mean have you got any kind of a system in place 
where you can monitor those emergency rcx)ms where you are help- 
ing train the first responders and when they see something they 
report it, who do they report it to and then what is done with it? 

Dr. GARZA. Right, I believe Dr. Sosin may be better equipped to 
answer that than I am. 

Dr. SOSIN. So the Icxal to state, state to Federal system is the 
way that we approach this. The challenge of NBIC, for example, 
managing data, nationwide volumes of data, is you cannot make 
sense of these unique Icxal data at a national level. There are very 
severe limits to being able to interpret and respond to those data. 
First detection, the first few cases will never be found in a national 
system whether that is a CDC or whether that is at NBIC. So most 
of cxir resources do go out to state and local health departments in 
order to reinforce those very mcxlels and mechanisms that you 
speak of. In Texas, in North Carolina and New York, the relation- 
ships and the systems that they have in place are largely sup- 
ported by Federal resources that have helped to do that. 

Mr. CULBERSON. As a practical matter, where would a dcxtor, for 
example, in North Carolina, who would he call, who would she call 
to report peculiar case? 

Dr. SOSIN. There are laws, Icxal and state laws, that lay out the 
mechanisms for a clinician or a hospital to report notifiable condi- 
tions and unusual conditions. 

Mr. CULBERSON. So who would they call? 

Dr. SOSIN. And they would call their Icxal health department or 
they would go online and they would put information to the Icxal 
health department. 

Mr. CULBERSON. Who would then report it to who? 
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Dr. SOSIN. So, the health department would then engage to get 
more information to validate what is that and what is the basis of 
that information, do we need to gather more information to confirm 
a high threat type of event. But should there be sufficient concern 
about that or validation of those results, they would report that to 
CDC very quickly because they are looking for advice, hey we have 
never seen a case of this, what do we n^ to know, what do we 
need to do, how do we engage our system? They have response 
plans and protocols at the local level, the state level. But that shar- 
ing of information, which is very human based, it is not data mov- 
ing, it is information moving, and that information can be en- 
hanced by technology but it is extremely dependent on the indi- 
vidual relationships between health departments, state health de- 
partments, local. 

Mr. CULBERSON. Right, so really the network is already there, 
that was my point, Mr. Chairman. 

Mr. SOSIN. Yeah. 

Mr. CULBERSON. I think a lot of the network is already there, 
CDC is the lead agency on it, you know, I am compelled to ask, it 
seems to me Congress creates a lot of agencies, I am compelled to 
wonder, driven to ask, what is a compelling reason for having this 
information center? I do not know why we do not just do this 
through the CDC and quit trying to reinvent the wheel? Thinking 
of the vast sum of money we have already spent, my time is also 
limited which is very frustrating. But it is maddening for us as 
Members of Congress and to our constituents the vast sums of 
money that are wasted in Washington, and I appreciate the noble 
good work that you all are doing to try to fulfill the mandate that 
Congress gave you. I have a notice in the GAO report. Congress 
forgot to even include any legal requirement that these agencies 
even cooperate with you. So there is no legal requirement, Mr. 
Chairman, that the other Federal agencies provide you anything, 
which has got to make it doubly frustrating. 

Dr. GARZA. It makes it a little frustrating. 

Mr. CULBERSON. It is kind of, yes, sort of maddening. So, Mr. 
Chairman, I certainly want to help in any way that I can, but I 
do think a lot of the existing structure is already there to help us 
make sure that information gets up. 

Dr. GARZA. Right. Sir, I did want to point out what DHS does. 
HHS is concerned with the public health side, with the human 
health side. DHS, although, and this is one of my pet peeves, is 
maybe we have the wrong name of biosurveillance int^ration cen- 
ter. It should be more of a fusion center of data or of information. 
So we do not merely just look at the human health side, we also 
want to look at the animal health, at plant, at transportation data, 
at all those other streams. 

Mr. CULBERSON. That research is also already being done every- 
where. You are talking integrating the data. 

Dr. GARZA. Right. It is being done mostly at the state level, 
which is why we are very excited about doing this project in North 
Carolina, to see how they integrate the data. 

Dr. SOSIN. Sir, could I ? 

Mr. PRICE. All right. Yes. Certainly. 
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Dr. SOSIN. One very brief response. I do not think I could go 
home if I left here with the impression that we have all the re- 
sources we need to do this. This whole enterprise is underfunded 
by orders of magnitude. That we have the local resources in the 
public health sector or in the security sector already in place and 
everything we need, I would just hate to go home leaving a sense 
that everything is taken care of. 

Mr. CULBERSON. The network is there is my point. 

Dr. SOSIN. There are networks there but we are stretching the 
people beyond their capabilities, and we saw with MINI even in 
New York City in the spring that even in that context it took ev- 
erybody and really good people in that city to be able to manage 
the health response and the public health actions that followed. So 
it is not a fixed problem, and I would hate to leave it with that 
thought. 

Dr. GOLDSTEIN. If I may just quickly follow-up. About a year ago 
I asked a radiologist in Staten Island, not your district but part of 
New York, a very good radiologist managing a practice, looking at 
chest x-rays, if he knew how to diagnose anthrax. He said yes, and 
he described it. I said if you did see a case, who would you report 
it to? He thought for a second and then he said, well, you know, 

I graduated Emory, it is in Atlanta, I would call the CDC. He said 
no, you know, I would probably get a clerk there. I do not know 
who to talk to there. No, I do not know who to report it to. Well, 
he should report it to New York City Health Department, and the 
law says he should. That is the reality of where we are at. It is 
a very uneven system depending upon clinical acumen and know- 
ing how to interact with the health departments, and the health 
departments are simply too underfunded to go out and really grab 
this data in the way they should. 

Mr. CULBERSON. That is where it seems to me we ought to focus 
our energy. That is what I was driving at, Mr. Chairman. Thank 
you. That would be a good illustration. Thank you. 

Mr. PRICE. While it may be theoretically true that, as you said, 
the networks are there, the networks do not amount to much if 
they are not 

Mr. CULBERSON. Educated. 

Mr. PRICE [continuing]. Educated and prepared to respond. I am 
very pleased to hear the things some of you said about North Caro- 
lina's public health effort, and also the effort that is headed by our 
state university. One thing we learned very quickly in examining 
this is how unique it is, or you certainly cannot say it is being rep- 
licated all over this country. I understand Mr. Serrano has no fur- 
ther questions, but Mr. Rodriguez might. 

NATIONAL BIO AND AGRO-DEFENSE FACILITY (NBAF) 

Mr. RODRIGUEZ. I apologize. You know, we have scheduled all 
these hearings at the same time. I want to apologize for coming in 
and out. Let me I guess go back a little bit. Dr. OToole, on that 
bio national lab. Your last comment was basically that Kansas has 
sweetened up the pie a little bit better, is that correct? 

Dr. OTOOLE. Well, I suppose that is one way of putting it. Con- 
gressman. 

Mr. RODRIGUEZ. Okay. How would you put it? 
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Dr. OTOOLE. They were among the finalists on the basis of the 
criteria that DHS specified for the competition, they far and away 
had the most intense concentration of researchers in animal and 
food disease in one area that was already established, and that 
critical mass of intellectual fire power was one of the key criteria 
that were used for the decision. As I said, Texas was also competi- 
tive. Both states actually made generous offers but it was the en- 
tire package that was decisive. As I said, the decision was made 
by a bunch of career officials. It was not a politically motivated de- 
cision. I would be happy to come over and talk to you about the 
specific details of how it was determined. 

Mr. RODRIGUEZ. Thank you. 

INTEGRATION OF BIOSURVEILLANCE SYSTEMS 

Mr. PRICE. Dr. Sosin, let me turn to you and then Dr. OToole 
just to follow-up on the previous line of questioning. The National 
Academy of Sciences' report focuses a great deal of attention on 
measures the public health community, including HHS agencies 
specifically, can undertake to increase the nation's biosurveillance 
capabilities. Some of these recommendations include improvements 
to diagnostic and reporting tools, better cross-jurisdictional infor- 
mation sharing, as well as a general call, which you have echoed 
here today, to improve public health workforce strengths and com- 
petencies. 

Currently, the CDC has BioSense, the National Electronic Dis- 
ease Surveillance System, global disease detection centers, disease 
specific outbreak response networks, such as Food Net, the Labora- 
tory Response Network, the National Healthcare Safety Network, 
et cetera. Some states and some large cities have their own surveil- 
lance systems in place. Are you confident that these systems feed 
into a larger national surveillance system or that we are at least 
on the way to that kind of integration? What is the CDC doing to 
integrate these systems and to standardize public health disease 
data collection across jurisdictions? What specific gaps remain in 
public health surveillance? What steps are being taken to address 
these gaps? Then, finally, what about the question of speed? 

Dr. Goldstein and his NAS Committee have concluded, and of 
course this is accurate, that one of the advantages that BioWatch 
has is speed, assuming this Generation 3 capability can be devel- 
oped. There is no way that a public health-based intake and report- 
ing system could ever match that kind of instantaneous capability. 
On the other hand, we have not particularly had a definitive ac- 
count of what kind of speed we could be talking about, whether 
there is any kind of convergence in terms of the turnaround time 
that we are talking about. It seems to me that is a fairly important 
capacity to assess when we are thinking about this 
complimentarily and where the BioWatch system will eventually 
stop and when we will rely on this broader system. 

Dr. SOSIN. So a number of very challenging and important ques- 
tions you raise, Mr. Chairman, and probably not enough time here 
to be eloquent about the range of them. I do believe that the evo- 
lution over 60 years of disease specific surveillance systems and the 
opportunities to leverage new tools and new approaches as new 
threats have been prioritized over many years that the evolution 
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of technology on the efforts to bring standards to information tech- 
nology, especially in the health sector, will on their own drive us 
towards stronger, more integrated systems. The question is how 
much can we spend to expedite that process and spend it in a pro- 
ductive and useful way. 

There are many efforts at the Department in the Office of Na- 
tional Coordinator to help expedite the uptake of electronic health 
records, and a lot of that work will lead to faster standardization 
and integration of these electronic health systems, but it is going 
to take many years for those systems to have wide uptake. So a 
lot of the question you ask has to do with what is the problem you 
are solving? If you are talking about healthcare hospital-related in- 
fections and what is the best surveillance system to monitor the ev- 
eryday ones and stop bad practices or products that are contami- 
nated, et cetera, you have a pretty good system in the tools work- 
ing through the infection control practitioners, in the hospitals, to 
do that. 

Efforts underway that are focused on that are not necessarily ef- 
forts to address bio defense. So when we talk about a catastrophic 
exposure to anthrax spores, for example, we have not designed 
these other systems to be optimally configured to address this. We 
are now looking to what are the other ways that we can approach 
this. BioWatch is one of those ways that is very specific to a highly 
catastrophic type of event. I n the health sector, though, if you have 
exposure to 100,000 people, the nature of disease is such that you 
will see some people very early on. 

They will get high exposures or they will be highly susceptible 
and they will develop disease. I mean, you will see not just one and 
are we going to picK up the one case, you will see many cases in 
the health system 36, 48 hours after that exposure. We would ex- 
pect that with multiples of those, we will pick them up, we will 
have somebody suspicious in the clinical setting. If you have the 
local health capacity and the state health capacity, you will begin 
that investigation at that point in time. We see that in Connecticut 
examples of the sporadic anthrax cases, but you are not going to 
see it everywhere if you have got a very thin health sector in the 
public health sector and the m^ical sector. It is very workforce de- 
pendent. So technology is evolving. 

That is going to improve. There are efforts, both at CDC, to inte- 
grate the set standards. The director, as you heard earlier, has set 
a priority for doing better information management. That is the 
core and foundation of what we do at CDC. He is creating a single 
center that is bringing all of these informatics programs, the epi- 
demiologists and the laboratories together to develop methods and 
to accelerate the standard setting. Those will help. These other in- 
vestments in technology will accelerate standardization, but at the 
end of the day you need people. You need those people who have 
relationships. In your own state, having public health people sit- 
ting in your hospitals has been a major advance of connecting 
where the clinicians know now I am going to talk to so and so. It 
is not like it is an unknown health department, it is so and so who 
is in my hospital who is doing this work and just check in to see 
whether this is something they need to know about. That is going 
to lead to multiple benefits, not just for bio defense. 
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PUBLIC HEALTH 

Mr. PRICE. Dr. Goldstein, do you have any further comments 
along these lines? You have already reflected on this briefly, but 
you stressed that you were not able to do a thorough assessment 
of the entire public health system. Nonetheless, you made the 
points you did about the complimentarily of the flu systems and 
you no doubt have some ideas about the eventual potential of a 
public health-based system. 

Dr. GOLDSTEIN. A few comments. One is that it is a highly 
stressed system right now. The public health system has been un- 
derfunded for quite some time and has been losing funding and los- 
ing good workforce over the past few years of the national crisis we 
are in. A second point is that there is. Congressman Obey has 
asked the National Association of Community and City Health Offi- 
cers to look at this issue of the public health workforce. I think 
that is a very important study that NACCHO is undergoing and is 
one that I think would be very valuable to respond to some of the 
questions that we have heard. 

Mr. PRICE. Dr. OToole, finally, let me bring you in on the end 
of this because I know in your previous assignments you have 
thought a lot about the issue we are discussing at this moment, 
and in your current role, of course, you have some responsibility 
not just for the technical assessment of the capabilities of these 
various BioWatch machines, but also some responsibility for the 
risk assessment and for making some judgments about the extent 
of deployment for Generation 3, assuming it can be developed, and 
the point of intersection with other modes of surveillance that may 
be less instantaneous but more flexible. 

Dr. OTOOLE. Well, thank you, Mr. Chairman. It is true I have 
spent the last 10 years thinking about bio defense and probably the 
topic I have thought about more than any other is biosurveillance 
because it is so troublesome and it is so complex. The first thing 
I would say is that, as all of my distinguished colleagues have said, 
if we cannot respond, it does not matter what we can detect. The 
foundation of response is the day-to-day public health and medical 
system in the country which, let us face it, is not just highly 
stressed, it is very fragmented and more or less in tatters. It can 
barely deal with Friday night in the emergency room. That is the 
first thing. 

The second thing is that when we talk about biosurveillance we 
need to talk about not just detection, but what Dr. Garza called sit- 
uational awareness, which is really the point of NBIC. It is not to 
detect something, but to get all the information we need when 
there is events ongoing in order to make informed decisions at the 
very top of the government, which is very complicated as we saw 
in MINI. The third thing I would say is that because response de- 
pends so critically on our routine day-to-day capabilities that are 
spread out over all our cities, and our small towns and so forth we 
constantly conflate normal healthcare and public health with these 
extraordinary events, the likes of which we have actually never 
seen, which are very hard to imagine. 



200 


BIO THREATS 

So when we are talking about an anthrax attack, what we are 
talking about, as far as we can judge based upon available intel- 
ligence on available scientific knowledge and on the modeling, 
which the S&T directorate does, is we are talking about attacks. 
A single attack could kill upwards of 10,000 people, and it goes up 
from there, let me tell you. That is the, you know, smallest plau- 
sible event that we are talking about. So what we are contem- 
plating here is not just an epidemic, it is a catastrophic event car- 
ried out by a thinking enemy who is looking at all of our defenses 
and trying to thwart them and basically trying to bring down the 
country. 

The question becomes what are we willing to spend to prevent 
that from happening or to at least mitigate the consequences so 
that fewer people die and it is not totally disruptive of our social 
and economic foundations? Okay? So that is the question. It is very 
difficult to answer on a fact basis, but here is what we have done 
in S&T. Three times now, every two years, we have done this thing 
called the bio threat risk assessment which takes what we know 
from intelligence data, which is not much in terms of hard intel- 
ligence because it is hard to find out about bio threats. We know, 
as you say, that Al-Qaeda had a lab in Afghanistan which we dis- 
rupted. We know they have an intent: fuse biological weapons. 
There is other intelligence out there that we can talk about in 
closed sessions. 

By the way, I would urge all of you to get a bio threat briefing 
on the top secret SCI level. So we take intelligence data, we take 
available scientific information about what we know about anthrax 
and dozens of other agents, we get experts to look at the avail- 
ability of anthrax. Can you find it in the world? Could you steal 
it from a lab? Not just anthrax, but smallpox, and tularemia and 
all of these agents. We then look at how could you make it into a 
biological weapon? How hard is it to mill, or grind up, or disperse 
that bio threat into an aerosolized weapon? Then, if you do that, 
what happens in an urban area? These are all aerosolized attacks 
in high population areas. How many people could get infected? 

Based on the medicine that we know about that infectious agent, 
if infected, how many people would be likely to die, and we model 
it. So we take all of those assumptions and we see what comes out 
the other end. Then we do it again with a different agent. Then we 
do it with that agent again with different assumptions. We try to 
get a sense of what the boundaries are of how bad it could be under 
different conditions with different bugs. It is really, really terri- 
fying. So that is the first thing we have to understand. We are not 
talking about an HlNl epidemic, we are talking about a cata- 
strophic attack on the United States. 

So the first thing that we have to do after all of this conversation 
about how our response, and indeed our survival, as you point out. 
Congressman, is going to depend upon our routine healthcare and 
public health delivery systems. Now we are in a space of an abso- 
lutely extraordinary unheard of event that is threatening to the 
survival of the nation. By the way, these are self-replicating orga- 
nisms. So if a terrorist group has the capacity to do one attack, you 
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have to assume they can do two, or three, or 10 attacks. It is not 
like getting a nuclear weapon. Hopefully it is highly unlikely a ter- 
rorist group will get hold of a single nuclear weapons, but it is real- 
ly remotely a possibility that they get hold of two or three. We are 
in a totally different ballpark when we are talking about a biologi- 
cal attack. 

So the question for you all and for us is how much are we willing 
to spend to mitigate the consequences of these attacks which we 
probably cannot prevent because the bugs are everywhere, they are 
easy to get, it is not so hard to carry out these attacks and it is 
very hard to get the intel to discover and interdict such attacks. So 
how much are we willing to spend, and what is the best way to de- 
ploy our resources? You are asking all the right questions, Mr. 
Chairman, and all of you are, okay? We can tell you what we have 
to do, what the end goal is, but we cannot tell you what the bug 
is that we are going to have to detect, we cannot tell you the pre- 
cise likelihood of an attack with anthrax, or tularemia or plague, 
and it is basically we are placing bets with very high cons^uence 
results if we are wrong. 

We have to have the capacity to respond, which means not only 
a medical system and a public health system, we have to have 
countermeasures available when we need them in the quantities 
we need, which is why the President announced a new strategy to- 
wards that end in the State of the Union address, we have to be 
able to tell in the midst of this catastrophic event what is going on. 
Obviously, everybody downwind of the first person who gets sick is 
going to worry that they are infected and want medicines. Where 
do we really have to get to those medicines, and who really needs 
to be treated? 

As Dr. Sosin said, it would be very valuable, as you mentioned, 
Mr. Chairman, to have point of service diagnostic tests so I could 
tell whether or not Dr. Goldstein was infected if he comes into my 
emergency room with a cough. We cannot do that right now. That 
would be a good investment, okay? It would be very helpful to have 
BioWatch systems in other cities who do not have sick people so 
that we can assure ourselves it does not look like there is an aer- 
osol attack here, for example. A different kind of use of BioWatch 
for situational awareness. 

There is a lot of things we would like to have, and with more 
time and an infinite budget I could list them all for you and give 
you some priorities, but the problem is very serious and very com- 
plex. We are chipping away at it. I truly believe that biosurveil- 
lance is in better shape now than it was two years ago when last 
I testified before this Committee because of this constant incre- 
mental improvement that we are making at the local level within 
CDC, and indeed, with NBIC. We learned a lot from MINI, as Dr. 
Garza said. There is no silver bullet. Goodness knows Gen 3 
BioWatch is not a silver bullet. It is a better bullet, but we need 
an army. 

Mr. PRICE. All right. Thank you. 

Mr. CULBERSON. Mr. Chairman. 

Mr. PRICE. Mr. Culberson. 

Mr. CULBERSON. If I could, this is tremendously helpful. I want 
to thank the Chairman, for all of you, for putting this together. 
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May I say, Mr. Chairman, I think that Dr. OTcxDle's suggestion is 
an excellent one, for us to have the classified briefing. Could I ask 
that perhaps we could do that in a closed session? 

Mr. PRICE. I agree, and we will schedule that. 

Mr. CULBERSON. That would be very, very helpful and help us 
get our arms around this. 

Dr. OTOOLE. Be happy to participate in that, M r. Chairman. 

[The information follows:] 

staff from the Department's Office of Chief Finandai Officer have reached out to 
the Subcommittee to make arrangements for the bio-threat briefing for the Members 
of the Subcommittee. 

Mr. PRICE. Good. Mr. Rodriguez, do you have anything further? 

Mr. RODRIGUEZ. Could I ask one more question? 

Mr. PRICE. Sure. 


BIO THREATS 

Mr. RODRIGUEZ. Let me ask you. I know that during 9/11 we had 
a great deal of difficulty coming to grips with the issue of a lot of 
people, and there was a lot of false, you know, about anthrax being 
here, being there, and we only had, you know, I guess the CDC and 
there was waiting periods of up to six months. We had from other 
countries, also, that so-called anthrax was in a classroom or some- 
thing and had to, literally, if we were going to do it, it was going 
to take six months or so, and I guess the chaos and stuff. Are we 
anywhere close to in case we have something similar that— I know 
those poor little dogs that were well-trained, you know, and they 
do such a beautiful job. We only have so many of them. What hap- 
pens if we have something similar or something happens to, does 
it all kind of basically— at one time we talked about diversifying 
the CDC and putting senders in separate areas, just like we talked 
about NSA and different areas where instead of just being one in 
case something happens there. Number one. So that said, and di- 
versifying it and responding to such a situation again. 

Dr. OTOOLE. In terms of where we are now versus then. First 
of all, I think it is fair to say that every state health department 
is better prepared to deal with white powder incidents and anthrax 
attacks than it was in 2001. We understand to a much greater de- 
gree what kinds of tests actually tell the truth about whether that 
white powder is anthrax or not. A lot of work has gone on at S&T 
to figure out exactly what kinds of tests are reliable and how you 
should sample a classroom or an area to figure out whether or not 
it is contaminated with anthrax. 

A lot of work has also gone on, some in S&T, some at EPA and 
at HHS to figure out how we would sample an area after an attack 
to figure out the extent of contamination, and then how to decon- 
taminate it. Again, it is a combination of a lot more science, apply- 
ing that to new technologies, making sure the word gets out so ev- 
erybody understands the new technologies and the science, making 
sure the local folks have the capabilities to apply those technologies 
when they need to, and all of this requires continuous training, 
continuously advancing the edge of the science. So we are better 
off. Are we perfect? No. It will still be chaotic, but it will be less 
chaotic. 
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CONTINUITY OF OPERATIONS PLANNING 

Dr. SOSIN. So I think what you are speaking to is what we refer 
to as continuity of operations planning. The whole infusion of inci- 
dent, command incident, management, not just in the usual sec- 
tors, but into public health has also been a dramatic change over 
these years that we are talking about. Continuity of operations 
plans, having offsite and plans in place that you are exercising are 
requirements for federal agencies. They are happening also at the 
state and local level. I think we are much better prepared to be 
able to deal with the consequences. If your laboratory or your pri- 
mary site goes down for whatever reason, explosion or a contami- 
nation, that we have ways to adapt. The plans are never perfect, 
and, in fact, they are never the exact scenario we get, but they help 
us have thought through the measures where we are going to go, 
who is going to be critical for going, how we can work from home, 
all those different pieces. A lot of work has gone into assuring that 
continuity. 

Mr. CULBERSON. Mr. Chairman, could I have one brief follow-up? 

Mr. PRICE. Certainly. 

Mr. CULBERSON. Thank you. If I could. Dr. Garza, I wanted to 
ask you about the $89 million for this next generation. Now, what 
exactly would that amount support? Is that the minimum you 
need? 

Dr. GARZA. Yes, sir. So that supports procuring the units for test- 
ing and evaluation. It is a step-wise process, however, so we have 
to make sure that the machines are going to do what we want 
them to do before we go out and purchase a whole bunch of ma- 
chines. So step one is making sure that it is able to detect the orga- 
nism that we want to detect. Although that sounds easy, it is a 
very complex process that involves a lot of time, effort and money. 
So part of the money will be spent on testing and evaluation. If it 
goes through that process, and we are confident that it will, then 
we test the subsystems to make sure the wheels turn and the widg- 
ets flip, and then we do field testing to make sure it is going to 
work in southern Florida, and in Chicago and out in arid climates. 
So it is a step-wise process, but that is what the money supports. 

Mr. CULBERSON. That is the absolute minimum level of funding 
you need in order to achieve this? There is a lot of debt in the def- 
icit. I am always very conscious trying to find out where we can 
save money. 

Dr. GARZA. I believe so, sir. 

Mr. CULBERSON. Thank you. 

Mr. GARZA. Thank you. 

Mr. PRICE. We will bring this to a close. You have been very gen- 
erous with your time, and we have had, I think, a good discussion 
that will be very helpful to us. Dr. Goldstein, if we were going any 
further, I would ask you, and I will ask you to do this for the 
record to the extent you have something you think we need to hear, 
I would ask you to reflect a little more explicitly on the implica- 
tions of your report for the 2011 budget submission. There are 
some apparent points of difference, such as the question of further 
Generation 2 testing. There may be other less apparent points of 
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difference that would lead you at least to suggest to us certain 
questions we should be raising, if not outright disagreements. 

So we really value the work of the Academy in putting this to- 
gether, and we of course will make use of it far beyond just the cur- 
rent year budget consideration, but we would like to ask you to be 
as explicit as you can be about the questions your study brings to 
the budget submission as you have studied it from the Department. 
That would be very helpful. We thank all of you for your time, your 
service, your very useful testimony this afternoon. With that, the 
Subcommittee is adjourned. 

[The following information was submitted through the Questions 
for the Record:] 



205 


39niteti States 
HouiSc of 3Re))res;cntatttjes 
Committee on appropriations! 

Hearing before the 
House Appropriations 
Subcommittee on Homeland Security 


Biosurveillance: Smart Investments for Early Warning 


Questions for the Record 


February 25, 2010 



206 


Table of Contents for Questions for the Record 


Representative 

Page Numbers 

David E. Price 

3-56 

Ciro D. Rodriguez 

57-60 

John R. Carter 

61 

Mark Kirk 

62-63 

Ken Calvert 

64-68 




207 


QUESTIONS FOR THE RECORD SUBMITTED BY 

CHAIRMAN DAVID PRICE 

Under Secretary Tara O’Toole 

Dr. Alexander Garza, Assistant Secretary, Office of Health Affairs 
and Chief Medical Officer, DHS 

Biosurveillance: Smart Investments for Early Warning 

BioWatch Generation t/2 


Question: Please provide a detailed explanation of the $10.1 million increase for BioWatch which is not 
associated with the Generation 3 system. 

ANSWER: The $10.1 million increase for BioWatch is displayed in the following table. 


Activity 

FY 201 1 Increase in BioWatch Base Program 

Detection Operations (OHA led a review and an 
optimization of the existing BioWatch networks to 
improve the portion of the population protected in 
each area. This results in an increase in operational 
costs.) 

$2,283,677 

Joint QA Program (OHA will join the existing 
Department of Defense (DOD) biological detection 
quality assurance program to improve our overall 
detection system.) 

$4,654,323 

Modeling and simulation funding for evaluation of 
risks and benefits as well as criteria for deployment 
(e.g. network design) to address the NAS concerns. 

$2,238,000 

Jurisdictional Coordinators in six BioWatch areas that 
do not currently have local BioWatch representation. 

$924,000 

TOTAL 

$10,100,000 


Generation 2 testing 

Question: Does S&T agree with the NAS recommendation to do further testing and evaluation of Generation 2 
detectors, and if not, why not? 

ANSWER: The Science and Technology Directorate (S&T) believes there may be value in further testing of 
BioWatch Generation (Gen) 2. It is important, for example, to understand the current performance of the Gen 2 
systems in terms of its specificity and sensitivity for the assays, capture efficacy, extraction efficacy, end-to-end 
system efficacy and system limitations so that appropriate comparisons can be evaluated against the Gen 3 
technology. Also, depending on the pace and results of BioWatch Gen 3 testing, there may be a need to make 
appropriate enhancements to Gen 2 in the short-term to provide the best protection until full operational testing 
and evaluation of Gen 3 is completed. 





208 


Currently, S&T is fully engaged in the test and evaluation (T&E) process for BioWatch Gen 3. S&T has 
approved the Test and Evaluation Master Plan and is working with the Office of Health Affairs to update the 
document now that the final vendors have been selected. BioWatch Gen 3\s first developmental test events 
will occur in April 2010 and S&T's Office of T&E is positioned to perform the T&E oversight when 
developmental testing begins. I'he Office of T&E has approved the operational test agent that will conduct the 
operational T&E and will approve the Operational Test Plan prior to the start of operational T&E on BioWatch 
Gen 3. BioWatch Gen 3 will undergo thorough (Operational Test and Evaluation) OT&E prior to deployment. 
Given the Department’s current priorities, S&T is focusing on T&E on BioWatch Gen 3 instead of BioWatch 
Gen 2. 


T&E for Generation 3 


Question: Please provide a breakdown of the $73.9 million increase over FY 201 1 for Generation 3 testing, 
evaluation, field testing, long lead planning, procurement and deployment. 

ANSWER: The $73.9 million increase is requested as follows: 

• Generation 3 Operational Test & Evaluation = $16.58 million 

o Consists of all support and operational elements to conduct testing in four BioWatch areas. 

• Long Lead Repair and Logistics Support ~ $1.07 million 

o Consists of the logistics support and establishment of repair facility for the Operational Test 
and Evaluation (OT&E) in four BioWatch areas. 

• Detector Procurement and Deployment = $56.25 million 

o $47.6 million to procure detectors for OT&E ( 1 80 units) and deployment (296 units) for later 
deployment into the first six cities; 

o $2 million for Generation-3 signal management (data) system procurement; 

o $6.65 million for pre-deployment activities including site preparation and coordination 
activities with state and local authorities preparing for later Generation-3 installations. 


Question: Please provide an updated timeline for BioWatch, reflecting recent delays. 

ANSWER: Based on the recent delays, the updated timeline for the Generation 3 (Gen-3) revised baseline 
schedule is reflected by the major milestones below: 

• Phase 1 Contract Award - November 12, 2009 

• Task Order I Award - February 2, 2010 

• Task Order 2 Award - 3QFY 10 

• Completion of Field Testing - 2QFY 1 1 

• Technology Readiness Review - 2QFY 1 1 

• Phase II Contract Award for Low Rate Initial Production (LRIP) and Operational Test & 
Evaluation (OT&E) - 4QFY1 1/1QFYI2 

. OT&E 

o Start-4QFYI2 
o Finish- 3QFY13 

• initial Operational Capability (IOC) - 3QFY13 

• Approval for Full Rate Production (FRF) - 3QFYi3 

• Contract Award for FRP -4QFY 13 
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Question: Does the current three month delay in the Generation 3 system change the budget needs for FY 1 1? 

ANSWER: The three month delay results in moving the start of Operational Test and Evaluation into FY 12, 
although many of the long lead items, such as modeling analysis, site selection, site prep, and community 
acceptance efforts, to prepare for the deployment of Generation-2 will still need to be initiated in FY ! 1 . Asa 
result of the delay, approximately $60 million dollars might not be obligated until 2012. 


Generation 3 Procurement 


Question: What are the total procurement costs asscxjiated with the Generation 3 detection system? What will 
the sustainment costs be after the procurement is complete? 

ANSWER: The planned total procurement costs associated with the Generation-3 detection system are 
approximately S5I3 million spread over the next 5 years. This figure includes the costs for detector 
procurement, operational test and evaluation, detector deployment, and a nationwide public health preparedness 
and response capability. It does not include the cost of operations and maintenance of the existing Generation-1 
and Generation-2 systems or the Generation-3 deployed detectors during the transition years. The final 
sustainment costs of the system will approximately be $268 million per year after the deployment is complete. 
The cost of sustainment includes the direct cost to operate and maintain the Generation-3 detectors, technology 
refresh rates, public health preparedness activities, and the indirect cost to operate and maintain the National 
BioWatch Program, including all required coordination and readiness activities. 


National Biosurvciilance Integration Center 

Question: Please elaborate on the new NBIC strategy. What is the longer term vision for NBIC? How will this 
new strategy help develop the programs of other states? Does OHA expect to eventually fully engage Federal 
partners again at some point? 

ANSWER: NBIC agrees with the recommendation included in the Government Accountability Office’s 
Report, “Biosurveillance: Developing a Collaboration Strategy is Essential to Fostering Interagency Data and 
Resource Sharing,” that NBIC should finalize a strategy aimed to enhance collaboration with current and 
potential NBIS members. The data resulting from the new outreach strategy with stale and local partners will 
integrate with the data from federal partners to enhance the information provided to senior decision makers. 

OHA is working to improve coordination and information sharing capabilities through enhanced partnerships 
with specific states, the private sector, non-govemmental agencies, and the international community. Beginning 
with the $5 million provided to NBIC in FYIO to support a demonstration project with the North Carolina 
Coliaboratory for Bio-Preparedness, we aim to validate integrated information sharing of public health, animal 
surveillance information, environmental monitoring, and other biosurvciilance infonnation. 

In addition to North Carolina, states we hope to formally partner with include Minnesota - a State nationally 
known for their superior Food Defense capabilities through information analysis - and Washington State. 
Washington State has demonstrated advanced capability to integrate critical infrastructure analysis into decision 
making schemes. As wc work with state and local partners, wc hope to demonstrate the value of situational 
awareness to prepare and respond to biological incidents. 

We will continue working with our federal partner? to enter into formal Memorandum of Understanding (MOU) 
to guide and facilitate information sharing and collaboration efforts. Where MOUs are lacking, we will 
continue to work informally with partners to obtain such information and data. 
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Question: Explain how this new strategy will not further stove pipe this effort and ask states to report the same 
information, for example hospital surveillance efforts, through multiple Federal agencies? 

ANSWER: Since its authorization in 2007, NBIC has faced a number of challenges in its efforts to establish 
formal partnerships with federal agencies. NBIC agrees with the recommendation included in the Government 
Accountability Office's Report, “Biosurveillance: Developing a Collaboration Strategy is Essential to Fostering 
Interagency Data and Resource Sharing,” that NBIC should finalize a strategy aimed to enhance collaboration 
with current and potential NBIS members, 'fhe data resulting from the new outreach strategy with state and 
local partners will integrate with the data from federal partners to enhance the information provided to senior 
decision makers. 

Under the refocused effort with the States, we do not intend to establish any requirements mandating state and 
local partners provide specific biological surveillance data to NBIC. Our goal is that integrated biosurveillance 
capabilities at the state and local level will provide enhanced situational awareness and information sharing 
ultimately promoting better collaboration with the Federal government. 


Question: Discuss outreach to and potential involvement in NBIC of private entities. 

ANSWER: NBIC is conducting outreach to commercial retailers, agricultural product supply chain 
participants, and healthcare facilities. The information available from such groups is useful to obtain a 
complete and comprehensive picture of biological events and trends that could negatively impact the security of 
the Nation. 


The following Questions relate to SAT and its fiscal year 2011 request. 

increased Management and Administration Personnel 

Question: The FY 201 1 request reflects an increase of 35 FTE that is to be offset by a reduction in contractor 
positions. Please list the positions that will be filled, by office, and their current status - either vacant or filled 
by contract personnel. 


ANSWER: The following positions are planned contractor position conversions. 


Business Operations 

Office 

Position 

Status 

Asset Manaaement 

Senior Management Analyst 

Contractor Filled 

Asset Management 

Senior Project Manager 

Contractor Filled 

Human Capital 

Jr. Homeland Security Spedalist 

Recently Converted 

Human Capital 

Management Analyst 

Recently Converted 

Human Capita! 

Junior Financial Analyst 

Contractor Filled 

Human Capital 

Senior Management Analyst 

Recently Converted 

Human Capital 

Management Analyst 

Recently Converted 

Human Capital 

Senior Management Analyst 

Recently Converted 

Human Capital 

Management Analyst 

Contractor Filled 
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Security 

Sr. Homeland Sea^itv Specialist 

Contractor Filled 

Security 

Homeland Security SpedaSst 

Contractor Filled 

Security 

Administrative Specialist 

Contractor Filled 

Security 

Homeland Security Specialist 

Contractor Filled 

Security 

Sr. Homeland Security Specialist 

Contractor Filled 

Emerqency Manaqement 

Junior Manaq^nent Ar?alyst 

Recently Converted 

Executive Secretariat 

Senior Manaoement ^alyst 

Recently Converted 

Executive Secretariat 

Management Analyst 

Recently Converted 

Executive Secretariat 

Junior Mar»qement Analyst 

Contractor Filled 

information Technology 

IT Specialist 

Contractor Filled 

information Technoioqy 

IT Specialist 

Contractor Filled 

Information Technology 

IT Specialist 

Contractor Filled 




Chief Financial Officer j 

Office 

Position 

Status 

Acquisition Division 

Sr. Financial Analyst 

Contractor Filled 

Acquisition Division 

Financial Analyst 

Contractor Filled 

Acquisition Division 

Financial Analyst 

Contractor Filled 

Acquisition Division 

Financial Analyst 

Contractor Filled 

Acquisition Division 

Financial Analyst 

Contractor Filled 

Acquisition Division 

Financial Analyst 

Contractor Filled 

Acquisition Division 

Financial Analyst 

Contractor Filled 

Financial Ooerations 

Accounting Technician 

Recently Converted 

Financial Operations 

Accounting Technician 

Contractor Filled 

Financial Operations 

Accountant 

Contractor Filled 

Plannina and integration 

Program Analyst 

Contractor Filled 

Budget Office 

Proqram Analyst 

Contractor Filled 


Border Officer Tools and Safety Program 

Question: The FY 201 1 request reduces funding from $5 million in FY 2010 to $800,000 for Border Officer 
Safety and Tools Projects, including demonstrating and delivering a hidden compartment inspection device to 
CBP and Coast Guard, and a real-time imaging capability to ICE. Please describe the form these deliverables 
will take (e.g., prototypes, or specifications for procurement). In addition, within this $800,000 level of 
funding, the request says that S&T plans to investigate current and emerging counter-surveillance technologies. 
How much funding is slated for that purpose in FY 20 11 , and how much (if any) is being spent in FY09- 1 0? 

ANSWER: In FY 201 1, the Border Officer Safety and Tools Project will deliver a demonstrated advance 
prototype device for real-time image transmission and engineering specifications that are sufficient for 
Immigration and Customs Enforcement to conduct general procurement and deployment of the device. 


From 2005 to 2008, the Science and Technology Directorate (S&T) performed initial development and 
demonstration of a handheld hidden compartment inspection device under a Small Business Innovation 
Research (SBIR) contract. The prototype was demonstrated to Customs and Border Protection (CBP), U.S. 





































































212 


Coast Guard (USCG), and others. CBP and USCG identified a capability gap that an improved version of this 
device might till. In response, S&T proposed a new fiscal year 2009 effort to implement the improvements. 
However, CBP and USCG subsequently reduced the priority' of this capability. After discussions with CBP and 
USCG, and in light of their change in priorities, S&T put the fimds toward other higher priority needs, such as 
the emerging threat posed by small, dark aircraft. In fiscal year 201 1 , S&T will spend $300,000 on current and 
emerging counter-surveillance technologies. No fiscal year 2009-2010 funds were spent in this area. 


Centers of Excellence 


Question: For the record, please highlight for the Committee the estimated funding for each Center of 
Excellence in fiscal year 2011. For those COEs that are not receiving funding, please explain why. 

ANSWER: In FY 201 1 , the Centers of Excellence Me exf^cted to receive total funding of $30,417,000. Ten 
of the 12 COE's would receive funding in FY 201 1, at approximately $3 million each. The Science and 
Technology Directorate does not plan to fund two of the current 12 COEs in FY 201 1. Those two COEs are the 
Center for Advancing Microbial Risk Assessment (CAMRA) and the Center of Excellence for the Study of 
Preparedness and Catastrophic Event Response (PACER). CAMRA and PACER are funded through FY 201 1 
with prior year appropriations. 


Question: What, if any COEs, will re-compete in 2010 and 2011? How long do you anticipate this process will 
take and when will decisions be reached? Please address each competition separately. 


ANSWER: Two or three Centers of Excellence (COEs) will be re-competed in 2010 and 2011. The Science 
and Technology Directorate will re-compete: 

• The risk and economic analysis COE. currently led by the University of Southern California in 2009, 
is being competed now and the competition closes April 30, 201 0 with award expected in Summer 
2010 . 

• The terrorism and responses to terrorism COE, currently led by the University of Maryland during 
20 1 0-20 1 1 , will be competed starling in Fall 20 1 0 and awarded in Spring 2011. 

• The national transportation security COE may be competed in fiscal year 201 1 for eventual award in 
fiscal year 2012. We have not yet made the determination whether or not to re-compete this COE. 


Demonstrations and Pilot Programs 

Question: What pilots and/or demonstrations, across all portfolios, does S&T have scheduled for the upcoming 
year that involve localities? 


ANSWER: Please see the table below. 
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Name 

Piiot/Demo Description 

Local Partners 

Date 

Portfolio 

Wide Area 
Surveillance 

Wide Area Surveillance - 
Demonstration of a prototype 
system at Boston Logan 
Internationa! Airport. System 
provides 360-degree 
persistent high-resolution 
coverage for multiple 
operators, captures video and 
track targets in reai-time, and 
stores data for further 
analysis. 

Boston. MA Local Law 

Enfwcement 

March 18, 
2010 

HSARPA 

Future Attribute 
Screening 
Technology (FAST) 

Future Attribute Screening 
Technology project- 
Demonstration will include an 
overview of the Future 

Attribute Screening 

Technology project including 
the Theory of Maiintent, 
participation in the 

Association for Psychological 
Science (APS) Annual 
Convention, and a live 
screening protocol illustrating 
the current sensor suite and 
fusion algorithms in the 

Mobile Modules located at 
the convention site. 

Boston, MA Local Law 
Enforcerr^it, Massadiusetts 
Convention Center Authority 
(Hynes Center) 

May 2010 

HSARPA 

Resilient Tunnel 

Tunnel Plug - Demonstration 
will subject a tunnel plug 
constructed from high- 
strength fabric to pressurized 
water testing in a custom-built 
test tunnel. This plug is 
designed to address 
requirements provided by a 
specific mass transit agency, 
which will use demonstration 
results to decide whether to 
implement the tunnel plua. 

Mass Transit Agencies, West 
Virginia University 

July 2010 

HSARPA 

SAFECON 

Test bed Validation- Baseline 
SAFECON test bed 
functionality and 
environment. 

DHS S&T personnel and other 
Government Staff 

July 2010 

HSARPA 

SAFECON 

Remote Vapor Inspection 
System Prototype (RVIS) - 
Demonstrate the RVIS 
capability to detect an 
explosive material in a 20' 

ISO container in a relevant, 
full scale environment. 

DHS S&T personnel and other 
Government Staff 

July 2010 

HSARPA 

MagViz 

Liquid Explosives Screening- 
Demonstrate the Bottled 

Liquid Scanner (BLS) MagViz 
spin-off to detect and 10 liquid 
explosives in an airport 
environment. 

Albuquerque Sunport Airport 
personnel and TSA officers, other 
government personnel. VIPs, and 
media 

September 

2010 

HSARPA 

Rapid Repair of 
Levee Breach 
Temporary 

Damage Mitigation 
Too! for Levee 
Breach 

Full Scale Levee Breach 

Seal- Demonstrate the ability 
of the PLUG to be effective in 
mitigating the expected 
damage resulting from a 
"'Katrina-like' event, or levee 
breach. 

DHS S8T personnel. US Army 
Corps of Engineers. State and 

Local Levee Authorities and other 
Government Staff 

September 

2010 

HSARPA 
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Name 

Pilot/Demo Description 

Local Partners 

Date 

Portfolio 

Resilient Electric 
Grid 

Stand Alone Fault Current 
Limiter Demonstration- 
Demonstrate the fault current 
limiting capability of the solid 
state, stand alone fault 
current limiter. This device is 
designed to Instantaneously 
reduce faults currents that 
can destabilize the electric 
grid to safe levels for 
increased arid resiliency. 

Participants indude S&T 
personnel, project p^ormers and 
patiners, PcMver industry 
Re|xes«itatives. other 
government persoinel. and 
invited VIPs. 

September 

2010 

HSARPA 

TRUST 

System Prototype 

Operational Demonstration - 
Prototype TRUST collection 
and detection system will be 
installed in a 20' shipping 
container and shipped 
between 2 US ports. While in 
transit, simulated threats will 
be released to demonstrate 
the effectiveness of the 
prototype system 

DHS S&T personnel, selected 
port authorities and other 
Governm^t Staff 

January 

2011 

HSARPA 

Maritime Security 
Technology Pilot 

Installation and check-out of 
technologies to support the 
apprehension of illegal smalt 
boats and semi-submersibles 

- Tampa/St Petersburg. FL; 
Miami. FL 

2010 

Transition/Borders and 
Maritime Security Division 

Port Security Test 
Bed 

Installation and check-out of 
data sharing technologies 
into the Port Security Test 

Bed 

- USCG - LA. Long Beach, 

CA; 

- SPAWAR. San Diego, CA 

2009-2013 

Transition/Borders and 
Maritime Security Division 

Real Time Image 
Transmission 

System 

Demonstration of the Real 

Time Image Transmission 
prototype to law enforcement 
community customers 

- ICE 

2010 

Transition/Borders and 
Maritime Security Division 

Secure Wrap 

Demonstrate the capability of 
the wrap to provide a 
b’ansparent, flexible, and 
tamper-indicative wrapping 
that secures and supports 
monitoring of palletized 
cargo. 

- Atlantic City International 

Airport - Atlantic City. NJ 

- InfoSciTex Corp - Waltham, 

MA 

- Transportation Security Lab 

- Atlantic City, N J 

Mid-FY 

2011 

SBIR/Borders and Maritime 
Security Division 

Leafcutter 

Possible flight test against 

surrogate Self-Propelled 
Semi-Submersible (SPSS) 
vessel target to test airborne 
target detection and 
discrimination capabilities. 

- Sigma Space, Inc. 

- AFRL 

Spring 

2010 

(tentative) 

Transition/Borders & 
Maritime Security Division 

Wide Area Motion 
Imager for 

Homeland Security 
(WAMIOS) 

Test and evaluate the 
operational effectiveness of 
developmental wide-area 
infrared sensors with a goal 
to detect individuals walking 
across an 8-mi wide swath of 
desert at night. 

• Sierra Vsta, NM (tentative) 

- Logos, Inc. 

Spring- 

Summer 

2010 

Transition/Borders & 
Maritime Security Division 
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Name 

Piiot/Demo Description 

Local Partners 

Date 

Portfolio 

Small UAS T&E 

Pilot Program for 

LA County First 
Responders 

Small UAS technology cannot 
be evaluated by first 
responder communities in a 
manner that leads to 
conclusive strategic planning 
for and impact assessment 
on new capabilities. This 
S&T-led pilot T&E program 
will include: 

• 3 CONOP/scenario 
types: Law enforcement; 
fire; hazmat 

• Representative UAS 
types: AV’s Wasp, 

Raven, Puma AE 

• 3 sensor types: EO/IR, 
chemical, radiological 

- Aeiovironment, inc. 

- LA County Shemff, Police, 

and Fire dej^rtments 

- Observer paifidpation by 

ottier Rrst Responder 
stakeholders, including 
DHS ctMoponents (e.g., 
FEMA; USSS; CBP; 
other) 

May 2010 
(tentative) 

Transition/Borders & 
Maritime Security Division 

Unattended 

Ground Sensors 

UGS Comparative Testing for 
SBinet 

-CBP 

- MIT/LL, Lexington. MA; 

- Crane Wireless Monitoring 

Solutions, Richardson. 

TX; 

• Monitron, Inc, Albuquerque, 
NM 

2010 

Transition/Borders & 
Maritime Security Division 

Tripwire 

Technologies 

Engineering Test of Prototype 
System 

-CBP. 

- Night Vision & Electronics 

Sensors Directorate 
(NVESD), Ft. Belvoir, 

VA; 

• Naval Research Lab (NRL), 
Washington, DC; 

- Sandia National Laboratory 

(SNL). Albuquerque, NM 

2010 

Transition/Borders & 
Maritime Security Division 

NorthEast Testbed 
(NET-B) 

Test and Evaluation of 

Multiple Surveillance 
Technologies 

•CBP; 

• Night Vision & Electronics 
Sensors Directorate 
(NVESD), Ft. Belvoir. 

VA: 

- Royal Canadian Mounted 

Police (RCMP) 

- MIT/LL. Lexington. MA; 

FY 2011 

Transition/Borders & 
Maritime Security Division 
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Name 

Pitot/Oemo Description 

Local Partners 

Date 

Portfolio 

Shipboard 

Automatic 

identification 

System (AiS) and 
Radar Contact 
Reporting 
(SARCR) Project 

Continue developmental test 
and evaluation of remaining 
prototype units and conduct 
an operational demonstration 
to assess the homeland 
security utility of SARCR and 
determine its ability to 
improve persistent maritime 
surveillance. 

- Naval Research Laboratory 

(NRL), Washington, DC; 

- Mnemonics Inc., Meiborne, 

FL 

- Assurance Technology 

Coiporation (ATC), 
Carli^e. MA 

- US Departtnent of 

Transportation Research 
and Inrxtvation 

Technology 

Admifustration Vofpe 
National Transportation 
Systems Center 
(VOLPE), Boston. MA 

- Maerak Lines Limited. 

Norfolk. VA 

- Celebration Cruise Line. 

Port of Palm Beach, FL 

- Joint Interagency Task 

Force Soutti (JIATF 

South), Key West. FL 

- ODR&E, Washington. DC 

- Massachusetts’s Institute of 

Technology Lincoln 
Laboratory (MITLL). 
Lincoln, MA 

- USCG see Key West, Key 

West. FL 

- Naval Undersea Warfare 

Center (NUWC), 

Newport. Rl 

- SRM. Inc.. Middletown, Rl 

- Naval Surface Warfare 

Center (NSWC). Crane. 
lA 

- CACI Federal, Ariingion, VA 
• American Bureau of 

Shipbuilding Government 
Services (A8SG). 
Alexandria, VA 

2010 

Transition / Borders and 
Maritime Security Division 
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Name 

Piiot/Demo Description 

Local Partners 

Date 

Portfolio 

Shipboard 

Automatic 

Identification 

System (AiS) and 
Radar Contact 
Reporting 
(SARCR) Project 

Conduct final field testing and 
transition of SARCR 
prototype units. 

• Naval Reseaix^ Laboratory 

(NRL), Washington, DC; 

- Mnemonics Inc., Melborne. 

FL 

- Assurance Technology 

Corpcffation (ATC), 
Carli^e, MA 

• US Department of 

Transportation Research 
and Innovation 

Techrrok^ 

Administration Voipe 
National Transportation 
Syst«ns Center 
(VOLPE), Boston, MA 

- Maer^ Lines Limited, 

Norfolk, VA 

- Celebration Cruise Lirte, 

Port of Palm Beat^, FL 

- USCG see Key West. Key 

West. FL 

- Naval Undersea Warfare 

Center (NUWC). 

Newport, Rl 

- SRM, Inc., Middlefowm, Rl 

- Massachusetts's Institute of 

Technology Lincoln 
Laboratory (MITLL), 
Lincoln, MA 

- Naval Surface Warfare 

Center (NSWC), Crane, 
lA 

- CACI Federal, Arlington, VA 

- American Bureau of 

Shipbuilding Government 
Services (ABSG). 
Alexandria, VA 

2011 

Transition / Borders and 
Maritime Security Division 
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Name 

Piiot/Demo Description 

Local Partners 

Date 

Portfolio 

Tethered Aerostat 
Radar Processor 
(TARP) Project 

Conduct developmental test 
and evaluation of VlSTA’s 
Maritime Radar Processor 
(MRP) integrated into an 
existing Tethered Aerostat 
Radar System (TARS) and 
conduct an operational 
demonstration to assess the 
homeland security utility of 
TARP and determine the 
processor's ability to detect 
and track slow, low radar 
cross section targets of 
interest. 

- Naval R^earch Laboratory 

(NRL), Wa^ngton, DC; 

• VISTA Research, Inc.. 

Sunnyvale, CA 

- Air Force Combat 

Command / A30H 
Tethered Aerostat Radar 
System (TARS) Program 
<^ce, B Paso. TX 

- Caribbean Air Marine 

C^)erati<Mis Center 
(CAMOC), San Juan. PR 

- USCG see Key West. Key 

West. FL 

- Naval Undersea Warfare 

Center (NUWC), 

Newport, Rl 

- SRM, Inc., Middletown. Ri 

- Massachusetts's Institute of 

Technology Lincoln 
Laboratory (MITLL). 
Lincoln, MA 

- Naval Surface Warfare 

Center (NSWC), Crane, 
lA 

- CACl Federal. Arlington. VA 

• American Bureau of 

Shipbuilding Government 
Services (ABSG), 
Alexandria. VA 

2010 

Transition / Borders and 
Maritime Security Division 

Tethered Aerostat 
Radar Processor 
(TARP) Project 

Conduct final field testing and 
transition of TARP prototype. 

- Naval Research Laboratory 

(NRL). Washington, DC; 

- VISTA Research. Inc.. 

Sunnyvale. CA 

- Air Force Combat 

Command / A30H 
Tethered Aerostat Radar 
System (TARS) Program 
Office, El Paso. TX 

• Caribbean Air Marine 

Operarions Center 
(CAMOC). San Juan, PR 

- USCG see Key West, Key 

West. FL 

• Naval Undersea Warfare 

Center (NUWC). 

Newport, Rl 

- SRM. Inc.. Middletown, Rl 

- Massachusetts’s Institute of 

Technology Lincoln 
Laboratory (MITLL). 
Lincoln, MA 

- Naval Surface Warfare 

Center (NSWC), Crane, 
lA 

- CACl Federal. Arlington. VA 

- American Bureau of 

Shipbuilding Government 
Services (ABSG). 
Alexandria, VA 

2011 

Transition / Borders and 
Maritime Security Division 
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Name 

Piiot/Demo Description 

Local Partners 

Date 

Portfolio 

Modular Sensor 
System (MSS) 
Project 

Conduct developmental test 
and evaluation of a prototype 
wide field of view thermal 
imaging system integrated 
into NRL's MSS- 

- Nava! Researd) Laboratory 

(NRL), Wadvngton, DC; 

- Radeon Vision Systems, 

Goleta, CA 

- AXSYS Tedtnologies, Inc. 

Nashua. NH 

- Object Vkleo, Inc., Reston, 

VA 

- Smart Logic, Inc., Vienna, 

VA 

• Mar^and Natural Resource 
Police, Annapolis, MD 

- USCG see Baltimore, 

Balimore, MD 

- Naval Surface Warfare 

System (NSWC), Crane. 
lA 

- SRM, Inc., Middletown. Rl 

- Massachusetts's Institute of 

Technology Lincoln 
Laboratory (MITLL), 
Lmc»in. 

- Naval Surface Warfare 

Center (NSWC). Crane. 
lA 

- CACI Federal. Arlington. VA 

- American Bureau of 

Shipbuilding Government 
Services (ABSG), 
Arlington, VA 

2010 

Transition / Borders and 
Maritime Security Division 

Modular Sensor 
System (MSS) 
Project 

Continue developmental test 
and evaluation of the 
enhanced MSS and conduct 
an operational demonstration 
to assess its homeland 
security utility and determine 
its ability to detect, track, 
dassify, and identify large 
and small vessels in port and 
coastal regions with minimal 
human intervention. 

- Naval Research Laboratory 

(NRL). Washington. DC; 

- Assurance Technology 

Corporation (ATC). 
Carlisle. MA 

- Inmedius, Inc.. Pittsburg, VA 

- SAIC. Arlington, VA 

- Protasis. Inc.. Alexandria. 

VA 

• Maryland Natural Resource 

Police, Annapolis. MD 

- USCG see Baltimore, 

Baltimore. MD 

• Naval Undersea Warfare 

System (NUWC). 

Newport, Rl 

- SRM. Inc., Middletown. Rl 

• Massachusetts's Institute of 

Technology Lincoln 
Laboratory (MITLL). 
Lincoln. MA 

- Naval Surface Warfare 

Center (NSWC). Crane, 
lA 

- CACI Federal. Arlington, VA 

- American Bureau of 

Shipbuildir>g Government 
Services (ABSG). 
Alexandria, VA 

2011 

Transition / Borders and 
Maritime Security Division 
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Name 

Pitot/Demo Description 

Local Partners 

Date 

Portfolio 

Modular Sensor 
System (MSS) 
Project 

Commence developmental 
test and evaluation of 
MONGOOSE HF radar 
system and conduct an 
operational demonstration to 
assess its homeland utility 
and determine its ability to 
detect, track, dassify, and 
identify large and small 
vessels in port and coastal 
regions with minima! human 
intervention. 

- Naval Research Laboratory 
(NRL), Washington. DC; 

- Assurance Techndogy 
Cotporation (ATC), Cariisle, MA 

- fnmedius. Inc., Rttsburg, VA 

- SAiC. Ariington, VA 

- Protaas, Inc., Atexandria, VA 

- Maryland Natural Resource 

Police, Annapolis, MD 

- USCG see Baltimore, 

Baltimore, MD 

- Naval Undersea Wartore System 
(NUWC), Newport. Rl 

- SRM. Inc., Middletown, Rl 

- Massachusetts's Institute of 
Technology Lincoln Laboratory 
(MITLL), Lincoln, MA 

- Naval Surface Wartore Center 
(NSWC), Crane. lA 

- CACl Federal. Arlington, VA 

- American Bureau of Shipbuilding 
Government Services (ABSG), 
Alexandria. VA 

2011 

Transition / Borders and 
Maritime Security Division 

Modular Sensor 
System (MSS) 
Project 

Conduct final field testing and 
transition of MSS prototype. 

- Naval Research Laboratory 
(NRL). Washington, DC; 

- Assurance Technology 
Corporation (ATC). Carlisle. MA 

- Inmedius, Inc.. Pittsburg, PA 

• SAIC, Arlington, VA 

- Protasis, Inc., Alexandria. VA 

- Maryland Natural Resource 

Police. Annapolis, MD 

- USCG see Baltimore, 

Baltimore. MD 

' Naval Undersea Warfare System 
(NUWC). Newport. Rl 

- SRM. Inc., Middletown. Rl 

• Massachusetts's Institute of 
Technology Lincoln Laboratory 
(MITLL). Lincoln, MA 

• Naval Surface Wartore Center 
(NSWC), Crane. lA 

' CACl Federal, Arlington, VA 

• American Bureau of Shipbuilding 
Government Services (ABSG). 
Alexandria. VA 

2012 

Transition / Borders and 
Maritime Security Division 
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Name 

Pilot/Demo Description 

Local Partners 

Date 

Portfolio 

Small Vessel 
Tracking (SVT) 
Project 

Conduct developmental test 
and evaluation of the SVT 
prototype system 

- NavaJ Reseed) Laboratory 
(NRL), Washirjgton, DC; 

• Assurance Technology 
Corporation (ATC), Carlisle, MA 

- Inmedius, Inc., Pittsburg, PA 

- SAIC, Arlington, VA 

- Protasis. Irw:., Alexandria, VA 

- Mar^and Natural Resource 

Police, Anr^apolis, MD 

- USCG see Baltimore, 

Baltimore, MD 

- Naval Undersea Warfare System 
(NUWC), Newport. Rl 

• SRM, Irrc., Middletown. Rt 

- Massachusetts’s Institute of 
Terrfinolc^y Unc»ln Laboratory 
(MITLL). Lincoln. MA 

- Naval Surface Warfare Center 
(NSWC), Crane. lA 

- CACI Federal. Arlington. VA 

' American Bureau of Shipbuilding 
Government Services (ABSG), 
Alexandria. VA 

2010 

Transition / Borders and 
Maritime Security Division 

Small Vessel 
Tracking (SVT) 
Project 

Continue developmental test 
and evaluation of the 
enhanced SVT and conduct 
an operational demonstration 
to assess its homeland 
security utility and determine 
its ability to detect, track, 
classify, and identify large 
and smalt vessels in port and 
coastal regions with minimal 
human intervention. 

Additional technologies that 
enable identification and 
tracking of smalt vessels in 
harbor environments will be 
assessed and the SVT wilt 
be operationally 
demonstrated to assess its 
ability to identify vessels 
entering a security exclusion 
zone or approached by a law 
enforcement boarding vessel 
and provide alerts directly 
and securely. 

- Naval Research Laboratory 
(NRL). Washington. DC; 

- Assurance Technology 

Corporation (ATC), Catlisle, MA 

- Inmedius, Inc., Pittsburgh. PA 

- SAIC, Arlington. VA 

- Protasis, Inc., Alexandria, VA 

- Maryland Natural Resource 

Police, Annapolis. MD 

- USCG see Baltimore. Baltimore, 
MD 

- Naval Undersea Warfare System 
(NUWC). Newport, Rl 

- SRM. Inc., Middletown. Rl 

- Massachusetts's Institute of 
Technology Lincoln Laboratory 
(MITLL), Lincoln, MA 

• Naval Surface Warfare Center 
(NSWC), Crane. iA 

• CACI Federal. Arlington. VA 

- American Bureau of Shipbuilding 
Government Services (ABSG). 
Alexandria. VA 

2011 

Transition / Borders and 
Maritime Security Division 
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Name 

Pilot/Demo Description 

Local Partners 

Date 

Portfolio 

Small Vessel 
Tracking {SVT) 
Project 

Conduct final field testing and 
transition of SVT prototype. 

- Naral Research Laboratory 
(NRL), Washington. DC; 

- AssurarK^e Techr>ok^y 
Coiporatfon (ATC). Carlisle, MA 

- Inmedius, Inc.. Pittsburg, PA 

- SAIC, Arlington, VA 

- Protasis, Inc., Alexandria. VA 

- Mar^and Natural Resource 

Polk*. Annapolis, MD 

- USCG see Baltimore, 

Baltimore, MD 

- Naval UrKlersea Warfare System 
(NUWC), Newport, Rl 

- SRM, Inc., Middletown, Rl 

- Massar^usetts's Institute of 
Tedmok^y Lirreoto Laboratory 
(MITLL). Lincdn. MA 

- Naval Surface Warfare Center 
(NSWC), Crane. lA 

• CACI Federal. Arlington. VA 

- American Bureau of Shipbuilding 
Government Services (ABSG), 
Alexandria. VA 

2012 

Transition / Borders and 
Maritime Security Division 

Semantic Mesh for 
Intelligent Sensors 
(SMIS) 

Sensor Web Prototype 
Demonstration at Fort A.P. 

Hill during Boy Scout 

Jamboree. The sensor web 
system will enable wireless 
communication and 
transmission of data between 
geographically disparate 
sensors. Each sensor will 
collect data based on its 
location and specified 
capabilities (i.e. imaging, 
environmental, nuclear, 
chemical, and biological). 
Collectively, the sensors will 
transmit a complete picture of 
the subject environment to 
the server. 

• Virginia Department of 
Ennergency 
management 

• United States Secret 
Service 

FY 2010 

Command, Control and 
Interoperability Division 

Video Analytics 

Integration of multiple video 
feeds for law enforcement 
and emergency response 

• City of Chicago 
emergency response 
agencies 

FY 2010 

Command, Control and 
Interoperability Division 

Cyber Scenario 
Modeling and 
Reporting Tool 
(CyberSmart) 

Demonstrate the Cyber 
Scenario Modeling and 
Reporting Tool 
(CyberSMART) at a regional 
cyber exercise. 

CyberSMART is a Web- 
based too! that allows a team 
of cyber exercise scenario 
developers and subject 
matter experts and can be 
used for many different 
exercise types, including 
workshops, tabletops, drills, 
and functional exercises. 

• City of Seattle 

FY 2010 

Command, Control and 
Interoperability Division 

DHS Secure 

Wireless Access 

Pilot (DSWAP) 

A pilot of DHS S&T funded 
technology that enables 
secure use of wireless 
networks. 

• Federal Law 

Enforcement Training 
Center (FLETC) 

FY 2010 

Command, Control and 
Interoperability Division 
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Name 

Pilot/Demo Description 

Local Partners i Date 

Portfolio 

Southeast 

Regional 

Operations 

Platform Pilot 
(SE ROPP) 

Phase 11 

Builds upon the technical 
and operational lessons 
learned from Phase 1 to 
expand information sharing 
capabilities among ail 

Alabama, Florida, Georgia, 
Louisiana, Mississippi, 
Tennessee. Texas, and 
Virginia. Outcomes of SE 
ROPP Phase II include 
improving information 
sharing exchange among 
states and operationalizing 
vUSA among participating 
jurisdictions. 

• State emergency 
management and 
hcmidand seoirity 
r^resentatives from 
Al^sama, Fionda, 
Georgia, Louisiana, 
Mississ^, 

Tennessee, Texas, and 
Virginia. 

• FEMA Regions IV and 

VI 

FY 2011 

Command, Control and 
Interoperability Division 

Pacific Northwest 
(PNW) Regional 

Pilot 

Helps to develop an 
operational information 
sharing capability among 
Alaska. Idaho, Montana, 
Oregon, and Washington, 
along with other relevant 
federal partners and private 
sector entities. The PNW 
Regional Pilot leverages 
lessons learned and best 
practices from the SE ROPP 
to address the information 
sharing needs of the state 
and regional emergency 
management response 
community. The PNW 

Regional Pilot will refine 
operational requirements 
specific to the PNW region. 
Additionally, there will be a 
focus on 2010 winter storm 
and flood season that is 
unique to the region. 

• State emergency 
management and 
homeiarKi security 
representatives ftom 
Alaska, Idaho, 

Montana, Oregon, and 
Washington 

• Washington National 
Guard 

• Pacific Northwest 
National Laboratories 

• FEMA Regions X and 

Vllt 

FY 2011 

Command, Control and 
Interoperability Division 

Multi-Band Radio 

Pilots the multi-band radio 
(MBR) with local, state, and 
Federal agencies across the 
Nation. The MBR is equal in 
cost, size, and weight to 
existing portable radios and 
enables emergency 
responders to communicate 
with other jurisdictions more 
effectively during day-to-day 
operations and large-scale 
disasters. 

• Surrounding local and 
state agencies will 
participate in pilots that 
will be led by; U.S. 
Marshals Service (New 
Yofti/New Jersey). 
Customs and Border 
Protection (Detroit, Ml). 
Federal Emergency 
Management Agency 
Mobile Emergency 
Response System 
(Frederick. MO), and 
the Interagency 
Communication 
Interoperability System 
(Los Angeles, CA) 

FY 2011 

Command, Control and 
Interoperability Division 

Remote 

Enforcement 
Analytical Data 
Device System. 
fREADDS) 

Demonstrates additional PDA 
capabilities to law 
enforcement agencies with IP 
access. 

• Oregon State Police 

FY 2011 

Command, Control and 
Interoperability Division 




224 


Name 

Pitot/Demo Description 

I 

Local Partners 1 Date 

Portfolio 

Analytical Tool Kit 
(ATK) 

Collaborates with state and 
local law enforcement to 
leverage an analytical 
capability R&D effort at the 
Federal Air Marshal Service. 
This analytical toolkit helps 
fusion centers across 
the Nation better leverage 
their existing data to identify 
criminal and terrorist activities 
by working with states to 
identify their requirements for 
infonnation analysis. 

• Rhode Island Fusion 
Center 

• Baton Rouge Fusion 
Center 

• New Jersey Fusion 
Center 

• Tuscaloosa, AL 

Sheriffs Department 

FY 201 1 

Command, Control and 
Interoperability Division 

Geospatial 

Analytics 

Collaborates with the New 
Jersey and Los Angeles 

Fusion Centers to provide 
actionable intelligence and 
the ability to synthesize data 
for improved situational 
awareness and critical 
decision making. It leverages 
a geospatial analytics DoD 
model for state and local law 
enforcement. 

• New Jersey Fusion 
C^ter 

• Los Angeles Fusion 
Cienter 

FY 201 1 

Command. Control and 
interoperability Division 

First Responder 
Authentication 
Credential (FRAC) 
Working Group 

Focuses on exploring 

Personal Identity Verification 
Interoperable cards as the 
primary identity credential for 
emergency responders and 
will demonstrate 
interoperability at selected 
locations and organizations. 

• Colorado 

• Maryland 

• Virginia 

• District of Columbia 

• Missouri 

• Southwest Texas 

• Pennsylvania 

• Chester County. PA 

• West Virginia 

• Hawaii 

FY2011 

Command. Control and 
Interoperability Division 

Critical 

Infrastructure 

Inspection 

Management 

System (CilMS)/LA 
Shield 

Demonstrates additional 
infrastructure inspection 
management capabilities for 
handheld and vehicle 
application. 

• Los Angeles Police 
Department 

• Maryland State Police 

FY 2011 

Command. Control and 
Interoperability Division 

Virtual City 

Pilots a data fusion capability 
to determine the 
effectiveness of a commercial 
off the shelf product in 
facilitating information sharing 
between countv and state 

• St Claire County. Ml 
Emergency 

Management Office 

FY 2011 

Command, Control and 
Interoperability Division 

Geo-tagging of 
sensor data 

Demonstrates camera system 
(Sensor) with geo tagging 
software which enables 
captured images to be 
automatically geo-located and 
rapidly disseminated. 

• Alabama Department of 
Homeland Security 

• Alabama Department of 
Environmental 
Management 

• Maryland State Police 

FY 201 1 

Command, Control and 
Interoperability Division 

Total immersion 

Pilot 

Pilots a simulation 
("immersion") technology 
which allows users to execute 
various emergency response 
management scenarios via 
an interactive web service. 

• Padfic Northwest 

States Emergency 
Management Agencies 
(TBD) 

FY 2011 

Command, Control and 
interoperability Division 
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Name 

Pitot/Oemo Description 

Local Parbiers 

1 Date 

Portfolio 

Critical Asset 
Tracking 

Demonstrates an integrated. 
GPS asset tracking system. 
Assets deemed critical are at 
the discretion of the individual 
states, but are generally 
those assets that would be 
used as part of an emergency 
response. Tracking is GPS 
based and the pilot focuses 
on integrating the different 
vendor based tracking 
solutions into a single picture. 

• Florida DivisiCHi of 
Emergwtcy 

Management 
■ Alabama Emergency 
M^tagement Agency 

FY 2011 

Command. Control and 
Interoperability Division 

Interagency 
Biological 
Restoration 
Demonstration 
(IBRD) Table 

Top Exercise 
(TTX) 

The IBRD program is 
currently developing in 
partnership with the Seattle 
Urban Area a regional 
remediation and recovery 
plan for an anthrax incident. 
The TTX will provide a forum 
to discuss/validate the draft 
regional plan. 

SeaWe Urban Area - Pierce 
County. King County, Seattle, 
Bellevue. Washington State 

June 2-4, 
2010 

Bio-Response & 

Restoration - Systems 
Approaches for Restoration 

Interagency 

Biological 

Restoration 

Demonstration 

(IBRD) 

Simulation 

Exercise 

(SIMEX) 

The IBRD program has 
developed new capabilities, 
technologies and concepts of 
operation (ConOps) for wide 
area biological restoration. 
These products will be 
exercised in a SIMEX as part 
of a realistic and dynamic 
scenario, in order to evaluate 
efficacv and identifv gaps. 

Seattle Urban Area - Pierce 
County, King County, Seattle. 
Bellevue, Washington State 

July 2010 

Bio-Response & 

Restoration - Systems 
Approaches for Restoration 

Facility Restoration 
Operational 
Technology 
Demonstration 

A series of two workshops 
and tabletop exercises, 
supplemented by technology 
demonstrations, will be 
conducted for major U.S. 
airports to disseminate 
guidance for indoor facility 
cleanup following an incident 
involving a chemical warfare 
agent release and to provide 
tools and assistance in pre- 
planning for such an incident. 
Each workshop and exercise 
builds upon a final 
operational technology 
demonstration conducted in 
partnership with Los Angeles 
World Airports (LAX) in 2009. 

East Coast airports expected to 
participate in the first workshop 
and tabletop exercise ( metro 
Washington. DC area) are; John 

F. Kennedy and LaGuardia (NY), 
Newaric Liberty International (NJ); 
Boston Logan (MA); Washington 
Dulles (VA) and Ronald Reagan 
National (DC). 

Airports expected to participate in 
the second workshop and tabletop 
exercise ( Oallas-Fort Worth area) 
are; Chicago O'Hare and Midway 
(IL); Houston Intercontinental. 
Dallas-Forl Worth (TX); and 

Atlanta Hartsfieid (GAT 

October 

2010 

November 

2010 

Response and Recovery / 
Chemical and Biological 
Division 

Explosives 

Standoff Detection 
(Standoff Test Bed) 

Integration of explosives 
standoff defection 
technologies 

Kennewick, WA Police 

Department 

Aug 2010 

EXO-Transition 

Explosives Defeat 
(Bomb Squad Test 
Bed) 

Demonstration of diagnostics 
and defeat technologies 

Michigan State Police 

April/May 

2010 

EXD-Transition 

Full Mission 
Characterization 

Demonstration of VBIED 
defeat technology 

Las Vegas Fire Rescue 
{Arson/Bomb Squad), 

Los Angeles County Sheriffs Dept 

May 2010 

EXD-CIED 
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Name 

Pilot/Demo Description 

Local Partners 

Date 

Portfolio 

Electronic 

Countermeasures 

Demonstration of ECM 
technology 

Las Vegas Fire R8«:ue 
(Arson/Bomb Squad), Los 

Angela Ccxinty Sheiil^ Dept. 
Sea^ Police Dept 

Aug 2010 

EXD-Transition 

Explosives 

Detection 

Demonstration of hand held 
trace technology 

New York Pdice Dept 

Feb 2010 
(ongoing) 

EXD-RTAP 

Mobile Biometrics 

4-finger “slap" modules 
(capture, store, transmit) will 
be demonstrated to CBP, 
USCG, and state and local 
law enforcement 

TBD Law Enforcement 

Aug/Sep 

2011 

Transition - Human 
Factors/Behaviorai Science 
Division 


Chemical Programs - Detection 

Question: Your budget indicates that you expect to conduct critical design reviews for the Autonomous Rapid 
Facility Chemical Agent Monitor (ARFCAM) and Lightweight Autonomous Chemical Identification System 
(LACIS) in fiscal year 2010 and undertake developmental test and evaluation of prototypes in fiscal year 2011. 
What is the status of those two programs and how much funding is included for them in the FYl 1 request? 

ANSWER: For both the Autonomous Rapid Facility Chemical Agent Monitor (ARFCAM) and Lightweight 
Autonomous Chemical Identification System (LACIS), independent laboratory testing of candidate prototypes 
was completed and critical design reviews were conducted in first quarter of fiscal year 2010. Prototypes for 
field tests are currently being readied, and plans for field tests are in development to support the assessment of 
these final prototypes. Field tests will be conducted in early fiscal year 201 1 (first quarter). Contracting to 
support FY 2010 field tests will occur with FY 2010 funds; hence, no funds are requested in the FY 201 1 
budget to complete the ARFCAM and LACIS projects. 


Command. Control and Interoperability 

Question: The Visual Analytics, Precision Information Environments (VAPIE) project supported the 2010 
Olympics with implementation of a Common Operation Picture and Visual Analytics Center. How did these 
operations perform, and what lessons learned could be applied to ftiture efforts such as the proposed Mid- 
Atlantic Data Sharing Program? 

ANSWER: The Visual Analytics and Precision Information Environments (VAPIE) program conducts 
research on novel advanced technologies and techniques that increase understanding and manipulate 
information in multiple forms and modes (for example: text, video, images, audio, databases, and sensor data). 
Although these technologies were successfully demonstrated by the University of Washington in Seattle prior to 
the 2010 Olympics, discussions with the 2010 Olympic Coordinating Committee determined that there was 
insufficient time to incorporate the technologies for the 2010 Olympics. These technologies are continuing to 
be developed and implemented in the Seattle region and further discussions are underway on their use in the 
Northwest region and along the Canadian border. 


Cyber Security Assessment Project 


Question: Please describe the scope and scale of proposed red teaming efforts, and funding proposed for that 
project in FY 2011. 
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ANSWER: Funding for the Science and Technology Directorate’s (S&T) cyber security related red teaming 
efforts are estimated at $300,000 for fiscal year 2011. S&T plans to conduct red teaming efforts to assess 
vulnerabilities and evaluate system assurance for the following projects in fiscal year 2011: 

o Distributed Environment for Critical Infrastructure Decision-making Exercises (DECIDE) ~ project to 
enable private sector entities in critical infrastructures to conduct collaborative, realistic, fully 
immersive, scenario-based exercises 

o Botnet Anomaly-Based Detection ~ technology that will provide the government and private sector with 
the capability to detect malicious bots and bot networks 
o Cyber Defense Technology Experimental Research Testbed (DETER) - testbed used by both DHS- 
fiinded researchers and the larger cyber security research community — including government, industry, 
and academia — to test and evaluate cyber security technologies 


Insider Threat Project 


Question: The funding level of the Suspicious Behavior Detection program was reduced by $2.3 million, or 
over a third; the budget notes that the Insider Threat Project funding was reduced, although the budget indicates 
it will begin funding operational testing of an “empirical framework”. When will this operational testing be 
completed, and how much funding will be required to reach the stage where tools can be provided for pilot 
testing or use by industry or government? 

ANSWER: In fiscal year 20 1 0, the Insider Threat Project is developing a framework for understanding and 
relating the behavioral characteristics that indicate an insider threat. To support the framework, the Project is 
also developing a customer driven research roadmap addressing techniques to best elicit knowledge of potential 
insider threat during security reviews/interviews. In fiscal year 2011, the Science and Technology (S&T) 
Directorate will work with DHS operational components to test this framework against their data to demonstrate 
operational feasibility. This project is part of S&T’s Basic Research Portfolio. Once operational feasibility is 
established, S&T will identify a budget and schedule for inclusion in the Directorate’s Transition Portfolio. 


Resilient Social Networks Project 

Question: No funding is included for this project in the FYl 1 request. What is the status of the National 
Research Council report on research opportunities? Are there any other federal agencies engaged in supporting 
further work in this area? Is there a role for S&T in such work, and if so, what form would that take? 

ANSWER: No funding is included for this project in the FYl 1 request. In 2009, the Human 
Factors/Behavioral Sciences Division of the Science and Technology Directorate chartered the National 
Academies of Science to examine the application of social network analysis to the identification and 
strengthening of local social networks within and across the public and private sectors to improve collaboration, 
planning, response, and recovery at the community level. The first phase of that effort, a National Academies 
Study “Applications of Social Network Analysis for Building Community Disaster Resilience,” was issued in 
July 2009 and is available on the website of the National Academies Press. The second phase, a workshop 
report entitled “Private-Public Sector Collaboration to Enhance Community Disaster Resilience,” was released 
in March 2010 and is available at the National Academies Press website. A final study will be issued by the 
National Research Council in September 2010. 


There are other Federal agencies engaged in supporting further work in the area of resilient social networks. 
Two examples are: 



228 


• The 2009 National Academies woricshop on “Applications of Social Network Analysis" was 
comprised of researchers and subject matter experts in hazards and disaster research, emergency 
management, and social network analysis (SNA). A finding of the attendees at that workshop was 
that “SNA theory and applications [are] quite advanced, but participants stated that SNA is not being 
applied in ways that assist local communities ^d practitioners." They further noted that “adoption 
of SNA has the potential to revolutionize the way organizations and communities function in 
general, and prepare and respond to disasters in specific.” 

• The DHS Center for Faith Based and Community Initiatives is a Federal agency funding Social 
Network Analysis (SNA) as an aspect of their community assessment in the Miami-Dade region 
through their Building Resilience with Diverse Communities project. The SNA portion of the 
project seeks to map both the formal and infonnal relationships and modes of communication within 
the Miami-Dade Community and Faith Based organizations that provide emergency and disaster 
services to underserved populations. 

Finally, the Science and Technology Directorate (S&T) does have a role in research on resilient social 
networks. The S&T’s Human Factors/Behavioral Sciences Division will soon release a broad agency 
announcement on a research project entitled “S(K:ial Network Analysis for Building Resilient Communities.” 
The objective of the project is to develop computer-based social network analysis tools to enable civil 
authorities and emergency managers to collect, manage, analyze and display data to identify and map local 
social networks in order to better understand the connectedness of critical sectors of the community and their 
spatial relationships to geography and terrain, the built environment, critical infrastructures and key resources, 
and the proximity of segments of the population and neighborhoods to local hazards and threats to security. 

The initial year’s effort will develop a concept of operations; conduct a comparative analysis of existing SNA 
tools; and develop technical specifications and a project plan for succeeding research and development. 


Plum Island Animal Disease Center 


Question: What is the current status of efforts by GSA to sell Plum Island? If it turns out that the government 
cannot find a buyer, what alternative plans does S&T have for the site? Would failure to sell the property 
before 2012 delay the schedule for National Bio and Agro Defense Facility (NBAF) research facility 
construction? 

ANSWER: DHS and the General Services Administration (GSA) have signed a memorandum of 
understanding (MOU) outlining the process for the sale of Plum Island. Working together, DHS and GSA have 
already worked with stakeholders to inform them of sale and to understand immediate concerns. The two 
agencies have also conducted real estate and regulatory due diligence, elements of which are still underway. In 
January of 2010, we initiated the National Environmental Policy Act (NEPA) process for use of Plum Island. 
The NEPA process will take approximately a year. 

The marketing process is also underway. This includes readying the DHS Orient Point office for use as the 
sales office. Next steps include contracting a national real estate firm, developing a marketing strategy, and 
having a bidders’ conference. A public web auction process will be established and the public auction will be 
conducted online. S&T is also looking at alternative plans to ensure that the NBAF construction project stays 
on track if there is a delay in the sale of Plum Island. 


University Programs 


Question: The FYl 1 budget reduces funding for University Programs by about 20%, including reductions of 
about 12% in Educational Programs and 10% for Minority Serv'ing Institutions. What impact will these 
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reductions have in the number of scholarships and internships, and specifically in the number of students who 
are being prepared to enter scientific research and study in areas of interest to DHS? 

ANSWER: The reduction to the University Progimns budget, specifically Minority Serving Institutions and 
Educational Programs will not impact any students who have already been awarded scholarships or 
fellowships. All scholarships and fellowships are fully funded for the length of the award when the candidate is 
selected. These reductions will limit the number of new recipients from 20 in fiscal year 2010 to 10 in fiscal 
year 2011. 


Please provide answers to the rest of the questions for both OHA and S&T. 

Reception and Representation 

Question: How does OHA/S&T plan to utilize its reception and representation expenses in 201 1? To date, 
how much has been spent in 20 1 0 and what is the plan for the remainder of the fiscal year? Please provide 
details on each expenditure. 

ANSWER: OHA has not spent any funds for reception and representation expenses in FY 2010 to date. We 
anticipate using the FY 201 1 money to enhance our international outreach efforts. We plan to meet with an 
increased number of international partners to discuss response and preparedness efforts for health events. 

The Science and Technology Directorate (S&T) has spent $745 of fiscal year 2010 official reception and 
representation funds. Details on expenditures are in the table below. The majority of planned FY 2010 
expenditures will occur in the second half of the fiscal year. S&T plans to hold meetings with each of our 
partners, including Sweden, the United Kingdom, Mexico, Canada. Australia, France, and Japan. These and 
other meetings with our international partners will help improve our knowledge and cooperation on such topics 
as biological, chemical, radiological, and nuclear detection. 

In fiscal year 2011, S&T plans to use its reception and representation expenses to host international partners for 
high level meetings, conferences, and workshops in support of our 10 international agreements and grant 
solicitation program. Funds will support working lunches, dinners, and the purchase of DFIS gifts for exchange 
with appropriate foreign national guests. 


Expenditures 

Country 

Function 

Dates 

# of Participants 

Amount 

Type of Event 







Singapore 

Bilateral meetings 

26-Jan 


$29 


United Kingdom 

Prof. Wiles Visit 

28-Jan 


$47 


New Zealand 

Aviation Security Meetings 

8-Apr 

7 

$84 

Working Lunch 

Canada 

U/S Meet and Greet 

23-Mar 

1 

$15 

Working Lunch 

Sweden 

Bilateral Discussions 

9-Mar 


$120 

Working Lunch 

United Kingdom 

Canine Workshop 

10-11-Mar 

4 each lunch 

$210 

Working Lunch (x2) 

Alt 

refreshments for conf. rm 

26-Feb 


$240 


YTD Expenditures 

$745 
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Hiring 


Question: Please list the number, by office and pay grade level, of all OHA/S&T employees hired non- 
competitively in fiscal year 2009 and explain why this was necessary'. 


ANSWER: In support of the President’s directive to hire veterans, OHA was successful in recruiting and 
hiring one veteran using the Veterans Recruitment Authority and two veterans using the 30% Disabled Veterans 
Hiring Authority. OHA placed two political employees to support the Assistant Secretary in accomplishing the 
mission of the Office. 


Pay Grade 

GS-09 

GS-15 

PAS 

GS-14 


Number of Employees 
1 
2 
1 
2 


Non-Competitive Appointment Type 

VRA 
Political 
Political 
30% Disabled 


S&T; The following table identifies, by office and grade, those positions hired non-competitively in fiscal year 
2009. The two Schedule C positions in the office of the Under Secretary were filled non-competitively because 
of their confidential and policy-determining nature. These positions involve researching and informing 
substantive policy recommendations and require personnel with a thorough knowledge of and sympathy with 
the goals, priorities, and preferences of the President, the Administration, and the Secretary. The Homeland 
Security Advanced Research Projects Agency (HSARPA) was given authority in the Homeland Security Act of 
2002 to hire eminent experts in scientific and engineering fields to manage research and development projects. 
This mechanism allows DHS to bring the best talent to bear on the hardest scientific problems facing the 
homeland security enterprise that would otherwise be difficult to recruit through the competitive hiring 
mechanisms used by the federal government. This authority is also used by the Defense Advanced Research 
Projects Agency (DARPA) and other Department of Defense research laboratories. 


2009 Non-Compehtive Appointments 

Office 

Pay Grade Level 

Number 

Authority 

Office of the Under Secretary 

GS-07 

1 

Schedule C 
213.3301 

Office of the Under Secretary 

innovation/Homeland Security Advanced Projects Aqencv 

GS-09 

AD-00 

1 

2 

Schedule C 
213.3301 

PL 107-296, Sec 
307(B)(6) 


Contracts 


Question: Please provide for the record, the number of noncompetitive contracts OHA/S«S:T has entered into in 
fiscal year 2009, what is anticipated in 2010 and 201 1, and an explanation as to why a non-competitive contract 
was chosen. As part of this response, please clearly delineate other transactional agreements and those 
purchases made from the GSA approved listings. 

ANSWER: OHA: The Office of Procurement Operations (OPO) awarded 5 new, non-competitive contracts in 
Fiscal Year (FY) 2009 on behalf of the Office of Health Affairs. These contracts were awarded because only 
one source was deemed capable of providing the supply or service, and no other type of supply or service could 
satisfy agency requirements, in accordance with Federal Acquisition Regulation (FAR) 6.302-1 . 
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OHA: To date in FY 2010. OPO has awarded no new non-competitive contracts on behalf of the OIIA. OPO 
anticipates awarding 3 new non-competitive contracts on behalf of the OHA in FY20 1 0. These 3 actions arc 
expected to result in contracts; and not in other transactions or GSA orders. 

S&T: The Office of Procurement Operations (OPO) awarded seven new, non-competitive contracts in fiscal 
year 2009 on behalf of the Science and Technology Directorate (S&T). Of the seven, one was another 
transaction type and one action was a GSA approved listing. Five contracts were awarded because only one 
source was deemed capable of providing the supply or service, and no other type of supply or service could 
satisfy agency requirements, in accordance with Federal Acquisition Regulation (FAR) 6.302-1. Two contracts 
were authorized or required by statute in accordance with FAR 6.302-5. 

To date in fiscal year 2010, OPO has awarded 4 new non-competitive contracts on behalf of S&T. Of the 4 
non-competitive actions, all actions are expected to be contracts; one action is a GSA order. 

To date, DHS has not gathered forecast information for new non-competitive contracts anticipated in fiscal year 
2011; that data will be gathered in the fourth quarter of FY 2010 and made available in October 2010. The 
OPO Contracting Officer, upon receipt of the procurement documentation, may determine that a contract 
originally anticipated to be a sole source may or should be awarded competitively under the GSA schedules. 
Additionally, non-competitive actions over $500,000 must be approved by the OPO Competition Advocate; 
actions over $10 million must be approved by the OPO Dircctor/Head of Contracting Activity; and actions over 
$50 million must be approved by the DHS Chief Procurement Officer (CPO). 

FAR Part 6 provides seven exceptions to the use of full and open competition: 

• Only one responsible source; and no other supplies or services will satisfy agency requirements 

• Unusual and compelling urgency; 

• Industrial, mobilization; engineering, developmental, or research capability; or expert services; 

• International agreement; 

• Authorized or required by statute; 

• National security; and, 

• Public interest. 
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Question: In total, how much of your awards are competitive? Please answer in dollar amount and percentage. 

ANSWER: OHA: In Fiscal Year (FY) 2009, the Office of Procurement Operations competitively awarded 44 
contracts on behalf of OHA. The 44 actions had a total dollar value of % 39,033,345.00. which is 93 percent of 
the contracts awarded for OHA in FY 2009. 

S&T: In Fiscal Year 2009, the Office of Procurement Operations competitively awarded 360 actions on behalf 
of the Science and Technology Directorate (S&T). The 360 actions had a total dollar value of $220,321,934 
which is 81% percent of the contracts awarded for S&T in FY 2009. 


Question: Update and submit, through the most r«:ent month available, the list provided in last year's hearing 
record regarding Sole Source Contracts. Organize by contractor, purpose, appropriation account, dollar award, 
full performance value, contract start date, contract end date, and reason for sole-source. 


ANSWER: OHA: 


Contractor 

Purpose 

Appropriation 

Account 

Dollar 

Award 

Full 

Performance 

Value 

Contract 

Start 

Date 

Contract 
End Date 

Reason for 
sole-source 

MOYA 

tBCHNOI-OGIt-. 

S. INC. 

Program 

Management 

suppon 

OHA PY08 Two- 
year program 
funds 

S425.5H.00 

S967.750.00 

09/02/2009 

09/01/2010 

FAR 6.302-5 - 
Authorized or 
required by 
statute. Sole 
source awards 
under the 8(a) 
Program. 

Roche 

Laboratoriess Inc. 

Tamiflu antiviral 
medicine for 
pandemic 
stockpile 

FY06 P^demic 
Supplemental 

$1,539,200.00 

Sl.539.200.00 

n /1 9/2008 

0I/I8./2O09 

FAR 6,302-1 

Only one 
responsible 
source and no 
other supplies or 
services will 
satisfy agency 
requirement, 

GLAXOSMITHK 

LINE 

HOLDINGS 

(AMERICAS), 

INC. 

Relcnjra antiviral 
medicine for 
pandemic 
stockpile 

FY06 Pandemic 
Supplemental 

$434,400.00 

$434,400.00 ' 

n/19/2008 

01/18/2009 

FAR 6.302-1 

Only one 
responsible 
source and no 
other supplies or 
.services will 
satisfy agency 
requirements. 

GLAXOSMITHK 

LINE 

HOLDINGS 

(A.MERICAS), 

INC, 

Rclenza antiviral 
medicine for 
pandemic 
stockpile 

FY06 Pandemic 
Supplemental 

$399,995.52 

$399,995.52 

08/27/2009 

08/27/2010 

FAR 6.302-1 

Only one 
responsible 
source and no 
other supplies or 
services will 
satisfy agency 
requirements. 

1 120 VERMONT 
AVE 

ASSOCIATES. 

LLP 

Building 
Maintenance 
and Alterations 

FY09 M&A 

S24.826.0! 

$24,826.0! 

09/23-'2009 

09/22/2010 

FAR 6.302-1 

Only one 
responsible 
source and no 
other supplies or 
services will 
satisfy agency 
requirements. 


S&T: 
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CONTRACTOR 

PURPOSE 

APPROPRIATION 

ACCOUNT 

DOLLAR 

AWARD 

FULL 

PERFORMANCE 

VALUE 

CONTRACT 

START 

DATE 

CONTRACT 
END DATE 

REASON 

FOR 

SOLE 

SOURCE 

ELECTRIC 
POWER 
RESEARCH 
INSTITUTE, INC. 

Program: 
Response and 
Recovery 
Technologies 
Project: 
Recovery 
Transformer 

RDA&O 

$1,572,854.00 

$4,148,542.00 

8/17/2009 

9/30/2012 

Only One 
Source 

ERM 

CONSULTING 

AND 

ENGINEERING 

INC 

Investigation and 
Remedial Options 
Evaluations 
(IROE) with ERM 

RDA&O 

$268,335.00 

$268,335.00 

7/31/2009 

8/31/2010 

Only One 
Source 

LGS 

INNOVATIONS 

LLC 

Determination of 
Impact of Methyl 
Bromide 
Fumigation on 
Electronic 
Equipment 

ROA&O 

$442,665.00 

$442,665.00 

9/28/2009 

12/31/2010 

Only One 
Source 

NATIONAL 
ACADEMY OF 
SCIENCES 

Program: 
Commuriity 
Preparedness, 
Response, and 
Recovery 
Project: 

Enhancing Public 
Response and 
Community 
Resilience 

RDA&O 

K29.365.00 

$629,365.00 

10/15/2008 

10/14/2010 

Authorized 
by Statute 

NATIONAL 
INSTITUTE OF 
BUILDING 
SCIENCES 

Program 

Protective 

Technologies. 

Project: 

Blast/Projectile- 
Advance Materials 
Desiqn-Tier 1 

RDASO 

$1,963,106 34 

$3,986,063.49 

8/27/2009 

8/26/2011 

Authorized 
by Statute 

NEW MEXICO 
INSTITUTE OF 
MINING AND 
TECHNOLOGY 

Program: Home 
Made Explosives 
Project: Home 
Made Explosives 
Project 

ROA&O 

$282,576.74 

$282,576-74 

12/30/2009 

4/12/2007 

Only One 
Source 

NORTHERN 

ARIZONA 

UNIVERSITY 

Development of 
SNP assays to 
generate precise 
genetic signatures 
for mixed 
genotypes found 
in rlcin 

oreoarations. 

ROA&O 

$186,702,00 

$186,702.00 

8/14/2009 

9/30/2009 

Only One 
Source 

SANYO NORTH 
AMERICA 
CORPORATION 

Program: Foreign 
Animal Diseases 
(FAD) 

Project: FAD 
Vaccines & 
Diacnoslics 

RDA&O 

$13,218.00 

$13,218.00 

11/24/2009 

12/23/2009 

Only One 
Source 

SIEMENS 
INDUSTRY, INC. 

Siemens RENO 
for Insight 
(software and 
installation) 

RDA&O 

$7,000.00 

$7,000.00 

9/28/2009 

12/29/2009 

Only One 
Source 

STV 

CONSTRUCTION, 

INC. 

Short-term lease 
of two (2) 
generators from 
STV Construction, 
Inc. 

RDA&O 

$221,740 00 

$332,610.00 

12/2/2009 

5/25/2010 

Only One 
Source 

STV 

CONSTRUCTION, 

INC. 

Lease of two (2) 
generators from 
STV Construction, 
Inc. 

RDA&O 

$665,220.00 

$665,220.00 

12/8/2009 

12/8/2009 

Only One 
Source 
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Question: Please provide for the record a list of ail contracts over $1 million in total value executed by 
OHA/S&T in 2009. Organize by contractor, purpose, dollar awani, full performance value, contract start date, 
contract end date, and contract type (e.g., firmed fixed price, etc.). 

ANSWER: OHA; 


Contractor 

Purpose 

Dollar Award 

Full 

Performance 

Value 

Contract 
Start Date 

Contract 

End Date 

Contract 

Type 

A-TEK, INC. 

Operations and 

Laboratory 

Staffing 

$10, 709.733.12 

$57,097,026.22 

12/31/2007 

04/30/2012 

Labor-Hour 

Science 

Applications Inti 
Corp (SAIC) 

IT Systems 
Development & 
Maintenance 

$3,141,550.41 

$20,920,218.20 

09/30/2006 

03/31/2012 

Labor-Hour 

TAURI Group 

Systems 

Engineering. 

Technical 

Assistance, and 

Program 

Management 

Support 

$11,948,688.23 

$37,716,559.23 

12/01/2007 

03/01/2011 

Labor-Hour 

BAE Systems 

Information 

Technology 

Business and 
Management 
Support 

Services 

$5,906,259.91 

$31,338,292.87 

9/29/2007 

9/28/2012 

Hybrid Firm- 
Fixed-Price 
and Labor- 
Hour 

Roche 

Laboratories, Inc. 

Tamiflu 
antiviral 
medicine for 
pandemic 
stockpile 

$1,539,200.00 

$1,539,200.00 

11/19/2008 

Oi/18/2009 

Firm-Fixed- 

Pricc 

LRS Federal. LLC 

Field and 
Laboratory 
Operations and 
Staff 

$1,332,125.00 

$5,606,855.00 

08/25/2009 

08/24/2013 

Cost Plus 

Fixed Fee 

Systems Planning 
& Fixed-Price and 
Labor-Hour 
Analysis (SPA) 

Program 
Management 
and Analytical 
Services 

$3,879,384,96 

$22,207,118.70 

04/30/2008 

06/23/2012 

Hybrid Finn- 


S&T: 


CONTRACTOR 

PURPOSE 

DOLLAR 

AWARD 

FULL 

PERFORMANCE 

CONTRACT 
START DATE 

CONTRACT END 
DATE 

CONTRACT 

TYPE 

ADVANCED 

CRANE 

TECHNOLOGIES, 

LLC 

Program: HIPS 
Project; SAFECON 

81,287,805.00 

$1,287,805,00 

8/31/2009 

3/31/2010 

Fixed-price 

AMERICAN 
SCIENCE 5 
ENGINEERING, 
INC. 

Program: VBIED 
Detection - 
Transition Projects 
Project: Detection of 
Person-Borne and 
Vehicle-Borne 
Explosives 

$427,125.00 

$2,519,564.00 

6/18/2009 

3/22/2010 

Cost-plus-fixed- 

fee 
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CONTRACTOR 

PURPOSE 

DOLLAR 

AWARD 

FULL 

PERFC»WANCE 

VALUE 

CONTRACT 
START DATE 

CONTRACT END 
DATE 

CONTRACT 

TYPE 

ANALYTIC 
SERVICES INC. 

Program: 

Experlmenlation & 
Wargaming 
Project: 

Development of a 
FFRDC 

$25,000 «) 

$268,711,292.0) 

3/5/2009 

3/4/2014 

Indefinite- 

quantity 

APPLIED 
RESEARCH 
ASSOCIATES. INC. 

Program: VBIED 
Detection - 
Transition Projects 
Project: Detection of 
Person-Borne and 
Vehicle-Borne 

$1,201,966.04 

$1,970,951.41 

6/18/2009 

6/18/2012 

Cost-plus-fixed- 

fee 

CELIGHT, INC 

Program: \^tED 
Detection - 
Transition Projects 
Project: Detection of 
Person-Borne and 
Vehicle-Borne 

$489,937,00 

$7,915,975.00 

7/30/2009 

4/2/2012 

Cost-plus-fixed- 

fee 

ELECTRIC POWER 
RESEARCH 
INSTITUTE, INC. 

Program: Resporise 
and Recovery 
Technologies 
Project: Recovery 
Transformer 

$1,572,854 00 

$4,148,542 00 

8/17/2009 

9/30/2012 

Cost-sharing 

ENVIRONMENTAL 
PROTECTION, 
FLORIDA 
DEPARTMENT OF 

Program: Response 
and Recovery 
Project: Fixed 
Laboratory 
Response Capability 

$1,342,350.00 

$1,342,350.00 

12/8/2008 

12/B/2009 

Fixed-price 

GRIFFIN 

ANALYTICAL 

TECHNOLOGIES, 

LLC, 

Program: Manhattan 

II 

Project: Mass 
Spectrometry 

$5,267,764.00 

$5,927,044.00 

6/15/2009 

6/14/2010 

Cost-plus-fixed- 

fee 

ICX 

TECHNOLOGIES, 

INC. 

Program- PBIE • 
Basic Research 
Projects 

Project: Advanced 
High Volume 
Sampling System for 
Broad-Class 
Explosives Detection 

$2517,298.00 

$3,951,223.00 

6/12/2009 

6/14/2010 

Co$ti)1us-fix8d- 

fee 

JOHNS HOPKINS 
UNIVERSITY 
APPLIED PHYSICS 
LABORATORY LLC 

Pfogram- Detection 
Project; Non- 
IntRisive Container 
Monitor 

$1,050,808.00 

SI. 060,808 00 

5/7/2009 

3/8/2011 

Cost 

JOHNS HOPKINS 
UNIVERSITY 
APPLIED PHYSICS 
LABORATORY LLC 

Program: Systems 
Studies and Decision 
Tools 

Project: Systems 
Studies 

$1,5:^.058 00 

$2,944,220.00 

9/29/2009 

3/29/201 1 

Cost-ptus-flxed- 

fee 

JOHNS HOPKINS 
UNIVERSITY 
APPLIED PHYSICS 
LABORATORY LLC 

Program: VBIED 
Detection - 
Trar^sition Projects 
Project: Technical 
Evaluation for Whole 
Body Imager and 
Vehicle Borne 
Improvised 
Explosives 

$972,500.00 

$1,945,000.00 

9/30/2009 

9/29/2010 

Cost-plus-fixed- 

fee 

MESOSYSTEMS 

TECHNOLOGY, 

INC. 

Program: 
Sun/eillance and 
Detection - R&D 
Project. Viable 

$189,515.00 

$1,280,594.00 

9/10/2009 

5/24/2012 

Cost-pius-fixed- 

fee 
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CONTRACTOR 

PURPOSE 

DOLLAR 

AWARD 

FULL 

PERFORMANCE 

VALUE 

CONTRACT 
START DATE 

CONTRACT END 
DATE 

CONTRACT 

TYPE 

NATIONAL 
ACADEMY OF 
SCIENCES 

National Academy of 
Sciences to develop 
a framework of 
metrics for 
DHS/S&T. 

$768,076-00 

$1.5£©, 000.00 

4/1/2009 

4/1/2011 

Cost 

NATIONAL 

ELECTRICAL 

MANUFACTURERS 

ASSOCIATION 

Program: Detection 
Technology & 
Materials Science. 
Project: DICOS. 

$1,186,260.87 

$1,186,260.87 

8/11/2009 

8/10/2010 

Fixed-price 

NATIONAL 
INSTITUTE OF 
BUILDING 
SCIENCES 

Program; Protective 
Technologies. 
Project: 

Blast/Projectile- 
Advance Materials 
Desian-Tier l. 

$1,963,106.34 

$3,986,063.49 

8/27/2009 

8/26/2013 

Cost-plus-fixed- 

fee 

NATIONAL SAFE 
SKIES ALLIANCE, 
INC 

Division: Explosives 
Project: Vulnerability 
and Mitigation 
Assessment for 
General Aviation 
(GA) aimorts 

$1,698,851.19 

$1,698,851.19 

9/16/2009 

6/15/2012 

Cost 

NORTHROP 

GRUMMAN 

SYSTEMS 

CORPORATION 

Program: Detection 
Project: LACtS 

$1,448,211.00 

$1,928,124.00 

11/10/2008 

10/10/2009 

Fixed-price 

QUALCOMM 

INCORPORATED 

Program: HITS 
Project: Cell-Alt 
Ubiquitous Biological 
and Chemical 
Sensing 

$917,784-30 

$3,368,799.02 

1/9/2009 

1/8/2012 

Time-and- 

materials 
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Question: Please provide for the record a list of all OHA/S&T contracts, grants and other transactions where 
work is perfonned outside of the United States. Organize by contractor, purpose, dollar award, full 
performance value, contract start date, and contract end date. 

ANSWER: See chart below, which includes information for the Science and Technology Directorate. 


Contractor 

Purpose 

Oofiar Award 

Full Performance 
Value 

Contract Start 
Date 

Contract End 
Date 

CEIA USA, LLC 

The puipose of this purchase requisihtMi 
is to provide funding for Uie Non-MetaNic 
Cargo Screening Tran^rtation 
Security Laboratory. Due to ttre urgency 
to develop this capability, S&T has 
specified rapid prototype devek^ment 
or modifications of COTS capat^ 
devices to meet or beat the 120 day 
delivery requirement allowing the 
integration of performance teeing and 
evaluation of the selected units in 
Canada by Transport Canada. 

$598,950 

$598,950 

12/18/2008 

12/14/2009 

REED EXHiamONS 
LIMITED 

The purpose of this procur^ent action 
is to fund the fee for S&T to exhibk and 
participate in the International Security 
National Resilience (iSNR) Conference 
to be held in London during December 
4-5. 2007. 

$73,601 

$73,601 

06/28/2007 

12/15/2007 

The General Environmental 
Technos Co 

Environmental Measurements 
Laboratory (EML) requested the 
General Environmental Technos Co to 
remove the EML sampling equipment 
located at the Meteorological Research 
Institute in Rvori. Japan. 

$1,719 

$1,719 

09/14/2007 

09/13/2008 

B.C.B, INTERNATIONAL 
LTD 

Bomb Assessment/Render Safe 

$299,940 

$299,940 

11/5/2008 

2/4/2010 

THE CHAMELEON 
GROUP INCORPORATED 

Seminar. Behind The Scene’s Seminar 
of Israel's Counter-Terrorism and 
Security Operations. 

$9,750 

$9,750 

2/9/2008 

2/16/2008 


Question: Please provide for the record a list of all OHA/S&T contracts, grants and other transactions where 
work is performed outside of the United States. Organize by contractor, purpose, dollar award, full 
performance value, contract start date, and contract end dale. 

ANSWER: OHA does not have any contracts, grants and other transactions where work is performed outside 
of the United States. See chart below, which includes information for the Science and Technology Directorate. 


Contractor 

Purpose 

Dollar Award 

Full Performance 
Value 

Contract Start 
Date 

Contract End 
Date 

CEIA USA, LLC 

The purpose of this purchase requisition 
is to provide funding for the Non-Metallic 
Cargo Screening Transportation 
Security Laboratory. Due to the urgency 
to develop this capability, S&T has 
specified rapid prototype development 
or modifications of COTS capable 
devices to meet or beat the 120 day 
delivery requirement allowing the 
integration of performance testing and 
evaluation of the selected units in 
Canada by Transport Canada. 

$598,950 

$598,950 

12/18/2008 

12/14/2009 
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REED EXHIBiTIONS 
LiMiTED 

The purpose of this procurement acticKi 
is to fund the fee for S&T to exhibit and 
participate in the International Security 
National Resilience (tSNR> Conference 
to be held in London during December 
4-5, 2007. 

$73,601 

$73,601 

06/28/2007 

12/15/2007 

The General Environmental 
Technos Co 

Environmental Measuremertts 
Laboratory (EML) requested the 
General Environmental Technos Co to 
remove the EML sampling equipment 
located at the Meteorological Researdt 
Institute in Rvori. Japan. 

$1,719 

S1,719 

09/14/2007 

09/13/2008 

B.C.B. INTERNATIONAL 
LTD 

Bomb Assessment/Render Safe 

$299,940 

$299,940 

11/5/2008 

2/4/2010 

THE CHAMELEON 
GROUP INCORPORATED 

Seminar: Behind The Scene's Seminar 
of Israel's Counter-Terrorism and 
Security Operations. 

$9,750 

$9,750 

2/9/2008 

2/16/2008 


Bonuses: 


Question: Please provide a table showing how much is requested in the 201 1 budget for bonuses for 
OHA/S&T political employees, OHA/S&T SES employees, and OHA/S&T non-SES employees. 

ANSWER: See tables below. 


OHA 2011 Bud 

]etfor Bonuses 

Type of Employee 

Bonus Estimate Amount 

Political Employees 

$0.00 

SES Employees 

$48,000 

Non-SES Employees 

$202,000 

OHA Total 

$250,000 


! S&T 2011 Budget for Bonuses I 

Category 

Amount of Money 

Political 

$0* 

SES 

$178,427 

Non-SES 

$1,404,338 


*Political Appointees can not receive awards. 


Question: Please list all OHA/S&T SES bonuses provided in 2009 by position, office, and bonus amount. 

ANSWER: OHA provided three bonuses in 2009 to SES Executives. 

• Principal Deputy Assistant Secretary and Deputy Chief Medical Officer- $14,160 

• Director, Management Operations Division - $1 1.083 

• Deputy Assistant Secretary of WMD & Biodefense - $ 1 i ,080 
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S&T SES Bonuses-2009 

Position Title 

Office 

Amount 

Division Head, Command, Control, and 
Interoperability Division 

Command, Control, and Interoperability 
Division 

$I1,5«5 

Deputy Under Secretary for S&T 

Office of the Under Secretary 

$17,700 

Director, Test & Evaluations & Stnds 

Test & Evaluations & Stnds 

$13,049 

Division Head, Infrastructure and Geophysical 
Division 

Infrastructure and Geophysical Division 

$13,298 

Division Head, Borders and Maritime Security 
Division 

Borders and Maritime Security Division 

$12,775 

Division Head, Chemical & Biological Division 

Chemical & Biological Division 

$13,301 

Director of Transition 

Transition 

$12,613 

Director of Innovation/HSARPA 

Innovation/HSARPA 

$14,235 

Human Factors Division 

Human Factors Division 

$16,907 

Division Head, Explosives Division 

Explosives Division 

$ 9,150 

Director, Strategy Policy and Budget Division 

Strategy Policy and Budget Division 

$20,541 


Question: Please list by office and pay grade level the number of non-SES employees who received a bonus or 
quality step increase (qsi) in 2009, the total bonus/qsi expenditures for the particular office and pay grade, and 
the total number of employees in the office and pay grade. 

ANSWER: 60 OHA employees received bonuses/QSIs in 2009. Eight OHA employees were ineligible or 
were not recommended for a bonus/QSI. 


Grade 

Number of OHA Employees 
Receiving Bonus 

Number of OHA Employees in Office 
Pay Grade 

Bonus 

Amount 

GS-09 

2 

2 

$3,864 

GS-ll 

1 

1 

$2440 

GS-12 

2 

3 

$6,725 

GS-13 

8 

8 

$27,727 

GS-14 

17 

20 

$72,218 

GS-15 

21 

25 

$101,844 

SL 

3 

3 

$16,887 

SQ 

4 

4 

$21,417 

ST 

2 

2 

$9,258 

TOTAL 

60 

68 

$262,380 


S&T Office 

P/P 

Grade/Step 

Award 

Type 

Award Amount 

Office of the Under Secretary 

GS 

14/2 

Bonus 

$3,184 

Total Employees/Awards by Grade 


1 


$3,184 

Office of the Under Secretary 

GS 

13/10 

Bonus 

$3,390 
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Total Employees/Awards by Grade 


1 


$3,390 

Office of the Under Secretary 

GS 

9/4 

Bonus 

$1,663 

Total Employees/Awards by Grade 


1 


Sl,663 

Director of Research 

ST 

00/00 

Bonus 

$6,000 

Total Employees/Awards by Grade 


I 


$6,060 

Director of Research 

GS 

15/10 

Bonus 

$3,064 

Total Employees/Awards by Grade 


1 


$3,064 

Office of National Laboratories 

GS 

15/10 

Bonus 

$4,596 

Office of National Laboratories 

GS 

15/9 

Bonus 

$10,000 

Office of National Laboratories 

GS 

15/8 

Bonus 

$4,472 

Office of National Laboratories 

GS 

15/6 

Bonus 

$4,229 

Office of National Laboratories 

GS 

15/6 

Bonus 

$4,229 

Office of National Laboratories 

GS 

15/6 

Bonus 

$2,819 

Office of National Laboratories 

GS 

15/4 

Bonus 

$3,987 

Office of National Laboratories 

GS 

15/4 

Bonus 

$3,987 

Total Employees/Awards by Grade 


8 


$38,319 

Office of National Laboratories 

GS 

14/9 

Bonus 

$2,602 

Office of National Laboratories 

GS 

14/7 

Bonus 

$3,420 

Office of National Laboratories 

GS 

14/6 

Bonus 

$2,217 

Total Employees/Awards by Grade 


3 


$8,239 

Office of University Programs 

SL 

00/00 

Bonus 

$6,000 

Total Employees/Awards by Grade 


1 


$6,000 

Office of University Programs 

GS 

15/8 

Bonus 

$4,471 

Office of University Programs 

GS 

15/6 

Bonus 

$4,229 

Office of University Programs 

OS 

15/5 

Bonus 

$4,108 

Office of University Programs 

ros 

15/3 

Bonus 

$3,894 

Office of Uni versity Programs 

GS 

15/2 

Bonus 

$3,746 

Total Employees/Awards by Grade 


5 


$20,448 

Counter-Improvised Explosives Devices 

ST 

00/00 

Bonus 

$6,000 

Total Employees/Awards by Grade 


1 


$6,000 

Counter-Improvised Explosives Devices 

GS 

15/10 

Bonus 

$4,596 

Counter-Improvised Explosives Devices 

GS 

15/3 

Bonus 

$2,578 

Total Employees/Awards by Grade 


2 


$7,174 

Director of Innovation/Homeland Security Advance 
Research 

ST 

00/00 

Bonus 

$4,677 

Director of Innovation/Uomeland Security Advance 
Research 

ST 

00/00 

Bonus 

$4,887 

Director of Innovation/Homeland Security Advance 
Research 

ST 

00/00 

Bonus 

$4,814 

Total Employees/ Awards by Grade 


3 


$14,378 

Director of Innovation/Homeland Security Advance 
Research 

AD 

00/00 

Bonus 

$3,258 

Director of Innovation/Homeland Security Advance 
Research 

AD 

00/00 

Bonus 

$6,516 
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Director of innovation/Homeiand Security Advance 
Research 

AD 

00/00 

Bonus 

$4,887 

Director of {nnovation/Homeland Security Advance 
Research 

AD 

00/00 

Bonus 

$1,503 

Director of Innovation/Homeland Security Advance 
Research 

AD 

00/00 

Bonus 

$3,110 

Director of Innovation/Homeland Security Advance 
Research 

AD 

00/00 

Bonus 

$4,350 

Director of Innovation/Homeland Security Advance 
Research 

AD 

00/00 

Bonus 

$4,887 

Director of Innovation/Homeland Security Advance 
Research 

AD 

00/00 

Bonus 

$3,185 

Director of Innovation/Homeland Security Advance 
Research 

AD 

00/00 

Bonus 

$2,900 

Director of Innovation/Homeland Security Advance 
Research 

AD 

00/00 

Bonus 

$1,629 

Director of Innovation/Homeland Security Advance 
Research 

AD 

00/00 

Bonus 

$3,450 

Total Employees/ Awards by Grade 


11 


S39,67S 

Director of Innovation/Homeland Security Advance 
Research 

GS 

15/10 

Bonus 

$4,359 

Total Employees/Awards by Grade 


, 


S4,3S9 

Director of Innovation/Homeland Security Advance 
Research 

GS 

14/10 

Bonus 

$2,671 

Total Employees/Awards by Grade 


1 


$2,671 

Director of Transition 

ST 

00/00 

Bonus 

$3,128 

Total Employees/Awards by Grade 


1 


$3,128 

Director of Transition 

GS 

15/06 

Bonus 

$0 

Director of Transition 

GS 

15/05 

Bonus 

$2,739 

Director of Transition 

GS 

15/05 

Bonus 

$2,739 

Director of Tr^sition 

GS 

15/04 

Bonus 

$3,987 

Director of Transition 

GS 

15/02 

Bonus 

$3,746 

Director of Transition 

GS 

15/03 

OSI 

$0 

Total Employees/Awards by Grade 


7 


$13,211 

Director of Transition 

GS 

12/01 

Bonus 

$731 

Total Employees/Awards by Grade 


1 


S731 

Director of Transition 

GS 

03/01 

Bonus 

$0 

Total Employees/Awards by Grade 


1 


so 

Director of Transition 

GS 

15/10 

Bonus 

$4,596 

Director of Transition 

GS 

15/10 

Bonus 

$4,596 

Total Employees/Awards by Grade 


2 


S9,192 

Director of Transition 

GS 

13/01 

Bonus 

$2,608 

Total Employees/Awards by Grade 


1 


$2,608 

Director of Transition 

GS 

12/1 

Bonus 

$2,193 
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Total Emplovees/Awards bv Grade 


1 


S2493 

Director of Transition 

GS 

11/9 

Bonus 

$2,317 

Total Emplovees/Awards bv Grade 


1 


S2,317 

Operations Analysis Division 

GS 

15/10 

Bonus 

$4,596 

Operations Analysis Division 

GS 

15/08 

Bonus 

$2,981 

Operations Analysis Division 

GS 

15/07 

Bonus 

$5,074 

Operations Analysis Division 

GS 

15/07 

Bonus 

$4,350 

Operations Analysis Division 

GS 

15/04 

Bonus 

$2,658 

Total Emplovees/Awards by Grade 


5 


SI 9,659 

Corporate Communication Division 

SL 

00/00 

Bonus 

$4,842 

Total Employees/Awards by Grade 


1 


S4,842 

Corporate Communication Division 

GS 

15/07 

Bonus 

$4,350 

Total Emplovees/Awards by Grade 


1 


$4,350 

Corporate Communication Division 

GS 

14/09 

OSl 

$0 

Corporate Communication Division 

GS 

14/06 

OSl 

$0 

Corporate Communication Division 

GS 

14/06 

Bonus 

$3,597 

Corporate Communication Division 

GS 

14/03 

Bonus 

$3,287 

Total Emplovees/Awards by Grade 


4 


$6,884 

Corporate Communication Division 

GS 

13/01 

Bonus 

$2,608 

Total Emplovees/Awards by Grade 


1 


$2,608 

Corporate Communication Division 

GS 

04/01 

Bonus 

$0 

Total Emplovees/Awards by Grade 


t 


$0 

Corporate Communication Division 

GS 

03/01 

Bonus 

$0 

Total Emplovees/Awards by Grade 


1 


so 

Business Operations Division 

GS 

15/10 

Bonus 

$5,362 

Business Operations Division 

GS 

15/09 

Bonus 

$4,592 

Business Operations Division 

GS 

15/08 

Bonus 

$5,961 

Business Operations Division 

GS 

15/07 

Bonus 

$4,350 

Business Operations Division 

GS 

15/07 

Bonus 

$4,350 

Business Operations Division 

GS 

15/07 

Bonus 

$6,000 

Business Operations Division 

GS 

15/06 

Bonus 

$4,229 

Business Operations Division 

GS 

15/05 

Bonus 

$4,108 

Business Operations Division 

GS 

15/05 

Bonus 

$4,108 

Business Operations Division 

GS 

15/04 

Bonus 

$3,987 

Business Operations Division 

GS 

15/04 

Bonus 

$3,987 

Business Operations Division 

GS 

15/04 

Bonus 

$3,987 

Business Operations Division 

GS 

15/04 

Bonus 

$0 

Business Operations Division 

GS 

15/04 

Bonus 

$0 

Business Operations Division 

GS 

15/02 

Bonus 

$2,497 




243 


Total Emplovees/Awards by Grade 


15 


$57,518 

Business Operations Division 

GS 

14/10 

Bonus 

$0 

Business Operations Division 

OS 

14/10 

Bonus 

$2,671 

Business Operations Division 

GS 

14/10 

Bonus 

$0 

Business Operations Division 

GS 

14/10 

Bonus 

$2,671 

Business Operations Division 

GS 

14/09 

Bonus 

$0 

Business Operations Division 

GS 

14/07 

Bonus 

$3,701 

Business Operations Division 

OS 

14/04 

Bonus 

$0 

Business Operations Division 

GS 

14/04 

Bonus 

$0 

Total Emplovees/Awards by Grade 


8 


$9,043 

Business Operations Division 

GS 

13/09 

Bonus 

$0 

Business Operations Division 

GS 

B/06 

Bonus 

$0 

Business Operations Division 

GS 

13/04 

Bonus 

$1,912 

Business Operations Division 

GS 

13/04 

Bonus 

$2,869 

Business Operations Division 

GS 

13/02 

Bonus 

$2,695 

Business Operations Division 

GS 

13/01 

Bonus 

$0 

Business Operations Division 

GS 

13/01 

Bonus 

SO 

Business Operations Division 

GS 

13/01 

Bonus 

$2,608 

Business Operations Division 

GS 

13/01 

Bonus 

$2,608 

Total Eraployees/Awards by Grade 


9 


$12,692 

Business Operations Division 

GS 

12/05 

Bonus 

$2,485 

Business Operations Division 

OS 

12/01 

OSI 

$0 

Total Employees/Awards by Grade 


2 


$2,485 

Business Operations Division 

GS 

09/05 

Bonus 

$1,714 

Total Employees/Awards by Grade 


1 


$1,714 

International Programs Division 

SL 

00/00 

Bonus 

$4,842 

Total Employees/Awards by Grade 


1 


$4,842 

International Proarams Division 

GS 

15/07 

Bonus 

$3,534 

International Programs Division 

GS 

15/05 

Bonus 

$3,337 

International Programs Division 

GS 

14/04 

osi 

$0 

International Programs Division 

GS 

14/04 

Bonus 

$3,390 

International Programs Division 

GS 

14/01 

Bonus 

$3,082 

International Programs Division 

GS 

12/08 

Bonus 

$2,705 

International Programs Division 

GS 

12/03 

Bonus 

$2,339 

Iniemationai Programs Division 

GS 

03/01 

Bonus 

$0 

Total Employees/ Awards by Grade 


8 


$18,387 

Interagency Programs Division 

ST 

00/00 

Bonus 

$4,887 

Total Emplovees/Awards by Grade 


1 


$4,887 

Interagency Programs Division 

GS 

15/10 

Bonus 

$3,064 

Interagency Programs Division 

GS 

15/09 i Bonus i 

$4,592 
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Interagency Programs Division 

GS 

15/09 

Bonus 

$4,533 

Interagency Programs Division 

GS 

15/04 

Bonus 

$3,987 

Interagency Programs Division 

GS 

15/03 

Bonus 

$3,867 

Total Erapiovees/Awards by Grade 


6 


$20,043 

Special Programs Division 

ST 

00/00 

Bonus 

$4,887 

Total Employees/Awards by Grade 


1 


$4,887 

Special Programs Division 

GS 

15/10 

Bonus 

$4,596 

Special Programs Division 

GS 

15/06 

Bonus 

$4,229 

Total Employees/Awards by Grade 


2 


$8,825 

Strategy, Policy & Budget Division 

GS 

15/09 

Bonus 

$3,061 

Strategy, Policy & Budget Division 

GS 

15/08 

Bonus 

$3,335 

Strategy, Policy & Budget Division 

GS 

15/07 

Bonus 

$6,000 

Strategy, Policy & Budget Division 

GS 

15/06 

Bonus 

$6,000 

Strategy, Policy & Budget Division 

GS 

15/05 

Bonus 

$5,000 

Strategy, Policy & Budget Division 

GS 

15/05 

Bonus 

$2,739 

Strategy, Policy & Budget Division 

GS 

15/04 

Bonus 

$2,658 

Strategy, Policy & Budget Division 

GS 

15/04 

Bonus 

$3,000 

Strategy, Policy & Budget Division 

GS 

15/04 

Bonus 

$2,658 

Strategy, Policy & Budget Division 

GS 

15/03 

Bonus 

$4,000 

Total Erapiovees/Awards by Grade 


10 


$38,451 

Strategy, Policy & Budget Division 

GS 

14/10 

Bonus 

$2,671 

Strategy, Policy & Budget Division 

GS 

14/08 

Bonus 

$3,801 

Strategy, Policy & Budget Division 

OS 

14/05 

Bonus 

$3,493 

Strategy, Policy & Budget Division 

GS 

14/04 

Bonus 

$2,260 

Strategy, Policy & Budget Division 

GS 

14/04 

Bonus 

$0 

Strategy, Policy & Budget Division 

GS 

14/04 

Bonus 

$2,123 

Strategy, Policy & Budget Division 

GS 

14/04 

osi 

$0 

Strategy, Policy & Budget Division 

GS 

14/02 

Bonus 

$2,750 

Strategy, Policy & Budget Division 

GS 

14/02 

Bonus 

$2,123 

Strategy, Policy & Budget Division 

GS 

14/01 

Bonus 

$2,054 

Strategy, Policy & Budget Division 

GS 

14/01 

Bonus 

$4,000 

Total Erapiovees/Awards by Grade 


n 


$25,275 

Strategy, Policy & Budget Division 

GS 

13/03 

Bonus 

$3,500 

Strategy, Policy & Budget Division 

GS 

13/01 

Bonus 

$3,500 

Total Employees/Awards by Grade 


2 


$7,000 

Strategy. Policy & Budget Division 

OS 

12/0! 

OSI 

$0 

Strategy, Policy & Budget Division 

GS 

12/0! 

Bonus 

$1,000 

Strategy, Policy & Budget Division 

GS 

12/01 

Bonus 

$0 

Strategy, Policy & Budget Division 

GS 

12/01 

Bonus 

$3,000 

Total Employees/Awards by Grade 


4 


$4,000 

Strategy, Policy & Budget Division 

GS 

11/10 

Bonus 

$0 

Strategy. Policy & Budget Division 

GS 

11/01 

Bonus 

$2,000 

Total Employees/Awards by Grade 


2 


$2,000 

Strategy. Policy & Budget Division 

GS 

09/09 

Bonus 

$2,500 

Total Employees/Awards by Grade 


1 


$2,500 
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Strategy, Policy & Budget Division 

GS 

08/05 

Bonus 

$2,000 

Strategy, Policy & Budget Division 

GS 

08/04 

QSI 

$0 

Total Emplovees/Awards by Grade 


2 


S2,000 

Strategy, Policy & Budget Division 

GS 

04/01 

Bonus 

$0 

Total Emplovees/Awards by Grade 


1 


so 

Tests & Evaluation and Standards Division 

GS 

15/10 

Bonus 

$0 

Tests & Evaluation and Standards Division 

GS 

15/10 

Bonus 

$0 

Tests & Evaluation and Standards Division 

GS 

15/10 

Bonus 

$0 

Tests & Evaluation and Standards Division 

GS 

15/10 

Bonus 

$6,000 

Tests & Evaluation and Standards Division 

GS 

15/09 

Bonus 

$6,000 

Tests & Evaluation and Standards Division 

GS 

15/07 

Bonus 

$6,000 

Tests & Evaluation and Standards Division 

GS 

15/07 

Bonus 

$4,350 

Tests & Evaluation and Standards Division 

GS 

15/07 

Bonus 

$0 

Tests & Evaluation and Standards Division 

GS 

15/06 

Bonus 

$1,410 

Tests & Evaluation and Standards Division 

GS 

15/06 

Bonus 

$5,000 

Tests & Evaluation and Standards Division 

GS 

15/05 

Bonus 

$0 

Tests & Evaluation and Standards Division 

GS 

15/05 

Bonus 

$4,108 

Tests & Evaluation and Standards Division 

GS 

15/04 

Bonus 

$3,987 

Tests & Evaluation and Standards Division 

GS 

15/04 

Bonus 

$0 

Tests & Evaluation and Standards Division 

GS 

15/02 

Bonus 

$3,746 

Total Employees/Awards by Grade 


15 


$40,601 

Tests & Evaluation and Standards Division 

GS 

14/05 

Bonus 

$3,493 

Total Employees/Awards by Grade 


1 


$3,493 

Command, Control & Interoperability Division 

ST 

00/00 

Bonus 

$4,887 

Total Employees/Awards by Grade 


1 


$4,887 

Command, Control & Interoperability Division 

GS 

15/10 

Bonus 

$5,000 

Command, Control & Interoperability Division 

GS 

15/10 

Bonus 

$4,596 

Command, Control & Interoperability Division 

OS 

15/10 

Bonus 

$4,596 

Command, Control & Interoperability Division 

OS 

15/10 

Bonus 

$4,596 

Command, Control & Interoperability Division 

GS 

15/10 

Bonus 

$4,596 

Command, Control & Interoperability Division 

GS 

15/09 

Bonus 

$4,592 

Command, Control & Interoperability Division 

GS 

15/08 

Bonus 

$4,471 

Command, Control & Interoperability Division 

GS 

15/07 

Bonus 

$4,350 

Command, Control & Interoperability Division 

GS 

15/06 

Bonus 

$4,229 

Command, Control & Interoperability Division 

GS 

15/05 

Bonus 

$4,108 

Command, Control & Interoperability Division 

GS 

15/05 

Bonus 

$4,108 

Command, Control & Interoperability Division 

GS 

15/05 

Bonus 

$4,108 

Command, Control & Interoperability Division 

GS 

15/01 

Bonus 

$3,625 



13 


$56,975 

Command, Control & Interoperability Division 

GS 

14/02 

Bonus 

$3,184 

Command, Control & Interoperability Division 

GS 

14/02 

Bonus 

$3,184 

Command, Control & Interoperability Division 

GS 

14/10 

Bonus 

$4,006 



3 


$10,374 

Command, Control & Interoperability Division 

GS 

13/05 

Bonus 

$2,956 
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Command, Control & Interoperability Division 

GS 

12/04 

Bonus 

$2,412 

Command, Control & Interoperability Division 

GS 

12/01 

Bonus 

$2,193 

Total Emplovees/Awards bv Grade 


2 


$4,605 

Command, Control & Interoperability Division 

GS 

11/01 

Bonus 

$1,830 

Total Emplovees/Awards by Grade 


I 


$1,830 

Infrastructure & Geophysical Division 

ST 

00/00 

Bonus 

$4,035 

Total Emplovees/Awards bv Grade 


1 


$4,035 

Infrastructure & Geophysical Division 

GS 

15/08 

Bonus 

$2,981 

Infrastructure & Geophysical Division 

GS 

15/08 

Bonus 

$6,000 

Infrastructure & Geophysical Division 

GS 

15/05 

Bonus 

$3,800 

Infrastructure «& Geophysical Division 

GS 

15/05 

OSl 

$0 

Infrastructure & Geophysical Division 

GS 

15/04 

Bonus 

$2,658 



5 


$15,439 

Infrastructure & Geophysical Division 

GS 

14/08 

Bonus 

$2,534 

Total Emplovees/Awards bv Grade 


I 


$2,534 

Explosives Division 

ST 

00/00 

Bonus 

$3,000 

Total Emplovees/Awards bv Grade 


1 


$3,000 

Explosives Division 

GS 

15/10 

Bonus 

$3,064 

Explosives Division 

GS 

15/10 

Bonus 

$6,000 

Explosives Division 

GS 

15/7 

QSI 

$0 

Explosives Division 

GS 

15/6 

Bonus 

$6,000 

Explosives Division 

GS 

15/6 

Bonus 

$1,410 

Explosives Division 

GS 

15/6 

Bonus 

$5,000 

Explosives Division 

GS 

15/5 

Bonus 

$2,739 

Explosives Division 

GS 

15/4 

Bonus 

$2,658 

Explosives Division 

GS 

15/2 

Bonus 

$4,000 

Explosives Division 

GS 

15/1 

Bonus 

$2,417 

Total Emplovees/Awards bv Grade 


10 


$33,288 

Chemical/ Biological Division 

ST 


Bonus 


Chemical/ Biological Division 

ST 


Bonus 


Chemical/ Biological Division 

ST 


Bonus 


Chemical/ Biological Division 

ST 


Bonus 

$6,000 1 

Chemical/ Biological Division 

ST 

00/00 



Total Emplovees/Awards bv Grade 


5 



Chemical/ Biological Division 

GS 


Bonus 


Chemical/ Biological Division 

GS 




Chemical/ Biological Division 

GS 



$2,981 

Chemical/ Biological Division 

GS 



$2,981 

Chemical/ Biological Division 

GS 

15/7 

Bonus 

$4,350 

Chemical/ Biological Division 

GS 

15/6 

Bonus 

$2,819 

Chemical/ Biological Division 

GS 



$4,229 

Chemical/ Biological Division 

GS 

15/5 



Chemical/ Biological Division 

GS 

!5/5 

QSI 

$0 

Chemical/ Biological Division 

GS 

15/5 

Bonus 

$4,108 

Chemical/ Biological Division 

GS 

15/4 

QSI 

$0 
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Chemical/ Biological Division 

GS 

15/3 

Bonus 

$3,867 

Chemical/ Biological Division 

GS 

15/3 

Bonus 

$2,578 

Chemical/ Biological Division 

GS 

15/2 

Bonus 

$3,746 

Chemical/ Biological Division 

GS 

15/2 

Bonus 

$2,497 

Chemical/ Biological Division 

GS 

15/2 

QSI 

$0 

Chemical/ Biological Division 

GS 

15/1 

Bonus 

$2,417 

Chemical/ Biological Division 

GS 

15/i 

Bonus 

$0 

Total Einplovees/Awards by Grade 


18 


$46,809 

Chemical/ Biological Division 

GS 

14/3 

Bonus 

$0 

Total Employees/Awards by Grade 


1 


so 

Borders and Maritime Security Division 

ST 

00/00 

Bonus 

$5,000 

Total Employees/Awards by Grade 


1 


$5,000 

Borders and Maritime Security Division 

GS 

15/10 

Bonus 

$5,000 

Borders and Maritime Security Division 

GS 

15/10 

Bonus 

$3,064 

Borders and Maritime Security Division 

GS 

15/9 

Bonus 

$4,000 

Borders and Maritime Security Division 

GS 

15/6 

QSl 

$0 

Borders and Maritime Security Division 

GS 

15/6 

Bonus 

$4,000 

Borders and Maritime Security Division 

GS 

15/6 

Bonus 

$5,000 

Borders and Maritime Security Division 

GS 

15/4 

OSI 

$0 

Borders and Maritime Security Division 

GS 

15/4 

Bonus 

$5,000 

Borders and Maritime Security Division 

GS 

14/2 

Bonus 

$3,000 

Total Employees/Awards by Grade 


9 


$29,064 

Human Factors Division 

ST 

00/00 

Bonus 

$4,842 

Total Employees/Awards by Grade 


I 


$4,842 

Human Factors Division 

GS 

15/9 

Bonus 

$1,531 

Human Factors Division 

GS 

15/7 

Bonus 

$6,000 

Human Factors Division 

GS 

15/6 

Bonus 

$2,819 

Human Factors Division 

GS 

15/6 

Bonus 

$0 

Human Factors Division 

GS 

15/4 

OSI 

$0 

Human Factors Division 

GS 

15/4 

Bonus 

$3,987 

Human Factors Division 

GS 

15/4 

Bonus 

$5,317 

Human Factors Division 

GS 

15/3 

Bonus 

$2,578 

Human Factors Division 

GS 

15/1 

Bonus 

$0 

Human Factors Division 

GS 

15/2 


$3,746 

Human Factors Division 

GS 




Human Factors Division 

GS 


Bonus 

$2,497 

Total Employees/Awards by Grade 


13 



Transportation Security Labs 

GS 

15/10 

Bonus 


Transportation Security Labs 

GS 


Bonus 

$4,596 

Transportation Security Labs 

GS 


Bonus 


I'ransportation Security Labs 

GS 


Bonus 

$6,000 

Transportation Security Labs 

GS 


Bonus 

$1,532 

Transportation Security Labs 

GS 

15/9 

Bonus 

$4,523 

Transportation Security Labs 

GS 

15/9 

Bonus 

$3,015 

Transportation Security Labs 

GS 

15/8 

Bonus 

$4,404 
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Transportation Security Labs 

GS 

15/8 

Bonus 

$4,404 

Transportation Security Labs 

GS 

15/7 

Bonus 

$4,285 

Transportation Security Labs 

GS 

15/7 

Bonus 

$4,285 

Transportation Security Labs 

GS 

15/6 

Bonus 

$5,554 

Transportation Security Labs 

GS 

15/6 

Bonus 

$2,777 

Transportation Security Labs 

GS 

15/6 

Bonus 

$2,777 

Transportation Security Labs 

GS 

15/5 

Bonus 

$4,046 

Transportation Security Labs 

GS 

15/4 

Bonus 

$2,618 

Transportation Security Labs 

Igs 

15/3 

Bonus 

SI, 269 

Total Employees/ Awards by Grade 


17 


$65,149 

Transportation Security Labs 

GS 

14/10 

Bonus 

$1,315 

Transportation Security Labs 

GS 

14/10 

Bonus 

$3,946 

Transportation Security Labs 

GS 

14/10 

Bonus 

$1,315 

Transportation Security Labs 

GS 

14/10 

Bonus 

$2,631 

Transportation Security Labs 

GS 

14/10 

Bonus 

$2,631 

Transportation Security Labs 

GS 

14/10 

Bonus 

$2.63 1 

Transportation Security Labs 

GS 

14/10 

Bonus 

$1,315 

Transportation Security Labs 

GS 

14/10 

Bonus 

$1,315 

Transportation Security Labs 

GS 

14/10 

Bonus 

$3,946 

Transportation Security Labs 

GS 

14/9 

Bonus 

$1,282 

Transportation Security Labs 

GS 

14/7 

Bonus 

$1,214 

Transportation Security Labs 

GS 

14/7 

Bonus 

$2,428 

Transportation Security Labs 

GS 

14/7 

Bonus 

$1,214 

Transportation Security Labs 

OS 

14/7 

Bonus 

$4,857 

Transportation Security Labs 

GS 

14/6 

Bonus 

$1,180 

Transportation Security Labs 

GS 

14/6 

Bonus 

$2,361 

Transportation Security Labs 

GS 

14/5 

Bonus 

$2,293 

Transportation Security Labs 

GS 

14/5 

Bonus 

$3,689 

Transportation Security Labs 

GS 

14/4 

Bonus 

$2,226 

Transportation Security Labs 

GS 

14/3 

Bonus 

$2,158 

Transportation Security Labs 

GS 

14/3 

Bonus 

$3,238 

Transportation Security Labs 

GS 

14/1 

Bonus 

$2,024 

Transportation Security Labs 

GS 

14/1 

Bonus 

$3,035 

Total Employees/Awards by Grade 


23 


$54,244 

Transportation Security Labs 

GS 

13/9 

Bonus 

$2,169 

Transportation Security Labs 

GS 

13/8 


$3,168 

Transportation Security Labs 

GS 


IxJSIRH 

$3,082 

Transportation Security Labs 

GS 


ms 

$1,027 

Transportation Security Labs 

GS 



$999 

Transportation Security Labs 

OS 

13/6 


$999 

Transportation Security Labs 

OS 


R— 

$1,941 

Transportation Security Labs 

GS 


liiis 

$3,767 

T ransportation Security Labs 

GS 



$1,884 

Total Employees/Awards by Grade 


9 


S19,036 

Transportation Security Labs 

GS 

11/7 

Bonus 

$2,162 
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Transportation Security Labs 

GS 

U/5 

Bonus 

$1,362 

Transportation Security Labs 

GS 

11/4 

Bonus 

$1,322 

Transportation Security Labs 

GS 

11/4 

QSI 

$0 

Total Employees/Awards by Grade 


4 


$4,846 

Transportation Security Labs 

GS 

9/6 

QSI 

$0 

Transportation Security Labs 

GS 

9/6 

Bonus 

$1,159 

Transportation Security Labs 

GS 

9/5 

Bonus 

$563 

Total Employees/Awards by Grade 


3 


$1,722 

Transportation Security Labs 

GS 

8/4 

Bonus 

$989 

Total Employees/Awards by Grade 


1 


S989 

Plum Island Animal Disease Center 

GS 

15/10 

Bonus 

$6,000 

Plum Island Animal Disease Center 

GS 

15/7 

QSI 

$0 

Plum Island Animal Disease Center 

GS 

15/3 

Bonus 

$4,019 

Total Employees/Awards by Grade 


3 


$10,019 

Plum Island Animal Disease Center 

GS 

14/10 

Bonus 

$2,776 

Plum Island Animal Disease Center 

GS 

14/7 

Bonus 

$0 

Plum Island Animal Disease Center 

GS 

14/6 

Bonus 

$3,737 

Plum Island Animal Disease Center 

GS 

14/6 

Bonus 

$3,737 

Plum Island Animal Disease Center 

GS 

14/6 

Bonus 

$2,492 

Plum Island Animal Disease Center 

GS 

14/5 

Bonus 

$2,421 

Plum Island Animal Disease Center 

GS 

14/4 

Bonus 

$3,524 

Plum Island Animal Disease Center 

GS 

14/2 

Bonus 

$2,207 

Total Employees/Awards by Grade 


8 


$20,894 

Plum Island Animal Disease Center 

GS 

13/7 

Bonus : 

$3,253 

Plum Island Animal Disease Center 

GS 

13/7 

Bonus 

$3,253 

Plum Island Animal Disease Center 

GS 

13/2 

Bonus 

$2,801 

Plum island Animal Disease Center 

GS 

13/2 

Bonus 

$2,801 

Plum Island Animal Disease Center 

GS 

13/1 

Bonus 

$2,711 

Plum Island Animal Disease Center 

GS 

13/1 

Bonus 

$2,711 

Plum Island Animal Disease Center 

GS 

13/1 

Bonus 

$2,711 

Plum Island Animal Disease Center 

GS 

13/1 

Bonus 

$2,711 

Total Employees/Awards by Grade 


8 


$22,952 

Plum Island Animal Disease Center 

GS 

12/9 

Bonus 

$2,887 

Plum Island Animal Disease Center 

GS 

12/7 

osi 

$0 

Plum Island Animal Disease Center 

OS 

12/7 

Bonus 

$912 

Plum Island Animal Disease Center 

GS 

12/6 

Bonus 

$1,773 

Plum Island Animal Disease Center 

GS 

12/1 

Bonus 

$2,280 

Total Emplovees/Awards by Grade 


5 


$7,852 

Plum Island Animal Disease Center 

GS 

11/3 

Bonus 

$2,029 

Total Employees/Awards by Grade 


1 


$2,029 

Plum Island Animal Disease Center 

GS 

9/7 

Bonus 

$1,258 

Total Employees/Awards by Grade 


i 


$1,258 

Plum Island Animal Disease Center 

GS 

7/4 

Bonus 

$1,414 

Total Employees/Awards by Grade 


1 


$1,414 

Plum Island Animal Disease Center 

WG 

6/5 

Bonus 

$1,619 
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Plum Island Animal Disease Center 

WG 

6/5 

Bonus 

$1,619 

Plum Island Animal Disease Center 

WG 

6/4 

Bonus 

$2,142 

Plum Island Animal Disease Center 

WG 

6/4 

Bonus 

$1,562 

Plum Island Animal Disease Center 

WG 

6/4 

Bonus 

$1,718 

Plum Island Animal Disease Center 

WG 

6/3 

Bonus 

$1,505 

Plum Island Animal Disease Center 

WG 

6/2 

Bonus 

$1,447 

Plum Island Animal Disease Center 

WG 

6/2 

Bonus 

$1,447 

Plum Island Animal Disease Center 

WG 

6/2 

Bonus 

$1,856 

Total Empiovees/ Awards bv Grade 


9 


$14,915 

Plum Island Animal Disease Center 

WG 

5/1 

Bonus 

$871 

Total Employees/Awards by Grade 


1 


$871 

Environmental Measurements Lab 

GS 

15/10 

Bonus 

$2,346 

Environmental Measurements Lab 

GS 

!5/8 

Bonus 

$1,532 

Environmental Measurements Lab 

GS 

15/7 

QSI 

$0 

Environmental Measurements Lab 

GS 

15/4 

OSI 

$0 

Total Employ ees/Awards by Grade 


4 


$3,878 

Environmental Measurements Lab 

GS 

14/8 

Bonus 

$1,317 

Environmental Measurements Lab 

GS 

14/7 

Bonus 

$3,844 

Environmental Measurements Lab 

GS 

14/7 

Bonus 

$1,870 

Environmental Measurements Lab 

GS 

14/6 

Bonus 

$2,492 

Environmental Measurements Lab 

GS 

14/5 

Bonus 

$3,025 

Total Employees/ Awards by Grade 


5 


$12,548 

Environmental Measurements Lab 

GS 

13/10 

Bonus 

$1,175 

Environmental Measurements Lab 

GS 

13/8 

Bonus 

$3,343 

Environmental Measurements Lab 

GS 

13/6 

Bonus 

$3,163 

Environmental Measurements Lab 

GS 

13/6 

Bonus 

$1,898 

Total Employees/Awards bv Grade 


4 


$9,579 

Environmental Measurements Lab 

GS 

12/9 

Bonus 

$2,887 

Environmental Measurements Lab 

OS 

12/8 

Bonus 

$2,811 

Environmental Measurements Lab 

GS 

12/8 

Bonus 


Environmental Measurements Lab 

GS 

12/7 

Bonus 


Environmental Measurements Lab 

GS 

12/3 

Bonus 


Environmental Measurements Lab 

GS 

12/1 

Bonus 

$2,298 

Total Employees/Awards by Grade 


6 


$12,277 

Environmental Measurements Lab 

GS 

11/10 

Bonus 

$1,978 

Environmental Measurements Lab 

GS 

n/10 

Bonus 

$2,472 

Environmental Measurements Lab 

GS 

11/8 

Bonus 

$988 

Total Employees/ Awards by Grade 


3 


$5,438 

Environmental Measurements Lab 

GS 

9/10 

Bonus 

$681 

Environmental Measurements Lab 

GS 

9/5 

Bonus 

$594 

Total Employees/Awards by Grade 


2 


$1,275 

Environmental Measurements Lab 

GS 

8/10 

Bonus 

$1,850 

Total Employees/Awards by Grade 


1 


$1,850 

Environmental Measurements Lab 

GS 

7/8 

Bonus 

$1,585 

Total Employees/Awards by Grade 


1 


$1,585 
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Environmental Measurements Lab 

GS 1 6/10 

Bonus 

$501 

Total Emplovees/Awards bv Grade 

! 1 


S50I 


* Those who received $0 were not eligible for a bonus because the person(s) did not have 90 days of service 
with DHS/S&T. 


Travel 


Question; Please provide for the record a table that shows all funds expended by OHA/S&T political 
employees for travel in 2009. Include name of individual traveling, purpose of travel, location{s) visited, and 


total cost. 




ANSWER: 




1 Name-OHA 

Destination 

1 Purpose of Travel 

1 Total Reimbursement 

Dr. Garza 

Mexico City, Mexico 

Dr. Garza was requested to participate in a 
trilateral meeting with the Deputy Secretary 
regarding MINI. 

392.10 

Dr. Garza 

Orlando, FL 

Dr. Garza was asked to speak at the lAEMs 

57th Annual Conference. 

685.45 

Dr. Garza 

Atlanta, GA 

Performed a site visit of the CDC with Rich 
Serrtno of FEMA. 

622.91 

Dr. Garza 

Minneapolis, MN 

Participated in "Preparing for an HlNl Flu 
vaccination campaign: A Tabletop 
Communications Exercise between 

Government and the Media." 

1,092.12 

Dr. Garza 

St. Louis, MO 

Speech/Presentation at the Ground Rounds at 
the Amsus meeting. Topics of discussion 
included HlNl issues. 

522.98 

Dr. Garza 

Halifax Nova Scotia, Canada 

Attended the German Marshal Fund 
International Security Forum. Traveling to this 
forum will enhance DHS executive decision- 
support by ensuring that global lessons- 
learned and best practices are applied 
domestically. 

2,439.39 


Traveler Name - S&T 

Purpose 

Location 

Cost 

MATTHEW BRENNAN 

Participate in the workshop on future 
directions in cyber-physical systems 
security 

NEWARK, NJ 

$654.57 

MATTHEW BRENNAN 

Escort U/S on Lab Site Visit 

KANSAS CITY, MO 

$637.52 
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TOTAL FOR MATTHEW BRENNAN 


$1,292.09 

TARA OTOOLE 

Tour proposed Lab site and meetv^ 
Senators and otfter officials. 

KANSAS CITY, MO 

$710.35 

TOTAL FOR TARA O’TOOLE 


$710.35 


Unobligated Balances 


Question: Please provide unobligated balances within OHA/S&T, by appropriation account, and when you 
anticipate that they will be expended. 

ANSWER: OHA plans to have all available funds obligated by the end of FY 10 and expended by the end of 
FY 11. 


Summarv' of Office of Health Affairs Unobligated Balances 

Appropriation Account 

Fiscal Year Availabilitv 

Unobligated Balance (as of 2/28/10) 

70 100117 

2010 

$23,043,217 

70 9/10 117 

2009-2010 

$18,477,054 

70 10/11 0117 

2010-2011 

$97,376,123 


Summary of S&T Unobligated Prior Year Balances As of February 18, 2010 


Unobligated Total 


FY 2003 

Commitments 

0 

Uncommitted 

1,409,687 

Unobligated 

1,409.687 

FY 2004 

186,998 

1,490.044 

1,677,042 

FY 2005 

799,342 

5,359,983 

6,159,324 

FY 2006 

809,706 

6,058,582 

6,868,289 

Total FY 2003-2006 

1,796,046 

14,318,296 

16,114,343 

Prior Year Funding for Contract Closeout** 

Rescission of prior year funds from FY 2010 Approps 
Remaining 


-8,000,000 

-6,944,000 

1,170,343 


**Less than .2% of total prior year obligations to cover unexpected costs/expenditures 
from contract closeout (a little in each year based on outstanding contracts) 



Science and Technology Directorate Obligations 




Enacted 

Unobligated 

Commitments Uncommitted 

Total 

Unobligated 

Percent 

Obligated 

FY 2007 

Borders and Maritime 

33,436,000 

0 22,650 

22.650 

99.9% 
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Chemical 

312,851,416 

2,361,482 

2,602.840 

4,964,322 

98.4% 

and Biological 

Command, Control & 

62,617,585 

0 

407,893 

407,893 

99.3% 

Interoperability 

Explosives 

110,338,224 

114,757 

1,562,113 

1,676,870 

98.5% 

Human Factors 

6,800,501 

0 

63,121 

63,121 

99.1% 

Infrastructure and 

74,781,213 

0 

663,573 

663,573 

99.1% 

Geophysical 

Innovation 

38,000,000 

0 

309,168 

309,168 

99.2% 

Laboratory Facilities 

105,935,537 

77,523 

1,728.716 

1.806,239 

98.3% 

T&E/Standards 

25,431,868 

0 

9,041 

9,041 

100.0% 

Transition 

24,039,516 

0 

532,172 

532,172 

97.8% 

University Programs 

48,575,000 

0 

745,939 

745,939 

98.5% 

Overall Total 

842,806,860 

2,553,762 

8,647,226 

11,200,989 

98.7% 

FY 2008 

Borders and Maritime 

25,478,998 

0 

15,499 

15,499 

99.9% 

Chemical and Biological 

208,019.996 

140,354 

663,849 

804,203 

99.6% 

Command, Control & 

56,979,996 

37,280 

181,423 

218,703 

99.6% 

Interoperability 

Explosives 

77,653,998 

941.173 

1,879,300 

2,820,473 

96.4% 

Human Factors 

14,206,001 

0 

42,968 

42,968 

99.7% 

Infrastructure and 

64,500,069 

246,626 

556,528 

803,154 

98.8% 

Geophysical 

Innovation 

33,000,000 

49,526 

0 

49,526 

99.8% 

Laboratory Facilities 

103,484,905 

6,350,150 

4,389,110 

10,739,260 

89.6% 

T&E/Standards 

28,519,999 

2,000 

141,425 

143,425 

99.5% 

Transition 

30,264,995 

1,003,652 

1,247,118 

2,250,770 

92.6% 

University Programs 

49,296,748 

2,500,000 

1,702,074 

4,202,074 

91.5% 

Overall Total 

691,405,705 

11,270,762 

10,819,294 

22,090,055 

96.8% 

FY 2009 

Borders and Maritime 

33,049,999 

125,942 

83.625 

209,568 

99.4% 

Chemical and Biological 

200,379,390 

16,674,042 

11.392,812 

28,066,854 

86.0% 

Command, Control & 

74,889,820 

650.181 

87,899 

738,080 

99.0% 

Interoperability 

Explosives 

96,149,148 

6,926,851 

3,964,409 

10,891.260 

88.7% 

Human Factors 

12,459,999 

564,000 

189,165 

753,165 

94.0% 

Infrastructure and 

75,816,500 

5,784,91 1 

3,343,070 

9,127,981 

88.0% 

Geophysical 

Innovation 

33,000,001 

544,399 

416.404 

960.803 

97.1% 

Laboratory Facilities 

161,896,247 

2,136,769 

7,267,293 

9,404,062 

94.2% 

T&E/Standards 

28,674,001 

314,432 

339,440 

653,872 

97.7% 

Transition 

28,831,130 

2,921,255 

9,271,766 

12.193,021 

57.7% 

University Programs 

50,270,000 

7.425,047 

1,888,904 

9,313.951 

81.5% 

Homeland Security 

5,000,000 

0 

0 

0 

100.0% 

Institute 

Overall Total 

800,416,235 

44,067,830 

38,244,788 

82,312,618 

89.7% 

FY 2007-2009 

Borders and Maritime 

91,964,997 

125,942 

121.774 

247,717 

99.7% 
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Chemical and Biological 

721,250,802 

19,175,878 

14,659,502 

33,835,380 

95.3% 

Command, Control & 

194,487,401 

687,461 

677,215 

1,364,676 

99.3% 

Interoperability 

Explosives 

284,141,370 

7,982,781 

7,405,822 

15,388,603 

94.6% 

Human Factors 

33,466,501 

564,000 

295,254 

859,254 

97.4% 

Infrastructure and 

215,097,782 

6,031,537 

4,563,171 

10,594,708 

95.1% 

Geophysical 

Innovation 

104,000,001 

593,925 

725,572 

1,319.497 

98.7% 

Laboratory Facilities 

371,316,689 

8,564,442 

13,385,118 

21,949,561 

94.1% 

T&E/Standards 

82,625,868 

316,432 

489,906 

806,338 

99.0% 

Transition 

83,135.641 

3,924,908 

11,051.056 

14,975,964 

82.0% 

University Programs 

148,141,748 

9,925,047 

4,336,918 

14,261,965 

90.4% 

Homeland Security 

5,000,000 

0 

0 

0 

100.0% 

Institute 

Overall Total 

2,334,628,800 

57,892354 

57,711,308 

115,603,662 

95.0% 


The Science and Technology Directorate (S&;T) is currently evaluating prior year balances and will submit a 
reprogramming to support fiscal year 201 1 construction of the central utility plant. S&T intends to use the S40 
million, in conjunction with gift funds from the State of Kansas, to build the central utility plant at the National 
Bio and Agro-defense Facility. The funds will be obligated in FY 201 1 and expended in FY 201 1 through 
fiscal year 2013. 

The remaining $18 million is less than 1 percent of total prior year obligations. A portion will be held to cover 
unexpected costs/expenditures for contract closeout. Additionally, the remainder will fund items of 
congressional interest such as: 

• Activities at Centers of Excellence, Minority Serving Institutions, and education programs 

• TechClearinghouse 

• Prior year funded NBAF activities 

• Explosives detection research 

• Chemical and biological countermeasures research 

• Test and evaluation of homeland security technologies at the Naval Post Oraduate School 

S«feT has taken several effective actions to accelerate the obligation of program funding in recent years. This 
includes the verification and validation of unexpended balances and the recovery of unspent funds, which are 
returned to programs and projects consistent with the purposes for which those funds were originally 
appropriated. Additional measures include the following: 

• S&T continues to work with the Office of Procurement Operations (OPO) to increase the efficiency, 
effectiveness and timeliness of the obligation process. 

• Weekly reports are provided to each S&T Division and the Under Secretary for Science and Technology 
to ensure that they are aware of the status of their funds, program by program. This has resulted in a 
better understanding of S&T’s financial position corporately and by Division. 

• The Under Secretary for Science and Technology conducts a semi-annual review of all programs to 
ensure that S&T’s efforts are relevant and still a priority for the Department, ft is also an opportunity to 
identify poorly performing programs and funds for emerging requirements. This is S&T’s formal 
mechanism to terminate those poorly performing programs and to readjust funding based on current and 
new requirements. 
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S&T's goal is to commit at least 95 percent of its enacted budget each fiscal year, and S&T expects OPO to 
obligate at least 90 percent of committed funding. However, S&T only has direct control over commitment rates 
and does not control obligations. OPO is responsible for obligations, S&T will continue to work with OPO to 
achieve its commitment and obligation goals. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

Chairman David Price 
Bernard D. Goldstein, M.D. 

National Academy of Sciences Report and F Y 1 1 Budget Request 


NAS Recommendations vs. Administration plans 

Question: Please provide discussion on points of intersection with the President’s budget request for FY 201 1 
for BioWatch and the National Academy of Sciences (NAS) report. Note also where you believe the budget 
request and other plans for the program diverge significantly from the NAS recommendations. 

ANSWER: Please note that the NAS committee was not charged with reviewing the FY 201 1 budget request for 
BioWatch. As a result, my comments about the budget request are informed by the committee’s report and the 
publicly available budget documents, but they cannot be taken as a formal analysis or statement by that committee or 
by the NAS. 

Intersection 

Relevant portions of the FY 201 1 budget request and the February 25 testimony of Drs. Garza and O'Toole appear 
consistent with many of the recommendations about BioWatch made by the NAS committee, and these areas of 
consistency are noted here. But given that it is not possible to make a thorough assessment of DHS activities and 
plans on the basis of the budget request and the testimony, I have also noted areas in which additional information 
from DHS might be helpful to the Subcommittee. 

Recommendations I & 2 (support to local jurisdictions to improve their ability to respond to a BAR: and funding to 
cover local costs incurred in support of Biowatch) 

Both OHA and S&T appear to be supporting additional training, guidance documents, and tools to aid BioWatch 
jurisdictions. It is not clear whether plans are being made for a (rained assistance team or for a formal process for 
regular reviews of BioWatch operations (Including BARs) and sharing such information with all BioWatch 
jurisdictions. 

Dr Garza noted in his testimony that the issue of funding local costs incurred in support of Biowatch is receiving 
attention but not yet reflected in the budget 

Issues the Appropriations Subcommittee may wish to explore with DHS could include 

• whether and how DHS and its partners will evaluate improvements in the ability of health departments to 
interpret a BAR and guide a response; 

• what is being done to capture and share lessons from BioWatch exercises and from BARs; whether there are 
or will be criteria for measuring progress in sharing lessons learned; and whether those criteria will reflect 
the perspective of slates and BioWatch jurisdictions; 

• how the Subcommittee might learn more from slate and local officials about their perspectives on the 
changes and current status of the management and operation of the BioWatch program and system, and; 

• whether the plans for improving the likelihood of an effective local jurisdiction response to a BAR are 
realistic without funding to local jurisdictions to cover their costs. 

Recommendation 3 (operational testing of Generation 2 and Generation 3) 
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Without having access to the specifics of the current test and evaluation plans for Generation 3 BioWatch, the budget 
request and the testimony at the February 25 hearing seem to suggest that these plans are continuing to evolve in 
ways that should help ensure that the technology will meet well-documented performance criteria before w^idespread 
deployment. The inclusion of representatives from local jurisdictions in the testing oversight team appears consistent 
with the messages of the NAS report. Issues that the Appropriations Subcommittee may wish to explore further 
include whether the performance requirements and criteria for Generation 3 reflect consultation with BioWatch 
jurisdictions and an effort to understand and respond to the needs of state and local officials. It may also be useful to 
learn more about the selection of representatives from local jurisdictions as members of the team overseeing the 
testing, including whether they are independent of DHS (versus DHS personnel assigned to BioWatch jurisdictions) 
and whether DHS funding is being provided to help ensure that their participation is not constrained by limited state 
and local funding for their time and travel. The NAS recommendation for operational testing of Generation 2 
BioWatch is discussed under Divergence. 

Recommendation 4 (improved cooperation and collaboration between OHA and S&T) 

As described at the hearing, the plans for testing and evaluation for the Generation 3 system appear to reflect 
constructive collaboration between OFIA and S«&T, and based upon my experience on the committee I would judge 
this is likely to occur. Congressional oversight of effective collaboration will be important in further assessments of 
the role of the BioWatch program and the development and acquisition of new technologies to improve biodetection. 

Recommendation 5 (research and development to improve environmental monitoring and the related knowledge 
base) 

S&T appears to be engaged in many relevant research and development activities. Interaction with researchers 
outside DHS will help ensure that DHS is able to leverage other relevant work. 

Recommendation 6 (pcriodicailv evaluate the BioWatch program usinu risk-assessment and risk-management 
principles) 

The FY 201 i budget request notes that DHS’s periodic Bioterrorism Risk Assessment (BTRA) is relevant to the 
BioWatch program, but indications of any risk-management analysis for BioWatch (Generation 2 or Generation 3) 
were not evident. Additional comments are offered under Divergence. 

Recommendation 7 (mechanism for receiving ongoing external advice) 

Dr. Garza’s testimony notes that OHA will be establishing an advisory committee for the BioWatch program as 
recommended by the NAS committee. The Appropriations Subcommittee may want to learn more about the 
approach being used to establish this advisory committee for the BioWatch program. Dr. Garza cites the Homeland 
Security Advisory Council (HSAC) as illustrating the value of external professional advice. The NAS committee did 
not discuss the role that the HSAC plays for DHS, but HSAC appears to lack representation of public health/health 
department expertise. The Appropriations Subcommittee may want to consider whether representation of a public 
health perspective could usefully be included as part of broader DHS planning concerning not only bioterrorism but 
any form of terrorism (explosive, chemical, nuclear, radiological), all of which could be expected to result in illness, 
injury, and death among civilians and thus require the engagement of the local public health system. 

Divergence 

Two areas of apparent divergence between the NAS recommendations and the BioWatch budget request seem 
evident through their absence from the FY 201 1 budget request and recent testimony rather than as stated plans that 
differ from the NAS recommendations. These two areas are ( I ) a risk-management analysis for the BioWatch 
program and (2) operational testing for the Generation 2 system. 

Risk-Management Analysis 

The NAS committee recommended that DHS use t(X)ls, including an improved BTRA, to conduct a risk- 
management analysis of the BioWatch program to evaluate whether and how it can best be used to help reduce 
illness and deaths that might result from bioterrorism. This recommendation presents several challenges for DHS, 
but such an assessment is Important in weighing the merits and costs of the BioWatch program. 

In this vein, the Appropriations Subcommittee may wish to learn more from DHS on points such as 
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• the extent to which the DHS Bioterrorism Risk Asse^ment (BTRA) process has addressed the concerns 
raised by the NAS report Department of Homeland Security Bioterrorism Risk: Assessment: A Call for 
Change (NRC, 2008; summary- provided): 

• whether DHS analyses have established that BioWatch can make a material contribution to improved 
outcomes if a biological attack were to use an agent other than aerosolized anthrax spores; 

• whether the analysis that is the basis for proposing an expansion from ~30 jurisdictions to up to 50 
Jurisdictions takes into account the public health resources available to the additional jurisdictions (which 
are likely to be smaller than the current jurisdictions) to support continuous operation of BioWatch and 
interpretation of false positive signals it may generate; and 

• the factors that lead to the conclusion that expansion beyond 50 jurisdictions offers little advantage. 
Operational Testing for Generation 2 

The NAS committee saw the delay in the previously anticipated deployment of Generation 3 as both an opportunity 
and a reason to conduct the operational testing of Generation 2 that was not possible when BioWatch was initially 
deployed. Because DHS has said it will not deploy a Generation 3 system that does not meet the testing standards 
and because the NAS committee found the testing time line optimistic, it seems possible that use of the current 
system (Generation 2) may continue for several years. Moreover, the FY 201 1 budget request includes funding for 
enhancements to the existing system “to increase the fraction of the population covered in these BioWatch 
jurisdictions.” 

The Committee’s view that it will require a number of years before Generation 3 is likely to be operational is 
pertinent to our recommendation to perform operational testing on Generation 2, The contribution of BioWatch to 
the nation’s biodefense will depend upon Generation 2 for this significant time period. Also, we agree with DHS that 
operational field testing of an ambient biodefense monitor faces numerous technical challenges. Accordingly, 
operational testing of Generation 2 should provide experience that is pertinent to improving the operational testing 
necessary to optimize the performance of Generation 3, which is likely to be a major budgetary item for many years 
into the future. 

If use of the current BioWatch system will continue (and even expand) within current jurisdictions, the NAS 
committee concluded that gaining a clearer understanding of its capabilities is critical. Issues the Appropriations 
Subcommittee may wish to consider are whether estimates have or can be developed of the costs and other 
considerations for performing operational testing of the currently deployed BioWatch system. 

Other Comments 

From a review of the FY201 1 DHS budget request it is not possible to discern whether or how resources are being 
directed toward issues addressed by two of the other recommendations in the NAS report. These issues concern 

1 . facilitating the development of an interoperable, secure, bidirectional, nationwide information-sharing 

infrastructure and ensuring that local and state health officials have ready access to the system 
(Recommendation 9); and 

2. building and sustaining sufficient public health workforce strength and competencies, along with associated 

laboratory and information management capacities, to detect a bioterrorism attack or other public health 
emergency (Recommendation 1 1). 

In both of these areas, the NAS committee saw a need for collaboration between DHS and other federal agencies; 
these are not concerns that DHS can or should be expected to address on its own. 
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Assessment of BioWatch Enhancements 


Question: The National Academy’s report calls the proposed enhancements to the BioWatch system 
“appropriate but very ambitious.” What leads you to make this assessment and what level of confidence do you 
have in DHS’s ability to deliver on these enhancements in a timely fashion? 

ANSWER: The NAS committee based its conclusion that the plans for the Generation 3 BioWatch system are 
ambitious on several factors, including: 

• professional knowledge on the part of some committee members of the long-standing interest on the part of 
the Department of Defense in trying to develop automated biological detection systems and the difficulties 
DoD has faced trying to field this technology; 

• application of this knowledge of the DoD experience to the review of DHS’s plans as of spring 2009 for 
testing and evaluation of candidate technologies for Generation 3; 

• the information provided by DHS about problems with the performance of the automated pathogen 
detection system (APDS), which used an automated sample analysis system similar to that proposed for 
Generation 3; 

• previous delays in the testing and acquisition process for Generation 3 technology; and 

• the need for measures of effectiveness for the new system to be developed through a genuine collaboration 
between the BioWatch program office and the public health community — a collaboration that did not appear 
to exist at the time the committee was writing its report. 

As discussion at the hearing emphasized, the core technologies for Generation 3 detectors have no previous history' 
of successful, sustained operation. This means that rigorous testing that will subject the individual technology 
components and their integration into a networked system to a representative range of operating conditions is 
essential. It was also unclear to the committee what work was being done to address the challenges of distinguishing 
pathogens of concern from closely related organisms in the environment or to improve knowledge of the typical 
microbial environment in which BioWatch devices operate. 

Something to note is that in preparing for deployment of the Generation 3 BioWatch system, DHS will need to 
ensure not only the effective operation of the air sampling and laboratory analysis technologies, but also the 
availability to BioWatch jurisdictions of resources for all associated maintenance, operational and technical 
procedures, appropriate laboratory facilities (and their safely systems), communications and computer systems, and 
training for local personnel in the initial and sustained operation and management of the new system. Even though it 
may be reasonable to assume that the BioWatch Generation 3 system will alleviate some of the current analytical and 
logistical burdens associated with daily manual filler collection and testing, it is equally reasonable to assume that its 
complex, automated detectors with a multiplexed analysis platform will require new, specialized technical and 
maintenance support along with personnel with appropriate training to interpret the results it produces. The total 
system architecture needs to account for all of these system components. 

The NAS committee's assessment of the testing plan presented in spring 2009 was that there was little allowance for 
delays to respond to problems that often emerge during such testing, and there was limited provision for operational 
testing under diverse environmental conditions. The testimony at the hearing indicates that the spring 2009 time line 
has already experienced some slippage, and more seems possible. The NAS committee did not have access to the 
new acquisition criteria discussed at the hearing and that are to be applied to the testing of the Generation 3 
candidates, so it is not possible to comment on their appropriateness or likely impact on the testing process. 

However, in pushing to ensure that the Generation 3 BioWatch system advances as quickly as is consistent with 
sound operation, it will also be important to ensure that decisions about the system are grounded in sound analysis of 
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the contribution that the Generation 3 system will make to improving the management of bioterrorism risks. A 
variety of questions could be considered, including how many and which biological agents to test for, the number of 
jurisdictions to include, indoor versus outdoor opei^ion, continuous operation in many locations versus greater 
emphasis on special events, and so on. There may be trade-offs among such considerations that could have 
implications for the pace at which the Generation 3 system can move ahead. The risk management analysis 
recommended by the NAS committee may help to systematize these questions and ensure they are not overlooked in 
the hurry to meet timetables. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Giro D. Rodriguez 

Dr. Alex Garza 

Bio Surveillance 


Biosuretv 

Question: When you say the Office of Health Affairs has invested a significant a significant amount of time 
and effort strengthening and restoring relationships with local jurisdictions and partners. Do you mean other 
BSL-3 and BSL-4 across the country? [biosafety level =BSLj 

I have both a BSL-3 and a BSL-4 in San Antonio. We have the old Brooks Air Force Base labs and the 
Southwest Foundation for Biomedical Research (SFBR). Is there one federal agency whose mission it is to track 
the number of all BSL-3 and BSL-4 labs within the United Slates or does that responsibility fall under various 
jurisdictions? I ask, not because I think they are doing harmful things in San Antonio, but because I think it’s 
important that we track and hold accountable the use of agents and toxins and the people that are using them. 

We heard about coordination between the various federal agencies, including DHS, HHS, CDC and others. Do 
we have regulations across the various federal agencies for the physical security of these agents and toxins and 
also the personnel reliability or the standard we use to allow people to test agents? Or does each agency have its 
own regulations for biosurety? Wouldn’t it be safer to have one standard? 

ANSWER: No single federal agency has within its mission the responsibility to oversee all high-containment 
(biosafety level (BSL)-3 and -4) laboratories within the United States. Laboratories that possess, use or transfer 
Biological Select Agents and Toxins (BSA'D are subject to regulation by the Department of Health and Human 
Services (HHS) and the Department of Agriculture (USDA) pursuant to authority granted by the Public Health 
Security and Bioterrorism Preparedness Response Act of 2002 and Agricultural Bioterrorism Protection Act of 
2002, as implemented through the Select Agent Regulations (7 CFR Part 331, 9 CFR Part 121, and 42 CFR Part 
73). High containment laboratories that do not work with BSAT are not subject to regulation under this 
program. 

OHA believes that it is in the Nation’s interest to facilitate biodefense research. However, the key is to strike 
the appropriate balance toward improving biosecurity while ensuring biological research is not unduly hindered 
such that security in laboratories handling the highest risk select agents and toxins is commensurate with the 
risks associated with those agents and toxins. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Giro D. Rodriguez 


Dr. Tara O’Toole 
Bio Surveillance 
2/25/2010 


NBAF 


Question: You mentioned that the decision to select Manhattan, Kansas as the site for the NBAF was in part 
because the offered a great package of in-kind contribution to the effort. What in-kind contribution clearly 
stated in the environment impact statement or anywhere else as a factor for selection? Where ail potential sites 
told how much in-kind contributions would weigh into their scores? As you may know the Texas legislature 
meets for 6 month every two years, and cannot put together a package instantly unless the legislature is in 
session. That’s a disadvantage to Texas. Was the Directorate aware of this disadvantage and if so, how was it 
dealt with. 

ANSWER: The National Bio and Agro-defense Facility (NBAF) site selection process began in January 2006 
with DBS's publication, in the Federal Register and FedBizOpps, of a notice entitled "National Bio and Agro- 
Defense Facility (NBAF): Notice of Request for Expression of Interest for Potential Sites for the NBAF 
(hereinafter, the "EOI Notice"). It ended in January 2009 with DBS’s publication of its Record of Decision 
("ROD") in which DBS selected the Manhattan, Kansas Site as the location where DBS would build and 
operate the NBAF. Throughout this process, DBS consistently used the same four criteria it originally 
communicated in the January 2006 EOI Notice, including the Acquisition/ Construction/ Operations criterion. 
The Notice staled that “Acquisition/ construction/ operations includes: (a) land acquisition/development 
potential to locate the facility, (b) access to the site by highways and proximity to international airports, (c) 
environmental compatibility with the intended use of the site, (d) adequate utility infrastructure to support 
operations of facility, and (e) availability of local labor force for construction. Following issuance of the EOI 
Notice and in response to questions from interested parlies, D1 IS posted Frequently Asked Questions on its 
NBAF website in the spring of 2006. In this document DBS stated “DBS strongly encourages cost sharing 
including cost sharing in kind from state and local jurisdictions that could be applied toward construction and 
operations of the NBAF.” 

On August 9, 2006, DBS selected 18 sites for further review based on the four criterion communicated in the 
EOI Notice. On December 8, 2006, DBS sent a letter to the remaining consortia requesting additional 
information. Tliis letter explained the next phase of the site selection process, communicated DBS's 
"preferences" within each of the four evaluation criteria, and provided instructions and a deadline for submitting 
the additional requested information. Specifically DBS stated “DBS will give strong preference to the 
following criteria in the next phase of the evaluation.” One such "preference" specified in the December 8, 

2006 letter to the remaining consortia was DBS’s preference for in kind contributions. DBS preferred that "title 
to the proposed minimum 30 acre site would be deeded at no cost or minimal cost to the Federal Government 
(in-kind contribution, sale, or quit claim)" and "in-kind contributions [e.g., deeded land at no cost rather than 
sale, new utility provisions and/or upgrades (e.g., sewer, electricity, water, chilled water, steamed water, etc.), 
and new roadways] would be offered to DFIS (by the consortium, state government, local government, or 
private entities). 
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After a team of Federal employees and the Under Secretary for Science and Technology separately visited the 
17 remaining sites (a consortium withdrew one of Its proposed sites) to confirm representations made in the 
consortia's submittals and view the sites in-person, Ae Under Secretary for Science and Technology reviewed 
the recommendation of the Federal employee evaluation committee and determined that, from among the 1 7 
proposed sites, five sites best met the evaluation criteria and DHS preferences. These five sites, along with a 
tract of land on Plum Island next to the existing PIADC, were advanced as reasonable alternatives to be studied 
in the Environmental Impact Statement ("ElS"). DHS published in the Federal Register a Notice of Intent to 
Prepare an EIS "to evaluate the reasonable siting alternatives for the construction and operation of the proposed 
NBAF. 

Because the EIS process was estimated to take almost a year to complete and because DHS had last received 
communications from the remaining consortia regarding their in-kind contributions in February 2007 (in 
response to DHS's December 8, 2006 letter) DHS sent a letter in February 2008 to the five remaining consortia 
requesting the consortia confirm the details of their respective site offers and identify any contingencies 
affecting their offers. The consortia were all given an equal opportunity to confirm and update their original in- 
kind contributions as DHS realized their circumstances may have changed in the past year. The February 2008 
letter DHS sent to the consortia also included estimated site costs from DHS's Site Cost Analysis study. This 
was done to ensure the consortia understood what DHS believed it would cost the consortia to comply with their 
offers. DHS set a postmark deadline of March 30, 2008 (later changed to March 3 1 , 2008) for responses to its 
letter. DHS received timely responses from all consortia. 

DHS developed a Decision Process Plan setting forth the process by which the Steering Committee (comprised 
entirely of Federal employees who are subject matter experts from DHS and USD A) would assimilate the 
information contained in the five remaining consortia’s EOIs and additional information submittals, the EIS 
analysis on six site alternatives (five site alternatives offered by consortia and Plum Island), information from 
other DHS studies, including a Threat and Risk Assessment dated October 2008; Site Cost Analysis dated July 
2008; Site Characterization Study dated July 2008; and Plum Island Facility Closure and Transition Cost Study 
dated July 2008. The Steering Committee assessed the strengths and weaknesses of each potential site against 
the site evaluation criteria and the aforementioned reports, and reached a unanimous recommendation that the 
Kansas Site should be named as DHS's preferred site alternative in the environmental impact statement. DHS 
leadership accepted the Steering Committee’s unanimous recommendation. 

On December 8, 2006, DHS sent a letter to the remaining consortia requesting additional information. This 
letter explained the next phase of the site selection process, communicated DHS's "preferences" within each of 
the four evaluation criteria, and provided instructions and a deadline for submitting the additional requested 
information. Specifically DHS stated “DHS will give strong preference to the following criteria in the next 
phase of the evaluation.” One such "preference" specified in the December 8, 2006 letter to the remaining 
consortia was DHS’s preference for in kind contributions. DHS preferred that "title to the proposed minimum 
30 acre site would be deeded at no cost or minimal cost to the Federal Government (in-kind contribution, sale, 
or quit claim)" and "in-kind contributions [e.g., deeded land at no cost rather than sale, new utility provisions 
and/or upgrades (e.g., sewer, electricity, water, chilled water, steamed water, etc.), and new roadways] would be 
offered to DHS (by the consortium, state government, local government, or private entities). 

DHS began the site selection process with the publication of the EOI Notice in January 2006. This was a full 
year before the Texas Legislature met in January 2007. DHS also sent a letter to all remaining consortia in 
December 2006 advising them of DHS’s preference for in-kind contributions. This was a month before the 
Legislature started its six month session in January 2007. February 2007 (a timeframe during which the Texas 
Legislature was in session) was the due date for the consortia’s responses to DHS's stated preferences in its 
December 8, 2006 letter. 
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Given the length of time since submission of their most recent proposals, DHS was concerned the consortia’s 
proposals might be outdated or unreliable. To address this concern DHS sent a letter to them, dated February 
2008, requesting they confirm the details in their previous offers. The letter gave the consortia 30 days to 
respond because confirmation was not expected to be a difficult or time-consuming task. However, DHS did 
give the consortia the opportunity to update their offers if they wanted to. DHS’s February 2008 letter did not 
change any of the evaluation criteria or include demands for any in-kind contributions. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE John R. Carter 

(Dr. Alexander Garza and Dr. Tara O’Toole) 
(Biosurveillance: Smart Investments for Early Warning) 


Substantial Inv^tment in the Biowatch Program? 

Question: During the President’s State of the Union message he highlighted “bio-terrorism.” But when I read 
through the supporting document the next day I noticed he was referring to a plan to stockpile medications for a 
possible bio-attack. Are we keeping our focus on this most needed detection system? It seems to me we need 
the earliest possible detection system to alert emergency rooms ^d citizens, and properly deploy 
countermeasures and vaccines. 

Is the $89 million in the proposed budget enough for the full deployment of bio-watch units next year? 

ANSWER: Yes, the President’s budget dedicates $173.5 million to support the deployment of Bio Watch to 
ensure the Nation has an early detection system in place to detect the release of biological agents. $89 million 
within the FY 20 1 1 budget request maintains the Generation- 1 and Generation-2 current operational program 
nationally. 

The original $173.5 million request was intended to support the active operational program (Generation-1 and 
Gcneration-2), the operational test and evaluation program, and the development into six BioWatch 
jurisdictions. The Gcneration-3 program consists of a multi-year deployment strategy over a four year period. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Mark Kirk 

Dr. Tara O’Toole, Dr. Alexander Garza 

Biosurveiliance; Smart Investments for Early Warning 


Public Health Surveillance 


Question: The Department of Homeland Security’s proposed budget contains a significant increase for 
BioWatch to purchase newer “Gen-3” detectors. However, the recent Institute of Medicine (lOM) report on 
BioWatch and Public Health Surveillance concludes that the focus should be more on our public health 
laboratory surveillance network, whose activities “are broader and more flexible than BioWatch, permitting 
detection of a wider range of infectious diseases and disease resulting from sources of exposure that BioWatch 
is not designed to detect”. Furthermore, the report stated that, “with or without BioWatch, the public health 
system needs to be capable of monitoring disease trends and accessing information from multiple sources to 
identify or characterize situations that may signal a public health emergency. At best, BioWatch is only one 
source of such information.” 

In light of the lOM report, do you think our priority should be investing in our public health laboratory 
surveillance network? Isn’t the capability of that stale and local network integral to the success of BioWatch? 

ANSWER: Biowatch is the only federally-managed, locally-operated, nationwide bio-surveillance system 
designed to detect the intentional release of select aerosolized biological agents. BioWatch is operated by a 
team comprised of field operators, laboratory technicians, and public health officials from city, county, State, 
and Federal organizations. During any incident, whether chemical, biological, radiological, or nuclear, it will 
be critical for all public health interests to work together to protect citizens and limit the impact such an event 
would have on the population and critical infrastructure. The intention behind the BioWatch program is to 
detect as early as possible the release of aerosolized biological agents in high throughput areas throughout the 
Nation. 

The BioWatch program relies on public health laboratories to process filters, analyze results, and identify trends 
if a positive release is detected. BioWatch also relies on the public health departments for signal interpretation 
and response. As the BioWatch program migrates to include autonomous detection (Generation-3), state and 
local public health partners will continue to have a large role in the program and all associated response 
activities. OHA supports continued investment in the public health system within the United States. 


Question: In January, the Prevention of WMD Proliferation and Terrorism Report Card produced by the 
Graham-Talent Commission on the Prevention of Weapons of Mass Destruction, Proliferation and Terrorism 
gave the United States a “C” for its fragmented domestic and global disease surveillance system. The 
commission specifically recognized the critical importance of developing more robust disease surveillance, 
detection and reporting network with timely warning and an effective warning-response. 

Can you describe how DHS is working to develop better early warning surveillance to protect the public’s 
health from all threats, not just bioterrorism but also naturally occurring infectious diseases, including those that 
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are not delivered in an aerosolized form? Wouldn’t an integrated approach to more quickly detect pathogens in 
any form be the most ideal? 

ANSWER: OHA takes this report seriously and sees great value in the Commission’s work. The Obama 
administration has taken steps to enhance the nation’s capabilities. After this Report was published, Assistant 
Secretary Dr. Garza met with the Executive Director of the WMD Commission to discuss OHA’s related efforts 
and to build a relationship that will allow DHS to use the report card as a catalyst for continuing to improve 
national capabilities. 

The National Biosurveillance Integration Center (NBIC) was authorized In 2007 to enhance the capacity of the 
Federal government to rapidly identify, characterize, localize, and track biological events of national concern 
through integration and analysis of data relating to human health, as well as animal, plant, food, and 
environmental monitoring systems (both national and international). Since it was initiated. NBIC has provided 
critical biosurveillance information on a number of incidents including the 2009 Salmonella St. Paul event and 
the2009-HlNl pandemic. 

NBIC works to identify biological incidents early and alerts senior leaders of emerging threats against the 
population. It is critical that the Nation has the ability to recognize and track biological events early to prevent 
or mitigate associated consequences. 


Institute of Medicine Recommendations 


Question: The recent Institute of Medicine (lOM) report on BioWatch and Public Health Surveillance 
recommended that “DHS enhance efforts to develop a mechanism for providing a national situational awareness 
of biological threats and significant disease outbreaks, to bener inform rapid decision making and response 
through cross-jurisdictional data sharing and analysis of data.” Specifically, the report called on DHS to 
facilitate the development of an interoperable, secure, bidirectional, nationwide information-sharing 
infrastructure and ensure that local and state health officials have ready access to the system. 

Can you describe how DHS plans to respond to this recommendation? 

ANSWER: DHS supports the sharing of biological threat and disease outbreak information to rapidly inform 
decision makers. Ultimately, integrating information from all 18 critical infrastructures, analyzing the 
information for common trends, and reporting findings in a clear and concise manner are the goals of the 
National Biosurveillance Integration Center (NBIC). 

OHA is working to improve coordination and information sharing capabilities through enhanced partnerships 
with specific states, the private sector, non-governmental agencies, and the international community. Beginning 
with the $5 million provided to NBIC in FYIO to support a demonstration project with the North Carolina 
CoIIaboratory for Bio-Preparedness, we aim to validate integrated infonnation sharing of public health, animal 
surveillance information, environmental monitoring, and other biosurveillance information. We continue to 
work with our Federal partners. 

In addition to North Carolina, states we hope to formally partner with include Minnesota - a State nationally 
known for their superior Food Defense capabilities through information analysis - and Washington Slate. 
Washington State has demonstrated advanced capability to integrate critical infrastructure analysis into decision 
making schemes. As we work with state and local partners, we hope to demonstrate the value of situational 
awareness to prepare and respond to biological incidents. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Ken Calvert 

Dr. Alexander Garza, Assistant Secretary, Office of Health Affairs and Chief 
Medical Officer, DHS 

Dr. Tara O’Toole, Undersecretary, Science and Technology, DHS 
Biosurveillance: Smart Investments for Early Warning 


BioWatch Generation 3 


Question: Undersecretary O’Toole and Asst. Secretary Garza, our committee’s final language on the BioWatch 
program made clear our view that while Office of Health Affairs (OHA) should maintain control over 
management of the program, the Science & Technology (S&T) Directorate should play a greater role in the test 
and evaluation of the Generation 3 program. Do you believe that OHA and S&T have achieved the requisite 
level of cooperation? Ms. O’T oole, are you satisfied that S&T has been given the expanded role we sought and 
that OHA is cooperating with your directorate in fulfilling that role? 

ANSWER: The Science and Technology (S&T) Directorate and the Office of Health Affairs (OHA) have been 
working together for the last few years to provide the Nation with an effective and efficient bio-monitoring 
system. S&T and OHA established a Test Working Integrated Product Team (WIPT). All Gcneration-3 test 
plans produced by the Test WIPT will be approved by Dr. George Ryan, Director. S&T Standards and Test 
Division, prior to the execution of the test. The S&T Directorate has continued to build on the Public Health 
Actionable Assay process with OHA, CDC, EPA and DOJ and is working to further coordinate the process with 
Department of Defense and the IJ.S. Postal Service. 

The S&T Directorate is satisfied that it has been given this critical expanded role and we look forward to 
continued cooperation with OHA. OHA is working with the S&T Directorate’s Office of Test and Evaluation 
and the Chemical and Biological Division to ensure understanding of end-to-end system efficacy, system 
sensitivity and robustness to provide the best population coverage along with high confidence system results 
that are deemed Public Health Actionable. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Ken Calvert 

Dr. Alexander Garza, Assistant Secretary, Office of Health Affairs and Chief 
Mimical Officer, DHS 

Dr. Tara O’Toole, Undersecretary, Science and Technology, DHS 

Biosurveillance: Smart Investments for Early Warning 


Technical Questions regarding BioWatch 

The Naval Surface Warfare Center, Corona (NSWC, Corona) is located in my congressional district and they 
have been involved in bio-detection research for the Department of Defense; specifically with sensor 
technology. The following technical questions are based on their experience in this work. I am happy to 
provide additional background information to give greater context to the questions. 


Question: What traceable standards does DHS propose to use to measure effectiveness both in design and later 
as part of logistics support to ensure ongoing proper operation and calibration of sensor devices and 
technology? 

ANSWER: There is no traceable standard to measure directly the effectiveness of the ftiture BioWatch 
Generation-3 early detection capability during the advanced development, deployment, operation and 
sustainment phases of the program. However, the BioWatch Program will utilize a “reference standard” 
(currently fielded BioWatch Generation-l and Generation-2 Systems) during all phases of the Generation-3 
Test Program. In addition, each of the Generation-3 Independent Test Agencies will utilize quality 
assurance/quality control (QA/QC) techniques to ensure that the test material is of sufficient quality, purity, and 
concentration as well as “referee” technologies to ensure that the test challenges are characterized in a 
controlled laboratory environment. Furthermore, the “reference standard” will be used during the field test and 
Operational Test and Evaluation phases of the program when testing the Generation-3 candidates in the 
intended operational environment. 

During the deployment, operation and sustainment phases of the Gencration-3 Program, embedded diagnostic 
systems and positive/negative controls in the analytical subsystem will be used to determine if the detection 
system performs within specifications and ensure proper operation and calibration. 


Question: Would these standards be safe and usable outside of a biohazards laboratory? 

ANSWER: The “reference standard” is safe and usable outside of a biohazard laboratory and will be used 
during the field test and Operational Test and Evaluation (OT&E) in the BioWatch Jurisdictions. The test 
material that will be utilized in the controlled laboratory environment during the Generation-3 T&E is not safe 
for use outside of a certified test facility. This material includes purified DNA from the target organisms, near 
neighbors, and environmental organisms; live BioWatch threat agents; and “killed” (gamma-irradiated) 
BioWatch threat agents. Within the BioWatch Program, these test materials will ONLY be used in the 
appropriate laboratories and chambers. 
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Question: Has the National Institute of Standards and Technology endorsed and published standards for 
simulants and pathogens and are their characteristics sufficiently similar to the actual simulants and pathogen 
such that the same result would be achieved regardless of sensor technology used? 

ANSWER: The Bio Watch Systems Program Office (SPO) is not aware of any NIST endorsed or published 
standards for simulants or pathogens that could be used effectively to determine the overall effectiveness of the 
future BioWatch Generation-3 early detection system once deployed in its intended operational environment. 
However, the BioWatch Program is planning to use simulants where appropriate during the characterization of 
the integrated detection system in a controlled laboratory environment. For example, inert material and 
biosimulants will be used to estimate the ability of the detection system to sample efficiently an aerosol. 
However, simulants cannot be used to measure the sensitivity and assess the specificity of the detection system 
since the specificity requirements for the future Generation-3 systems are sufficiently stringent to discriminate 
between simulants and BioWatch threat agents. 

The Generation-3 Independent Test Agencies will utilize QA/QC techniques to ensure that the test material is of 
sufficient quality, purity, and concentration as well as “referee” technologies to ensure that the test challenges 
are well characterized. 


Question: How is the effectiveness, sensitivity and accuracy of new sensor technology measured without 
suitable measurement standards? 

ANSWER: Effectiveness, sensitivity, and accuracy (or specificity) of the Generation-3 technology will be 
assessed using an integrated test approach, starting with assay evaluation and characterization of the detection 
system through OT&E with the previous test events acting as the foundation for the follow-on events. These 
test events will address the operational requirements outlined in the BioWatch Generation-3 Operational 
Requirements Document (ORD). 

Test events will include: 

• Assay Evaluation - Will characterize the sensitivity, specificity, and repeatability of the candidate 
Generation-3 Systems’ assays. The challenge material for this test will include purified DNA from 
several strains of the BioWatch threat agents, near neighbors, and organisms commonly found in the 
BioWatch environment. 

• Characterization Test - Will estimate the sensitivity of the candidate Generation-3 Systems and 
develop a set of Receiver Operator Characteristics (ROC) curves. The Characterization Test will 
include analysts of the Aerosol Collection Subsystem using inert material and biosimulants, Analytical 
Subsystem using live BioWatch threat agents, and System Test using aerosolized “killed” (gamma- 
irradiated) agent. 

• Field Test - An operational assessment of the candidate Generalion-3 Systems in both indoor and 
outdoor environments in a BioWatch Jurisdiction to determine if they can operate, as intended, with 
representative users. Another focus of the Field Test will to gather reliability, availability, 
maintainability, and testability (RAM-T) data. 

• Information Technology Evaluation - Will determine the degree and success of the information 
technology applied to the Generation-3 systems as proposed by the selected vendors. 

• Environmental Test - Will verify that the production versions of the Generation-3 systems can operate 
in the intended physical environments (indoors and outdoors). This test will consist of operating the 
Generation-3 systems in an environmental chamber under conditions (i.e., temperature, relative 
humidity) that represent the physical environment in the BioWatch jurisdictions. 
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• Operational Test and Evaluation (OT&E) - Wiil test the production versions of the Generation-3 
systems in outdoor and indoor environments in several BioWalch jurisdictions to determine if the 
systems can operate, as intended, with representative users. 

Question: If measurement standards are created from biological materials (biomass) how does one know 
whether or not the materials have degraded or changed since they were produced until the time of actual use? 

ANSWER: Each of the Generation-3 Independent Test Agencies will utilize QA/QC techniques to ensure that 
the test material is of sufficient quality, purity, and concentration. The QA/QC techniques will be conducted on 
a frequent basis (daily or biweekly) to assure the test materials have not degraded. In addition, each 
Independent Teat Agency will utilize ‘Teferee” technologies to ensure that the test challenges are characterized. 


Question: Does a standard or measurement exist for sampling methods? Is it sensor specific? 

ANSWER: The BioWatch Generation-3 Program will utilize the following measures of performance to 
characterize the Generation-3 System's aerosol sampling methodology: 

• Sampling Efficiency is a measure of the percentage of ambient particles that the sampler can place into 
a sample for analysis 

• Collection Efficiency is the measure of the percentage of ambient particles trapped or “collected” by the 
various components of the sampler without regard to its ability to recover those particles into a useful 
sample for analysis. 

• Concentration Factor is a measure of the sampler’s ability to concentrate the ambient aerosol into a 
sample 

These measures of performance are not specific to a particular type of aerosol collector. The instrumentation 
and standard operating procedures used by the independent test agency have been used on previous acquisition 
of biodetection systems and approved by DoD and subsequently approved by DHS. 


Question: Have ROC curves been developed for the sensors under consideration? Does each agent have its 
own sensor or sensor type? 

ANSWER: ROC curves wiil be developed as part of the characterization of the integrated detection system 
described in response 42d above. Each agent does NOT have its own .sensor or sensor type. The Generation-3 
requirement is that each Detection System be capable of detecting all the BioWatch threat agents. The 
analytical portion of the Generation-3 Detection System will be specific and be capable of discriminating 
between each BioWatch threat agent. 


Question: Can the sensor discriminate between a biological pathogen and a benign form of the pathogen? Can 
the identification unit make this determination? If not, how will the false alarms be handled? 

ANSWER: The BioWatch Generation-3 System requirements are sufficiently stringent to require that the 
Generation-3 systems discriminate between the BioWatch threat agents and near-neighbors. The Generation-3 
system’s assay will be specific enough to detect the BioWatch threat agents and at the same time not detect 
near-neighbors. The Generation-3 requirement for false positives is exceptionally stringent due to the high- 
regret decisions that will be made as a result of a positive signal. In the event of a false positive, the BioWatch 
jurisdictional concept of operations (ConOps) will be followed. 
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Question: In an operational test, how is the operating environment simulated given its great variability by time 
of year and time of day and local activity? Will they include numerous interferents? 

ANSWER; Due to the fact that the Bio Watch Program cannot release the Bio Watch threat agents within the 
operational environment, the Program will implement integrated test approach, starting with assay evaluation 
and characterization of the detection system through OT&E with the previous lest events acting as the 
foundation for the follow-on events. During diis test approach, the Generation-3 systems will be tested in an 
environmental chamber to simulate extreme environments over an extended period of time, as well as in the 
Bio Watch jurisdictions during the Field Test and OT&E. During the Field Test and OT&E, the Generation-3 
systems will be operated in both indoor and outdoor environments, 24-hours a day, 7-days a week, over an 
extended period of time covering several seasons. 

Interferents will be tested during several of the BioWatch Generation-3 test events. During the Assay 
Evaluation, the Generation-3 System's assays will be challenged with DNA from near-neighbor and 
environmental organisms; during the Characterization Test, the system will be challenged with interferent 
material collected on the filters from the currently fielded BioWatch Generationl/2 system; during the Field 
Test and OT&E, the systems will be challenged with the interferent material in the actual operational 
environment over an extended period of lime. 


Question: If operational testing uses a simulant in a real environment (for example, at a current BioWatch 
location), is the simulant the result of a traceable standard? If not, how do they know the quality of the simulant 
at the lime it is actually used? 

ANSWER: The Field Test and OT&E will NOT use simulants to estimate the overall effectiveness of the 
Generation-3 early detection system when deployed in its intended operational environment. 


Question: If testing uses a benign form of a pathogen as a stimulant, does this mean the unit has sensors for the 
benign form? If not, then does this mean that the benign form would cause a false alarm? If there is an alarm is 
triggered, how can the benign form be distinguished between the real pathogen? 

ANSWER: Generation-3 testing will NOT use a benign form of a pathogen as a simulant. However, the 
Generaiion-3 Test Program will utilize near-neighbors and environmental organisms during the assay evaluation 
to ensure that the Generation-3 systems are specific enough to discriminate between the BioWatch threat agents 
and these organisms. 


Question: Without suitable, traceable and repeatable standards how can a production unit, which has the same 
capability as the hand built units, be used for testing in a biohazard lab? 

ANSWER: Within the scope of the BioWatch Generation-3 program, pre-production and production units will 
be challenged with both live and killed BioWatch threat agent in a biohazard laboratory. 
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OPENING STATEMENT OF CHAIRMAN DAVID PRICE 

Mr. PRICE. Subcommittee will come to order. Good morning ev- 
eryone. Today we welcome Director Mark Sullivan of the U.S. Se- 
cret Service to the Subcommittee to discuss the 2011 budget pro- 
posal for the Secret Service which proposes $1,572 billion for the 
agency in 2011. This amount includes modest increases to fund in- 
flationary salary growth and to continue the recapitalization of the 
Secret Service's outdated computer system. 

The request also includes $17 million for the start-up cost of the 
2012 Presidential campaign. It is hard to believe, but indeed that 
marathon is already in its formative stages, and the Secret Service 
agents working on the campaign will certainly have an arduous few 
years ahead of them. 

The 2011 request also includes a significant and surprising re- 
duction in Secret Service operations, a $9.6 million cut to the budg- 
et for protective operation support personnel. These personnel were 
initially funded through 2009 emergency appropriation which the 
Congress passed just after the inauguration to respond to an in- 
creased level of threats directed at President Obama. 

Since that time, the threat level has waned to a level consistent 
with past presidents, which is to say that the threats against Presi- 
dent Obama are probably more than likely the result of the office 
he holds rather than personal animus against the man himself. 
Still, as we are all aware, it only takes one or two deranged or im- 
passioned individuals to create a potentially dangerous situation 
for Secret Service's protectees. The recent party crashing incident, 
which fortunately did not result in violence against any of our 
country's leaders, shows how nothing, not even the assumption 
that uninvited guests will not show up for a White House function, 
can be taken for granted in this day and age. 

So Mr. Director, we are interested in understanding how an in- 
crease that the Secret Service said it needed less than two years 
ago is now no longer required for the protective mission. Are you 
confident that not only the absolute volume of threats but also the 
intensity of those threats make it reasonable to decrease the budg- 
et for protective support? Is it wise for the Secret Service to be 
going into the campaign season with a lower level of support per- 
sonnel than you thought necessary at the end of the last election? 

The other issue of note addressed in the Secret Service budget 
is the poor state of the agency's information technology system. In 
a recent analysis by the National Security Agency, Secret Service 

( 273 ) 
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IT systems were found to have a reliability rate of less than 65 per- 
cent. The study also uncovered security vulnerabilities and a main- 
frame architecture dating from the 1980s. 

In last year's appropriations bill, we started the process of re- 
capitalizing the Secret Service's hardware and software with an ap- 
propriation of $34 million. This year's budget seeks $48.6 million 
more including $15 million for interoperability of radio systems 
with the White House Communications Agency. 

Clearly this is a project that cannot wait if the Secret Service is 
to provide the highest levels of protection necessary for the 2012 
campaign. However, it is astonishing to contemplate that this prob- 
lem was seemingly ignored or deferred for so long. The budget for 
every agency at DHS includes a per -employee cost module that is 
supposed to fund regular capital replacement such as scheduled up- 
grades in computer infrastructure. So, Mr. Director, we do need to 
understand more about how the Secret Service allowed these sys- 
tem deficiencies to fester for so long especially in light of other de- 
partment-wide efforts to improve Homeland Security technology. 

Mr. Director, these issues should not overshadow the excellent 
work done everyday by the agents and officers who work for the 
Secret Service. We know that these agents literally put their lives 
on the line to protect our nation's leaders, our financial institu- 
tions, and the integrity of our currency. We are grateful for the 
dedication of your men and women in your agency in serving our 
country. I also appreciate the good working relationship we have 
maintained during my tenure as Chairman of the Subcommittee 
and your agency's responsiveness to various Congressional con- 
cerns. It is this type of collaborative relationship that our Com- 
mittee depends on to make the best investment decisions for our 
country. 

Now let me turn to my colleague and the ranking member of the 
Subcommittee, Mr. Rogers, for his opening remarks. After that, Mr. 
Director, we will ask you to summarize your written testimony in 
a five-minute oral statement and then answer the questions we 
have about your budget proposal. 

[The information follows:] 
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Committee on Appropriations 

David Price (D-NC), Chairman, Subcommittee on Homeland Security 

BMHARCiOED UNTIL DELIVERY {Approx. 10:10 AM) Media Conlact; Andrew High 

Thursday. March 18.2010 202-225- 1 784 

Opening Statement of Chairman David Price 
FY 2011 US. Secret Service Budget 
March 18, 2010/10:00 am 

Today wc welcome Director Mark Sullivan to the Subcommittee to discuss the 201 1 budget for the U.S. 
Secret Service, which proposes $1,572 billion Jbrthe agency in 2011. This amount includes modest increases 
to fund inllalionaiy salary growth and to continue the recapitalization of the Secret Service’s outdated 
computer system. The request also includes $17 million for the start-up costs of the 2012 Presidential 
campaign. It’s hard to believe, but indeed that marathon is already in its formative stages, and the Secret 
Service agents working the campaign will certainly have an arduous few years ahead of them. 

The 201 1 request also includes a signiilcanl and surprising reduction in Secret Service operations - a 
$9,6 million cut to the budget for protective operation support personnel. These personnel were initially 
funded through a 2009 emergency appropriation, which the Congress passed just after the inauguration to 
respond to an increased level of threats directed at President Obama. Since that time, the threat level has 
waned to a level consistent with past Presidents, which is to say that threats against President Obama are more 
than likely the result of the office he holds and not personal animus against the man himself. Still, as we are all 
aware, it only takes one or two deranged and impassioned individuals to create a potentially dangerous 
situation for Secret Service protectees, 'fhe recent "party crashing” incident, which fortunately did not result in 
violence against any of our country’s leaders, shows how nothing, not even the assumption that uninvited 
guests won’t show up for a White House function, can be taken for granted in this day and age. 

So, Mr. Director, we are interested in understanding how an increase that the Secret Service said it 
needed less than two years ago is now not longer required for the protective mis.sion. Arc you confident that 
not only the absolute volume of threats, but also the intensity of those threats, make it reasonable to decrease 
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the budget for protective support? Is it wise for the Secret Service to be going into the campaign season with a 
lower level of support personnel than you thought necess^ at the end of the last election? 

The other issue of note addressed in the Secret Service budget is the poor state of the agency’s 
information technology systems. In a recent analysis by the National Security Agency, Secret Service IT 
systems were found to have a reliability rate of less than 65%. This study also uncovered security 
vulnerabilities and a mainframe architecture dating from the 1980’s. In last year's Appropriations Act, we 
started the process of recapitalizing the Secret Service’s hardware and software with an appropriation of $34 
million. This year’s budget seeks $48.6 million more, including $15 million for interoperability of radio 
systems with the White House Communications Agency. Clearly, this is a project that cannot wait if the Secret 
Service is to provide the highest levels of protection necessary for the 2012 campaigns. However, I am 
astonished by the extent to which this problem was seemingly ignored or deferred for so long. The budget for 
every agency at DHS includes a per-employee "cost module” that is supposed to fund regular capital 
replacement, such as scheduled upgrades in computer infrastructure. Mr. Director, we need to understand more 
about how the Secret Service allowed these system deficiencies to fester for so long, especially in light of other 
Department-wide efforts to improve DHS technology. 

Director Sullivan, these issues should not overshadow the excellent work done every day by the agents 
and officers who work for the Secret Service and literally put their lives on the line to protect our nation’s 
leaders, our financial institutions, and the integrity of our currency. We are grateful for their dedication to 
serving their country. 1 also appreciate the good working relationship we have maintained during my tenure as 
Chairman of the Subcommittee, and your agency’s responsiveness to various Congressional concerns. It is this 
type of collaborative relationship that our Committee depiends on to make the best investment decisions for the 
country. 

Now, let me turn to my colleague and the Ranking Member of the Subcommittee, Hal Rogers, tor his 
opening remarks. After that, Mr. Director, we will ask you to summarize your written testimony in a five 
minute statement and then answer the questions we have about your budget proposal. 


### 
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OPENING STATEMENT OF RANKING MEMBER HAROLD ROGERS 

Mr. ROGERS. Thank you, Mr. Chairman. 

Welcome, Mr. Director, for another session at this table. You 
have been doing this for a good while, and so have we. So we hope 
to gain good information from you today toward the budget for next 
year. 

Secret Service of course has a long proud history as the nation's 
oldest Federal law enforcement agency which is why I have found 
all the discussion about the events at last November's Indian State 
Dinner rather disturbing. 

This incident has been an unfortunate distraction from the Se- 
cret Service's distinguished record of safeguarding the nation's fi- 
nancial infrastructure and protecting our national leaders. 

With that being said, the incident did bring to light the manner 
in which people are cleared into the White House for official events. 
Mr. Director, I firmly believe that no other third party should have 
any role in determining access to the White House. 

Secretary Napolitano testified that she wholeheartedly agreed 
with me at our recent hearing with her. Today I would like to hear 
whether the revised access protocols that you nave put in place will 
prevent further slip-ups and sufficiently empower the Secret Serv- 
ice to perform its duties. 

With respect to your protection mission, I note that it is already 
time for you all to begin preparing for the next election. Given the 
unprecedented crowds that the last election drew and the length of 
time that the Secret Service was protecting more than two can- 
didates, I am interested in learning how you are integrating the 
lessons from the last election into your preparations for the upcom- 
ing one in 2010. 

As always, I want to understand how you plan to strike a reason- 
able balance between your investigative and your protection mis- 
sions in the upcoming election. 

Mr. Director, we remain aware of the challenges facing Secret 
Service, and I believe you are well aware of our Subcommittee's ex- 
pectations. But I want to reiterate to you again, as the chairman 
has, that you have our trust and our support, and we look forward 
to your testimony here today. Thank you. 

[The information follows:] 
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Thank you Mr. Chairman, and welcome to Director Sullivan. 

The Secret Service has a long, proud history as the Nation’s oldest Federal law 
enforcement agency - which is why 1 have found all of the discussion about the events at 
last November’s Indian State Dinner rather disturbing. 

This incident has been an unfortunate distraction from the Secret Service’s 
distinguished record of safeguarding the nation's financial infrastructure and protecting our 
national leaders. 

With that being said, it did bring to light the disjointed manner in which people are 
cleared into the White House. 

Mr. Director, I firmly believe that no other third party should have any role in 
determining access to the White House - and Secretary Napolitano testified that she 
wholeheartedly agreed with me at our recent hearing. 

Today, I want to hear whether the revised access protocols you’v reportedly put in 
place will prevent further slip-ups and sufficiently empower the Secret Service to perform 
its duties 

1 also want to know what you’re doing to address the financial challenges that the 
Secret Service has recently encountered. 

=> While 1 understand that budgeting for unpredictable events like the Presidential 

campaign is difficult, spending beyond the amount that we’ve appropriated your 

agency is never, ever acceptable. 

=> And, this is especially true for the agency charged with protecting the integrity of 


our currency. 
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So, to be perfectly blunt, you can expect strong pressure from me. Director Sullivan, 
to get your fiscal house in order. This has been an ongoing issue, and it’s time that the 
Secret Service permanently fixed this problem. 

With respect to your Protection mission, I note that it’s already time for you all to 
begin preparing for the next election. Given the unprecedented crowds that the last 
election drew and the length of time that the Secret Service was protecting more than two 
candidates. I’m interested in learning how you are integrating the lessons from the last 
election into your preparations for the upcoming election. 

And as always, 1 will want to understand how you plan to strike a reasonable 
balance between your investigative and protection missions in the upcoming election. 

Director Sullivan, we remain aware of the challenges facing the Secret Service; and, 
1 believe you are well aware of our Subcommittee’s expectations. You have our trust and 
support, and I look forward to your testimony. 

Thank you, Mr. Chairman. 
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Mr. PRICE. Thank you. Director, please proceed. 

STATEMENT OF MARK SULLIVAN 

Mr. SULLIVAN. Good morning Chairman Price, ranking Member 
Rogers and distinguished members of the Subcommittee. It is my 
privilege to appear before you today to discuss the President's Fis- 
cal Year 2011 budget request for the U.S. Secret Service. 

The last year and a half has been an active period for the U.S. 
Secret Service especially in the areas of protective travel and secur- 
ing major events. Today, I would note that from J anuary 2009 
through J anuary 2010, the President has engaged in 31 inter- 
national travel stops, a significant increase when compared to the 
previous administration's first year in office. 

During the same period, the Vice-President engaged in 21 inter- 
national travel stops compared to one international travel stop dur- 
ing the previous Vice-President's first year in office. 

In adaition to the increased international travel for the President 
and Vice-President, the U.S. Secret Service was responsible for 
eight national special security events in Fiscal Year 2009, the most 
ever designated in a single year. 

This included the G-20 held in Pittsburgh, Pennsylvania, which 
was attended by the President and a total of 37 heads of state and 
government, along with their spouses. 

Concurrent to the G-20 in Pittsburgh, the Secret Service also 
protected 189 heads of state and government and 60 spouses for 
the 64th U.N. General Assembly, a 40-percent increase over the 
previous year. 

In addition to these protective requirements, the Secret Service 
was also successful in dismantling a number of transnational crimi- 
nal groups targeting our Nation's financial institutions. For exam- 
ple, the established partnerships developed throughout 29 elec- 
tronic crime task forces led to the successful investigation into the 
network intrusion of the Heartland Payment Systems. This inves- 
tigation revealed that data from more than 130 million credit card 
accounts were compromised and transferred to a command and 
control server operated by a transnational criminal group involved 
in other ongoing Secret Service investigations. This is the largest 
identity theft case in U.S. history. Also last year, the International 
Association of Chiefs of Police and the International Association of 
Financial Crimes Investigators recognized us for another signifi- 
cant investigation, TJ X, which was the largest and most complex 
case of its type in U.S. history prior to the Heartland Payment Sys- 
tems case. 

The President's Fiscal Year 2011 budget request for the U.S. Se- 
cret Service totals roughly $1.58 billion and focuses on four pri- 
mary areas: funding to provide the necessary training and equip- 
ment that will be needed in advance of the 2012 Presidential cam- 
paign; funding to enhance protection of the White House complex 
and other protected sites; funding to sustain critical and investiga- 
tive operations in the areas of protected intelligence, cyber crimes 
directed at our Nation's banking and financial institutions and 
counterfeit suppression; and funding to address IT and communica- 
tions deficiencies that directly support the protective and investiga- 
tive mission. I will highlight a few of these initiatives this morning. 
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Although the 2008 Presidential campaign and transition activi- 
ties ended just last year, we are already beginning the necessary 
planning and advanced work for the 2012 campaign. This early 
preparation is critical because of the time that is required to pro- 
vide advanced protective training to our employees and DHS part- 
ner agencies participating in the campaign's security activities. In 
addition, we require start-up funds to procure equipment and pre- 
position protective vehicles throughout the country to transport 
protectees and to purchase technical security equipment to appro- 
priately secure their homes and sites to be visited by the can- 
didates. 

Critical to both campaign security and day-to-day operations in 
the White House complex and other protective sites, the men and 
women who serve in the uniform division are the first line of de- 
fense against outside threats. In recent years, the uniform division 
has fac^ ongoing recruiting and retention challenges. This in part 
is because of current pay structure and its inability to use certain 
hiring flexibilities such as offering higher starting salaries to appli- 
cants who have prior state or law enforcement experience. While 
legislation to address these issues is currently pending before Con- 
gress, the President's budget request provides the Secret Service 
with the resources needed to meet these ongoing recruitment and 
retention challenges. 

In support of the protective and investigative mission, the U.S. 
Secret Service must modernize our IT infrastructure and commu- 
nications system. The Secret Service has been working with the 
Department for several years to address immediate infrastructure 
concerns while providing a long-term plan to replace our legacy 
mainframe IT system with a modern Web-based environment that 
can meet the demands of today's mission requirements. One exam- 
ple of the need for this modernization effort is the White House 
Communication Agency interoperability project. Between 2003 and 
2008, WHCA made investments to their communication system 
that created an interoperability gap with the U.S. Secret Service. 
Thanks to the funding this Committee provided in Fiscal Year 2009 
Omnibus Appropriations Act, the U.S. Secret Service is one step 
closer to achieving interoperability and full communications parity 
with WHCA. 

Despite the demands of our mission, the men and women of the 
U.S. Secret Service remain vigilant and prepared for the challenges 
that lie ahead. At this moment, we and our partners are engaged 
in security planning for the nuclear security summit in Wash- 
ington, D.C. next month which was designated a National Special 
Security Event by Secretary Napolitanoon February 6th, 2010. 

We expect domestic and international travel stops to continue at 
a heightened pace consistent with what we saw during the past 
year. Further, as the complexity of ^ber and other crimes directed 
at our Nation's banking and financial institutions grows, the U.S. 
Secret Service will continue to foster relationships with our local, 
state, federal and international law enforcement partners through 
our network of electronic crimes task forces and financial crime 
task forces. 
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Mr. Chairman, distinguished members of the Committee, this 
concludes my opening statement. I will be happy to answer any 
questions you may have. 

[The information follows:] 
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INTRODUCTION 


Good morning Chairman Price, Ranking Member Rogers, and other distinguished 
Members of the Committee. It is my privilege to appear before you today to discuss the 
President’s fiscal year (FY) 201 1 budget request for the U.S. Secret Service. 1 would like 
to begin by thanking you for your tremendous support over the last several years. Given 
the increased operational requirements we saw late in the 2008 presidential campaign and 
during the transition, this Committee responded quickly by providing the Secret Service 
with the funds to make staffing adjustments, enhance protective countermeasures, and 
address interoperable communications deficiencies with our partner agencies. Those 
investments have yielded a stronger, more nimble agency at a time when the complexity 
of our dual mission presents constant challenges. 

Since the level of protective travel and number of major events, such as designated 
National Special Security Events (NSSEs), are often unknown until after our budget 
request is formalized, the Secret Service uses protective activity from previous years to 
assist in the development of our budget. Although we look at historical averages and 
other trends to project the rate of protective travel from year to year, the added 
uncertainties presented in the transition from one administration to the next can be a 
particular challenge. For example, in my appearance before the Committee last year, 1 
testified that President Obama and Vice President Biden had publicly announced that 
they would engage in at least one overseas trip per month during their first year in office. 
From January 2009 through January 2010, President Obama engaged in 31 international 
travel stops, a 1 58 percent increase compared to former President George W. Bush’s first 
year in office. During the same period, Vice President Biden engaged in 21 international 
travel stops, compared to one international travel stop during former Vice President 
Cheney’s first year in office. 

In addition to the increased international travel for the President and Vice President, the 
Secret Service was responsible for planning, coordinating, and implementing security 
operations for eight NSSEs in FY 2009, the most ever designated in a single fiscal year. 
The Presidential Inauguration, which in past years necessitated a single NSSE 
designation for the ceremony itself, as well as other events in the Washington, DC area, 
was broadened to five separate designations last year, including a train trip from 
Philadelphia, PA to Washington, DC, with large rallies in Wilmington, DE and 
Baltimore, MD, as well as a large concert event at the Lincoln Memorial. At the 64"' 
United Nations General Assembly (UNGA) in New York City, the Secret Service 
prepared security plans and protected 1 89 heads of state and government and 60 spouses 
more than a 40 percent increase over the 63'^" LTNGA. Concurrent with the 64"’ UNGA, 
the Secret Service was also responsible for security operations associated with the G-20 
held in Pittsburgh, PA, which President Obama attended with of 37 heads of state and 
government, along with their spouses. 

The men and women from the Secret Service’s domestic and international field offices 
spent roughly half of their time supporting these protective efforts in addition to 
successfully dismantling a number of transnational criminal groups targeting our nation’s 
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financial institutions. For example, the established partnerships developed through our 
Electronic Crimes Task Forces (ECTFs) led to the Secret Service’s successful 
investigation into the network intrusion of Heartland Payment Systems (HPS). This 
investigation revealed that data from more than 130 million credit card accounts were at 
risk of being compromised and transferred to a command and control server operated by 
a transnational criminal group involved in other ongoing Secret Service investigations. 

An August 2009 indictment alleges that this transnational criminal group used various 
network intrusion techniques to breach security at HPS, navigate the credit card 
processing environment, and capture payment transaction data. 

In addition to this protective and investigative activity, the Secret Service made 
additional progress on several large-scale projects in 2009 that were funded with the 
support of this Committee. The relocation of the Joint Operations Center (JOC) was 
completed in July 2009 and became operational in November 2009. As of February 
2010, major construction of the new White House mail screening facility was 99 percent 
complete, and is scheduled to be operational following a testing phase of the specialized 
screening equipment and transition from the current facility. During FY 2009, the Secret 
Service screened more than three million pieces of mail and other parcels for hazardous 
materials to ensure the safety of those who live, work, and/or visit the White House 
Complex — a three-fold increase over the one million pieces screened in FY 2008. Given 
the increased volume of mail associated with the new administration, the Secret Service 
must be vigilant about the possible introduction of biological or other hazardous agents 
entering the White House Complex through the mail system. 

FY 2011 BUDGET REQUEST SUMMARY 

In alignment with the Department of Homeland Security's (DHS) Quadrennial Homeland 
Security Review (QHSR), the Secret Service continues to manage known risks while 
making the investments necessary to prepare for evolving threats. The QHSR report that 
was recently transmitted to Congress notes that, “the American way of life depends upon 
the effective functioning of the Nation’s critical infrastructure and key resources, and the 
protection of key leadership and events.”' The Secret Service’s dual mission to protect 
our national leaders, visiting heads of state and government, designated NSSEs, as well 
as to investigate crimes directed towards our nation’s banking and financial 
infrastructure, is critical in this regard. 

The FY 201 1 budget request for the Secret Service focuses on four primary areas: 
funding to provide the necessary training and equipment that will be needed in advance 
of the 2012 presidential campaign; funding to enhance protection of the White House 
Complex and other protective sites; funding to sustain critical investigative operations in 
the areas of protective intelligence, cyber crimes directed at our nation’s banking and 
financial institutions, and counterfeit suppression; and funding to address information 
technology (IT) and communications deficiencies in programs that directly support the 
protective and investigative mission. 


' Department of Homeland Security. (2010). Quadrennial Homeland Security Review Report: A Strategic 
Framework for a Secure Homeland. 
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The budget request totals $1 .57 billion, an increase of $89 million (or 6 percent) over the 
FY 2010 enacted appropriation. Roughly half of this proposed increase represents 
adjustments to the base totaling $43.2 million which includes the following: $8 million to 
implement the Uniformed Division Modernization Act; $2.9 million for routine 
maintenance and replacement of detection equipment for the new White House mail 
screening facility; $19.5 million to accommodate pay adjustments associated with 
General Schedule pay increases; second year funding of$ 198,000 for staffing in support 
of the Information Integration and Transformation Program; third year funding of $9.7 
million for protective mission staffing provided in the FY 2009 Omnibus Appropriations 
Act (P.L. 1 11-8); third year funding of $190,000 for international field office staffing; 
third year funding of $ 1 84,000 for staffing associated with cyber crime investigations; 
third year funding of $ 1 .2 million for the former President George W. Bush post- 
presidency detail; and third year funding of $ 1 .3 million for staffing associated with the 
enhanced protection of White House protectees. 

Program increases proposed in the budget total $62.6 million and include $14 million for 
the start-up costs associated with the 2012 presidential campaign, and $36 million for the 
procurement of equipment and staffing associated with the Information Integration and 
Transformation Program. The budget also includes $12.6 million to begin the discovery, 
migration planning, and scheduling activities related to the DHS data center consolidation 
effort. Finally, as part of the Department’s goal to achieve efficiencies, the President's 
budget proposes decreases totaling $16.8 million which include: $9.6 million for staffing 
provided in P.L. 1 1 1-8; $3.2 million for protective countermeasures; and $4 million for 
domestic field office operations. 

PROTECTIVE OPERATIONS 


For protective operations, the FY 201 1 budget request provides funding to enhance 
protection of the White House Complex and other protective sites, and funding to provide 
the necessary training and equipment that will be needed in advance of the 2012 
presidential campaign. This includes $8 million to fully implement the Uniformed 
Division Modernization Act. Contingent on passage of the authorizing legislation, these 
funds would provide the Secret Service with the resources needed to meet ongoing 
recruitment and retention challenges within the agency’s Uniformed Division. 

The men and women who serve on the Uniformed Division are highly trained 
professionals responsible for protecting the While House Complex, the Vice President’s 
residence at the U.S. Naval Observatory, as well as providing a dedicated police presence 
and response to 537 foreign missions located in the Washington, DC area. Uniformed 
Division personnel assigned to the White House Branch process thousands of staff 
members, other workers, members of the press, individuals on official business, and 
tourists at the White House Complex on a daily basis. Through the effective use of fixed 
posts, foot and bicycle patrols, and police cruisers, these personnel are responsible for 
security throughout the White House Complex. Uniformed Division personnel assigned 
to the Counter Sniper Unit, Canine Unit, and the Emergency Response Team also provide 
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critical protective support to ensure the safety of the President, Vice President, and their 
families. 

Uniformed Division Modernization Act 

In recent years, the Uniformed Division has faced ongoing recruiting and retention 
challenges. This is in part because of its current pay structure and its inability to use 
certain hiring flexibilities, such as offering higher starting salaries to applicants who have 
prior state or local law enforcement experience. In addition, the administration of pay for 
Uniformed Division personnel is complicated by the fact that a majority of the governing 
authorities for Uniformed Division pay issues reside in the District of Columbia Code, 
rather than in Title 5 of the United States Code. 

The Uniformed Division Modernization Act (S. 1510), which is currently pending before 
Congress, would create a new salary table for Uniformed Division members that 
establishes consistent rank and step increases, and provides for faster step progression. 
The pending legislation would also give the Uniformed Division new hiring flexibilities, 
and move the bulk of the governing authorities for Uniformed Division pay and 
compensation issues out of the District of Columbia Code and into Title 5 of the United 
States Code. The Office of Management and Budget has advised that there is no 
objection to the pending legislation, and that its enactment would be in accordance with 
the President’s program. 

2012 Presidential Camnaien 

In addition to their critical role in securing the White House Complex, Vice President’s 
residence, and other protective sites. Uniformed Division personnel are also responsible 
for magnetometer operations during NSSEs and presidential campaigns. During the 2008 
presidential campaign, magnetometers were used by the Uniformed Division to screen 
more than 4.2 million people — a 77 percent increase over the previous campaign. 

Although the 2008 presidential campaign and related security activities associated with 
the transition ended just last year, the Secret Service is already beginning the necessary 
planning and advance work for the 2012 presidential campaign. This early preparation is 
critical because of the time required to provide advanced protective training to Secret 
Service employees and DHS partner agencies participating in campaign security 
activities. In addition, the Secret Service requires start-up funds to procure, outfit, and 
preposition sufficient protective vehicles to transport the expected number of protectees, 
and to purchase an adequate amount of technical security equipment to appropriately 
secure their residences and sites to be visited by the candidates. 

For the start-up costs associated with the 2008 presidential campaign, the Secret Service 
received $18.4 million in FY 2007. This figure was formulated based upon the fact that 
there would be no incumbent President or Vice President running for office; therefore, 
the Secret Service would be required to provide protection for the sitting President and 
Vice President, as well as presidential and vice presidential candidates from each party. 
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In comparison, the Secret Service received $8.1 million in FY 2003 for start-up costs 
associated with the 2004 campaign when President Bush and Vice President Cheney ran 
for re-election. Further, campaign start-up costs for FY 2003 were initially formulated 
prior to the terrorist attacks on September 1 1 , 2001 . 

The $14.0 million requested for the campaign in FY 201 1 reflects a decrease in costs 
when compared to the 2008 start-up based on the expectation that President Obama and 
Vice President Biden will run for re-election. The $14.0 million also reflects the costs 
associated with procuring and deploying communications and other electronic equipment, 
protective vehicles, and advanced technical devices that provide an enhanced security 
environment for the candidates. 

INVESTIGATIVE OPERATIONS 


During presidential campaigns, NSSEs, and routine protective travel, the Secret Service’s 
international and domestic field office staff enables the protective details to conduct their 
operations efficiently with little lead time. Our field office personnel provide invaluable 
assistance to the protective details through their well-established, professional 
relationships with local, state, federal, and international law enforcement partners in their 
respective districts. 

In addition to the critical support the Secret Service's investigative field staff provides to 
the protective mission, the overall success of our mission is attributed to our roots as a 
law enforcement agency committed to protecting American consumers and industries 
from financial fraud. To build on the investigative successes of the past year, the FY 
201 1 budget request provides funding to sustain our efforts in the areas of protective 
intelligence, cyber crimes directed at our nation’s banking and financial institutions, and 
counterfeit suppression. 

Cyber Crime Imestisations 

Consistent with recent news reports on cyber crime attacks targeting online financial 
systems, the Secret Service has seen an increase in network intrusions, hacking attacks, 
malicious software, and account takeovers leading to significant data breaches affecting 
every sector of the American economy. 

Last year, the International Association of Chiefs of Police (lACP) and the International 
Association of Financial Crimes Investigators (lAFCl) recognized the Secret Service’s 
work on the TJX Companies, Inc. (TJX) investigation, which was one of the largest and 
most complex cases of its type in U.S. history. While cyber criminal groups operate in a 
world without borders, the law enforcement community does not. The transnational, 
multi-jurisdictional nature of these crimes has increased the time and resources needed 
for successful investigation and adjudication. These investigations also require seamless 
coordination between Secret Service domestic and international field offices, 
headquarters, and our law enforcement partners throughout the world. For example, in 
the TJX investigation, the Secret Service worked with domestic law enforcement partners 
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as well as those in Estonia, Thailand, the United Arab Emirates, Turkey, Ukraine, Spain, 
Belarus, and Germany. 

Counterfeit Suppression 

The Secret Service’s well-established relationships with our international law 
enforcement partners would not be possible without our permanent presence in 22 
international offices in 1 8 countries. In addition to the successes we have seen with 
respect to cyber crime investigations, our international offices have also assisted with the 
suppression of counterfeit U.S. currency. For example. Project Colombia is a 
continuation of the Secret Service’s efforts to establish and support Vetted Anti- 
Counterfeiting Forces (VACF) in Colombia. Since its inception in 2001, Project 
Colombia partners have seized approximately $239 million in counterfeit U.S. currency, 
arrested more than 600 suspects, suppressed close to 100 counterfeit printing plants, and 
reduced the amount of Colombia-originated counterfeit passed within the United States 
by more than 80 percent. 

As a collateral effect of our investigative successes in Colombia, the criminal element has 
been pushed to other parts of South America. For example, from FY 2008 to FY 2009, 
the Secret Service noted a 156 percent increase in worldwide passing activity of 
counterfeit U.S. currency emanating from Peru. These counterfeit notes, referred to as 
the Peruvian Note Family, have emerged as one of the leading domestically passed notes 
in the last 12 months. In response to the increase in passing activity of the Peruvian Note 
Family, which was second only to the domestic passing of digital counterfeit in FY 2008, 
the Secret Service formed a temporary Peruvian Counterfeit Task Force (PCTF) in 
collaboration and partnership with Peruvian law enforcement officials. Since opening in 
Lima, Peru on March 15, 2009, the PCTF has yielded 31 arrests, 17 counterfeit plant 
suppressions, and the seizure of more than $19 million in counterfeit U. S. currency. Due 
to the overwhelming success of the PCTF, the Secret Service and Peruvian law 
enforcement officials have agreed to extend operations for an additional six-month period 
inFY 2010. 

INFORMATION INTEGRATION AND TRANSFORMATION PROGRAM 

The Secret Service has become increasingly reliant on technology to support its day-to- 
day operations. In support of the protective and investigative mission, the Secret Service 
must modernize its IT infrastructure and communications systems. The network and 
mainframe system used today struggles to meet operational demands, and is incompatible 
with federal guidelines for information sharing, enterprise architecture, and privacy 
protection. To address these deficiencies, the Secret Service has been working with the 
DHS Chief Information Officer (OCIO) for several years to address immediate 
infrastructure concerns while providing a long-term plan to replace our legacy mainframe 
IT system with a modern, web-based environment that can meet the demands of today’s 
mission requirements. 
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One example of the need for this modernization effort is the White House 
Communications Agency (WHCA) interoperability project. Between 2003 and 2008, 
WHCA modernized its telecommunications infrastructure by transitioning to Internet 
Protocol, or IP, for all voice, satellite, video, secure voice, and wireless communications. 
This modernization effort revolutionized WHCA’s overall communications capacity 
while rendering Secret Service systems and devices incompatible. Thanks to the funding 
this Committee provided in the FY 2009 Omnibus Appropriations Act, the Secret Service 
has initiated the upgrade of obsolete systems by integrating Radio over Internet Protocol, 
Voice over Internet Protocol, Secure Communications Interoperability Protocol, and 
multi-level secure technologies into the IT and voice infrastructure to achieve 
interoperability and full communications parity with WHCA, The FY 2011 budget 
request will enable the Secret Service to continue with these critical upgrades which will 
improve the security, performance, and reliability of our IT infrastructure and 
communications capabilities to meet mission requirements. 

In addition to the WHCA interoperability project, the FY 201 1 budget request also 
provides funding for the Secret Service to increase the security posture of our internal 
network, provide more storage to handle data for existing operations, improve 
information sharing capabilities, allow for the scheduling and tracking of all resources 
needed to support mission operations, and begin the migration planning and scheduling 
activities related to the systems and applications that will transition from the Secret 
Service to DHS Data Centers, 

CONCLUSION 


The Secret Service was created in 1865 as a bureau of the Treasury Department with a 
sole mission to suppress the counterfeiting of United States currency. One of the earliest 
Congressional references to the Secret Service Division was on August 5, 1882 in an act 
making appropriations for the legislative, executive, and judicial expenses of the 
government. That act provided, “For one chief, three thousand five hundred dollars; one 
chief clerk, two thousand dollars; one clerk of class four; two clerks of class two; one 
clerk of class one; one clerk at one thousand dollars; and one attendant at six hundred 
eighty dollars; in all. twelve thousand nine hundred and eighty dollars.” What is striking 
about this early reference is not only the amount of money provided, but the focus on the 
people. As I have said on many occasions, the strength of the Secret Service has been, 
and always will be, its people. 

Despite the challenges the agency has faced over the last two years, the diverse men and 
women of the Secret Service remain vigilant and prepared for what lies ahead. At this 
moment, the Secret Service and its partners are currently engaged in security planning for 
the Nuclear Security Summit in Washington, DC next month, which was designated an 
NSSE by Secretary Napolitano on February 6, 2010. Later this year, we anticipate that 
the President, Vice President, and other protectees will be traveling concurrently to attend 
Congressional and gubernatorial campaign events around the country, and expect 
international travel stops to continue at a pace consistent with what we saw during the 
past year. 
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Further, as the complexity oi' cyber and other crimes directed at our nation’s banking and 
financial institutions grows, the Secret Service will continue to foster relationships with 
local, state, and federal law enforcement partners through our network of ECTFs and 
Financial Crimes Task Forces (FCTFs). We will also continue to provide the necessary 
computer-based training to enhance the investigative skills of our special agent workforce 
through the Electronic Crimes Special Agent Program (ECSAP). Finally, since one of 
the main obstacles encountered by special agents investigating transnational crimes are 
jurisdictional limitations, the Secret Service will continue to build partnerships with our 
international law enforcement counterparts in the coming year to further our efforts to 
disrupt criminal groups abroad from targeting our nation’s critical financial 
infrastructure. 

In closing, I would like to thank you again for the opportunity to be here today. 1 look 
forward to working with the Committee as you consider the President’s FY 201 1 budget 
request and would be happy to answer any questions you may have at this time. 
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2012 CAMPAIGN BUDGET 

Mr. PRICE. Thank you, Mr. Director. Let me move directly to 
your budget request for $14 million in new funding for the start- 
up cost of the 2012 Presidential campaign. 

This is significantly more than the $8.1 million in start-up costs 
for the 2004 campaign which was the last time a sitting president 
ran for election. Even after adjusting for eight years of inflation, 
this represents a 41 percent increase in costs. 

Why has the first year planning cost to prepare for the 2012 
campaign grown so much more than the rate of inflation since we 
last had this circumstance? Is the Secret Service planning a more 
robust effort for the upcoming Presidential campaign than in the 
past, or are there other circumstances that account for this? We as- 
sume that the protection budget correlates roughly to the workload, 
so why would Secret Service request such a large increase for the 
Presidential campaign but at the same time be reducing its budget 
for the regular protective mission? How does this balance out? 

Mr. SULLIVAN. Thank you. Chairman. As you mentioned, the 
budget for the 2004 campaign was $8 million. I believe the budget 
for the 2008 campaign was about $19 million for the first year; and 
for this campaign, it is $14 million. 

When we look at the cost associated with the 2012 campaign 
compared to the 2004 campaign, there are a couple of areas where 
there has been a significant increase. Again, I am not sure how you 
would— you know, what we are using to compare the inflation with 
back to 2004, but the cost we see that has increased is the cost of 
vehicles. 

For the campaign, the vehicles that we get are a very important 
part of our protective methodology. We have to buy these vehicles 
this coming year. 

These vehicles need to be armored. They need to have ballistic 
glass installed. They need to be equipped with radios and other 
types of equipment for the campaign, and then they need to be pre- 
positioned around the country. But the cost of these vehicles com- 
pared to 2004 has increased, about twice the cost that they were 
back in 2004. 

Additionally, we have to buy radios and other types of technical 
equipment. Again, we look at the cost compared to 2004. This cost 
has increased about twice as much as well. 

I will tell you that one area where we have found efficiencies is 
in-training. I believe we are about a $1.5 million-and-a-half under 
where we were back in 2004 for training. 

Back during 2004, we used to do our training— we would have 
all of our people come to the Rowley Training Center to do train- 
ing, and that would involve, you know, the travel cost. That would 
involve per diem. That would involve the lodging cost of all these 
people coming to DC, not to mention the fact of taking them out 
of their district for a longer period of time. 

What we found in the 2008 campaign, that it was more cost ef- 
fective and, from a mission perspective, better to have our people 
trained in the field, so now we are having the trainers go to our 
people in the field. So we did realize a cost savings by conducting 
that type of training. 
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But again, I would say that two areas where we really have seen 
an increase would be in the cost of our vehicles and the equipment 
for the vehicles, as well as the radios and the other types of tech- 
nology. 

INTENSITY OF THREATS AGAINST PROTECTEES 

Mr. PRICE. Well, to turn to the manpower and womanpower 
question, the FTE question and the way this request dovetails with 
the reductions you are proposing for the regular protective mission, 
let me see if we cannot sh^ a little light on that. 

I mentioned in my opening statement, we understand that the 
number of threats made against the President have dropped, how- 
ever, during the 2008 Presidential campaign, the intensity of 
threats against then candidate Obama lead to the assignment of a 
Secret Service security detail earlier than for any other candidate 
in history. Of course, we are all aware that it takes only one par- 
ticularly obsessed individual to present a real threat. 

There has been a rise recently of lone-gunmen style attacks at 
Fort Hood, IRS offices in Austin, the Pentagon. So we do need to 
realize it is not only the number of threats but the fervor with 
which they are conveyed that indicate the level of risk that our 
leaders face. 

So to the extent you can express this in open session, can you 
tell us if the threats against the President or any of your other 
protectees include the hallmarks of any particular intensity that 
the Secret Service has not seen before? Have you seen any change 
in the intensity of threats against the President since the inau- 
guration? 

Then if you could help us understand how changes in volume or 
intensity of threats translate into Secret Service manpower and 
personnel requirements? 

Do more threats require additional field investigations? Does Se- 
cret Service increase the protective forces directly when the Agency 
observes particularly aggressive threats? 

And then the underlying question, at the same time that you are 
asking for these increases anticipating the 2012 campaign, how 
does that dovetail with the decreases, the manpower decreases in 
particular, that you are looking at for the regular protective mis- 
sion? 

Mr. SULLIVAN. Chairman, you have brought up some great 
points, and I will try to answer them, but if I leave any of them 
out, be sure to remind me which ones I left out. You know, as far 
as the threats go, it is something that we pay a lot of attention to. 

As you know, we have one program area that is just dedicated 
to protective intelligence, and I believe that we are very aggressive 
with it, working with all of our partners there that provide us the 
best information that they have. We are a big consumer of informa- 
tion, and that is a big part of our protective methodology based 
upon that information we receive. 

However, we also know that we cannot just rely on the known 
information. There is a lot of unknown information there. So for 
that reason, I do not believe that there is an employee on our job 
who does not wake up in the morning or go to bed at night not 
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thinking that there is someone out there iooking to harm any one 
of the individuais that we protect everyday. 

So the threat information is important to how we do our mission, 
but we stiii know that everyday there is somebody out there iook- 
ing to harm those peopie that we protect. And you are right, it 
couid be a ione gunman, it couid be an organized group, and we 
have to iook at every singie one of those possibiiities. 

As far as the threat ievei, as i have taiked about before, during 
the Presidentiai campaign, the threat ievei we saw rose right about 
the time of the eiection. i wouid say that that was the highest it 
had been prior to that and since that. 

As we approached the inauguration, we saw those numbers begin 
to deciine, and over the past year, iittie over a year, i wouid say 
that the number of threats we are seeing against this president are 
at the same ievei they were for the previous, the iast two, adminis- 
trations at this point in their administration. 

it pretty much goes back to, i beiieve what you said during your 
opening statement, that it is more about the office than anything, 
these threats that we are seeing. 

Now, going back to the hiring, you know, back two years ago we 
made a case because of heightened threats that we needed to bring 
more peopie into our organization, into the agent ranks, and into 
our administrative, professionai, and technicai ranks. 

Thanks to you, and you Mr. Rogers, we are abie to get in the 
$100 miiiion Omnibus biii. We got the opportunity to hire 150 
agents and i beiieve it was about 204 administrative professionai 
and technicai. 

These peopie were to go to permanent protection detaiis. The pri- 
ority was for them to go to permanent protection assignments and 
go out into the fieid to do some of the other protective duties that 
we need to be done in our network of fieid offices. 

Uitimateiy, the out-year funding for that was cut by about nine 
and a haif miiiion doiiars, and we had to reaiiy take a hard iook 
at our hiring goais here. And we had to make sure, one thing that 
aii of us wanted to make sure, what i wanted to make sure of was 
that whatever peopie we did bring on that we wouid be abie to 
bring them on and equip them and have the necessary funding in 
the out years to make sure that these were hires that we couid 
maintain. 

With this ioss of nine and a haif miiiion doiiars, we had to mod- 
ify our hiring goais, and we reduced it to 125 agents to be brought 
on, and i beiieve it was 146 or so administrative, professionai and 
technicai, probabiy about 138, somewhere around there. 

So far this year, we have hired aii 125 of the agents, i wiii teii 
you that every one of those agents has started in a fieid office. 
Those peopie are backfiiiing more seasoned agents who have been 
now transferred to a permanent protective detaii. 

So i can assure you that those priorities when it comes to our 
permanent protection have been addressed by the 125 that we have 
hired, and again, they were backfiiied by these new hires. 

We have hired 75 of the administrative, professionai and tech- 
nicai positions, those priority positions we needed to fiii for fiscai 
year 2009 and now during fiscai year 2010, we are iooking to hire 
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about another 40 or so of the administrative, professional and tech- 
nical. 

So did we get exactly what we are looking for in the original Om- 
nibus? We did not; however, have we been able to prioritize and 
put those people to the best use where they need to be and does 
that make us whole and does it get it to where we are looking to 
be? 

I believe at this point in looking at the constrained budget envi- 
ronment that we are operating in, I believe that we have been able 
to make this work, and I believe that— and as I have told you be- 
fore-protecting the President is our number one priority, and we 
are not going to compromise on that. I believe that we have the as- 
sets i n place to do that. 

Mr. PRICE. Thank you. Mr. Rogers. 

2008 CAMPAIGN COST OVERRUNS 

Mr. ROGERS. Well, in the 2008 election, the Secret Service spent 
a little over 5 million beyond the amount they were appropriated 
for in 2009, and your present request for fiscal '11 for the protec- 
tive mission of the Secret Service, you are requesting $792 million 
with $18 million of that specifically called out for preparations for 
the 2012 campaign. 

You missed the mark in 2008 by 5 million. What can you ex- 
trapolate from that about 2012, if anything? 

Mr. SULLIVAN. As we have talked about before. Congressman, 
you know, it is very difficult to predict these type of events, and 
I believe we talked about this four years ago as well. 

One of the challenges we had last year was the number of protec- 
tion days we ended up having, you know, and that the campaign 
did start earlier than we had originally anticipated. 

Also, at the end of the campaign or at the inauguration, we had 
a total of I think four or five NSSEs right around the inauguration, 
and that did add to the cost of the campaign. We did have to go 
back and look for reprogramming. 

But what we did learn is that they are— well, what it did reaf- 
firm to us is that these campaigns are very unpredictable. And the 
crowd sizes that we did see did drive how we had to conduct our 
protection. 

We put, I think, nearly 5 million people through metal detectors 
during that campaign which I think is at least two times the 
amount we had had put in during the 2004 campaign. 

So we do want to make sure with this campaign coming up that 
we do— I do not believe that there will be as many candidates, but 
again, that remains to be seen. 

This last campaign was the first time I believe in 50 years that 
we did not have an incumbent running for office, so we had can- 
didates from both political parties. 

Mr. ROGERS. Well, as you say, you are unlikely to have the num- 
ber of candidates in 2012 as we had in 2008, and as we all know, 
that remains to be seen at this point. But you do anticipate fewer 
protectees in the campaign in 2012 than 2008? 

Mr. SULLIVAN. That is what we are expecting. Yes, sir. 
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WHITE HOUSE STATE DINNER INCIDENT 

Mr. ROGERS. Let me quickly jump tracks now to the White House 
access that I mention^ in my opening remarks. It seems to me 
that we do not have clear lines of responsibility about clearing who 
gets into the White House. I hope I am mistaken on that, and you 
can correct me if I am. 

But the State Department has a hand in it. The White House so- 
cial secretary's staff has a hand in it. Obviously the Secret Service, 
perhaps others, but these people who crashed the party, so to 
speak, a while back at the I ndian state dinner raise this issue, and 
I think they did us a favor, frankly, because I think we need to 
clarify this. Perhaps it has been done or already has been in effect. 

What can you tell us? Should not the Secret Service be the per- 
son, agency, that clear people into the White House grounds? 

Mr. SULLIVAN. Congressman, I see it as a partnership, and it is 
a very critical partnership. J ust to give you a little bit of back- 
ground on the procedure, what will happen when there is an event 
at the White House, these people are invited by the White House 
to come to the White House. They will give us a list of the people 
who have been invited and who have accepted, and we will do 
name checks on these individuals. So again, it is a very important 
part of the partnership. 

From that, the invitation list is generated, and in the system 
that we have in place is that— we and the White House staff will 
work together as partners at each checkpoint to ensure that those 
individuals who have been invited do get in. 

If somebody is not on that list, again us working with the White 
House staff will determine if, in fact, they should be on the list. If 
they should be on the list and they have not been name checked, 
we will name check them and then those people will be allowed to 
enter the White House. 

As far as with the State Department, we have a very healthy and 
long-standing relationship with the State Department. We have a 
long-standing partnership with them. 

On this particular night, we did not have the list. We have since 
modified that so that we and the State Department are working off 
the same list, and we are checking that list together. And this was 
at an area that was a remote location from the White House. 

But again, it is my opinion that the best way for this to work 
is for us to do it as a partnership, both of us being there together, 
both of us with the list and checking the list off together. 

Mr. ROGERS. Well, the State Department is not in charge of pro- 
tecting the White House from unlawful intrusions, nor is the social 
secretary. 

They may be involved in making up the invitation list of who 
should be invited and see that they are invited, but when it comes 
to gaining entry into the White House grounds, I firmly believe it 
is the Secret Service, period. Am I wrong in that? 

Mr. SULLIVAN. No, as far as somebody getting into the White 
House who should not come into the White House, I mean, that is 
our priority. That is our job to do that. 

However, as far as the list, as far as checking that list and mak- 
ing sure the people that need to get in are getting in, I do believe 
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that it does have to be a partnership, whether it be with the White 
House staff or with the State Department, just to ensure that those 
right people are getting in. 

Mr. ROGERS. How did these people get in past the checkpoint? 
They were not on the list, right? 

Mr. SULLIVAN. They were not on the list. As I have said from the 
beginning. Congressman, you know, this was a mistake in judg- 
ment. This was an error. They should not have been allowed to go 
by the initial checkpoint. 

We had protocols and policies in place for that evening that if 
anybody showed up at that gate and their name was not on the list 
that we were to call for assistance to help us verify whether or not 
those individuals should be able to get in. 

Mr. ROGERS. And what happened when they showed up and they 
were not on the list? What happened then? 

Mr. SULLIVAN. They were allowed to proceed through that gate. 

Mr. ROGERS. By whom? 

Mr. SULLIVAN. By us. 

Mr. ROGERS. How come? 

Mr. SULLIVAN. As I told you, sir, it was a mistake. They should 
not have been allowed to go through. 

Mr. ROGERS. Has anybody been reprimanded for that? 

Mr. SULLIVAN. Currently, we have put those people on adminis- 
trative leave to testify before— we are in the middle of a criminal 
investigation, so at this point, sir, I would rather not go into any- 
thing deeper than that as far as where we are with the administra- 
tive action. 

Mr. ROGERS. Well, I know just from a personal reference, Mr. 
Chairman, members of Congress are invited to the White House for 
a Christmas party. Obviously a large number of members, 435 
House members and 100 senators, staff, and cabinet members and 
the like, quite a crowd of people. 

But I noticed in going through the process of getting in, we were 
met on the street outside the White House by some young staffers 
from somebody with a list in their hand, and they would check you 
off and you would go four or five steps, and another young person 
would— who represented whom, I do not know. 

And they would have a list. They would check you off, and you 
got checked off four or five times by young staffers for whom I do 
not know. Finally, you get to the gate, and people— I assume Secret 
Service people— then check you off an official list. 

But who are these other people that check you off five or six 
times? 

Mr. SULLIVAN. Sir, I am not sure 

Mr. ROGERS. Are they assigned to social secretary or who? 

Mr. SULLIVAN [continuing]. Again, sir, I believe working with our 
partners at the White House, that would be White House staff and 
our people working together. 

You know, we do not want anyone to get into the White House 
who should not get into the White House, and we have looked at— 
you know, we put 100,000 people through the White House every 
month. 100,000 people go through the White House every month. 
Thousands of pass holders are at the White House that we expedite 
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through there. You know, I believe our men and women do a ter- 
rific job. 

What happened back in November none of us want to see that 
happen again. That is why I go back to the partnership with the 
White House or with the State Department. We believe it is very 
important to us to work as a partnership and make sure that the 
people that are invited get in and those people that are not invited 
do not get in. 

And those people that you are referring to, and I am not sure of 
the number of times, but those are the White House staff people 
and our people working together to ensure that the right people are 
getti ng i nto the White H ouse. 

Mr. ROGERS. Well, I have to tell you, going to that Christmas 
party, it was a confusing process and helter skelter. It was not 
what it has been in the past, and it is probably beyond the Secret 
Service's capability to solve, but it is not a clean clear check with 
all of those other people there. I do not blame you for them, but 
the process needs to be cleaned up some. 

Mr. SULLIVAN. You know, sir, that process going back to Novem- 
ber, we have taken a hard look at that, and we have worked very 
hard with that. Again with all due respect, I believe that that being 
so close to the incident back in November, I think everybody was 
trying to do the best job they can to make sure that we did get the 
right people in there and, again, to make sure that the wrong peo- 
ple did not get in there. 

Mr. ROGERS. Let me just put it this way, I feel completely 
ch0ck0cl 

Mr. SULLIVAN. That is good to know, sir. 

Mr. PRICE. I think we all felt completely checked at the Christ- 
mas party, and I also think we understood at some level that this 
was reaction to the earlier incident and perhaps did not assume 
that the multiple layers, as the ranking member says, is somewhat 
apparently redundant list checking that was going on did not as- 
sume that that was necessarily the permanent state of affairs. 

Mr. ROGERS. Mr. Chairman, by the time I got through that check 
out— those checked lines, those tiered lines of checkouts— I was too 
tired to go to the party then. 

Mr. PRICE. Mr. Ruppersberger. 

OVERTIME AND RETIREMENT PAY 

Mr. RUPPERSBERGER. I want to say that I think your organiza- 
tion does a great job. You have well-trained men and women. You 
remind me of the offensive line of a football team. You only are no- 
ticed when something goes wrong, and when things do not go 
wrong, that is when you are doing your job. 

I want to get into the issue of the overtime pay. You mentioned 
that you have a lot more resources and more man hours especially 
in the last election with the type of campaign that it was. Also it 
just gives you a lot of overtime, and yet a lot of people because of 
certain Federal cap laws cannot be paid for some of their overtime. 

I know that in some areas there is some air traffic controllers 
there is a waiver on overtime. I think anybody in the Department 
of Defense in theater there is overtime. 
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Have you looked into this? Where are you as it relates to that 
issue of a waiver for overtime in unusual circumstances for your 
men and women? 

Mr. SULLIVAN. Right. Yes. You know— to go over the overtime 
cap. I have the ability to go to the overtime and ask her for a waiv- 
er. 

Mr. RUPPERSBERGER. Have you received those waivers? 

Mr. SULLIVAN. We have not had to do that. This is the first year 
I believe that we have the— the cap is going to be on starting, I 
think, in fiscal year 2010 if I have that correct, but we have not 
had to go looking for a wavier. 

Mr. RUPPERSBERGER. Okay, even with all the overtime, the man 
hours that you used in this last election? 

Mr. SULLIVAN. We did not, as far as I know. No. 

Mr. RUPPERSBERGER. Okay, well, my understanding was you had 
an issue there. 

Secondly, I know you are not a party of the Intelligence commu- 
nity, but I know that you are in Estonia now because of financial 
crimes and issues such as that. Do you work seamlessly with the 
I ntel I igence community, both military and straight Intelligence? 

Mr. SULLIVAN. Yes, Congressman. They are one of our best part- 
ners, as I mentioned earlier. We are a big consumer of intelligence 
and information, and I can tell you that all of our partners in the 
Intelligence community could not be more forthcoming, and we 
have a great relationship with them. 

Mr. RUPPERSBERGER. Okay, well, that is good. I think Intel- 
ligence is probably one of the main issues that you deal with every- 
day to do your job. 

Mr. SULLIVAN. As a matter of fact, just to remind you, you know, 
we are very active in the j TTFs, in the FBI, j TTFs, and those are, 
again, very critical to our operations. 

Mr. RUPPERSBERGER. Okay. The last thing, retirement issue. For 
no fault of their own, I think, you know, about 200 Secret Service 
agents were put into the wrong retirement system 20 years ago, 
and they have lost thousands of dollars of retirement which they 
should be entitled to because everyone else in the agency has dealt 
with that. 

Senator Lieberman and I are trying to work on this issue to see 
if it can be resolved. Do you know anything about that at this 
poi nt? 

Mr. SULLIVAN. I do. I am familiar with that. 

Mr. RUPPERSBERGER. Okay. Can you discuss it, and do you have 
any recommendations or suggestions? 

Mr. SULLIVAN. Yes, sure. First of all, I am very grateful to you 
for your support. These are agents who came on the job in 1984, 
1985 and 1986 who have since risen into many of the senior leader- 
ship positions of our organization. 

As it has been reported to me, many of these people were re- 
cruited back during 1982, 1983 when the old retirement system 
was in force, and they were told that they would be in that— it has 
been told to me they were told that they would be in that retire- 
ment plan. 

I am also told that when they came on the job, whether it was 
1984, '85, and '86, they were lead to believe that they would be in 
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that retirement plan. I believe with the 2012 campaign coming on 
I do look at this as a retention issue. 

These are people that are highly marketable. They are people 
that could leave because of this current plan just does not lend 
itself to tracking them to stay. 

These are people who have told me they would like to remain on 
the job and that this bill would, I think, so a long way to maintain- 
ing these employees within the U.S. Secret Service. So any help 
you could provide with that, we would appreciate. 

Mr. RUPPERSBERGER. Okay. Thank you. 

SECRET SERVICE INFORMATION TECHNOLOGY 

Mr. PRICE. Thank you. 

Director, let me turn to the question of information technology, 
another major item in your budget. The budget requests $48.6 mil- 
lion for information technology investments. 

Recent reports have highlighted how some Secret Service sys- 
tems such as the primary mainframe on which many critical appli- 
cations run date from the 1980s. 

However, the Secret Service budget, like all budgets at DHS, in- 
cludes certain per-employee cost allowances for various overhead 
and capital expenses. It does raise the question why the Secret 
Service has allowed its IT infrastructure to become so outdated 
particularly when we year after year— I think without exception- 
have granted the full budget request for Secret Service, and that 
request is supposed to cover the cost of regular system recapitaliza- 
tion. It is supposed to be built into the budget. 

Then, of course, the question that this proposal raises, what kind 
of program are you putting in place to ensure that the base Secret 
Service budgets are appropriately aligned with the information 
technology developments you simply must make now and in the fu- 
ture? 

Mr. SULLIVAN. Chairman, one of the priorities for me right after 
I became director was our IT infrastructure, and I had asked— this 
is going back to 2007 or late 2006, I had asked for a top-to- bottom, 
bottom-to-top review of our IT infrastructure and wanted a report 
on what the state of our IT infrastructure was. 

The report I got back— that if you were looking for a 1980s state- 
of-the-art IT infrastructure compatible with the U.S. Treasury De- 
partment, you know, we were your guys. 

The bottom line was that we were— we confirmed what you just 
said is that we had an IT infrastructure that was degrading and 
that was in need of repair. 

So I requested that we do an as-is— and again, let me— give me 
a full briefing on the as-is, and I also asked that we have an out- 
side entity come in and do a review, and ultimately that was the 
NSA who came in and did a blue team. 

As you had mentioned earlier, we found that we had about a 68 
percent reliability and that our IT people were having to come up 
with, you know, work-arounds to get our IT infrastructure to just 
maintain. 

It was that point that we began working with you, and I would 
like to thank you. Chairman, and you Mr. Rogers, for all your help 
because both of you have been extremely helpful with this. And be- 



302 


cause of your help, I believe that we are well on our way to fixing 
our IT infrastructure. 

We have worked with the Department. We worked with the, you 
know, the DHS CIO. I think that we have come up with a very 
good plan. It is a five-year plan to get our IT infrastructure up to 
where it needs to be. 

Currently right now we are stabilizing our IT infrastructure, and 
we have addressed many of the deficiencies that were pointed out 
by the NSA report. Now we are analyzing and working with the 
Department, working with the CIO to make sure that this is the 
best and most effective investment that we can and to make sure 
that 10 or 15 years from now we do not find ourselves in the same 
position. 

You know, this is something that is going to require mainte- 
nance. It is something that is going to continue to maintain atten- 
tion. I believe we have a good plan, and I think that the trick here 
is going to be for us to maintain that plan and continue to keep 
the Department and you advised of the direction we are going in. 

Mr. PRICE. I appreciate your commitment to the plan going for- 
ward, and I perhaps should underscore what you just said about 
sticking to the plan. 

The question I am raising has to do with whether you may need 
some hep in doing that from the way your budget is framed be- 
cause there has been a lag, a serious lag, in investment in IT infra- 
structure despite a budget process that is supposed to guarantee 
that there is money available for this kind of work right along 
without it being specifically designated in a single line item. 

As you know, your information technology budget is included 
within a broader account within the broader salaries and expenses 
account. That does allow you some flexibility to use these funds for 
other activities as competing priorities might emerge. 

So my assumption is that the past history demonstrates some 
taking advantage of this flexibility, perhaps for what seem to be 
good reasons at the time. But given the poor condition of the Agen- 
cy's information technology infrastructure, it leads one to question 
whether maybe that flexibility over time has served us well. 

How can we make sure that the funds appropriated last year and 
requested for 2011 will not be redirected to other priorities? 

Mr. SULLIVAN. Yes, sir, there is not too many priorities for us 
that are any more important than this IT infrastructure. You 
know, and I can tell you that I am committed to it. Senior staff is 
committed to it. All of our employees are committed to it. The peo- 
ple that we have working on this project are committed to it. This 
IS a really important initiative within our organization. 

You know, what happened going back 10 or 15 years ago, quite 
frankly, I cannot address. All I can address is moving forward here 
and make my commitment to you that we are going to make sure 
that we keep you informed of the direction we are going in, make 
sure we continue to work with the Department. 

I can tell you that we have got 100 percent support and backing 
from the Department. We have made a presentation to them. They 
have signed off on it. There is a report, I believe, that went from 
the CIO up to your Committee. I think it spells out what our plan 
is and what our commitment is. 
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I would be more than happy to continue to come up here and pro- 
vide you with progress of where we are or have our IT people come 
up here and talk to your staff about where we are with it. 

But I really do appreciate your support on it. 

REPLACEMENT CYCLE FOR SECRET SERVICE VEHICLES AND SMALL 

ARMS 

Mr. PRICE. Well, and we appreciate that commitment, and we 
will follow your progress closely. 

Finally, let me just ask if there is perhaps more problems where 
this one came from, so to speak, whether when you acknowledge 
that the Secret Service has been unable to keep its information 
technology up to date, are there other analogous problems, for ex- 
ample, with the vehicle fleet, with weapon systems? 

What is the replacement cycle for Secret Service vehicles and 
sidearms, and can we be assured that we are on top of the game 
here? 

Mr. SULLIVAN. Yes, sir, you know with vehicles it is something 
that is very important to our mission. We pay attention to that, 
both the vehicles that we put our protectees in and the vehicles 
that we put our employees in. I believe this committee has been 
very fair with us as far as the funding for these vehicles, and I can 
assure you that we are fine with vehicles. 

As far as weapons, we are continually looking at the type of 
weapons that our people carry. Right now we have two separate 
evaluations ongoing regarding shoulder weapons that our people 
use. 

I, just as a matter of fact, had a meeting last week with several 
of our people that I would refer to as experts in the field of weap- 
ons, and I can assure you that we want to make sure that our peo- 
ple have the best equipment. 

As I said, our people and our mission are our priorities, and I 
want to make sure that our people are able to carry out their mis- 
sion. You know, when we look at efficiencies within our organiza- 
tion, when we look at ways to cut back on overtime, we look for 
those discretionary areas. 

However, when we look at making those efficiencies, we are ada- 
mant that it will not come at the expense of our mission. We do 
not look to compromise when it comes to buying equipment. We do 
not look to compromise when it comes to buying vehicles. We do 
not compromise when it comes to anything that is going to directly 
support our operational mission. 

Mr. PRICE. Thank you. 

Mr. Rogers. 

SECRET SERVICE FINANCIAL CRIMES INVESTIGATIONS 

Mr. ROGERS. Well, of course protection is one of the big missions 
of the Secret Service, but there is another big aspect of what you 
do and that is financial crimes investigations. 

After all, this is the oldest law enforcement agency in the govern- 
ment, formed to— and the treasury department— to look out for 
counterfeiting and financial crimes. 

And I do not want us to forget that big heavy responsibility that 
you have in that respect, especially in these troubled economic 
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times where the temptations for people to engage in huge financial 
crimes, the temptations are greater now than perhaps ever. Ever. 

I notice in the last year you uncovered a very large financial 
crime operation. Can you describe what I am talking about? Are 
you familiar with what I am talking about? 

Mr. SULLIVAN. Yes, sir. There is a couple of them. There was 
the— there were two identity theft cases that we worked, both of 
them at the time were the biggest identity theft case in the history 
of this country. These were data intrusions where individuals were 
able to get into financial systems and were able to extract identi- 
ties and credit card account numbers. 

The one you are referring to is the Heartland Payment Systems 
where 130 million credit card account numbers were compromised 
with potential of billions of dollars in fraud. This was a 
transnational investigation. I believe it included two Russians and 
one American who were involved in this particular case. 

But it does go to show that these are oorderless crimes. They are 
transnational. And that is why your support on our foreign office 
initiative is so important because these are not investigations that 
are just local. These are international in scope. 

But I will tell you that these cases— or because of the support all 
of you have shown for our electronic crime and financial crime task 
forces— you know, we have 29 electronic crime task forces, 28 do- 
mestically. We just opened up our first one in Rome last year, and 
we have 38 financial crime task forces. 

It is through this partnership we have with our— we have about 
2,000 State, local, and other F^eral law enforcement partners. We 
have about 300 partners from academia, and we have about 3,000 
business and financial partners. 

We are able to take advantage of this partnership, and because 
of that partnership and because of our terrific men and women, we 
are able to work investigations like the one that we are talking 
about right now, the Heartland Payment Systems. 

Mr. ROGERS. There was another one I think you 

Mr. SULLIVAN. There was another one right before that, the Tj X 
investigation. That involved nine defendants, again transnational. 
That one I believe involved about 40 million identities and credit 
card account numbers that were compromised. 

Again, this was a transnational investigation, many of these indi- 
viduals over in Eastern Europe. Again, it is because of the support 
that we get from this Committee with our electronic crime task 
forces that this came to fruition. But this was a terrific investiga- 
tion. 

As a matter of fact, one of the defendants— I believe we found $1 
million buried in his back yard, and because of these type of inves- 
tigations what we have seen is, you know, our risk numbers are 
up by about eight percent from last year, and our asset forfeiture 
is up by about 35 percent. 

So I do believe that— and also because of what our people are 
doing, we are able to prevent further fraud. 

Mr. ROGERS. Well, that scheme I am told involved 11 individuals 
from four different countries who hacked into the computer net- 
works of nine major retailers and obtained more than 40 million 
credit card numbers and debit card numbers. Is that accurate? 
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Mr. SULLIVAN. Yes, sir. 

Mr. ROGERS. Can you tell us the dollar amount of the crime that 
was involved? 

Mr. SULLIVAN. You know, if you took those 40 thousand account 
numbers and you just put a minimum of $500 on each account 

Mr. ROGERS. Forty thousand or 40 million? 

Mr. SULLIVAN. Forty million. Thank you. If you took those 40 
million accounts that were compromised and you just put a min- 
imum of $500 on every account, the potential fraud here we are 
talking is I believe about $20 billion. 

Mr. ROGERS. Twenty billion? 

Mr. SULLIVAN. Twenty billion. Right now I would— I do not know 
what the actual fraud is on that. I do not think that we have been 
able to get a final number on that, but I will tell you that it is esti- 
mated that it is a couple hundred million dollars or several hun- 
dred million dollars. I do not have an exact figure on that. I can 
get you that. 

Mr. ROGERS. Well, are you seeing a higher level of sophistication 
around the globe recently in the efforts to defraud banks and other 
financial institutions? 

Mr. SULLIVAN. I am. You know, in this particular case, what 
these defendants did— the way they were able to hack in it is called 
war driving where they drive around in their vehicle and using a 
lap top, you know, they hack into vulnerable systems that these 
companies had, and it is very, very advanced. 

That is again why our electronic crimes special agent program is 
so important. You know, we have about 1,200 agents who are 
trained up in electronic crimes, whether it has to do with basic, or 
intrusion, or forensic capabilities, but these are very smart people 
out there. They are very talented people out there, and our people 
have to be more talented and better equipped. 

Mr. ROGERS. And are the economic times a contributing factor to 
the increase? 

Mr. SULLIVAN. I believe they are. Yes, sir. 

Mr. ROGERS. Well, then why are you proposing to cut $4 million, 
the domestic field operations component of the investigations mis- 
sion? 

Mr. SULLIVAN. Again, sir, I go back to the constrained economic 
environment that we are in. But first of all, let me just tell you 
that that cut will not involve cutting any field office. It will not in- 
volve us cutting any program we have going on. It will not involve 
us roofing any of our people. To the people out in the field, they 
should not notice this at all. 

What we have done— and we have done this across the board 
with every program area— we have asked our people to take a hard 
look at all of our discretionary spending. 

So the areas that we are looking at here would be for contractual 
services. It would be for— took a hard look at the number of vehi- 
cles we are going to purchase. As I had mentioned earlier, we take 
a hard look at our vehicles. We felt we had a pretty healthy vehicle 
fleet. 

We are going to take a look at the supplies, and we are going 
to look at every discretionary pot of money that we have out there. 
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but it is not going to impact our operational entities at all or equi- 
ties. 

Mr. ROGERS. Well, I think I differ with you on that. But more 
importantly, I have been told that leadership of the Department, 
not you, but above your head is reviewing the possibility of severely 
cutting back the investigative mission next year, next year, in 2012 
with tine aim of only allowing certain aspects to continue on. 

I am told that the counterfeit and identity theft work might, 
from your perspective, die on the vine. So I look at this $4 Million 
cut this year as a possible omen of bad things to come in the fu- 
ture. Can you straighten me out? 

Mr. SULLIVAN. Yes, sir. No, I can tell you from conversations I 
have had with the Secretary and with the Deputy Secretary, they 
fully support our investigative agenda and that I do not anticipate 
any cut like that, I believe, with our identity theft and with all our 
investigations. I fully anticipate them to move forward in the direc- 
tion they are going right now. 

As a matter of fact, right now the Department is involved in a 
bottom-up review. We have had some very healthy conversation re- 
garding our investigative mission, and from those conversations I 
have had with the Department regarding our investigative mission, 

I find them to be in full support of it. 

Mr. ROGERS. Well, I for one will try to make sure that you are 
supported in that. I find it hard to believe that parsing off aspects 
of the investigation role that you have especially in these economic 
times that we are in and with the increase in financial crimes glob- 
ally, and especially here, I do not want to see us degrade your 
agents' capabilities, and skills, and quantity to thwart those finan- 
cial crimes even more complicated as we go along. 

So I would like for you to keep us abreast of any even thoughts 
about cutting the investigative operation. 

Mr. SULLIVAN. I appreciate that, sir. You know, one of the things 
you and I have talked about before is the ratio, and during the 
campaign, we were able to with our people in the field 

Mr. ROGERS. The ratio between investigations 

Mr. SULLIVAN. Yes, sir. 

Mr. ROGERS [continuing]. And protection? 

Mr. SULLIVAN. Yes, sir. And for the campaign, we are at 50/50 
during the campaign year. And for this past year, we are at about 
57 percent investigations and about 43 percent protection which, as 
you know, is an increase. 

So please let me assure you that it is a really important compo- 
nent of what we do. I think the duality of our mission makes us 
the organization we are. 

I believe we are better at protection because of what we learn as 
investigators, and I believe when we go back to investigations we 
are better at that because of what we learn in protection. 

So I think we are the organization we are because of that duality 
of mission. It is something that we are committed to maintaining, 
and I will tell you that from my conversations, just to reinforce 
with the Department, it is my belief I have 100-percent support 
from them on that as well. 
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Mr. ROGERS. Well, I am glad to hear that. Well, the protection 
aspect of what you do is the most visible, and the most glamorous, 
and attracts the most attention. 

But the investigations work that you are also charged with doing 
is terribly important to the economic well-being of the country and, 
indeed, the world. Thank you. 

Mr. SULLIVAN. Thank you, sir. I appreciate it. 

ANTI-COUNTERFEITING INVESTIGATIONS IN SOUTH AMERICA 

Mr. PRICE. And in that same vein, let me ask you a final ques- 
tion about another aspect of your investigations work, namely your 
anti-counterfeiting work. 

As the ranking member says, the protective work is far better 
known. Most Americans probably have no idea that your original 
function was focused on counterfeit currency from the very first 
days of the Agency. 

You have leveraged in recent years a relatively small develop- 
ment in overseas operations to significantly reduce production of 
counterfeit U.S. currency, particularly in Colombia, and I want to 
focus on the South American connection here for a minute. 

Previously, the criminals operating in that country made it the 
world's number one producer of counterfeit. Colombia now ranks 
third, still not great but certainly better. 

Unfortunately, a number of those counterfeiters have simply re- 
located itself to Peru which has the dubious distinction now of 
being the foremost source of phony U.S. currency production. 

So I would appreciate an update this morning on what the Secret 
Service is doing to address counterfeit currency that is being pro- 
duced in Peru. Have you been able to leverage your good relation- 
ship with the Colombian government or replicate that kind of rela- 
tionship in dealing with Peru? 

Have you considered establishing a permanent field office in 
Lima or elsewhere in Peru, and has DHS or the State Department 
offered any resistance to the notion of expanding Secret Service op- 
erations in Peru or elsewhere in South America? 

Mr. SULLIVAN. Thank you. Chairman. 

Well, Colombia I think is a great story. And again, it goes back 
to the support we have received from this committee, but I do think 
it shows that when we put our people— when you put boots on the 
ground working with our foreign partners how much we can 
achieve. 

And over the last several years, we have developed a terrific 
working relationship with the Colombians, and we have made some 
great strides. We have made some big seizures. 

You know, when you look at the types of counterfeiting, there is 
two different types, as you know. There is the offset of the more 
traditional type of printing, and then there is the inkjet or comput- 
erized generated— computer generated type of printing. 

We do not see too much domestically of the offset printing, but 
foreign wise, we see an awful lot of it, and the majority of that 
comes from Colombia. And because of the great work of our people 
down there, we really have been able to arrest a lot of people, and 
we have been able to make significant seizures down there. 
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I did not know that they had gone from first to third, and now 
Peru is climbing. I guess we could get ourselves in trouble here be- 
cause we are forcing people out of Colombia and moving them into 
another South American country. 

But I think we have another success story going here in Peru. 
We have Project Peru. Our people went down there, I believe, early 
last summer, and that so far has yielded about 31 or 32 arrests and 
about $20 million in seizures. So again, it shows that when our 
people are there on the ground working with our foreign partners, 
it does work to everybody's advantage. 

As far as establishing a field office or an office down in Peru, you 
know, for any foreign office initiative, we want to be very strategic. 
We want to do all of our homework. We normally TDY people first 
to see, you know, exactly what the potential is and what benefit we 
are goi ng to get out of that. 

I can tell you that we have not made a determination yet on 
Peru. I will tell you that if we do make one, your Committee will 
be one of the first ones we talk to. 

We will discuss this with the Department as well. You know, the 
Department currently is conducting a complete review of their for- 
eign office allocation and their strategy. We are working with them, 
and I provided them with our foreign office strategy two weeks ago, 
as a matter of fact. 

But if we do believe that Peru or any other location is the best 
place for us to have an office, we will do the appropriate back- 
ground information. We will present it to you in a written form 
along with the Department and to the State Department. 

Mr. PRICE. But you are saying this is still under review? 

Mr. SULLIVAN. It is still under review. 

Mr. PRICE. By you or by the Department, or by both? 

Mr. SULLIVAN. Right now by us. Right now, you know, we are 
taking a hard look at it. Right now it does appear to be a very suc- 
cessful initiative, and we will take a look at it and we will compare 
that to other locations that we are considering as well and we will 
make a determination, you know, what our priorities are and 
where we think we are best situated to perform our mission. 

Mr. PRICE. Thank you. 

Mr. Rogers. 

DESIGN OF U.S. CURRENCY 

Mr. ROGERS. Mr. Chairman, I will be brief because time is run- 
ning out here, but I was just thinking the new money that is, I 
guess, fairly new, is it not? 

Mr. SULLIVAN. Yes, Sir. 

Mr. ROGERS. How old is this new $20 bill? 

Mr. SULLIVAN. I would say the last two or three years. 

Mr. ROGERS. Two or three years? 

Mr. SULLIVAN. Again, that continues to be updated. I am not ex- 
actly sure. 

Mr. ROGERS. Yes. I am not trying to trick you. 

Mr. SULLIVAN. It does not take much. 

Mr. ROGERS. But we 

Mr. SULLIVAN. If you want to give it, we can take a closer look. 
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Mr. ROGERS. We have gone to great lengths, have we not, in re- 
designing most of our paper money in recent years? 

Mr. SULLIVAN. Yes, sir. As a matter of fact, I think we are going 
to be unveiling the new hundred next month or so. 

Mr. ROGERS. Since we have the new money that has all sorts of 
new imprints, and paper, and secret things, and so on, have you 
noticed that counterfeiting is going down or up after that took 
place? 

Mr. SULLIVAN. You know, again, as I mentioned earlier, domesti- 
cally I do see the offset counterfeiting significantly down. We con- 
tinue to see, you know, with the quality of these inkjet printers 
now, we do continue— as with all of the investigations, we see this 
computerized equipment does make counterfeiting a lot easier for 
people. 

You know, counterfeiting goes up and down. It does ebb and flow. 
I do think the countermeasures are working. I just do not— I can- 
not give you a definitive percentage of, you know, where it has 
gone. 

Mr. ROGERS. Well, is it worth redesigning the money? Does it pay 
to do that? 

Mr. SULLIVAN. You know, I think it is. You know, when you look 
at it, I think there is about $883 billion in genuine currency out 
there. The percentage of that money that is counterfeit is, you 
know, like a fraction of one percent, like, two hundredths of one 
percent. 

Again, I go back to prevention. I think anything that we can do 
to discourage or prevent people from counterfeiting or any measure 
we can take, I think is a benefit, so I do think the redesign of the 
counterfeit is a benefit. 

And again, I do think it does show with the offset printing, I 
think it does show that that really has decreased. 

Mr. ROGERS. Mr. Chairman, I will conclude just by thanking the 
director and all of the folks under your command out there who 
risk their lives every minute of the day protecting our government 
officials, and routing out financial crime, and all of the things that 
the Secret Service does. 

So we owe you a debt and all of the folks that you represent. We 
thank you for your service. 

Mr. SULLIVAN. Thank you. Congressman. I appreciate it. 

Mr. PRICE. Mr. Director, we do thank you for your appearance 
here today and for the good work you and the men and women 
under your direction do. 

We are going to need to confer with you in the weeks ahead as 
we assemble our appropriations bill, and we look forward to that 
continued collaboration. 

Mr. SULLIVAN. Thank you. Chairman. 

Mr. PRICE. With that, the Subcommittee is adjourned. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE DAVID PRICE 

Director Mark Sullivan 
U.S. Secret Service 


Hiring 

Question: Please iist the number, by office and pay grade level, of all USSS employees hired non- 
competitively in fiscal year 2009 and explain why each non-competitive hire was necessary. 

ANSWER: The Secret Service used direct hire authority (DHA) to fill one vacancy in Fiscal Year (FY) 

2009 — for the position of General Schedule (GS)- 1 5 Medical Officer (series 0602). This was done because of a 
severe shortage of qualified candidates, as well as a critical need. More specifically, few qualified medical 
doctors are interested in a non-practicing position that is occupational health-oriented. The Secret Service only 
has one such position; the Medical Officer. This position is solely responsible for determining if applicants and 
incumbents for all gun-carrying positions within the Secret Service arc medically qualified. 

The selectee was hired on January 5, 2009. 

The Secret Service has excepted service hiring authority for filling special agent. Uniformed Division officer 
and certain other vacancies. These positions are filled through a competitive process that differs from the 
standard competitive civil service procedures. All vacancies not filled under Secret Service excepted service 
authorities are filled through standard competitive civil service procedures. 


Contracts 


Question: Please provide for the record the number of noncompetitive contracts USSS has entered into in fiscal 
year 2009. what is anticipated in 2010 and 201 1. Include for each contract an explanation as to why a non- 
competitive contract was chosen. As part of this response, please clearly delineate other transactional 
agreements and those purchases made from the GSA approved listings. 

ANSWER: The following chart provides information on the 1 1 noncompetitive contracts the Secret Service 
entered into in FY 2009, Information for FY 2010 and FY 201 1 follow this chart. 

FY 2009 Sole Source Contract Awards* 


Vendor 

Services/ 

Obligated ' 

Total 

Contract 

Contract 

Justincation for 


Supplies 

Amount 

Contract 

Value With 
Options or 
Option Years : 

Start Date 

End Date 

Other Than Full and 
Open Competition 
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Vendor 

Services/ 

Supplies 

Obligated 

Amount 

Total 

Contract 
Value With 
Options or 
Option Years 

Contract 
Start Date 

Contract 

End Date 

Justification for 

Other Than Full and 
Open Competition 

MTA Bridges and 
Tunnels ~ City of 
New Yoric 

Toils - Bridges & 
Tunnels 

$330,000 

$330,000 

10/22/2008 

09/30/2009 

Authority: 41 U.S.C. 
253(cXI) - Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 

Washington 

Metropolitan 

Area Transit 
Authority 

Public 

Transportation 

Incentive 

Program 

$1,350,000 

$1,350,000 

10/31/2008 

09/30/2009 

Authority: 41 U.S.C. 
253(c)(i)-Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 

American Science 
& Engineering 

X-Ray Machine 

Repair 

$121,100 

$649,377 

12/15/2008 

12/14/2013 

Authority: 41 U.S.C. 
253(cXI) - Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 

City of Hoover, 

AL 

Utilities for Training 
Facility 

$132,000 

SI 32.000 

10/01/2008 

09/30/2009 

Authority: 41 U.S.C. 
253{cXl) - Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 

Jack 1 Bender & 
Sons 

Overtime Utilities 
and Cleaning 

Serviees 

$253,330 

$253,330 

10/01/2008 

09/30/2009 

Authority: 41 U.S.C. 
253(c)(i)- Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 

Cogent Systems 

Maintenance 

Automated 

Fingerprint 

Machines 

S33.982 

$179,483 

10/01/2008 

09/30/2013 

Authority: 41 U.S.C. 
253(cXI)- Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 

Bancroft Homes 

Site Alterations 

$100,000 

$100,000 

5/22/2009 

6/20/2009 

Authority: 41 U.S.C. 
253(cXl) - Only one 
responsible source 
and no other supplies 
or services will 
satisfy’ agency 
requirement. 
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Vendor 

Services/ 

Supplies 

Obligated 

Amount 

Total 

Contract 
Value With 
Options or 
Option Years 

Contract 
Start Date 

Contract 

End Date 

Justification for 

Other Than Full and 
Open Competition 

Jobin Yvon, Inc. 

Lab Equipment 
Upgrade and 
Maintenance 

$160,130 

$160,130 

9/24/2009 

ii/24/2009 

Authority: 41 U.S.C. 
253(c)(1) -Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 

Harris 

Corporation 

Communications 

Equipment 

$500,128 

$500,128 

12/29/2009 

12/29/2010 

Authority: 4i U.S.C. 
253(c)(1) - Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 

Melwood 

Horticultural 

Groundskeeping 

Services 

$475,552 

$2,767,514 

12/30,^008 

09/30/2013 

Authority: 41 U.S.C, 
253(c)(i). 

Authorized by 

Statute. 

General Motors 
Corporation 

Automobile Parts 
and Miscellaneous 
Items 

$50,000 

$900,000 

09/30/2009 

09/29/2010 

Authority: 41 U.S.C. 
253(c)(1) - Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 


♦Listing does not include contracts that are classified or law enforcement sensitive. 


The following chart shows the five anticipated sole source contracts for FY 2010. 

Anticipated FY 2010 Sole Source Contract Awards* 


Potential 

Vendors (if 
known) 

Services/ 

Supplies 

Projected/ 

Estimated 

Amount 

Total 

Contract 

Value With 
Options or 
OntioR Years 

Projected 

Award 

Date 

Contract 

End Date 

Justification for 

Other Than Full 
and Open 

Competition 

Baltimore Gas & 
Electric 
♦mandatory 
source 

Utility 

Services/Lighting 

Services 

$1,000,000 

$1,000,000 

July 2010 

July 2011 

Authority: 41 U.S.C. 
253(c)(1) - Only one 
responsible source 
and no other supplies 
will satisfy agency 
requirement. 

8(a) directed 
award 

Certification and 
Accreditation 

Services 

$660,000 

$3,300,000 

July 2010 

September 

2014 

Authority: 41 U.S.C. 
253(cX-5) - Statutory 
exception includes 
the smalt 
disadvantaged 
business 8(a) set- 
aside program. 
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Potential 

Vendors (if 
known) 

Services/ 

Supplies 

Projected/ 

Estimated 

Amount 

Total 

Contract 
Value With 
Options or 
Option Years 

Projected 

Award 

Date 

Contract 

End Date 

Justification for 

Other Than Full 
and Open 

Competition 

8(a) Set-Aside 
Program or 
HUBZone 

Program 

Services of an 
information 

Assurance Subject 
Matter Expert 

$200,000 

$1,000,0(K) 

June 2010 

September 

2014 

Authority; 41 U.S.C. 
253(c)(5) - Statutory 
exception includes 
the small 
disadvantaged 
business 8(a) set- 
aside program and 
HUBZone proaram. 

TBD 

Business Process 
Management 

Services (fot!ow-on 
requirement to 
provide maintenance 
support services) 

$200,000 

$600,000 

July 2010 

July 2012 

Authority: 41 U.S.C. 
253(cXO-Oniy one 
responsible source 
and no other supplies 
will satisfy agency- 
requirement 

TBD 

Maintenance and 
Support of X-ray 
Equipment (support 
is proprietary to 
manufacturer) 

$150,000 

$640,000 

May 20 10 

September 

2012 

Authority: 4! U.S.C. 
253{c )(l) - Only one 
responsible source 
and no other supplies 
will satisfy agency 
requirement 


*Listing does not include contracts that are classified or law enforcement sensitive. 


Although limited information is available at this time, the following chart shows the two anticipated sole source 
contracts for FY 201 1 . 


Anticipated FY 2011 Sole Source Contract Awards* 


Potential 
Vendors (if 
known) 

Services/ 

Supplies 

Obligated 

Amount 

Total 

Contract 

Value With 
Options or 
Option Years 

Contract 

Start Date 

Contract 

End Date 

Justincation for 

Other Than Full 
and Open 

Competition 

Washington 
Metropolitan 
Area Transit 
Authority 

Public Transportation 
Incentive Program 

$1,350,000 est. 

$1,350,000 est. 

10/31/2010 

09/30/201 1 

Authority; 41 U.S.C. 
253(c)(1) -Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 

MTA Bridges 
and Tunnels 
City of New 
York 

Tolls - Bridges and 
Tunnels 

$330,000 est. 

$330,000est. 

10/01/2010 

09/30/201 1 

Authority; 41 U.S.C. 
253(c)(1) -Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 


*Listing does not include contracts that are classified or law enforcement sensitive. 


Question: In total, what volume of USSS contract awards are made competitively? Please answer in dollar 
amount and percentage. 
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ANSWER: During FY 2009, excluding actions not available for competition, the Secret Service awarded 
61 percent of contracting dollars competitively, amounting to $72,880,838. 


Question: Submit, through the most recent month available, a list of all Sole Source Contracts entered into by 
USSS. Organize by contractor, purpose, appropriation account, dollar award, full performance value, contract 
start date, contract end date, and reason for sole-source. 

ANSWER: The following chart provides information on all FY 2010 sole source contracts entered into by the 
Secret Service. 


FY 2010 Sole Source Contract Awards To Date* 


Vendor 

Purpose/ 

Appropriation 

Obligated 

Amount 

Total 

Contract 

Value With 
Options or 
Option Years 

Contract 
Start Date 

Contract 

End Date 

Justification for 

Other Than Full 
and Open 

Competition 

MTA Bridges 
and Tunnels 

Tolls - Bridges and 
Tunnels/ 2010 

Salaries and 

Expenses 

$363,000 

$363,000 

11/13/2009 

09/30/2010 

Authority: 41 U.S.C. 
253(c){l)- Only one 
responsible source 
and no other supplies 
or services will 
satisly agency 
requirement. 

Washington 
Metropolitan 
Area Transit 
Authority 

Public Transportation 

Incentive 

Program/2010 

Salaries and 

Expenses 

$1,350,000 

$1,350,000 

10/01/2009 

9/30/2010 

Authority: 41 U.S.C. 
253(cXl) - Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 

Safariiand 

Body Armor/ 2010 
Salaries and 

Expenses 

$166,326 

$166,326 

2/16/2010 

9/30/2010 

Authority: 41 U.S.C, 
253(c)(1) -Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 

Sig Arms, Inc. 

Pistols/Saiaries and 
Expenses - No Year 
(2009 Omnibus) 

$174,492 

$174,492 

2/16/2010 

5/17/2010 

Authority: 41 U.S.C. 
253(c)(1) -Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 

City of 

Hoover, AL 

Utilities for Training 
Facility/ 2010 

Salaries and 

Expenses, 

Reimbursable 

Agreement 

$144,000 

$780,000 

10/01/2009 

09/30/2014 

Authority: 41 U.S.C. 
253(c)(1) - Only one 
responsible source 
and no other supplies 
or services will 
satisfy agency 
requirement. 


^Listing does not include contracts that are classified or law enforcement sensitive. 
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Question: Please provide for the record a list of all contracts over $1 million in total value executed by USSS in 
2009. Organize by contractor, purpose, dollar award, full performance value, contract start date, contract end 
date, and contract type (e.g., firmed fixed price, etc.). 

ANSWER: The following chart provides information on all contracts over $1 million in total value executed 
by the Secret Service in FY 2009. 

FY 2009 Contract Awards Exceeding $I Million in Total Value* 


Vendor 

Services/ Supplies 

Obligated 

Amount 

Tola! Contract 
Value With 
Options or 
Option Years 

Contract 

Start Date 

Contract End 
Date 

Contract 

Type 

Colonial Parking 

Parking Lots and 
Garages 

$457,337.43 

$2,597,300.07 

n/01/2008 

09/30/2013 

Fixed Price 

Central Parking 
System, Inc. 

Parking Lots and 
Garages 

$340,615.00 

$1,941,804.40 

11/01/2008 

09/30/2013 

Fixed Price 

Washington Metro 
Area Transit 
Authority 

Public 

Transportation 
Incentive Program 

$1,350,000 

Sl,350.000 

10/07/2008 

09/30/2009 

Fixed Price 

Systems Tech 
Support, Inc. 

Technical 

Assistance 

$208,000 

$1,126,000 

10/01/2008 

09/30/201 1 

Labor hour 

Bishop & 

Associates 

Support Services 

$518,691 

$4,723,715 

07/09/2009 

09/30/2011 

Fixed Price 

Premier Global 
Production 

Company 

Equipment Lease 
and Purchase 

$1,512,000 

$1,512,000 

12/16/2008 

01/21/2009 

Fixed Price 

Hemco 

Corporation 

Analytical 

Laboratory 

Instruments 

$1,041,671 

$1,041,671 

04/28/2009 

07/01/2009 

Fixed Price 

Bound Tree 

Medical Tree LLC 

Medical equipment 
and supplies 

$83,393 

$2,926,887 

04/02/2009 

09/30/2013 

Fixed Price 

Electra-Gard Inc. 

Security Service 
Systems 

$25,232 

$1,250,000 

06/01/2009 

05/31/2014 

Fixed Price 

Melwood 
Horticultural 
Training Center 

Landscaping 

Services 

$475,552 

$2,765,130 

12/30/2008 

09/30/2013 

Fixed Price 


•Listing does not include contracts that are classified or law enforcement sensitive 


Question: Please provide for the record a list of all USSS contracts, grants and other transactions where work 
is performed outside of the United States. Organize by contractor, purpose, dollar award, full performance 
value, contract start date, and contract end date. 

ANSWER: No USSS contracts, grants and other transactions involve work that is performed outside of the 
United States. 


Reception and Representation 


Question: How does USSS plans to utilize its reception and representation expenses in 201 1? To date, how 
much has been spent in 20 1 0 and what is the plan for the remainder of the fiscal year? Please provide details on 
each expenditure. 
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ANSWER; The funds for FY 201 1 will be used to provide meals and refreshments for official receptions, 
courtesy visits, meetings with law enforcement officials and liaison with various executives and other entities. 

To date, reception and representation expenses for2010total $13,581.02; a chart providing details for those 
expenses follows. Expenses for the remainder of 2010 will continue to be used to provide meals and 
refreshments for official receptions, courtesy visits, meetings with law enforcement officials and liaison with 
various executives and other entities. 


10/07/09 

EEO and Civil Rights Directors Meeting Refreshments 

$82.94 

10/20/09 

Business Executives for National Security Luncheon 

$49.61 


Business Executives for National Security Luncheon 



Canadian Security and Intelligence Service Luncheon 


ilBilKilli 

Combined Federal Campaign Rep Luncheon 

$179.76 

liW 

Refreshments for Combined Federal Campaign Reps 

$213.10 

12/04/09 

USSS Recruiting Luncheon 

$227.50 


Presidential Protective Division/Vice Presidential Division Luncheon 


BIHliHItM 

Refreshments for Melwood/Emcor Employees 


ItlWiMIIM 

Protective Review Committee Review Breakfast Meeting 

$152.50 

BlBiSBW 

Protective Review Committee Review Luncheon Meeting 

$282.50 

01/28/10 

Protective Review Committee Review Breakfast/Luncheon Meeting 

$145.00 

01/29/10 

Protective Review Committee Review Breakfast/Luncheon Meeting 

$145.00 

01/29/10 

Protective Review Committee Review Miscellaneous Refreshments (1/28-29/10) 

$92.73 

02/17/10 

Refreshments for Miami Univ Mass Communications Students 

$31.90 

02/22/10 

Irongate Breakfast Meeting 

MiibJkU 

various 

Director’s Holiday Reception 


03/10/10 

Refreshments for Courtesy Visit with Miami University GRN Students 

■^3 

lism 

Protective Review Committee Review Meeting Refreshments (Group A) 

$164.26 1 

03/29/10 

Protective Review Committee Review Meeting (Group B) 

mmil 

04/12/10 

Lunches for Nuclear Security Summit Joint Information Center Partners 


04/12/10 

Breakfast/Miscellaneous Refreshments for Nuclear Security Summit Joint Information 
Center Partners 

$244.87 


Staffing and Overtime 

Question: Update the charts of on-board staff and staff attrition rales as of the end of FY 2009, as previously 
shown on pages 574 and 575 of part 4 of the 2010 Subcommittee hearing record. For attritions, show how 
many individuals left USSS for other Federal jobs and how many left Federal services entirely. 

ANSWER: Please see the following tables. 

On-Board Staffing - End of Fiscal Year 


Fiscal Year 

SA 

IID 

APT/MCS 

PT 

Total 

2002 

3087 

1062 

1630 

167 

5946 

2003 

3139 

1182 

1735 

188 

6244 

2004 

3167 

1371 

1790 1 

91 ! 

6419 

2005 

3250 

1380 

1794 

96 

6520 
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Fiscal Year 

SA 

liD 

APT/MCS 

PI 

Total 

2006 

3273 

1333 

1794 

106 

6506 

2007 1 

3365 

1315 

1787 

125 

6591 

2008 i 

3384 

1290 

1791 

110 

6575 

2009 1 

3476 

1344 

1816 

138 

6774 


Attritioa Rates — End of Fiscat Year 


Fiscal Year 

SA 

UD* 

APT/MCS 

PT 

Total 

Agency- 
Wide Rate 
(%) 

2002 

245 

277 

139 

83 

744 

11.3 

2003 

157 

183 

116 

81 

537 

7.1 

2004 

203 

142 

109 

112 

566 

6.6 

2005 

143 

183 

113 

94 

533 

5.9 

2006 

133 

202 

137 

44 

516 

6.3 

2007 

153 

159 

162 

42 

516 

6.8 

2008 

145 

171 

155 

38 

509 

6.7 

2009 

122 

136 

105 

38 

401** 

5.0 


* These figures include interna! transfers. 

** For total attritions in FY 2009, 157 transferred toother federal jobs, 92 left federal service entirely, 42 were internal UD 
transfers and the remaining 72 (excluding part-time employees) represent all other separations including terminations and 
retirements. 

Question: Provide a table for the record, ordered by total overtime payments and organized by general 
schedule job classification (e.g., 181 1) and GS pay rate (e.g., GS-15) that shoNvs base salary, locality payments, 
LEAP payments, scheduled overtime payments, administratively uncontrollable overtime payments, FLSA 
payments, and annual hours worked, for all non-SES Secret Service employees paid more than $35,000 in 
overtime payments for fiscal year 2009. 

ANSWER: Please see the following table. 
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Total of Regular 
Hours, Scheduled 
Overtime Hours, 
Holiday Hours 
Worthed, Paid 
Hours of 
Compensatory 
Time, and 
LEAP/AUO Hours 
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Bonuses 


Question: Please provide a tabic showing how much is requested in the 201 1 budget for bonuses for USSS 
SES employees and USSS non-SES employees. 

ANSWER: A specific funding level for Secret Service Senior Executive Service (SES) and non-SES employee 
bonuses is not set in the FY 201 1 budget; however, 1 percent of base pay has been the desired benchmark 
historically. 


Question: Please list all USSS SES bonuses provided in 2009 by position, office, and bonus amount. 
ANSWER: Please see the following table. 


Post of Duty at the End of 
Calendar Year 2009 

Title 

Pay 

Plan 

Series 

Total of All Cash 
Awards and Bonuses 
for Calendar Year 2009 

Office of the Director 

Director 

ES 

1811 

$51,079.20 

Office of the Deputy Director 

Deputy Director 

ES 

1811 

$50,000.00 

Office of Protective Research 

Assistant Director 

ES 

1811 

$33,930.00 

Philadelphia Field Office 

Special Agent in Charge 

ES 

1811 

$32,867.40 

Dignitary Protective Division 

Special Agent in Charge 

ES 

1811 

$30,655.10 

Presidential Protective Division 

Special Agent in Charge 

ES 

1811 

$29,964.77 

Criminal Investigative Division 

Special Agent in Charge 

ES 

1811 

$29,951.74 

Office of Protective Operations 

Deputy Assistant Director 

ES 

1811 

$25,936.88 

Office of Protective Operations 

Assistant Director 

ES 

1811 

$25,919.00 

Office of Professional 

Responsibility 

Assistant Director 

ES 

1811 

$25,382.00 

Office of Protective Operations 

Deputy Assistant Director 

ES 

1811 

$24,429.88 

Rome Field Office 

Special Agent in Charge 

ES 

1811 

$23,632.25 

Office of Government Liaison and 
Public Affairs 

Assistant Director 

ES 

1811 

$20,866,66 

Office of the Director 

Chief of Staff 

ES 

1811 

$20,767,00 

Office of Investigations 

Assistant Director 

ES 

1811 

$20,374.00 

Office of Administration 

Assistant Director 

ES 

1811 


Office of Human Resources and 
Training 

Assistant Director 

ES 

1811 

$20,286.00 

Office of Protective Research 

Deputy Assistant Director 

ES 

1811 

$20,188.00 

Technical Security Division 

Special Agent in Charge 

ES 

1811 

$19,720.00 

Vice Presidential Protective 

Division 

Deputy Special Agent in 
Charge 

ES 

1811 

$16,885.99 

Dallas Field Office 

Special Agent in Charge 

ES 

1811 

$16,486.00 

New York Field Office 

Special Agent in Charge 

ES 

1811 

$16,299.00 

Office of the Chief Counsel 

Chief Counsel 

ES 

0905 

$16,273.00 

Office of Investigations 

Deputy Assistant Director 

ES 

1811 

$16,124.00 

Office of Investigations 

Deputy Assistant Director 

ES 

1811 

$16,124.00 

Houston Field Office 

Special Agent in Charge 

ES 

1811 

$16,123.00 

Miami Field Office 

Special Agent in Ch^ge 

ES 

1811 

$15,817.00 
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Post of Duty at the End of 
Calendar Year 2009 

Title 

Pay 

Plan 

Series 

Total of All Cash 
Awards and Bonuses 
for Calendar Year 2009 

Vice Presidential Protective 
Division 

Special Agent in Charge 

ES 

1811 

$15,590.50 

Atlanta Field Office 

Sf^cial Agent in Charge 

ES 

1811 

$15,373.86 

Special Operations Division 

Special Agent in Charge 

ES 

1811 

$15,355.77 

Presidential Protective Division 

Deputy Special Agent in 
Charge 

ES 

1811 

$13,692.96 

Los Angeles Field Office 

Special Agent in Charge 

ES 

isn 

$11,578.78 

Office of Government Liaison and 
Public Affairs 

Deputy Assistant Director 

ES 

0905 

$11,147.66 

Office of Investigations 

Deputy Assistant Director 

ES 

1811 

$10,000.00 

Office of Protective Research 

Deputy Assistant Director 

ES 

1811 

$10,000.00 

Office of Human Resources and 
Training 

Deputy Assistant Director 

ES 

1811 

$10,000.00 

Washington Field Office 

Special Agent in Charge 

ES 

1811 

$10,000.00 

San Francisco Field Office 

Special Agent in Charge 

ES 

1811 

$10,000.00 

Office of Administration 

Chief Financial Officer 

ES 

0505 

$10,000.00 

Chicago Field Office 

Special Agent in Charge 

ES 

1811 

$10,000.00 

Office of Protective Research 

Chief information Officer 

ES 

0301 

$10,000.00 

Honolulu Field Office 

Special Agent in Charge 

ES 

1811 

$10,000.00 

Office of Government Liaison and 
Public Affairs 

Special Agent in Charge 

ES 

1811 

$ 9,533.40 

Protective Intelligence and 
Assessment Division 

Special Agent in Charge 

ES 

1811 

$ 8,385.74 

Office of the Chief Counsel 

Deputy Chief Counsel 

ES 

0905 

$7,115.53 

James J. Rowley Training Center 

Special Agent in Charge 

ES 

1811 

$6,988.12 

Office of the Director 

Chief Management Officer 

ES 

0301 

$6,988.12 

Office of Administration 

Deputy Assistant Director 

ES 

1811 

$6,988.12 

Office of Human Resources and 
Training 

Deputy Assistant Director 

ES 

1811 

$6,988.12 


Question: Please list by office and pay grade level the number of USSS non-SES employees who received a 
bonus or quality step increase (qsi) in 2009, the total bonus/qsi expenditures for the particular office and pay 
grade, and the total number of employees in the office and pay grade. 

ANSWER: In addition to the following information. Law Enforcement Sensitive (LES) information will be 
provided under separate cover. 

Quality Step increases (QSIs) Awarded to USSS Employees in Calendar Year 2009 


# 

Code 

Effective 

Date 

Pay 

Plan 

Series 

Grade 

Step 

Official Position Title 

#of 

Affected 

Pay 

Periods 
in 2009 

Step 

Amount 

2009 Cost 

1 

TSD 

1/18/2009 

GS 

0301 


07 

Administrative Staff Specialist 

22 

S 2,032.00 

$ 1,719.38 

2 

AOD 

3/1/2009 

GS 

1176 

13 

06 

Building Management 
Spedalisl 

19 

$ 2,898.00 

$ 2,117,77 





328 



DPD 

3/29/2009 

GS 

1802 

12 

08 

Supv Protective Support 
T^^ician 

17 

$ 2,437,00 

S 

1,593.42 

4 

CLT 

4/26/2009 

GS 

0341 

12 

06 

Administrative Officer 

16 

$2,254.00 

S 

1,387.08 


NWK 

4/26/2009 

GS 

1802 

5 

02 

Investqative Assistant 

16 

$ 1,153.00 

$ 

709.54 

6 

RAL 

4/26/2009 

GS 

1802 


08 

Senior Investitive Assistant 

16 

$ 1,450.00 

$ 

892.31 


NYC 

5/10/2009 

GS 

1801 

11 

09 

Counterfeit Management 
Soedalist 

15 

$ 

2,112.00 

$ 

1,218.46 

8 

CLT 

5/24/2009 

GS 

0301 

11 

06 

Supervisory Admintstrative 

H 

$ 

1,880.00 

S 

1.012.31 


SCO 

6/21/2009 

GS 

(»71 

12 

05 

Health S^tem Specialist 

12 

$ 

2,436.00 

$ 

1,124,31 

10 

PAR 

7/5/2009 

GS 

0341 

It 

09 

Administrative Officer 

11 

$ 

1,651,00 

$ 

698.50 

11 

ADM 

8/30/2009 

GS 

0201 

14 

05 

Si^>ervi$ory Human 

Resources 

8 

$ 

2,898.00 

$ 

891.69 

12 

PER 

8/30/2009 

GS 

2210 

13 

05 

Information Technology 
Specialist 

8 

$ 

3,424,00 

$ 

1,053.54 

13 

PER 

8/30/2009 

GS 

0201 

14 

03 

Hwnan Resources Specialist 

8 

$ 

3,425.00 

S 

1,053.85 

14 

VPD 

8/30/2009 

GS 

0560 

9 

09 

Budget Analyst 

8 

$ 

1,681.00 

$ 

517.23 

15 

ERB 

9/13/2009 

GS 

0201 

14 

08 

Super^^ory Human 

R^ources 

7 

S 

3,424.00 

S 

921.85 

15 

HOU 

9/27/2009 

GS 

0335 

9 

09 

Computer Assistant 

6 

s 

1,751.00 


404.08 

Total 










$ 17,315.31 


Unobligated Balances 

Question: Please provide unobligated balances within USSS, by appropriation account, and when you 
anticipate that they will be expended. 

ANSWER: The following chart provides information on the unobligated balances and planned obligation dates 
as of March 31, 2010. 


Account 

Unobligated 
Author! tv 

Planned Obligation 
Date 

Salaries and Expenses 

$741,347,471 

30-Sep-2010 

Salaries and Expenses, Protective Travel (9/10) 

- 

NA 

Salaries and Expenses, Protective Travel (10/11) 

$18,000,000 

30-Sep-2010 

Salaries and Expenses, No-Year 

$73,833,829 

30-Sep-2010 

Acquisition, Construction. Improvements, and Related 
Expenses 

$11,544,188 

30-Sep-2010 

DC Annuity, Mandatory Permanent Indefinite 

Appropriation 

$120,065,489 

30-Sep-2010 

TOTAL 

S964,790,977 



T ravel 


Question: Please provide for the record a table that shows all funds expended on USSS employees for travel in 
2009, organized by destination. Include for each trip the number of employee-days worked and separate out 
airfare, hotel, per diem costs and other miscellaneous costs. Include a brief description of each trip’s purpose. 


ANSWER: The information requested on funds expended for Secret Service travel in 2009 will be provided 
under separate cover. 




329 


USSS Field Offices 


Question: Provide for the record a list of USSS domestic field offices as of September 30, 2009. Does USSS 
plan to add any domestic field offices in 2010 or 201 1? 

ANSWER; The following is a list of Secret Service domestic offices as of September 30, 2009. Information 
for FY 2010 and FY 201 1 follow the list. 

FO - Field Office 
RO- Resident Office 
RA - Resident Agency 
D - Domicile 

Alabama 

Birmingham FO 
Huntsville D 
Montgomery RO 
Mobile RO 

Alaska 

Anchorage RA 
Arizona 
Phoenix FO 
Tucson RO 
Arkansas 
Little Rock FO 
Northwest Arkansas D 
California 
Fresno RO 
Los Angeles FO 
Riverside RO 
Sacramento RO 
San Diego FO 
San Francisco FO 
San Jose RO 
Santa Ana RO 
Ventura RO 
Colorado 
Denver FO 
Connecticut 
New Haven RO 
Delaware 
Wilmington RO 
Florida 
Ft. Myers RO 
Jacksonville FO 
Miami FO 
Orlando FO 



Pensacola D 
Tallahassee RO 
Tampa FO 

West Palm Beach RO 

Georgia 

Albany RO 
Atlanta FO 
Augusta D 
Columbus D 
Macon D 
Savannah RO 
Hawaii 
Honolulu FO 
Idaho 
Boise RA 
Illinois 

Champaign-Urbana D 
Chicago FO 
Fairview Heights D 
Peoria D 
Quad Cities D 
Springfield RO 
Indiana 
Evansville D 
Indianapolis FO 
South Bend D 
Iowa 

Des Moines RA 
Kansas 
Wichita RA 
Kentucky 
Lexington RO 
Louisville FO 
Louisiana 
Baton Rouge RO 
New Orleans FO 
Shreveport D 
Maine 
Portland RO 
Maryland 
Baltimore FO 
Eastern Shore D 
Frederick D 
Massachusetts 
Boston FO 
Michigan 
Detroit FO 
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Grand Rapids RO 
Saginaw RO 
Minnesota 
Minneapolis FO 
Mississippi 
Guifport D 
Jackson RO 
Oxford D 
Missouri 
Kansas City FO 
Springfield RA 
St. Louis FO 
Cape Girardeau D 
Montana 
Missoula D 
Billings RA 
Nebraska 
Omaha RO 
Nevada 
Las Vegas FO 
Reno RO 
New Hampshire 
Manchester RO 
New Jersey 
Atlantic City RO 
Newark FO 
Trenton RO 
New Mexico 
Albuquerque RO 
New York 
Albany RO 
Buffalo FO 
JFK RO 
Melville RO 
New York FO 
Plattsburgh D 
Rochester RA 
Syracuse RO 
White Plains RO 
North Carolina 
Charlotte FO 
Greensboro RO 
Raleigh RO 
Wilmington RO 
North Dakota 


Fargo D 

Ohio 
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Akron RO 
Cincinnati FO 
Cleveland FO 
Columbus RO 
Dayton RO 
Toledo RO 
Oklahoma 
Muskogee D 
Oklahoma City FO 
Tulsa RO 
Oregon 
Portland RO 
Pennsylvania 
ErieD 

Flarrisburg RA 
Philadelphia FO 
Pittsburgh FO 
Scranton RO 
Rhode Island 
Providence RO 
South Carolina 
Charleston RO 
Columbia FO 
Greenville RO 
South Dakota 
Sioux Falls RA 
Tennessee 
Chattanooga RO 
Greeneville D 
Knoxville RO 
Memphis FO 
Nashville FO 
Texas 
Austin RO 
Dallas FO 
El Paso RO 
Elouston FO 
Lubbock RO 
McAllen RO 
Midland D 
San Antonio FO 
Tyler RA 
Waco RO 
Utah 

Sail I^ke City RO 

Vermont 


Burlington RA 
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Virginia 

Norfolk RO 
Richmond FO 
Roanoke RA 

Washington 

Seattle FO 
Spokane RO 
Washington. D.C. 

Washington FO 
West Virginia 
Charleston RO 
Wisconsin 
Madison RA 
Milwaukee RO 
Wyoming 
Cheyenne D 
U.S. Territories 
Guam RO 

San Juan, Puerto Rico RO 

Ail domestic protective, investigative and administrative operations involving the Secret Service are 
coordinated through one of the 142 domestic offices located around the country. Domestic field offices 
establish and maintain professional relationships with local law enforcement, academia and the private sector to 
enhance Secret Service’s ability to conduct its protective and investigative missions. 

The Secret Service will continue to assess the need for future domestic field offices on the basis of the agency's 
protective and investigative needs. At this time, there are no plans to add any domestic field offices in FY 2010 
or FY 2011. 


Question: Provide for the record a list of USSS overseas field offices as of September 30, 2009. Does USSS 
plan to add any overseas field offices in 2010 or 201 1? 

ANSWER: The following is a list of Secret Service overseas offices as of September 30, 2009. Information 
for FY 2010 and FY 201 1 follow the list. 

FO- Field Office 
RO - Resident Office 
RA - Resident Agency 
D - Domicile 

Amman, Jordan (RO) 

Bangkok, Thailand (RO) 

Bogota, Colombia (RO) 

Brasilia, Brazil (RO) 

Bucharest, Romania RO 
EUROPOL 

Frankfurt, Germany (RO) 
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Hong Kong, China (RO) 

INTERPOL 
London, England (RO) 

Madrid, Spain (RO) 

Mexico City, Mexico (RO) 

Montreal, Quebec (D) 

Moscow, Russia (RO) 

Ottawa, Ontario (FO) 

Paris, France (FO) 

Pretoria, South Africa (RO) 

Rome, Italy (FO) 

Sofia, Bulgaria (RO) 

Sydney, Australia (RO) 

Toronto, Ontario (RO) 

Vancouver, British Columbia (RO) 

The main obstacles encountered by special agents investigating transnational crimes are jurisdictional 
limitations. Currently, the Secret Service’s ability to arrest and prosecute criminals operating outside the United 
States is extremely limited. For example, most of the suspects identified in recent cyber investigations reside in 
countries with no Mutual Legal Authority Treaties or extradition treaties with the United States. This often 
results in offenders being released either without prosecution or with minimal sentences, allowing them to 
return to their criminal activities. The highly specialized work of the Secret Service, in both the protective and 
investigative arenas, requires high levels of liaison and partnership with our international law enforcement 
counterparts. The professional relationships that have been established in those countries are often the crucial 
element to the successful prosecution of suspects abroad. 

ITie Secret Service currently operates 22 overseas offices in 18 countries throughout the world. Following 
congressional approval last year, the Secret Ser\'ice plans to officially open the Tallinn. Estonia, office in 
August 2010. In addition, the Secret Service has been working for close to 10 years to establish a permanent 
office in Beijing, China, to enhance cooperation between Chinese law enforcement officials and the Secret 
Service. The National Security Decision Directive 38 for the Beijing office was approved by the State 
Department in 2001; however, the Secret Service has been waiting for final approval from Chinese officials for 
the permanent staffing of one special agent in that location. 

The Secret Service is proud of its overseas achievements, particularly the Service’s efforts to combat 
counterfeiting in South America. From FY 2008 to FY 2009. the Secret Service noted a 156 percent increase in 
worldwide passing activity of counterfeit U.S. currency emanating from Peru. These counterfeit notes, referred 
to as the Peruvian Note Family, have emerged as one of the leading domestically passed notes in the last 12 
months. In response to the increase in passing activity of the Peruvian Note Family, which was second only to 
the domestic passing of digital counterfeit notes in FY 2008, the Secret Service formed a temporary Peruvian 
Counterfeit Task Force (PCTF) in collaboration and partnership with Peruvian law enforcement officials. Since 
opening in Lima, Peru, on March 15, 2009, the PCTF has yielded 31 arrests, 17 counterfeit plant suppressions 
and the seizure of more than $19 million in counterfeit United States currency. Because of the overwhelming 
success of the PCTF. the Secret Service and Peruvian law enforcement officials have agreed to extend 
operations for an additional six-month period in FY 2010. At this time, there is no official plan to open any 
additional overseas offices. The Secret Service will continue to closely monitor counterfeit activity in Lima, 
Peru. The Secret Service will work with the Department in evaluating the merits of opening any other 
permanent offices. 
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USSS Investigations 

Question: Provide a chart showing the number of USSS agents, by location, trained at each of the Electronics 
Crime Special Agent Program (ECSAP) levels II and III as of January I, 2010. 

ANSWER: The following list depicts the ECSAP-trained special agents at the Computer Forensic (CF) - 
Level III and the Network Intrusion (NITRO) - Level 11. The list reflects agents that are currently active in the 
program. 

FO - Field Office 
RO - Resident Office 
RA - Resident Agency 


OFFICE 

CF Agents 

NITRO Agents 

Atlanta FO 

4 

3 

Baltimore FO 

2 

4 

Birmingham FO 

2 

3 

Birmingham/Jackson RO 


0 

Birmingham/Montgomery RA 


1 

Boston FO 

3 

3 

Boston/Portland, ME RO 

1 

0 

Boston/Providence RO 


0 

Boston/Burlington RA 


0 

Buffalo FO 


2 

Buffalo/Albany RO 

0 

1 

Buffalo/Rochester RA 

1 

0 

Buffalo/Syracuse RO 

0 

1 

Chicago FO 

5 

9 

Chicago/Miiwaukee RO 


1 

Criminal Investigative Division 

10 

4 

CID/NCFI 


1 

CID/CERT 

1 

0 

Cincinnati FO 

1 

1 

Cincinnati/Daylon RO 

I 

0 

Cleveland FO 

3 

1 

Cleveland/Akron RO 

I 

0 

Cleveland/Toledo RO 

0 

1 

Charlotte FO 

4 

2 

Charlotte/Raleigh RO 

1 

1 

Charlotte/Wilmington NC RO 

1 

0 

Columbia SC FO 

2 

2 

Dallas FO 

2 

10 

Dallas/Lubbock RA 

0 

i 

Dallas/Waco RO 

I 

0 

Denver FO 

0 

1 

Denver/Salt Lake City RO 

1 

0 

Detroit FO 

3 

4 
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OFFICE 

CF Agents 

NITRO Agents 

Honolulu FO 

1 


Honolulu/Guam RO 

0 


Houston FO 

5 

3 

Houston/Austin RO 

0 

1 

Indianapolis FO 

1 

1 

Jacksonville FO 

2 

1 

Kansas City FO 

! 

0 

Kansas City/Omaha RO 

0 

1 

Kansas City/Springfield MO RA 

0 

1 

Las Vegas FO 

3 

1 

Las Vegas/Reno RO 


0 

Los Angeles FO 

7 

6 

Los Angeles/Riverside RO 

0 

2 

Los Angeles/Santa Ana RO 


0 

Los AngelesA/entura RO 


1 

Little Rock FO 

1 

2 

Louisville FO 

2 

3 

Louisviile/Lcxington RO 

0 

1 

Memphis FO 

2 

3 

Miami FO 

3 

10 

Miami FO/San Juan RO 

1 

0 

Minneapolis FO 

2 

2 

New Orleans FO 

1 

2 

New Orleans/Baton Rouge RO 

1 

0 

Nashville FO 

1 

1 

Newark FO 

1 

3 

New York FO 

6 

14 

New York/JFK RO 

0 

2 

New York/Melville RO 

1 

1 

New York/New Haven RO 

1 

1 

Oklahoma FO 

3 

2 

Oklahoma/Tulsa RO 

1 

0 

Orlando FO 

4 

3 

Paris FO 

I 

0 

Paris/Frankfurt RO 

1 

1 

Philadelphia FO 

4 

7 

Philadelphia/Scranton RO 

1 

0 

Philadelphia/Wilmington RO 

0 

1 

Phoenix FO 

1 

1 

Phoenix/Albuquerque RO 

1 

1 

Pittsburgh FO 

1 

1 

Richmond FO 

2 

1 

Richmond/Norfoik RO 

0 

1 

Rome/Bucharest 

0 

1 

Reagan Protective Detail 

1 

0 

San Antonio FO 

2 

1 
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OFFICE 

CF Agents 

NITRO Agents 

San Antonio/El Paso RO 


0 

San Antonio/McAllen RO 


0 

San Diego FO 

2 

0 

Seattle FO 

2 

1 

Seattle/Portiand RO 


1 

Seattle/Spokane RO 


0 

San Francisco FO 

3 

3 

San Francisco/Sacramento RO 

i 

0 

San Francisco/San Jose RO 

0 

I 

St. Louis FO 

2 

2 

Tampa Bay FO 

1 

i 

Washington FO 

8 

7 

TOTAL 

149 

159 


Question: Provide a chart showing arrests by field office by category of investigation for fiscal year 2009. Use 
the same categories as provided in on pages 561 - 564 of part 4 of the 2010 Subcommittee hearing record. 

ANSWER: Please see the following table. 

FY 2009 Arrests by Category for Each Field Office 


Office 

Counterfeit 

Financial 

Crimes 

Protective 

Intelligence 

All Other 

Total 

AKRON RO 

14 

5 

0 

0 

19 

ALBANY GA RO 

29 

11 

0 

2 

42 

ALBANY NY RO 

14 

22 

0 

1 

37 

ALBUQUERQUE RO 

24 

50 

0 

0 

74 

AMMAN RO 

9 

8 

0 

0 

17 

ANCHORAGE RA 

0 

0 

0 

1 

1 

ATLANTA FO 

142 

225 

2 

2 

371 

ATLANTIC CITY 

24 


0 

1 

26 

AUSTIN RO 

23 

II 

3 

0 

37 

BALTIMORE FO 

46 

27 

0 

6 

79 

BANGKOK RO 

37 

19 

0 

0 

56 

BATON ROUGE RO 

22 

37 

0 

0 

59 

BILLINGS RA 

2 

5 

0 

1 

8 

BIRMINGHAM FO 

11 

36 

] 

2 

50 

BOGOTA RO 

61 

0 

0 

0 

61 

BOISE RA 

10 

6 

0 

0 

16 

BOSTON FO 

73 

73 

3 

1 

150 

BRASILIA BZ RO 

0 

133 

0 

0 

133 

BUCHAREST RO 

19 

159 

0 

0 

178 

BUFFALO FO 

21 

34 

0 

1 

56 

BURLINGTON RA 

8 

3 

0 

0 

11 

CHARLESTON SC 

11 

29 

2 

0 

42 

CHARLESTON WV 

5 

11 

0 

1 

17 
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Office 

Counterfeit 

Financial 

Crimes 

Protective 

Intelligence 

All Other 

Total 

CHARLOTTE FO 

65 

63 

6 

0 

134 

CHATTANOOGA RO 

13 

22 

0 

0 

35 

CHICAGO PO 

21 

136 

0 

6 

163 

CINCINNATI FO 

24 

54 


0 

79 

CLEVELAND FO 

19 

35 

0 

2 

56 

COLUMBIA FO 

27 

106 



135 

COLUMBUS RO 

20 

41 

2 

0 

63 

DALLAS FO 

68 

134 

0 

4 

206 

DAYTON RO 

10 

40 

0 

2 

52 

DENVER FO 

10 

6 



18 

DES MOINES RA 

7 

16 

0 

0 

23 

DETROIT FO 

23 

48 


2 

74 

EL PASO RO 

15 

12 

0 

0 

27 

FRANKFURT RO 

7 

26 

0 

0 

33 

FRESNO RO 

16 

7 

0 

0 

23 

FT. MYERS RO 

13 

18 

0 

0 

31 

GRAND RAPIDS RO 

19 

9 

0 

0 

28 

GREENSBORO RO 

6 

18 


0 

25 

GREENVILLE RO 

28 

99 

0 

0 

127 

GUAM RO 

8 

6 

0 

1 

15 

HARRISBURG RA 

8 

9 

1 

0 



HONG KONG RO 

25 

0 

0 

0 

25 

HONOLULU FO 

15 

16 

0 

0 


HOUSTON FO 

99 

136 

0 

2 

237 

INDIANAPOLIS FO 

13 

17 

1 

0 

31 

INTERPOL 

0 

0 

0 

0 

0 

JACKSON RO 

13 

20 

1 

0 

34 

JACKSONVILLE FO 

25 

100 

1 

1 

127 

JFKRO 

9 

18 

0 

0 

27 

KANSAS CITY FO 

16 

50 

1 

0 

67 

KNOXVILLE RO 

3 

4 

0 

0 

7 

LAS VEGAS FO 

27 

51 

1 

I 

80 

LEXINGTON RO 

33 

26 

1 

2 

62 

LITTLE ROCK FO 

47 

56 

1 

3 

107 

LONDON RO 

26 

32 

0 

0 

58 

LOS ANGELES FO 

39 

87 

3 

4 

133 

LOUISVILLE FO 

60 

96 

1 

2 

159 

LUBBOCK RO 

12 

34 

4 

3 

53 

MADISON RA 

3 

1 

0 

0 

4 

MADRID RO 

10 

67 

0 

0 

77 

MANCHESTER RO 

33 

27 

0 

0 

60 

MCALLEN RO 

7 

11 

0 

0 

18 

MELVILLE RO 

24 

40 

0 

2 

66 

MEMPHIS FO 

30 

62 

2 

4 

98 

MEXICO CITY RO 

0 

0 

0 

0 

0 
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Office 

Counterfeit 

Financial 

Crimes 

Protective 

Intelligence 

Ail Other 

Total 

MIAMI FO 

99 

316 


8 

424 

MILWAUKEE RO 

5 

12 

0 

0 

17 

MINNEAPOLIS FO 

7 

26 

3 

0 

36 

MOBILE RO 

2 

45 

0 

0 

47 

MONTGOMERY RO 

4 

24 

0 

0 

28 

MONTREAL D 

0 

0 

0 

0 

0 

MOSCOW RO 

1 

4 

0 

0 

5 

NASHVILLE FO 

28 

44 

3 


76 

NEW HAVEN RO 

31 

62 

0 


94 

NEW ORLEANS FO 

12 

38 


2 

53 

NEW YORK FO 

34 

316 

0 

3 

353 

NEWARK FO 

68 

102 

0 

0 

170 

NORFOLK RO 

5 

14 

] 

0 

20 

OKLAHOMA CITY 

38 

69 

i 

5 

113 

OMAHA RO 

15 

47 

0 

0 

62 

ORLANDO FO 

26 

53 

0 

1 

80 

OTTAWA FO 

14 

19 

0 

1 

34 

PARIS FO 

15 

82 

0 

0 

97 

PHILADELPHIA FO 

49 

109 

0 

3 

161 

PHOENIX FO 

33 

22 

1 

0 

56 

PITTSBURGH FO 

16 

57 

0 

0 

73 

PORTLAND ME RO 

15 

4 

I 

5 

25 

PORTLAND OR RO 

12 

13 

1 

0 

26 

PRETORIA RO 

55 

17 

0 

0 

72 

PROVIDENCE RO 

12 

26 

0 

11 

49 

RALEIGH RO 

16 

26 

0 

0 

42 

RENO RO 

6 

27 

0 

0 

33 

RICHMOND FO 

29 

27 

0 

4 

60 

RIVERSIDE RO 

25 

15 

0 

0 

40 

ROANOKE RA 

11 

15 

3 

1 

30 

ROCHESTER RA 

2 

17 

0 

0 

19 

ROME FO 

59 

37 

0 

0 

96 

SACRAMENTO RO 

12 

20 

I 

0 

33 

SAGINAW RO 

13 

23 

2 

0 


SALT LAKE CITY 

7 

14 

0 

0 


SAN ANTONIO FO 

56 

90 

2 

0 

148 

SAN DIEGO FO 

41 

108 

1 

0 

150 

SAN FRANCISCO 

34 

74 

0 

0 

108 

SAN JOSE RO 

11 

8 

0 

0 

19 

SAN JUAN RO 

20 

100 

0 

5 

125 

SANTA ANA RO 

46 

28 

1 

0 

75 

SAVANNAH RO 

11 

84 


0 

96 

SCRANTON RO 

2 

20 

4 

0 

26 

SEATTLE FO 

15 

36 

0 

0 

51 

SIOUX FALLS RA 

13 

0 

0 

0 

13 
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Office 

Counterfeit 

Financial 

Crimes 

Protective 

Intelligence 

All Other 

Total 

SOFIA BU RO 

12 

74 

0 

0 

86 

SPOKANE RO 

13 

12 

0 

0 

25 

SPRiNGFfELD IL 

21 

9 


4 

35 

SPRINGFIELD MO 

9 

7 

0 

0 

16 

ST. LOUIS FO 

24 

70 

0 

0 

94 

SYDNEY RO 

0 

11 

0 

0 

11 

SYRACUSE RO 

3 

9 

0 


13 

TALLAHASSEE RO 

15 

43 

0 

0 

58 

TAMPA FO 

30 

92 

3 

0 

125 

THE HAGUE RO (EUROPOL) 

0 

0 

0 

0 

0 

TOLEDO RO 

11 

30 

0 


42 

TORONTO RO 

2 

8 

0 

0 

10 

TRENTON RO 

17 

28 


0 

46 

TUCSON RO 

13 

2 

1 

0 

16 

TULSA RO 

12 

8 

0 

0 

20 

TYLER RA 

6 

3 

0 

10 

19 

VANCOUVER RO 

8 

9 

0 

0 

17 

VENTURA RO 

34 

14 

0 

0 

48 

WACO RO 

12 

21 

0 

1 

34 

WASHINGTON FO 

13 

158 

24 

5 

200 

WEST PALM BEACH 

9 

41 

0 

0 

50 

WHITE PLAINS RO 

32 

80 

0 

0 

112 

WICHITA RA 

7 

14 

2 

0 

23 

WILMINGTON DE 

2 

6 

0 

0 

8 

WILMINGTON NC 

15 

8 

2 

0 

25 

Grand Total 

2946 

5808 

104 

135 

8993 


Question: Provide a chart showing counterfeit seizures by field office in 2009. 

ANSWER: Please see the following table. 

FO- Field Office 
RO - Resident Office 
RA - Resident Agency 


COUNTERFEIT NOTES SEIZED 
FY 2009 


OFFICE 

Number of Notes 

Dollar Amount 

Atlanta FO 


$291,330 

Albany (GA) RO 

24 

$480 

Savannah RO 

862 


Baltimore FO 

1.217 

$41,873 

Birmingham FO 

857 

$30,749 

Jackson RO 

721 

$33,080 





OFFICE 


Mobile RO 

Montgomery RO 

Boston FO 

Manchester RO 

Portland (ME) RO 

Providence RQ 

Burlington RA 

Buffalo FO 

Albany (NY) RO 

Syracuse RO 

Rochester RA 

Charlotte FO 

Greensboro RO 

Raleigh RO 

Wilmington (NC) RQ 
Chicago FO 

Milwaukee RO 

Springfield (ILj RO 

Madison RA 

Cincinnati FO 
Columbus RO 

Dayton RQ 

Cleveland FO 

Akron RQ 

loledo RO 

Columbia FO 
Charleston (SC ) RO 

Greenville RQ 

Dallas FO 
Waco RO 
Lubbock RA 
Tyler RA 
Denver FO 
Salt Lake City RO 

Boise RA 

Detroit FO 
Grand Rapids RO 

Saginaw RO 

Honolulu FO 
Bangkok RO 

Guam RO 

Hong Kong RO 

Sydney RO 

Houston FO 
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Number of Notes 

Dollar Amount 

147 

$6,274 

743 

$25,629 

1,274 

$37,032 

407 

$14,955 

193 

$14,100 

57 

$1,905 

372 

$6,401 

403 

$17,098 

327 

$11,980 

1 

$100 

226 

$7,174 

959 

$62,639 

741 

$34,451 

2,242 

$123,998 

359 

$22,090 

4,083 

$289,797 

1.182 

$42,837 

140 

$11,200 

394 

$16,294 

508 

$14,925 

402 

$11,151 

961 

$49,696 

977 

$26,850 


$8,625 

70 

$2,450 

413 

$22,590 




$8,261 

1,638 

$60,895 

484 

$25,753 

24 

$1,440 

967 

$47,070 

369 

$21,635 

482 

$10,571 

172 

$17,060 

2,255 

$133,520 

900 

$23,705 

36 

$720 


$708,480 

7,663 

$766,300 

133 

$7,237 

5 

$500 

3 

$300 

4,029 

$441,553 




















342 


OFFICE 

Number of Notes 

Dollar Amount 

Austin RO 

498 

$19,947 

Indianapolis FO 

266 

$11,030 

Jacksonville FO 

844 

$50,676 

Tallahassee RO 

476 

$11,536 

Kansas City FO 

1,415 

$40,923 

Omaha RO 

566 

$24,501 

Des Moines RA 

158 

$12,325 

Springfield (MO) RA 

66 

$1,605 

Wichita RA 

319 

$6,716 

Las Vegas FO 

171 

$9,010 

Reno RO 

220 

$8,420 

Los Angeles FO 

3,590 

$280,139 

Riverside RO 

323 

$18,376 

Santa Ana RO 

263 

$14,691 

Ventura RO 

968 

$50,980 

Little Rock FO 

610 

$39,770 

Louisville FO 

973 

$41,841 

Lexington RO 

389 

$21,809 

Memphis FO 

905 

$47,680 

Miami FO 

195,815 

$15,713,007 

Bogota RO 

119,629 

$10,330,430 

Brasilia RO 

15 

$1,500 

San Juan RO 

9,038 

$879,480 

West Palm Beach RO 

2,062 

$58,825 

Minneapolis FO 

1,192 

$68,893 

Sioux Fails RA 

224 

$13,955 

Nashville FO 

764 

$52,885 

Chattanooga RO 

56 

$1,890 

Knoxville RO 

64 

$4,810 

Newark FO 

1.372 

$105,860 

Trenton RO 

104 

$10,070 

New Orleans FO 

786 

$1,075,275 

Baton Rouge RO 

710 

$29,939 

New York FO 

7.892 

$369,527 

JFKRO 

3,906 

$389,140 

Melville RO 

981 

$84,445 

New Haven RO 

484 

$46,045 

While Plains RO 

237 

$18,150 

Oklahoma City FO 

1,275 

$34,115 

Tulsa RO 

184 

$8,570 

Orlando FO 

446 

$27,857 

Ottawa FO 

1 

$50 

Montreal RO 

0 

$0 

Toronto RO 

0 

$0 
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OFFICE 


Number of Notes 


Dollar Amount 


Vancouver RO 


$100 


Paris FO 


9,797 


$978,200 


EUROPOL/The Hague 
INTERJ’OL 


$0 


$0 


London RO 


Madrid RO 


310 


89,843 


$31,000 


$8,965,900 

$79,400 


Moscow RO 


Frankfurt RO 


794 


$310 


Philadelphia FO 


550 


$23,645 


Atlantic City RO 


263 


$13,060 


Scranton RO 


Wilmington (DE) RO 


117 


$2,504 


$5 


Harrisburg RA 


1,111 


$104,047 


Phoenix FO 


3,248 


$185,828 


Albuquerque RO 


1,189 


$46,278 


Tucson RO 


1,832 


$91,654 


Pittsburgh FO 


Charleston (WV) RO 


962 


90 


$41,123 


$9,000 


Richmond FO 


Norfolk RO 


Roanoke RA 


Rome FO 


2,078 


38 


354 


59S.533 


$83,090 


$11.097 


$8,620 


$59,553,200 


Amman RO 


Bucharest RO 


1,437 


0 


$143,700 


$0 


Pretoria RO 


Sofia (Bulgaria) RO 


San Antonio FO 


El Paso RO 


McAllen RO 


Mexico City RO 


36.080 


1.282 


3.167 


179 


1,539 


$3,604,100 


$81,620 


$158,358 


$10,220 


$89,464 


$70 


San Diego FO 


San Francisco FO 


1,452 


5,391 


$103,425 


$226,241 


Fresno RO 


$161,344 

Sacramento RO 

1,047 

$57,202 

San Jose RO 

3.271 

$111,428 

Seattle FO 

570 

$13,206 

Portland (OR) RO 

516 

$10,250 

Spokane RO 

9i7 

$38,410 

Anchorage RA 

78 

$3,415 

Billings RA 

13 

$690 

St. Louis FO 

47 

$4,450 

Tampa FO 

7,239 

$262,794 

Fort Myers RO 

103 

$5,100 

Washington FO 

168 

$5,270 
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OFFICE I Number of Notes | Dollar Amount 

SERVICE WIDE TOTALS 1487,548 5108,947,594 

**Seizures held by foreign governments are not reflected in totals. 


Question: Provide a chart showing joint investigations completed in 2009 by field office. 


ANSWER: The following chart provides information on on-going joint investigations, and joint investigations 
completed in FY 2009 by field office; 


OFFICE 

CASE TYPE 

AGENCY 

AKRON RO 

Financial Crimes 

IRS, ICE, FBI, USPIS 

ALBUQUERQUE RO 

Financial Crimes 

Electronic Crimes 

USPIS, ICE, SSA-OIG, VA-OIG. ATF, FBI 

FBI 

ATLANTA FO 

Counterfeit 

Financial Crimes 
Mortgage Fraud 

CBP, ICE 

USPIS, ICE, FBI, SSA-OIG, TIGTA, ATF, IRS 

FBI, HUD-OIG 

AUSTIN RO 

Financial Crimes 

IRS. HUD-OIG, USPIS, ATF, FBI 

BALTIMORE FO 

Mortgage Fraud 
Electronic Crimes 

Financial Crimes 

FBI, USPIS, HUD, IRS, SSA VA, FDIC, HHS-OIG 

FBI, ATF 

SSA-OIG, Treas-OIO, VA-OIG, USPIS, NCIS, FBI 

BILLINGS RA 

Mortgage Fraud 
Counterfeit 
Financial Crimes 

FBI, IRS 

FBI 

IRS. FBI, ICE 

BIRMINGHAM FO 

Financial Crimes 

Electronic Crimes 

USPIS. SSA-OIG, FDA, FBI, FDIC, IRS 

FBI 

BOISE RA 

Counterfeit 

Electronic Crimes 

Financial Crimes 

FBI. ICE 

ICE 

ICE, USPIS, IRS, USDA 

BOSTON FO 

Mortgage Fraud 
Financial Crimes 

Electronic Crimes 

Counterfeit 

FBI, USPIS, HUD-OIG. VA DOL, IRS-CID, FDIC 

USPIS, SSA. FBI, ICE, VA-OIG, OPM-OIG 

IRS. ICE. DEA, FBI, ATF 

ATF. DEA 

BUFFALO FO 

Financial Crimes 

Counterfeit 

VA, DSS, ICE, IRS, USPIS, FBI, DEA 

DEA, ICE, SSA-OIG, ATF 

BURLINGTON RA 

Counterfeit 

Financial Crimes 

USPIS 

IRS, FBI, USPIS, SSA-OIG 

CHARLESTON (SC) RO 

Counterfeit 

ATF, ICE 

DEA, USPIS, USMS, ICE, DSS, IRS, NCIS 

CHARLOTTE FO 

Electronic Crimes 

Financial Crimes 
Mortgage Fraud 

DEA, ICE, ATF, FBI 

FBI, USPIS, SSA-OIG, IRS, USMS 

IRS 
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OFFICE 

CASE TYPE 

AGENCY 

CHATTANOOGA RO 

Mortgage Fraud 
Financial Crimes 

Counterfeit 

FBI 

IRS, USPIS, VA-OIG. ATF, USMS 

ATF 

CHICAGO FO 

Mortgage Fraud 

Electronic Crimes 

Counterfeit 

Financial Crimes 

FBI, HUD-OIG, ATF, ICE, USPIS 

ICE, CBP, USCG, ATF, FBI, RRB, HHS, FDA, DEA, FBI 
ICE, FBI, USPIS, ATF, USDA 

HUD, USMS, SSA-OIG, VA, IRS, DOL. DSS 

CINCINNATI FO 

Mortgage Fraud 

FBI, IRS, USPIS 

CLEVELAND FO 

Financial Crimes 

USPIS, SSA-OIG, DHS-OIG, HUD-OIG, IRS, FBI, ICE 

COLUMBIA FO 

Mortgage Fraud 
Electronic Crimes 

Financial Crimes 

FBI. HUD-OIG, SSA 

USMS 

USPIS, IRS, FBI, USA-CID 

COLUMBUS RO 

Financial Crimes 

USPIS, ATF, DEA, ICE, USMS, SSA-OIG, ICE 

DALLAS FO 

Mortgage Fraud 
Financial Crimes 

Electronic Crimes 

Counterfeit 

FBI, IRS, HUD-OIG, USPIS 

ICE, SSA-OIG, IRS, VA-OIG, DSS. DOL-OIG, NCIS. FBI 
DEA. USMS, TIGTA, IRS, FBI, ICE, VA-OIG 

DEA, ATF 

DAYTON RO 

Counterfeit 

DEA 

USPIS, SSA-OIG, DSS, IRS, ICE, SSA. FinCEN, US 

PROB, BOP, US Treas, USMS 

DENVER FO 

Mortgage Fraud 
Counterfeit 

Financial Crimes 

FBI, USPIS, IRS-CID 

ICE, USPIS 

USPIS, FBI, ICE, OPM-OIG, ATF, SSA 

DES MOINES RA 

Financial Crimes 

Electronic Crimes 

FBI 

FBI 

DETROIT FO 

Mortgage Fraud 
Financial Crimes 

HUD-OIG, FBI, USPIS, DEA 

FDIC, DEA, FBI, TIGTA. SBA-OIG 

EL PASO RO 

Counterfeit 

Financial Crimes 

DEA 

ICE, USPIS, FBI, IRS 

FRESNO RO 

Mortgage Fraud 
Financial Crimes 

FBI, USDA-OIG, SSA, DEA, DOI„ USPIS, HUD-OIG, 

IRS 

SSA-OIG, USPIS 

FT MYERS RO 

Mortgage Fraud 
Financial Crimes 

FBI, HUD-OIG 

USPIS. IRS, HUD-OIG, FBI, ICE 

GRAND RAPIDS RO 

Mortgage Fraud 
Financial Crimes 

FBI, HUD-OIG 

USPIS, IRS 

HARRISBURG RA 

Financial Crimes 

IRS. VA-OIG 

HONOLULU FO 

Counterfeit 

Financial Crimes 

ATF. NCIS 

USPIS, ICE, FBI, DEA, ATF, USA-CID, SSA-OIG, IRS, 
AFOSI 1 
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OFFICE 

CASE TYPE 

AGENCY 

HOUSTON FO 

Mortgage Fraud 

FBI, IRS-CTD 


Electronic Crimes 

USMS, USPIS 


Counterfeit 

ATF. CBP, ICE 


Financial Crimes 

USPIS, FBI, HHS-OIG, IRS 

INDIANAPOLIS FO 

Financial Crimes 

ICE, IRS, USPIS 

JACKSON RO 

Counterfeit 

USPIS, DEA 

SSA, FBI, DCIS, NASA-OIG, IRS, ICE, VA-OIG, FEMA, 
USPIS, AFOSI, DEA 

JACKSONVnXB FO 

Financial Crimes 

USPIS, HHS-OIG, FEMA-OIG, DOT-OIG. IRS, ICE, ATF, 
FBI, USCGIS, CBP, DAE, US PROB 


Mortgage Fraud 

FBI, HUD-OIG, DEA 

KANSAS CITY FO 

Mortgage Fraud 

IRS, HUD-OIG, FDIC 


Financial Crimes 

IRS, HUD, ICE, GSA-OIG 


Electronic Crimes 

FBI, USPIS 

KNOXVILLE RO 

Mortgage Fraud 

IRS 


Financial Crimes 

IRS. ICE, FBI, USPIS, ATF, DEA 

LAS VEGAS FO 

Mortgage Fraud 

FBI, USPIS, HUD-OIG, IRS-CID 

LEXINGTON RO 

Financial Crimes 

Counterfeit 

ICE, ATF, FBI, USPIS, HUD-OIG 

ATF 

LOS ANGELES FO 

Electronic Crimes 

FBI, ICE, EPA, ATF, NASA, IRS, DSS, DEA, USPIS, DoJ 


Counterfeit 

FBI, ICE 


Financial Crimes 

HHS-OIG, USDA-OIG. FBI, USPIS, SSA-OIG, VA-OIG, 
OPM-OIG, ATF, IRS 


Mortgage Fraud 

HUD-OIG 

LOUISVILLE FO 

Mortgage Fraud 

HUD-OIG, IRS, FBI, USPIS 


Electronic Crimes 

ICE, IRS-CID, USPIS, HUD, VA-OIG, DEA, ATF, USMS, 
DOE, TIGTA, SSA, USDA-OIG, USA-CID. Treas-OIG, 
DCIS, US PROB, FinCEN 


Counterfeit 

ATF 


Financial Crimes 

USPIS, ICE, IRS, VA-OIG, DEA, ATF, USMS, DOL-OIG, 
Treas-OIG, SSA-OIG, USDA-OIG, USA-CID, DCIS, US 
PROB, OPM-OIG, IRS, FinCEN, NCMEC 

LUBBOCK RA 

Financial Crimes 

ICE, USPIS 


Counterfeit 

USPIS 

MANCHESTER RO 

Mortgage Fraud 

FBI, HUD-OIG, IRS-CID, USPIS 

IRS, SSA, FBI 


Financial Crimes 

Counterfeit 

ATF 

MCALLEN RO 

Counterfeit 

CBP 


Financial Crimes 

CBP, ICE, USPIS 

MELVILLE RO 

Mortgage Fraud 

HUD-OIG, USPIS, VA-OIG, FDIC, FBI 
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OFFICE 

CASE TYPE 

AGENCY 

MEMPHIS FO 

Mortgage Fraud 
Electronic Crimes 

FBI, DEA, USPIS 

FBI 

FBI, IRS, USPIS, OPM-OIG, SSA-OIG, HHS-OIG, ICE. 
CBP, ATF 

MEXICO CITY RO 

Counterfeit 

Financial Crimes 

DEA 

USPIS 

MIAMI FO 

Mortgage Fraud 
Financial Crimes 

Electronic Crimes 

FBI, USPIS, HUD-OIG 

USPIS, FBI, ICE, SSA-OIG, FDA, ATF, DSS, DCIS, VA- 
OIG, TIGTA, HUD, IRS, EDU-OIG, USMS, BIA 

FBI, ATF, DEA, ICE, EPA, USPIS 

MINNEAPOLIS FO 

Mortgage Fraud 
Financial Crimes 

FBI, IRS, HUD-OIG 

USPIS, IRS-CID, FBI, SSA-OIG 

MOBILE RO 

Financial Crimes 

FBI, USPIS 

MONTGOMERY RO 

Counterfeit 

Financial Crimes 

US PROB, USMS, USPIS 

USPIS, DHS-OIG, US PROB, IRS, USMS, SSA 

NASHVILLE FO 

Mortgage Fraud 

Financial Crimes 

FBI, USPIS. IRS-CID. HUD-OIG 

IRS, FBI, VA-OIG. HHS-OIG 

FBI, USPIS. IRS, FDIC, ICE, DOE-OIG. CBP 

NEW HAVEN RO 

Financial Crimes 

DSS, USPIS 

NEW YORK FO 

Mortgage Fraud 
Electronic Crimes 

Financial Crimes 

FBI, FDIC, HUD-OIG, ICE, USPIS, SEC, SSA-OIG 

USPIS, ATF, DEA. FBI, USMS, ICE 

USPIS, FBI, SSA-OIG, IRS, USMS, HHS-OIG. DSS, ICE 
DHS-OIG, TIGTA, VA-OIG 

NFIWARK FO 

Mortgage Fraud 
Counterfeit 

Financial Crimes 

FBI, USPIS, HUD-OIG, IRS 

ICE, DEA, FBI 

USPIS. ICE, IRS, SSA-OIG, TIGTA, FBI, DSS, HUD, 
USA-CID, DoJ 

NORFOLK RO 

Mortgage Fraud 
Financial Crimes 

FBI, HUD 

ICE, FBI, USPIS, DSS. DOL-OIG, SSA, ATF 

OKLAHOMA CITY FO 

Financial Crimes 

IRS, USPIS 

OMAHA RO 

Financial Crimes 

ICE, USPIS, FBI 

ORLANDO FO 

Mortgage Fraud 
Financial Crimes 

Electronic Crimes 

IRS-CID. USPIS 

IRS, FBI, ICE, USPIS 

CBP, DEA. FinCEN, FTC, ICR, IRS, SEC, USPIS 

OTTAWA FO 

Financial Crimes 

FBI, USPIS, ICE 

PHILADELPHIA FO 

Mortgage Fraud 
Electronic Crimes 

Financial Crimes 

HUD-OIG, IRS, USPIS, FBI 

ICE 

AFOSI, FBI, USPIS. SSA, OPM-OIG, VA-OIG, IRS, 

USDA 
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OFFICE 

CASE TYPE 

AGENCY 

PITTSBURGH FO 

Mortgage Fraud 

Electronic Crimes 

Financial Crimes 

Counterfeit 

FBI, HUD-OIG, IRS-CID, USPIS 

FBI, USPIS, US PROB, ICE 

USPIS, ICE, SSA 

USPIS, IRS, ICE. SSA-OIG, 

FBI 

PORTLAND (OR) RO 

Counterfeit 

Financial Crimes 

ICE 

IRS-CID, SSA-OIG, USPIS, ICE 

RENO RO 

Financial Crimes 

USPIS 

RICHMOND FO 

Mortgage Fraud 
Counterfeit 

Electronic Crimes 

Financial Crimes 

USPIS, IRS, FBI, HUD 

ATF 

ATF 

USPIS, FBI, IRS, SSA, ICE, DSS„ HUD-OIG, VA-OIG, 
OPM-OIG 

RIVERSIDE RO 

Financial Crimes 

IRS-ClD, OPM-OIG, SSA, USPIS, ICE. DSS, FDA. 

USMS, VA, SSA, FinCEN, FBI, TIGTA 

ROANOKE RO 

Financial Crimes 

IRS, SSA-OIG, HUD-OIG, USDA-OIG, VA-OIG 

ROME FO 

Counterfeit 

Financial Crimes 

FBI, ICE, NCIS, DSS, DEA, USA-CID, AFOSI 

USPIS, FBI, NCIS, DSS, ICE, SSA, USA-CID 

SACRAMENTO RO 

Financial Crimes 

ATF, IRS, FBI, ICE, USPIS, OPM-OIG, SSA-OIG 

SAN DIEGO FO 

Counterfeit 

Financial Crimes 

ICE, CBP, DEA, ATF 

USPIS, SSA-OIG, FBI 

SAN ANTONIO FO 

Financial Crimes 

Counterfeit 

ICE, USPIS, DEA, SSA-OIG 

ICE 

SAN FRANCISCO 

Electronic Crimes 

FBI, NASA, ATF, DEA, USPIS, ICE 

SAN JUAN RO 

Mortgage Fraud 
Financial Crimes 

FBI. IRS, USPIS, HUD-OIG. VA-OIG 

ICE. USPIS. FBI, IRS 

SAVANNAH RO 

Financial Crimes 

FBI, SSA-OIG, USPIS 

SEATTLE FO 

Mortgage Fraud 
Counterfeit 

Financial Crimes 

SSA-OIG, ICE 

FBI 

USPIS, IRS, FBI, USMS 

SPOKANE RO 

Counterfeit 

Financial Crimes 

ATF. FBI, US PROB, ICE 

USPIS, IRS, ICE, DSS. FBI, SSA 

SPRINGFIELD RA 

Mortgage Fraud 

IRS 

IRS, USPIS 

ST LOUIS FO 

Mortgage Fraud 
Electronic Crimes 

FDIC, USPIS, FBI, IRS, HUD-OIG 

USPIS 

SYRACUSE RO 

Financial Crimes 

USPIS, IRS, SSA-OIG, FBI, USMS, US PROB, ICE 

TALLAHASSEE RO 

Financial Crimes 

USPIS, SSA-OIG, ATF, ICE, FBI, NSA 
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OFFICE 

CASE TYPE 

AGENCY 

TAMPA FO 

Mortgage Fraud 
Financial Crimes 

HUD-OIG, ICE, FBI 

FBI, ICE, FDIC, DBA, USPIS, USDA-OIG 

TOLEDO RO 

Financial Crimes 

USPIS, DEA, IRS 

TORONTO RO 

Financial Crimes 

FBI, USPIS, ICE 

TRENTON RO 

Financial Crimes 

IRS, SSA-OIG, USPIS, USDA, FBI, ICE, DoD 

TUCSON RO 

Counterfeit 

Mortgage Fraud 
Financial Crimes 

ICE, ATF, DEA, CBP, IRS. USMS, USPIS, VA-OIG 

FBI 

USPIS, ICE, FBI, IRS, TIGTA 

TULSA RO 

Financial Crimes 

USPIS 

WASHINGTON FO 

Mortgage Fraud 
Financial Crimes 

Electronic Crimes 

IRS-CID, USPIS, SSA 

DoD, HHS, DSS, ICE, IRS-CID, USPIS, HUD-OIG 

USPIS 

WEST PALM BEACH RO 

Counterfeit 
Mortgage Fraud 
Financial Crimes 

FBI 

FBI, USPIS 

USPIS, USMS, DEA. FBI. DSS, TIGTA, VA-OIG, ICE 

WHITE PLAINS RO 

Counterfeit 

Financial Crimes 

ATF 

ICE, USPIS, SSA, [RS, USMS 

WILMINGTON (DE) RO 

Financial Crimes 

USPIS, FBI 


2Q12 Campaign 

Question: Provide a detailed budget that shows how much of the request will be used for purchasing vehicles 
to support the 2012 Presidential campaign, include a chart that shows, by vehicle type, the quantity purchased, 
the base price, and associated customization costs for each vehicle. 

ANSWER: The information requested on purchasing vehicles to support the 2012 Presidential campaign will 
be provided under separate cover because it contains l.ES Information. 


E Street Barricades 


Question: Provide an update on the work USSS is doing to replace the unsightly E-Street barricades and tents 
at 1 5th Street, 1 7th Street, and along the south perimeter of the White House grounds. What is the USSS plan 
and schedule for improving the aesthetics of this national monument? 

ANSWER: Beginning in March 2008 and continuously thereafter, the Secret Service has sponsored and 
participated in 17 meetings with the National Capital Planning Commission (NCPC), the National Park Sertdee 
(NPS) and other partners to initiate a developmental process that will result in a permanent plan for E Street 
(between 1 5th and 1 7th Streets NW) to safely secure the south side of the While Mouse Complex while 
simultaneously improving the appearance of this area and enhancing the visitor/pedestrian experience when 
visiting this historic site. This developmental process, which will involve a multitude of equity holders and the 
public in a transparent process conducted by NPS, the Secret Service and NCPC collaboratively, includes: 
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• A National Environmental Policy Act (NEPA) compliance process, which will undertake an evaluation 
of the environmental effects of any proposed plmi for this historic site 

• A national competition involving renowned designei^ and landscape architects, which will develop a 
series of concept solutions for E Street 

• The ultimate development and selection of a dctailai final design for E Street 

• The implementation of a final design via a construction project 

This developmental process is expected to commence after final approval of Secret Service’s many partners, 
hopefully in the summer of 2010. As noted in briefings provided to the Committee, the Secret Service 
evaluated interim aesthetic enhancements to existing security structures along the south perimeter of the White 
House but determined that these temporary changes would be both cost prohibitive and would delay the 
progress being made on developing a publicly approved permanent solution. 

As already noted, the Secret Service is fully committed to replacing the existing temporary security structures 
with a permanent, secure solution that is both aesthetically pleasing and consistent with the unique architectural 
and historical considerations that define the White House Complex environment. The Secret Service, NFS and 
NCPC are jointly partnering to plan and initiate a developmental process that will result in the replacement of 
the existing inadequate and unattractive security and traffic management infrastructure along E Street with a 
permanent, publicly vetted design that: 

• Ensures effective security for the White House Complex and the south grounds 

• Minimizes conflicts between official traffic entering and exiting the south grounds of the White House 
Complex and surrounding urban traffic 

• Creates an attractive and secure environment for visitors to approach and view the southern perspective 
of the White House and the surrounding cityscape that is not dominated by security infra.structure 

• Maintains and enhances the historic integrity of the White House and surrounding environs 

Although many variables still may impact any final schedule for and completion of this developmental process, 
the following represents a best guess estimate of remaining efforts and those efforts’ timelines: 

• Develop and enter a contract with a nationally renowned consultant to assist with requirements and 
design competition planning by NFS, USSS and NCPC (Awarded in September 2009; ongoing) 

• Develop and enter a contract with a consultant to facilitate the upcoming NEPA process (award 
August 2010) 

• Complete the NEPA process (September 2010 - March 201 1 ) to include: 

o Public scoping meeting (September 20 1 0) 
o Design competition (October 2010 - December 2010) 
o NEPA determination (March 201 1) 

• Develop and advance a detailed, publicly vetted, final design (April 201 1 - September 2011) 

• Identify a funding stream for construction of the final plan (October 201 1 - March 2012) 

• Procure/Solicit a construction contract (TBD) 

• Award/Implement the construction contract (TBD) 



WEDNESDAY, MARCH 17, 2010. 


COAST GUARD: FY2011 BUDGET 

WITNESS 

ADMIRAL THAD W. ALLEN, COMMANDANT, U.S. COAST GUARD 

OPENING STATEMENT OF CHAIRMAN DAVID PRICE 

Mr. PRICE. The Subcommittee will come to order. 

Good morning, everyone. 

We are pleased to welcome Admiral Thad Allen, the Com- 
mandant of the U.S. Coast Guard, before the subcommittee for his 
final hearing on the Coast Guard's budget. As I am sure all of us 
know, the Commandant's term comes to a conclusion this May 
after four dedicated and distinguished years of service, for which 
we want to thank him and express our admiration. 

Admiral Allen, as the 23rd Commandant of the Coast Guard, you 
have led the Coast Guard through a transitional period. During 
your tenure, you have implemented major reforms to the Coast 
Guard's organizational structural. You have fought for additional 
personnel, for assets to close resource gaps, and for management 
reforms to help make the Coast Guard more transparent and ac- 
countable on several fronts. 

We observed with appreciation the critical lifesaving role of the 
men and women under your command played following the recent 
earthquake in Haiti. We also recognize the Coast Guard's more tra- 
ditional contributions, such as its search and rescue efforts, its on- 
going work of keeping our ports secure, our mariners safe, and 
smugglers of illegal immigrants and drugs at bay. We thank you 
for managing these critical efforts on behalf of the American peo- 
ple. 

Today, you are going to have to answer some tough questions 
from this Subcommittee about the Coast Guard's budget, about 
critical planning documents that are due, and about a leaked inter- 
nal memo from your designated successor regarding the budget 
process. These are questions that must be answered if we are to 
make fully informed judgments on the Coast Guard's budget going 
forward. And so we wefcome the chance to talk with you about 
these and other matters here today. 

The work of budgeting and appropriating taxpayer resources is 
a regular exercise in setting priorities ancT making often difficult 
tradeoffs among competing priorities, especially in a year in which 
the President is laudably seeking fiscal sustainability. Nowhere is 
the difficulty of making those tradeoffs more apparent than in your 
budget. 

Your fiscal 2011 budget proposes significant amount reductions 
in manpower, and it calls for accelerating the decommissioning of 
older ships and planes while slowing the acquisition of new ones 

( 351 ) 
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to replace them. It does this without an adequate capital invest- 
ment plan or a l^islatively mandated comprehensive review of the 
Deepwater recapitalization effort. Now, this is information we are 
going to need to give us confidence in the Administration's choices 
for the Coast Guard in 2011 and beyond. 

You are clearly aware of the problem this presents since you al- 
luded to it in your annual State of the Coast Guard address, say- 
ing, and I am quoting you here, "Our acquisition baselines lack 
credibility when they are not supported by a 5-year capital invest- 
ment plan provided to the Congress in a timely manner or are 
overtaken and rendered ineffective by annual adjustments that 
change basic business plans." 

Now, we know the blame for this does not fall entirely on your 
shoulders, but, as Commandant, we do want to ask you and we 
hope you can answer these questions today: 

Are the Coast Guard, the Department, and the administration in 
agreement on a coherent plan for recapitalizing and funding the 
Coast Guard? 

Why have the Coast Guard and DHS failed to include a revised 
Deepwater baseline in the budget review for the coming fiscal year, 
which has been mandated annually in law since fiscal year 2006? 

Was Admiral Papp's assertion accurate that the Coast Guard 
was forced to make asset reduction decisions without full apprecia- 
tion of the impact of those reductions to operational performance 
in the fiscal year 2011 budget? 

And, taken as a whole, what does this budget proposal mean for 
the future of Coast Guard recapitalization and reform? 

Drawing on this Subcommittee's recent hearing on major acquisi- 
tion projects in which we examined the past and present of Deep- 
water, I am also interested in your explanation of the Coast 
Guard's strategy to ensure good money will never again go after 
bad, that the Coast Guard is in the driver's seat when it comes to 
acquisition decisions, and that we have the requisite number of 
professional civil servants to manage major governmental con- 
tracts. 

Admiral, we hold the men and women of the Coast Guard in the 
highest regard on this Subcommittee. We understand the great 
value of the work they do day-in and day-out. That is why we have 
asked you to come before us today, to provide answers to these 
tough questions, to critically compare the 2011 budget to the Coast 
Guard's mission needs, and to give us your unvarnished views on 
how the Department and the Coast Guard can best make progress 
against the budgetary headwinds that are, in fact, likely to con- 
tinue for some time to come. 

As is the Subcommittee's custom, your full written statement will 
be entered in the record. I ask you to limit your oral remarks to 
5 minutes. 

Before we begin, I want to turn to our distinguished ranking 
member for his comments. 

[The information follows:] 
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Committe e on Appropriations 

David Frke (D»NC), Chairman, Subcommittee om Homeland Secwrity 


EMBARGOED UNTIL DELIVERY (Approx. lO.IOAm 
Wednesday, March 1 7, 2010 


Media Contact; Andrew High 
202 - 225-1784 


Opening Statement of Chairman Bavid Price 

FY201J V.S. Coast Guard Budget 
March 1 7, 2010 / 10:00 am 

We are pleased to welcome Admiral Thad Allen, Commandant of the United Stales Coast Guard before 
this Subcommittee for his final hearing on the Coast Guard's budget. As most of you know, the Commandant’s 
term comes to a conciusion this May, after four dedicated and distinguished years of service. 

Admiral Allen, as the 23rd Commandant of the Coast Guard, you have led the Coast Guard through a 
transitional period. During your tenure, you have implemented major reforms to the Coast Guard's 
organizational structure. You’ve fought for additional personnel, for assets to close resource gaps, and for 
nmnagement refonns to help make the Coast Guard more transparent and accountable on several fronts. We 
observed with appreciation the critical, life-saving role that the men and women under your command played 
following the recent earthquake in Haiti. We also recognize the Coast Guard’s more traditional contributions -- 
such as its search and rescue efforts, and its ongoing work of keeping our ports secure, our mariners safe, and 
smugglers of illegal immigrants and drugs at bay. We thank you for managing these critical elTorts on behalf of 
the American people. 

Even so, today you will have to answer some tough questions from this Subcommittee about the Coast 
Guard’s budget, about critical planning documents that are due. and about a leaked internal memo from your 
designated successor regarding the budget process. These are questions that must be answered if we are to 
make fully-informed judgments on the Coast Guard’s budget going forw^ard. 

The work of budgeting and appropriating taxpayer resources is a regular exercise in setting priorities and 
making often-difficult tradeoffs among competing priorities, especially in a year in which the President Is 
laudably seeking fiscal sustainability. Nowhere is the difficulty of making those tradeoffs more apparent than 
in your budget. 

Your fiscal year 201 1 budget proposes significant reductions in manpower, and it calls for accelerating 
the decommissioning of older ships and planes while slowing the acquisition of new ones to replace them, it 
does this without an adequate capital investment plan or a legislatively mandated comprehensive review of the 
Deepwater recapitalization effort. This is information we need to give us confidence in the Administration’s 
choices for the Coast Guard in 2011 and beyond. 
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You are clearly aware of the problem this presents, since you alluded to it in your annual State of the 
Coast Guard address, saying: “our acquisition baselines lack credibility when they are not supported by a five 
year capital investment plan provided to Congress in a timely manner, or overtaken and rendered ineffective by 
annual adjustments that change basic business plans.” 

The blame for this does not fall entirely on your shoulders — but as Commandant, it falls to you to 
answer these questions today: 

• Are the Coast Guard, the Department, and the Administration in agreement on a coherent plan for 
recapitalizing and funding the Coast Guaid? 

• Why have the Coast Guard and DHS failed to include a revised Deepwater baseline in the budget 
request for the coming fiscal year - which has been mandated annually in law since fiscal year 2006? 

• Was Admiral Papp’s assertion accurate that the Coast Guard was “forced to make asset reduction 
decisions without full appreciation of the impact of those reductions to operational performance” in the 
fiscal year 201 1 budget? 

• Taken as a whole, what does this budget proposal mean for the future of Coast Guard recapitalization 
and refoim? 

Drawing on this Subcommittee’s recent hearing on major acquisition projects In which we examined the 
past and present of Deepwater, Fm also interested in your explanation of the Coast Guard’s strategy to ensure 
good money will never again go after bad, that the Coast Guard is in the driver’s seat when it comes to 
acquisition decisions, and that we have the requisite number of professional civil servants to manage major 
government contracts. 

Admiral Allen, we hold the men and women of the Coast Guard in the highest regard on this 
Subcommittee and see great value in the work they do day-in and day-out. That is why we have asked you to 
come before us today - to provide answers to these tough questions, to critically compare the 20 1 1 budget to the 
Coast Guard’s mission needs, and to give us your unvarnished views on how the Department and the Coast 
Guard can best make progress against the budgetary headwinds that are likely to continue for some time to 
come. 

As is the Subcommittee’s custom, your full w'ritten statement will be entered into the record. 1 ask you 
to limit your oral remarks to a five-minute presentation. Before we begin, let me recognize the distinguished 
Ranking Member, Hal Rogers, for any comments he may wish to make. 


### 
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OPENING STATEMENT OF RANKING MEMBER HAROLD ROGERS 

Mr. ROGERS. Thank you, Mr. Chairman. 

And welcome, Admiral and your staff, again to this room. 

Admiral, there are some budgets you defend, and there are some 
budgets that are simply indefensible. And I think you know where 
I stand between those two. I think this one is indefensible. 

It cuts more than 1,100 active-duty billets; it decommissions or 
deactivates 19 operational components; it cuts acquisitions by more 
than $155 million, 10.1 percent; it fails to comply with congres- 
sional reporting mandates in the law; and includes no moneys to 
replace key assets recently lost in the line of duty. And that is not- 
withstanding the helicopter that sadly crashed just 2 weeks ago. 

The administration claims substantial cuts to Coast Guard oper- 
ations are necessary to, quote, "make room for investments in new 
acquisitions." However, the moneys that are cut from Coast Guard 
would be going, under this budget, to hire more bureaucrats in 
DHS headquarters, taking people from the front line and moving 
them to the safety of a headquarters office. 

But, as I just pointed out, the budget is proposing a sizable de- 
crease in Coast Guard acquisitions while also pushing the funding 
and delivery of many critical investments to future years. What 
this means in real terms for fiscal 2011 and perhaps a few years 
following is that fewer drugs will be seized, fewer drug smugglers 
will be interdicted, fewer migrants will be saved, fewer ports and 
miles of coastline will be protected. 

In the wake of another terrorist attack, in the midst of a mur- 
derous drug war, and after our country once again called upon the 
Coast Guard to respond to an urgent humanitarian crisis in Haiti, 
this budget proposal for fiscal year 2011 simply does not add up. 

And I find myself as confused as I am concerned. While I whole- 
heartedly support the need for increased fiscal discipline by DHS, 

I do not believe severely cutting operational capabilities at the ex- 
pense of increases for DHS headquarters functions and wasteful 
funds for terror trials makes any real sense. To make matters 
worse, we have yet to receive the revised Deepwater plan, as re- 
quired by law, L-A-W, law. 

So, while I am not sure we will ever be able to truly understand 
what the administration is thinking with this proposal, we can at 
least shed some light on the implications of this budget. After all. 
Deepwater was supposed to be a program that aligned the phase- 
out of antiquated assets with the deployment of modern tools in 
such a way that the Coast Guard would only grow stronger. And 
I was around at the inception of Deepwater, before there was a De- 
partment of Homeland Security, and I remain confused. 

But as we continue to ask the Coast Guard to do more and more, 
the sea of threats and challenges only seems to grow greater and 
greater. And that means it is high time to get the Coast Guard 
budget right. We have to find a way to provide our frontline per- 
sonnel the tools they need to withstand the storm while going into 
harm's way, and do so in a way that doesn't break the bank or 
jeopardize our Nation's security. 

This need for perseverance in the face of mounting challenges is 
perhaps best summed up in the Breton Fisherman's Prayer, which 
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President Kennedy prominently displayed on his desk. It humbly 
reminds us, quote, "Oh, Lord, thy sea is so big, but my ship is so 
small," end quote. I would hope this administration would heed 
this perspective of Kennedy and really think hard about the rami- 
fications of trading operations for bureaucracy and political right- 
eousness. 

Admiral Allen, after almost 4 years at the helm of our Nation's 
oldest continuous sea-going service and a total of 38 years of public 
service, I can't believe that the fiscal year 2011 budget is the one 
you wanted to go out on, as you retire in just about 2 months' time. 
And we know that these words that we are speaking this morning 
are aimed not at you but over your head. And we have the utmost 
confidence in your leadership and capabilities. 

We are deeply grateful for your years of service, whether it is the 
countless lives you have saved or the numerous drug smugglers 
you have interdicted or the legacy of leadership from 9/11 and Hur- 
ricane Katrina that you are leaving behind in the hallmark of your 
service. Your contributions to the safety and security of this great 
Nation are worthy of our highest recognition and appreciation. 

You have come a long way, and you reached the highest apex. 
And we appreciate your devoted service to your country, which you 
dearly love. And while I am still confused how a landlubber from 
the Arizona desert rose to become the Commandant of the Coast 
Guard, it is a tribute to the talent that you possess in a big way. 
And I, for one, am very sorry to see you sail off into the sunset, 
but I have a feding we will see more of you. 

Thank you, Mr. Chairman. 

[The information follows:] 
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Thank you, Mr. Chairman and welcome to Admiral Allen. 

Admiral, there are some budgets you defend; and there are some that are simply 
indefensible. As proposed, the Coast Guard’s FYl 1 budget: 

=> Cuts more than 1,100 active duty billets; 

=> Decommissions or deactivates 19 operational components; 

Cuts acquisitions by more than $155 million or 10.1%; 

=> Fails to comply with Congressional reporting mandates; and 
=j> Includes no funds to replace key assets recently lost in the line of duty - and 
that’s notwithstanding the helicopter that sadly crashed just two weeks ago. 

The Administration claims substantial cuts to Coast Guard operations are necessary 
to “make room” for investments in new acquisitions. 

But, as 1 just pointed out, the budget is proposing a sizable decrease in Coast Guard 
acquisitions, while also pushing the funding and delivery of many critical investments to 
future years. 

=> What this means, in real terms for FYl 1 and perhaps a few years following, is that 

fewer drugs will be seized, fewer drug smugglers will be interdicted, fewer migrants 

will be saved, and fewer ports and miles of coastline will be protected. 

In the wake of another terrorist attack, in the midst of a murderous drug war, and 
after our country once again called upon the Coast Guard to respond to an urgent 
humanitarian crisis in Haiti, this budget proposal for FYl 1 simply does not add up. 

I find myself as confused as I am concerned. 

While I wholeheartedly support the need for increased fiscal discipline by DHS, I do 
not believe severely cutting operational capabilities at the expense of increases for DHS’s 
headquarters functions and wasteful funds for terror trials makes any real sense. 
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To make matters worse, we have yet to receive the revised Deepwater plan as required 
by law. So, while I’m not sure we’ll ever be able to truly understand what the Administration 
is thinking with this proposal, we can at least shed some light on the implications of this 
budget. 

After all, Deepwater was supposed to be a program that aligned the phase out of 
antiquated assets with the deployment of modem tools in such a way that the Coast Guard 
would only grow stronger. 

But, as we continue to ask the Coast Guard to do more and more, the sea of threats 
and challenges only seems to grow greater and greater. And, that means it’s high time to 
get the Coast Guard’s budget right. 

=> We have to find a way to provide our frontline personnel the tools they need to 

withstand the storm while going into harm’s way. 

=5' And, do so in a way that doesn’t break the bank or jeopardize our Nation’s security. 

This need for perseverance in the face of mounting challenges is perhaps best 
summed up in the Breton’s Fisherman Prayer which President Kennedy prominently 
displayed on his desk. It humbly reminds us, “O Lord, thy sea is so big, but my ship is so 
small.” 


I’d hope this Administration would heed this perspective of Kennedy and really 
think hard about the ramifications of trading operations for bureaucracy and political 
righteousness. 

Admiral Allen, after almost four years at the helm of our Nation’s oldest continuous 
seagoing service, and a total of 38 years of public service, I cannot believe that the FYl 1 
budget is the one you wanted to go out on as you retire in Just about two months time. 
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But, let me at least offer my most sincere gratitude for your noteworthy service. 

=> Whether it’s the countless lives you helped save, the numerous drug smugglers you 
interdicted, or the legacy of leadership from 9/1 1 and Hurricane Katrina you are 
leaving behind, your contributions to the safety and security of this great Nation are 
worthy of our highest recognition and appreciation. 

And, while I’m still confused how a landlubber from the Arizona desert rose to 
become the Commandant of the Coast Guard, I, for one, am truly sorry to see you sail off 
into the sunset. 

Thank you, Mr. Chairman. 

#m 
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Mr. PRICE. Thank you. 

Admiral, please proceed. 

STATEMENT OF ADMIRAL THAD W. ALLEN 

Admiral ALLEN. Thank you. 

Chairman Price, Mr. Rogers, distinguished members of the Sub- 
committee, thank you for the opportunity to testify this morning. 
And I do have a written statement that will be submitted for the 
record. 

I would like to thank the Committee and especially Chairman 
Price and Mr. Rogers for their support over the years— Mr. Rogers, 
when you were the chairman. You are right; we do go back many, 
many years. And I want to thank you both very much for the lead- 
ership, mentorship, guidance and friendship, and the other Com- 
mittee members as well, J udge Carter and Representative Kirk. 

As you noted. Chairman, on the 12th of February, I delivered my 
fourth and final State of the Coast Guard address. I described our 
current state as ready and resilient. That doesn't mean it is per- 
fect, but it is ready and resilient. 

This was clearly demonstrated following the devastating earth- 
quake in Haiti. One hour after the earthquake struck, three Coast 
Guard cutters had orders to proceed. Arriving on the scene the fol- 
lowing morning, our units controlled aircraft movements until the 
tower was operational. We conducted damage assessments, pro- 
vided medical care and even delivered a baby on the flight deck of 
a cutter. Our aircraft began to evacuate American citizens and the 
most critically injured Haitians. 

As the recovery operations ramped up, we deployed a reserve 
port security unit to safeguard the harbor and partnered with the 
Federal Emergency Management Agency to provide an incident 
management team to support the U.S. Agency for I nternational De- 
velopment and the Ambassador. We continue to monitor departures 
from Haiti for any indication of mass migration. 

The Coast Guard was first on scene because our operational 
forces and command and control structure are agile and flexible. 
That is our operational model. We are multi-mission military, and 
we are a whole of government agency. It is unique, and it enables 
us to provide tremendous value to the American people and the 
global maritime community. 

Our multi-mission nature can be hard to explain, but consider 
these benefits. As we initially surged into Haiti, other Coast Guard 
assets were breaking ice in the Great Lakes and in New England, 
medically evacuating a heart attack victim 270 miles off San Diego, 
conducting fishing vessel safety patrols in the Bering Sea and de- 
taining 12 foreign vessels around the country for violating Inter- 
national Maritime Organization regulations. 

The genius of our organization is our operational model that em- 
phasizes on-scene initiative and allows our field commanders to 
move resources where they are needed the most, and we manage 
risk every day. Management of risk is going to become a recurring 
theme in some of my answers here today, and I think it is impor- 
tant that we understand that. 

The operational model of the Coast Guard is based on allocating 
resources to the highest need. And whether we are in a growing 
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budget environment, steady environment or declining environment; 
that risk management model is key to the way we conduct Coast 
Guard operations. 

To be able to sustain our performance, we must provide our peo- 
ple with the capability to safely and effectively execute the mission. 
And, as we discuss the Fiscal Year 2011 budget, it is important to 
acknowledge that we are operating in a fiscal environment that is 
constrained. In his State of the Union speech, the President said 
families across the country are tightening their belts. The Federal 
Government should do the same. Obviously, that sentiment is re- 
flected in our 2011 budget. 

In our discussions with the Secretary, we had to make difficult 
tradeoffs between balancing our current operational capacity with 
the need for new cutters, aircraft, boats and sensors. We made a 
conscious decision to invest in our future within the levels pro- 
vided. 

This budget contains nearly $1.4 billion to acquire new assets, 
while removing aging cutters and aircraft from service that are too 
costly to maintain. It also includes $13.9 million for housing units. 
And we have appreciated the First Lady's support of our people 
and our families in the Coast Guard. 

To allow for recapitalization within a top fixed line, we are con- 
solidating activities that will result in the reduction of 773 posi- 
tions. This includes regionalizing our Marine Safety and Security 
Teams, which is the most efficient use of these vital resources. We 
will have less capacity in 2011 than we did in 2010. Flowever, we 
will use our existing resources to prosecute all of our missions by 
allocating them to the highest-priority needs, just as we have al- 
ways done. We will have to manage risk. 

Recapitalizing our fleet is my top priority. It has to be because 
our future readiness is at stake. Of the 12 cutters that initially re- 
sponded to Flaiti, 10 suffered severe mission-affecting casualties. 
Each passing year erodes our operating capability, putting our peo- 
ple at risk and endangering our ability to execute our statutory re- 
sponsi bility. 

I would add, however, that the Flaiti earthquake was the first 
real test of our modernized support system and some of the reforms 
that we have been putting in place over the last 3 to 4 years, and 
it was highly successful. By providing product line support for the 
forward-deploying personnel and the assets throughout the chain of 
command, we were able to sustain our Flaiti relief efforts while still 
executing other missions and dealing with the casualties that I just 
noted. 

To fully implement modernization— and this is more of an au- 
thorizing committee issue— I am asking the Congress to pass legis- 
lation that will give us an authorization bill in the Flouse and the 
Senate this year, so I can have one during my tour. 

The real goal for modernization was to make the service a learn- 
ing organization. The results are evident in our reformed acquisi- 
tion procedures. A contract for the Fast Response Cutter was 
lauded by the U.S. Government Accountability Office for its thor- 
oughness. And next month, we will hold a keel-laying ceremony for 
our first Fast Response Cutter. 
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The lessons from the Bertholf were rolled into Waesche, which 
will be commissioned on the 7th of May. Waesche achieved the au- 
thority to operate classified systems 1 year earlier and had 50 per- 
cent fewer trial cards after acceptance than Bertholf. These are 
signs of progress, but obviously there is more work to be done. 

I understand the Subcommittee's frustration with the timeliness 
of acquisition-related reports. And while you said you are aiming 
over my head, sir, we are all accountable. I am accountable as the 
Commandant, as part of that system, and I understand that ac- 
countability. 

We are working at best speed to rectify the situation. We deliv- 
ered the 2009 Deepwater expenditure report at the beginning of 
March. And our 2010 Deepwater Implementation Plan is under 
Coast Guard review, and I anticipate delivery in the near future. 
We will continue to work with your staffs to meet Committee re- 
porting requirements. It is our responsibility to provide you this in- 
formation so you can do your job. 

So, yes, the state of the Coast Guard is ready and resilient, but 
our fleet is fragile and approaching the limits of supportability due 
to its age. We must recapitalize our fleet to continue delivering su- 
perior service to the Nation. Our guardians deserve the best be- 
cause that is what they provide us. 

After the first day of rescue operations in Haiti, a young petty 
officer e-mailed his mother: 'Today I have been truly more thank- 
ful to be an American. As a country, we will stand together and 
put aside different opinions on health care, war and the economy 
to help those in need." It was well said by a very young petty offi- 
cer in the Coast Guard, and it is my duty to ensure our guardians 
remain strong, resilient and semper paratus. 

So I ask for your support. And, again, I am more than happy to 
have a discussion about providing the proper information and man- 
aging risk with the resources we have. 

And thank you for having me here. Chairman. 

[The information follows:] 
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INTRODUCTION 


Good morning Mr. Chairman and distinguished members of the Committee. Thank you for the 
enduring .support you have shown to the men and women of the United States Coast Guard. 

I am here today to discuss the Coast Guard’s Fiscal Year (FY) 201 1 Budget Request. Before I 
discuss the details of the request, i would like to take this opportunity to explain how I view the 
principles of Coast Guard operations, our most recent actions in Haiti, and the current budget 
environment. 

For over two centurie.s the U.S. Coast Guard has safeguarded the nation’,? maritime interests at 
home and around the globe. The Coast Guard saves those in peril and protects the nation's 
maritime transporta'tion system, rc.sources, and environment. Over the past year, Coast Guard 
men and women - active duty, reserve, civilian and auxiliarists alike - continued to deliver 
premier service to the public. They performed 
superbly in the heartland, in our ports, and while 
deployed at sea and around the globe. They saved 
over four thouisand lives and worked closely with 
interagency partners to ensure resilience to natural 
disasters at home and abroad. 

The Coast Guard’s military, multi-mission, 
maritime assets provide agile and adaptable 
operational capabilities that are well-suited to 
serve the nation’s interests. The national benefit of 
this miilli-mission character is exemplified at the 
field level by an individual asset’s ability to 
seamlessly, and at times simiiltaneousiy, carry out a CoasiGmrdC-iMe-Maata a s. survimrs/wm Haiti 
distinct yet complimentary- fijnetions in the followmglhedtvastaliagJarimr} 12. 2<)li)earl'kimke. 
maritime domain - law enforcement, national 

defense, facilitation of maritime commerce, maritime safety, environmental protection, and 
humanitarian response. In .short, whether in our nation’s intercoastal waterways, pons, coastal 
areas, or maritime approaches, the Coast Guard is here to protect, ready to rescue. 



riie Coast Guard's ability to conduct surge operations and leverage part.nerships in response to 
nationally significant safety, security, or environmental threats is critical to disaster recovery and 
exemplifies the resiliency of the Coast Guard and the Department of Homeland Security (!)HS). 
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At a time when “whole of government” approaches are critical to achieving national objectives 
across a broad spectrum of strategic challenges, it must be recognized that the Coast Guard 
provides a unique and invaluable contribution to maritime safety and security. There is no finer 
example of the ability of the service to respond to all threats and hazards than our recent 
response to the earthquake in Haiti. The first Coast Guard asset was on scene in Port-au-Prince 
less than 1 8 hours after the earthquake. Coast Guard units were the first on scene and have been 
working around the clock with our interagency partners to provide humanitarian assistance, 
evacuate U.S. citizens, and help the most seriously wounded. As Commandant, I could not be 
more proud of our response efforts in Haiti. Our actions were guided by the Principles of Coast 
Guard Operations contained in Coast Guard Publication One, U.S. Coast Guard: America’s 
Maritime Guardian. All six principles were evident during our efforts in Haiti: 

• Clear Objective: The first cutters and aircraft that arrived in Haiti knew what needed to 
be done and reconciled their unit’s competencies with the opportunities. 

• Effective Presence: We were already in position to respond quickly to Haiti and our 
continued presence in the ports and oceans make us critical first responders. 

• Unity of Effort: We are bureaucratically multi-lingual which helped us quickly integrate 
our operations within DHS as well as with U.S. Agency for International Development, 
Department of Defense, and other interagency partners. 

• On-Scene Initiative: We expect our people to take action without having to wait for 
orders. That is part of our very make up and what separates us from other entities. 

• Flexibility: By our nature, we are multi-mission and this greatly enhances our value to the 
Nation and the global maritime community. 

• Managed Risk: We allocate the right mix of units and people, as well as leveraging all 
partnerships, to achieve desired effects. 

• Restraint: We are sensitive to the broader context of our operations. We understand how 
our operations impact the public we serve. 

The principles are as relevant today as they were in 1790, and will guide our implementation of 
the initiatives proposed in the FY 201 1 budget. 

FY2011 REQUEST 


The FY 2011 budget presents the most efficient and effective use our resources. We applied 
strong fiscal discipline to make sure that in 2011 we will be investing our resources in what 
works, cutting down on redundancy, eliminating spending on ineffective programs and making 
improvements across the board. We took as our highest priority the continued acquisition of new 
cutters, aircraft, and infrastructure. This commitment is vital to our ability to protect, defend, 
and save well into the 2U‘ century. 

The Coast Guard’s FY 2011 budget request focuses resources on our top budget priority - 
continued recapitalization of aging assets and infrastructure. In addition to recapitalization, the 
FY 2011 budget includes pay and standard personnel costs associated with the military 
workforce, training, operating funds for new assets, and unit and depot level maintenance. 
Highlights from our request are included in App)endix I. 


2 
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Recapitaii?i.iig to .Preserve Future Capability 

The FY 20! 1 budges continues funding for 
recapitalization of aging assess (e.g, cutters, aircraft, 
boats. Command. Control, Communication, 

Computers. tnteliigence. Surveillance, and 
Reconttaissance. and infrastructure. I cannot 
emphasize enough that recapitalization is critical to 
presendng future surface, air, and shore asset 
capability; this is an essentia.! investment for the 
Coast Guard. What the Coast Guard builds today 
will help secure the nation's borders, rescue those in 

peril. pre.serve our maritime re.sources and vitalitv, ^ , 

> r ^ y i fie Loasiuwvd pious lo t imr < r ' i,‘ t! too 

and protect the environment for decades to come. cmmmEQmrr^Bi: iin^p>nAi „ , 

maritime Interdiction cofiahilm' hr Dlls, ana wm re 

The FY 2011 budget continues the disposition of recaptudried through hk em! 

program. Coast (juardi iJW II i f tttu i. i ac<)\ i\ 
over 40 years o/d. 

legacy assets where new surface and air asssets 
are coming online. Additionally, savings from 
targeted reallocations of operational capacity, 
efficiencies, and con,solidation initiatives are 
redirected to support continued recapitalization 
of aging assets and infra,structure. These 
capacity shifts could create short-term impact.s 
on Coast Guard service delivery if 
recapitalization schedules are not met, however, 
operational commanders will always allocate 
resources to meet the nation’s highest order 
maritime safety, security, and stewardship needs. 
As such, monitoring performance and adapting 
through risk management will be a key strategic 
aim for the Coa.st Guard in FY 2011. In general, 
long-term Coast Guard peribmiance ultimately depends on the pace and stability of future 
recapitalization, which in turn depends on our ability to manage the cost, schedule and quality of 
our acquisition programs. 

Preservation of the Coast CJuard’s maritime capability through the recapitalization of surface and 
air assets is a strategic imperative for DHS and the Coa.st Guard. The FY 201 1 budget continues 
major cutter recapitalization by funding production of the fifth National Security Cutter (NSC), 
refurbishment of another 270-ft Medium Endurance Cutter, de.sign of the Offshore Patrol Cutter 
(OPC), and construction of four more Fast Response Cutters (FRCs).. Another FY 2011 
recapitalization priority is the HC-144A Maritime Patrol Aircraft (MP.A) which will replace the 
HU-2-1 Falcon, approaching the end of its service life. 

ihv u'quc'-fed funding level of $1.4 billion, we will maintain a robust and stable capital 
. iv.ymctti funding profile, which is my highest priority for the Coast Guard. I appreciate 
-ny css' continuing efforts to coordinate closely with the Coa.st Guard to support our 
1 . is'i.on u'forrn initiatives. 



Coaa Gmrd Cutter WAESCHE (Wh-tSL 7SI). the xmixl K>C, 
will be operational in FY 2011. The Cmst Guard’s HECs will he 
replaced by more capable NSC’s. The FY 20/ 1 request oKludes 
JunchngJbr the pnvhaion of the fifth NSC. 
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Dellveriag Value to the Nation 

in FY 20 H. the Coast Guard wili continue to provide 
exceptional service to the nation. The FY 201) budget 
provides $S7 million more for the operating expenses of 
Coast Guard, including personnel pay and allowances, t 
training and recruiting, operating funds for newly • 
acquired assets delivered through Coast Guard ' • 
recapitalization programs, and unit and depot level 
raaintenance. Further, the budget annualizes new funding 
provided by Congress in FY' 2010 for marine safety', 
financial management oversiEht, armed helicopters. 

Biometrics at Pea, the beahawK Charleston Interagency assists Hew York ( ire first rcsnomkrs foUnvAm the 
Operafions Center, countcrnareotics enforcement, and Hmbon River crash landimutfliSAinrays f light. 
new watchstanders. It also enhances deployable law 
enforcement capacity to mitigate emergent terrorism and border .security risks. 


Workforce Optimization 


In FY 201 i, the Coast Guard will sustain previous enhancements to the acquisition, financial 
management, and marine safety w'orkforces, and it will continue to promote a diverse and 
competent workforce that can adapt to employ new and improved assets to meet evolving 
mission demands. 

Maintaining the welfare of our workforce remains one of my top priorities. The FY 201 1 budget 
supports our need to improve military housing. The Coast Guard currently owns 4,020 military 
housing units, the average age of which is over 40 years. Many of the Coast Guard’s housing 
as.sets require recapitalization due to safety and habitability issues, 'fhe budget funds the 
recapitalization, improvement, and acquisition of 18 military family housing units in critical 
areas where we struggle to provide suitable and affordable housing for our members. 

Through strong efforts and a commitment to the workforce, the Coast Guard will continue to 
foster an environment in which every individual has opportunity to prosper. In 2009, the Coast 
Guard launched its Diversity Strategic Plan. This plan builds upon the significant progress we 
have achieved to date and provides direction for our collective efforts to make the Co.a.st Guard a 
leader in diversity development and a model for the nation. 

Savings and Decommissionings 

The safety and security of the American people are our highest priorities, and the Coast Guard 
will continue to meet national search and rescue standards across the country. The Coast Guard 
wili leverage available efficiencies to maximize service delivery and provide the nation with the 
highest possible return on investment. Proposed efficiency highlights include small boat logistics 
management improvements, contract in sourcing, headquarters management emtientic*,. at d ‘.t’c 
consolidation of intelligence fusion centers under a single operational command I i \ ’!' > 
budget also includes the decommissioning of legacy assets, the restructuunj oi 4c> i , ’ 
forces, and the realignment of helicopter capacity to the Great Lakevs region him i ‘H ■ i 
have been in service since Vietnam, are being recapitalized with newer, more cap.i' , v, 
oew regionalized construct for Maritime Safety and Security Teams (NtoMs) „• , 
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Coast Guard to rapidly deploy teams of skilled professionals to ports and operating areas across 
the country based on risk and threats as needed. Rotary wing realignment reallocates existing 
highly capable aircraft to the Ninth Coast Guard District where they will be more operationally 
effective in executing assigned missions, thus allowing the closure of two seasonal Air Facilities. 

Modernization of Business Practices 

Coast Guard Modernization is the centerpiece of an overarching strategy to transform our legacy 
command and control structures, support systems, and business processes into an adaptive, 
change-centric, learning organization. This transition from a geographically based structure to a 
functionally aligned organization enables the Coast Guard to optimize sustained mission 
execution and support, and increase alignment within DHS and with our fellow Armed Forces. 

By positioning ourselves to be more flexible, agile, and change-centric, we will improve our 
service to the nation and enhance every Guardian’s ability to protect, defend, and save. 

Our recent experience and support of Haiti response and relief operations is instructive. As i 
have noted in the past, the Coast Guard operates one of the oldest fleets in the world. Of the 12 
major cutters assigned to Haiti relief operations, 10 cutters, or 83 percent, suffered severe 
mission affecting casualties, two were forced to return to port for emergency repairs, and one 
proceeded to an emergency dry dock. We also had to divert air resources away from evacuation 
efforts to deliver repair parts. This process was coordinated flawlessly through our new logistics 
structure, including the creation of a forward-deployed logistics structure at Guantanamo Bay. 
The response was a triumph for our modernized mission support organization. It also 
underscores the condition of our fleet and the responsible actions we are taking to decommission 
those assets with liabilities that outweigh their service value. 

We are creating a better Coast Guard through modernization, and the recent positive 
endorsement our efforts received from the National Academy of Public Administration 
reinforces the need to continue moving forward. As 1 enter my final months of service as 
Commandant, 1 ask for your support to provide the Coast Guard with authority to carry out the 
remainder of our modernization efforts. 

CONCLUSION 


Regarding our ongoing efforts in Haiti, many have questioned how the Coast Guard can do so 
much so quickly, and I simply reply: “This is what we do.” Our Guardians are committed to 
protecting, defending, and saving without having to be told to do so. Along with all Americans, 
1 am truly inspired by the Coast Guard men and women operating in theater, backfilling for 
deployed units, or providing the necessary support to make it all possible. As always, our 
Guardians are here to protect and ready to rescue at a moment’s notice. That is who we are and 
why we serve. 

I look forward to working with the Committee as we move together to achieve our shared goals 
of a stronger, more capable and effective Coast Guard across all of our safety, security and 
stewardship missions. Again, thank you for the opportunity to testify before you today. 1 am 
pleased to answer your questions. 
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Appendix I - FISCAL YEAR 2011 BUDGET REQUEST 

The FY 201 1 President’s Budget continues funding for recapitalization of aging assets (e.g., 
cutters, aircraft, boats, and command, control, computer, communications, intelligence, 
surveillance, and reconnaissance (C4ISR) and infrastructure. Recapitalization is vital to 
preserving future surface, air, and shore asset capability, and is an essential investment for the 
nation. In addition to recapitalization, the FY 201 1 President's Budget includes pay and standard 
personnel costs associated with the military workforce, training, operating funds for new assets, 
and unit and depot maintenance. 

FISCAL YEAR 2011 INITIATIVES AND ENHANCEMENTS 
Recapitalize Operating Assets and Sustain Infrastructure 

Surface Assets 
S856.0M, 0 FTE 

The budget provides $856.0M for surface asset recapitalization or enhancement initiatives: 
production of National Security Cutter (NSC) #5; continued analysis and design of the Offshore 
Patrol Cutter (OPC); production of Fast Response Cutters (FRC) #9 - #12; production of Cutter 
Small Boats - one Long Range Interceptor and one Short Range Prosecutor; and operational 
enhancement of three Medium Endurance Cutters at the Coast Guard Yard through the Mission 
F-ffectiveness Project. 

Air Assets 
$10L0M,0FTE 

The budget provides $101. OM for the following air asset recapitalization or enhancement 
initiatives: production of HC-144A Maritime Patrol Aircraft #15; HH-60 engine sustainment and 
avionics, wiring and sensor upgrades for eight aircraft; HC-1 30H avionics and sensor 
development and testing, and the acquisition of components for two center wing box 
replacements: and HC-CI30J fleet introduction. 

Asset Recapitalization - Other 
$155.5M,0FTE 

The budget provides $1 55. 5M for the following equipment and services: continued development 
of logistics capability and facility upgrades at shore sites where new assets will be homeported; 
and design and development of C4ISR-integrated hardware and software systems for surface and 
air assets. 
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Response Boat Medium (RBM) 

S42.0M, 0 FTE 

The budget provides $42M to order 10 boats to replace the aging 41-foot utility boat and other 
non-standard boats with an asset more capable of meeting the Coast Guard’s multi-mission 
requirements. 

Rescue 21 
S36.0M, 0 FTE 

The budget provides $36.0IV1 to complete deployment at Sectors Detroit, Mich; Los 
Angeles/Long Beach, Calif.; Honolulu, Hawaii; San Juan, P.R.; Guam; and Buffalo, N.Y.; and 
continue deployment at Sectors Lake Michigan and Sault Sainte Marie, Mich,; Ohio River 
Valley, Ky.; Upper Mississippi River, Mo.; and Lower Mississippi River, Tenn. The Rescue 21 
system is the Coast Guard’s primary communications, command, and control system for all 
inland and coastal missions. 

Shore Facilities and Aids to Navigation (ATON) Recap Projects 
$69.2M, 0 FTE 

The budget provides $69.2M to recapitalize shore infrastructure for safe, functional, and modem 
shore facilities that effectively support Coast Guard assets and personnel. FY 2011 funding 
supports: 

• Survey and Design - Planning and engineering of out-year shore projects. 

• Minor Shore Projects - Completion of minor shore construction projects that are less 
complex but enable the Coast Guard to respond to critical operational and life safety 
issues associated with degraded shore facilities. 

• ATON Infrastructure - Improvements to short-range aids and infrastructure. 

• Chase Hall Barracks - Continued renovations to the Coast Guard Academy’s Chase 
Hall by modernizing and improving habitability of the cadet barracks. 

• Newport, R.l. Pier - Improving an existing pier face to provide over 800-1- linear feet 
of moorings for Coast Guard Cutters Juniper, Willow, and Ida Lewis, and creates the 
necessary pierside support facilities. 

• Aviation Technical Training Center - Building upon efforts funded under the 
American Recovery and Reinvestment Act (ARRA) to rehabilitate Thrun Hall at the 
Aviation Technical Training Center in Elizabeth City, N.C. 

Housing 
$14.0M, 0 FTE 

The budget provides $14.0M for the construction, renovation, and improvement of Coast Guard 
military family housing. The Coast Guard currently owns 4,020 military housing units, the 
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average age of which is over 40 years. Funding is critical to improving Coast Guard-owned 
housing facilities, enhancing the quality of life of the military workforce and their families, and 
reducing the overall shore infrastructure maintenance backlog. 

Military Workforce 
S86.2M, 0 FTE 

The budget provides $86.2M to maintain parity of military pay, allowances, and health care with 
the Department of Defense. As a branch of the Armed Forces of the United States, the Coast 
Guard is subject to the provisions of the National Defense Authorization Act, which includes pay 
and personnel benefits for the military workforce. The Coast Guard’s multi-mission military 
workforce is unique within DHS. This request includes funding for basic allowance for housing, 
childcare benefits for Coast Guard members, permanent change of station costs, and military 
health care costs. 

Shore Facilities 
S4.3M, 0 FTE 

The budget provides $4.3M for the operation and maintenance of acquisition, construction and 
improvement shore facility projects scheduled for completion prior to FY 201 1 . Funding is 
required for daily operating costs for energy, utility services, grounds maintenance, routine 
repairs, and housekeeping. These costs also include the operation and maintenance of the 
ATON’s day/night/sound/electronic signal, power system, and support structure. 

Response Boat-Medium (RB-M) Maintenance 
S2.0M, +5 FTE 

The budget provides $2.0M for FY 201 1 operations and maintenance costs associated with 
delivery of 18 RB-Ms. This request also includes electrical support personnel and associated 
personal protective equipment to support the platform’s increased capability. 

Rescue 21 Follow-on 
S7.1M,-H FTE 

The budget provides $7.1M for follow-on funding to operate Rescue 21, the Coast Guard’s 
primary system for performing the functional tasks of command, control, and communications in 
the inland and coastal zones for Coast Guard operations including search and rescue and 
maritime security missions. This funding will support five distinct cost categories that sustain 
Rescue 21: equipment operation and maintenance, circuit connectivity, property and power, 
training, and technology refresh. 
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Rescue Swimmer Training Facility (RSTF) 

S1.9M, +7 FTE 

The budget provides $1 ,9M for the operation and maintenance of the RSTF, its Modular Egress 
Training Simulator, and recurring training costs. The RSTF will directly support Aviation 
Survival Technician (rescue swimmer) training and qualification standards, as well as egress 
certification and recertification for air crews and some small boat crews. 

Surface and Air Asset Follow-on 
$62.51VI, +173 FTE 

The budget provides a total of $62.5M to fund operations and maintenance of cutters, boats, 
aircraft, and associated subsystems delivered through major cutter, aircraft, and associated 
C41SR acquisition efforts. Funding is requested for the following assets: 

• NSC - Shoreside logistics support and maintenance funding necessary for three NSCs 
located in Alameda, Calif.; unit operations and maintenance funding for the third NSC 
scheduled for delivery in FY 2011. 

• Training System Personnel - Funding and training personnel for the NSC C41SR 
training suite at Training Center Petaluma, Calif 

• FRC - Operating and maintenance funding for the first five FRCs scheduled for 
delivery in FY 201 1 and homeported in Miami, Fla.; shore-side maintenance personnel 
needed to support FRCs being delivered in FY 201 1 ; and, personnel to operate and 
maintain the seventh and eighth FRCs scheduled for delivery early in 2012. 

• Transition Aviation Training Center Mobile and Air Station Miami to HC-144A 
Maritime Patrol Aircraft (MPA) - Funding to support a change in aircraft type, 
allowance, and programmed utilization rates at Aviation Training Center Mobile, Ala. 
and Air Station Miami, FlaFL. 

• HC-144A MPA - Operating and maintenance funding and personnel for aircraft #12 
and personnel for aircraft #13; logistics support personnel and maintenance funding 
for the HC-144A product line. 

• Armed Flelicopters for Homeland Security Follow-on - Recurring funds to maintain 
Airborne Use of Force (AUF) Kit “A” equipment for 22 HH-65C helicopters. 

• C41SR Follow-on - Funding to maintain new high-speed Ku-band satellite 
communications systems installed on major cutters prior to FY 2011. 
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FISCAL YEAR 2011 EFFICIENCIES, REALLOCATIONS, AND 
DECOMMISSIONINGS 

The FY 201 1 President’s Budget includes efficiencies, consolidation initiatives, 
decommissionings, and operational restructuring. Savings associated with targeted efficiencies 
and consolidation initiatives have been redirected to support operations and maintenance and 
recapitalization priorities. 

Maritime Safety and Security Teams 
-S18.2M, -196 FTE 

In FY 201 1, Maritime Safety and Security Teams (MSSTs) Anchorage, Kings Bay, New 
Orleans, New York, and San Francisco will be decommissioned. The seven remaining MSSTs 
will provide the same geographic coverage by deploying regionally to mitigate the highest 
prevailing port security risks in the nation’s critical ports. 

MSSTs will continue to escort vessels, patrol critical infrastructure, perform counter terrorism 
activities, enforce laws aboard high interest vessels, and respond to unanticipated surge 
operations (e.g., mass migration response, hurricane response, terrorist attack, etc.) consistent 
with regional threats. 

As part of this initiative, the Coast Guard will reinvest partial MSST savings in the Law 
Enforcement Detachment (LEDET) program to address increased demand for LEDET services 
in support of Coast Guard missions. The FY 201 1 investment increases the roster of all 1 7 
existing LEDETS from II to 12 members per team, and creates one new 12-person LEDET. 
LEDETs are high retum-on-investment national assets that augment defense operations in 
support of combatant commanders and counter drug operations in the Caribbean and Eastern 
Pacific. 

High Endurance Cutters 
-S28.2M, -383 FTE 

In FY 201 1, the Coast Guard will decommission four High Endurance Cutters (HEC); RUSH, 
JARVIS, CHASE, and HAMILTON. The average age of the HEC fleet is 42 years. A 
disproportionate share of the depot level maintenance budget is being used to sustain these aging 
assets. With two NSCs anticipated to be operational by 20 1 1 , the Coast Guard is positioned to 
begin decommissioning these legacy assets. 
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Medium Endurance Cutter 
-S2.8M, -43 FTE 

In FY 201 1, the Coast Guard will retire the Medium Endurance Cutter Acushnet. Acushnet is 
well past its useful service life and has unique systems that are costly and difficult to sustain. 

HU-25 Aircraft 
-$7.7M, -32 FTE 

In FY 2011, Coast Guard will decommission four HU-25 fixed winged aircraft. Three aircraft 
will be immediately replaced by the new HC-144A aircraft. The fourth HU-25 will be retired 
from service at Coast Guard Air Station (A/S) Cape Cod, Mass., reducing aircraft allowance at 
this station from four to three until a replacement HC-144A aaives. Three aircraft provide the 
minimum manning required to maintain 24/7 Search and Rescue capability. 

Rotary Wing Capacity 
-S5.5M, -34 FTE 

In FY 201 1 , the Coast Guard will realign rotary wing capacity to provide four medium-range 
HH-60 helicopters to the Great Lakes region. To facilitate this delivery of enhanced multi- 
mission capability, two HH-60 helicopters from Operations Bahamas Turks & Caico.s, and two 
HH-60s from Maritime Security Response Team (MSRT) in Chesapeake, Va. will be 
permanently relocated to Coast Guard Air Station Traverse City, Mich. Upon arrival of the four 
HH-60s, five HH-65 helicopters presently stationed at Air Station Traverse City will be removed 
from active service. 

The HH-60 helicopter has the added capability over the HH-65 to operate in extreme cold 
weather conditions, including icing, which persist in the Air Station Traverse City area of 
responsibility approximately five months per year. In addition, the HH-60 helicopter has double 
the flight time endurance of the HH-65 providing additional operational range for search and 
rescue (SAR) missions and security patrols in the Great Lakes region and along the northern 
maritime border. Enhancing the operational capability of Air Station Traverse City helicopters 
will also enable the closure of two seasonal Coast Guard Air Facilities at Muskegon, Mich, and 
Waukegan, III. while still meeting SAR program response requirements. 
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Admiral Thad W. Allen 
Commandant 
United States Coast Guard 

Admiral Thad W. Allen assumed the duties of the 23rd Commandant of the U.S. Coast 
Guard on May 25th, 2006. As such, he leads the largest component of the Department of 
Homeland Security (DHS), comprised of about 42,000 men and women on Active Duty, 
7,000 civilians, 8,000 Reservists and 34,000 volunteer Auxiliarists. 

The Coast Guard is America’s oldest continuous seagoing service and is a Federal law 
enforcement agency as well as a branch of the armed forces. The Coast Guard serves the 
American people by saving lives and property at sea; ensuring the safety of thousands of 
professional mariners and millions of recreational and commercial vessels; protecting our 
ports and maritime infrastructure from terrorism, securing our borders, maintaining aids 
to navigation, responding to natural disasters, defending our Nation, conducting 
humanitarian operations, protecting our marine environment, and keeping shipping routes 
open and clear of hazards. The Coast Guard is “Semper Paratus” - Always Ready to 
respond to All Hazards - All Threats. 

In his thirty eight years of service. Admiral Allen has held operational command both at 
sea and ashore, conducting missions to support the maritime safety, security and 
environmental stewardship interests of the Nation. As a Flag Officer, he served as the 
Principal Federal Official for response and recovery operations for Hurricanes Katrina 
and Rita, while also serving as the Coast Guard Chief of Staff He was responsible for 
leading Coast Guard forces as Commander of the Atlantic Area and U.S. Maritime 
Defense Zone Atlantic. Prior to that he commanded the Seventh Coast Guard District, 
where he directed all operations in the Southeastern United States and Caribbean. He 
served aboard cutters Androscoggin and Gallatin and commanded the Citrus. He wore a 
dual hat as Commanding Officer of Group Long Island Sound and Captain of the Port, 
and he commanded Group Atlantic City and Long-Range Aids to Navigation (LORAN) 
Station Lampang, Thailand. Today, Admiral Allen is leading the Coast Guard through 
significant modernization to better organize, train, equip, and deploy our men and women 
to meet the challenges of the 2 1 st Century. 

Admiral Allen graduated from the U.S. Coast Guard Academy in 1971, and holds a 
Master of Public Administration degree from the George Washington University, and 
received their Alumni Achievement Award in 2006. He also holds a Master of Science 
degree from the Sloan School of Management of the Massachusetts Institute of 
Technology, is a Fellow of the National Academy of Public Administration, and is a 
member of the Council on Foreign Relations. In 2007, Admiral Allen was awarded an 
Honorary Doctorate of Science from the National Graduate School. 

He is a native of Tucson, Arizona and the son of retired Coast Guard Chief Damage 
Controlman Clyde and Mrs. Wilma Allen. Admiral Allen and his wife, Pam, have three 
children and two grandchildren. 
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DEVELOPMENT OF FY2011 COAST GUARD BUDGET 

Mr. PRICE. Thank you, Admiral. 

Wdl, Admiral, let me get to some of the questions I raised in my 
opening statement, which I think we all want to address. 

Without focusing on the leaking or not leaking of a budget memo, 
I want to talk about what was said in that memo— a remarkable 
charge, really, that cuts in the proposed fiscal year 2011 budget for 
the Coast Guard were made without consideration of their long- 
term operational impact. 

Now, a statement of that sort sheds light, I think, on the di- 
lemma we all face. Congress faces the same dilemma that you do 
in putting a budget together. We are being asked to make informed 
decisions on the fiscal 2011 request without information we need 
to understand how the budget squares with the Coast Guard's 
long-term plan. Namely, we are missing the comprehensive review 
of Deepwater and detailed capital investment plan for the next 5 
years to make our assessments from. 

The requirement for the comprehensive review of Deepwater has 
been carried in every law every year since fiscal 2006 in bipartisan 
bills passed by Congresses controlled by both parties and signed by 
Presidents of both parties. The capital investment plan require- 
ment has been around even longer. 

So, Admiral, was the Coast Guard budget request for 2011 put 
together with cuts that were made without consideration of the 
long-term operational impacts? Is that your judgment, as well? 

If those long-term impacts were adequately considered, then the 
Coast Guard must have had forward-looking planning documents 
outlining where you plan to go on capital investment, like the new 
Deepwater baseline or capital investment plan. 

And then for this Committee, in the absence of these documents, 
how can we move forward on this budget request with any degree 
of confidence that we are doing the right thing? Why do we not 
have the basic information from the Department that we need? 

And let me stress, this isn't merely or even mainly a question 
about documents and deadlines. What I am interested in here is 
the substance of the issues we have to decide on, the substance of 
these budget recommendations, the obligation we all have to 
square up the budget with operational ne^s and operational re- 
quirements. And as I said in my opening statement, it does raise 
questions about the attentiveness to the Coast Guard's needs, the 
attentiveness to your and your team's recommendations at the 
upper levels of the budget process at DFHS and 0MB. 

So, yes, we want and need and must have these planning docu- 
ments in order to make our decisions, but what is at stake here 
really is not just missed deadlines but the substance, the merits of 
the proposal before us and the information we are going to need 
to do an intelligent job of writing the budget. 

Admiral ALLEN. Thank you for the question, Mr. Chairman. 

I would like to talk about two things, if I could, in responding 
to your comments and your question. Number one, I would like to 
talk about the context of the 2011 budget and then the process by 
which information is provided to you. I think they are both very 
important, and I think that is where you are driving at. 
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In developing the 2011 budget, if you start with the assumption 
that you are going to be fiscally constrained and you are starting 
with a top line that is fixed, that creates certain assumptions that 
you have to deal with because you are trying to find cost savings 
in that immediate year. 

If you were looKing at a long-term fiscally constrained budget 
and you knew it was going to be there for 2 or 3 years, you would 
do very thoughtful analysis on tradeoffs, how you would assess 
risk. If you are trying to achieve reductions in a single year, you 
have to find money that is available where you can find the cost 
reductions, and that is what you have to deal with because you 
can't immediately generate a lot of cost savings in the first year. 

And if you going to get those kind of cost savings to meet a top 
line that is constrained, you have to go to force structure. That is 
people, operating money and operating units. That is the only way 
you can get those kind of cost savings in the short term. It is kind 
of like applying the brakes very quickly rather than slowly. You ex- 
pend ener^ with what you have to meet that line. 

Given the top line that we were provided, I made very, very 
tough choices and tradeoffs within that context in conversations 
with the Department. And the basic assumption I had was, if that 
is the top line, I cannot stop recapitalizing the Coast Guard. Even 
though it is significantly lower than the prior-year enacted level, 
$1.4 billion keeps critical acquisition programs going. 

But to do that, we had to take a reduction in operating capability 
to sustain the $1.4 billion reduction within the top line provided. 
And, as the Commandant, in discussion with the Department, I 
thought it was better to take a near-term reduction in operational 
capability rather than mortgage our future and have a hollow force 
that would collapse on itself in several years if we did not recapi- 
talize these cutters. 

So that was the context that I approached the budget. I don't 
want to attribute any motives to Admiral Papp. He can speak on 
his own on this. But if you are going for what savings are available 
to meet a top line in any particular year, you are basically identi- 
fying the costs that could be reduced in that particular year, and 
that does not allow the long-term analysis implications of those re- 
ductions. They are the ones that are available, so you take them 
to meet the top line. 

CAPITAL INVESTMENT PLAN 

Now, regarding process, sir, I have been working capital invest- 
ment plans since I was a Commander in the Coast Guard. The best 
way to allow you to do your job is to have all the information in 
the budget when it arrives with the congressional justifications for 
you to act on our appropriations. You should have every right to 
expect that. We should be able to produce it for you. And while I 
don't own the entire process, I have a part of it, and I am account- 
able with everyone else in government to give that to you. We are 
moving at best speed on that. You should not be put in a position 
to make decisions without having the proper information, and we 
are moving as fast as we can. 

One of the problems is having a 5-year plan fully fleshed out and 
developed every year that helps you develop the budget. And it is 
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really problematic when, because of external pressures, that gets 
reinvented every year. It changes our acquisition baseline, it 
changes our acquisition strategies, it adds costs and it requires us 
to kind of rewicker all of our project plans every year. 

It should come up with a budget, it should be there, and you 
should have it, sir. 

Mr. PRICE. What can we expect, and when can we expect it? 

Particularly the 5-year capital investment plans provided by the 
Coast Guard in years past have been useful in illuminating the 
way forward on future investments until last year. The single page 
provided in this year's budget request clearly doesn't satisfy the 
legal or practical requirements. 

What has happened here? And what kind of fuller document can 
we expect i n the near term? 

Admiral ALLEN. We are working right now— in fact, I have had 
discussions with both the Deputy Secretary and the Secretary to 
actually work in parallel with the other parts of the administration 
that have to review these reports so we can cut down on the cycle 
time. 

One of the problems is, until the one-page capital investment 

E lan that you got was actually published, we had no baseline num- 
ers from which to start to develop that report, and that is what 
is being done now. If you look at the number of line items and the 
amount of work that has to be done to flesh out those plans, even 
based on the simplistic one-pager that was submitted to you, it 
takes time to do that. What we are trying to do is remove time 
from that cycle by working in parallel with the Department right 
now, and that is exactly what we are doing, sir. 

EFFECT OF FY2011 COAST GUARD BUDGET CUTS 

Mr. PRICE. I am going to turn to my colleagues for questions, but 
we understand the thrust of your effort here in terms of the oper- 
ations reductions and the kinds of immediate savings that gives 
you, in light of these overall constraints. 

We, of course, as a Committee, are going to want to look at the 
overall constraints, as well as the specific proposals you have made 
to meet those constraints. So we will have a chance later this 
morning to go through some of these, especially the personnel re- 
ductions, the FTE reductions, and sort out those that have wide- 
spread agreement and a solid rationale in your view and those that 
really should give us more heartburn. 

Let me turn, though, to Mr. Rogers first. 

Mr. ROGERS. Well, I don't buy it. I just don't buy it. The people 
above you say that the reason for these cuts of personnel and 
equipment is to make room, they say, for acquisitions, but they 
then in the budget don't provide for the acquisitions, the NSC de- 
liveries, the MPA. 

I understand your frustrations and difficulties that you have in 
trying— you are the middleman between the Budget Office at the 
White FHouse and us. So I fully appreciate the delicate place where 
you are. 

But I don't appreciate the 0MB and the White FHouse trying to 
flimflam this Congress on your budget request, leaving you dan- 
gling in the wind. It is unfair to you, it is disrespectful of the Coast 
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Guard, you and your staff and the men and women of the Guard, 
and equally disrespectful of the intelligence of this Subcommittee. 

Making room, they say, for acquisitions. Funds for many of your 
major assets in this budget are reduced, prolonged, or nonexistent. 
Long lead materials for the National Security Cutter number six 
are pushed to fiscal 2012. That will likely stretch out NSC deliv- 
eries. Funds for the MPA are reduced substantially, such that you 
are only buying one airplane, no funding for spare parts, no fund- 
ing for unmanned aerial systems or asset replacements. 

So when they say they are making room for acquisitions and 
then don't make acquisitions, it tells me that they wanted the 
money to go to DFIS headquarters to fund bureaucrats and taking 
people off the front lines of seizing drugs and saving people's lives 
and protecting our coastline, cutting your personnel by, what, 1,100 
or so. 

Well, we appreciate the report that we got last week. We have 
been demanding these expenditure plans for Deepwater, the an- 
nual Deepwater plan. Well, we got one last week— for fiscal 2009. 
We have no idea what you are planning for in 2010, much less the 
budget request that you are making for 2011. 

So I am mad, frustrated, disappointed, not at the Admiral and 
not at the Coast Guard, but at the people at DFIS who are dictating 
the emasculation of the Coast Guard. Yes, I said that, and I mean 
it: the emasculation of the Coast Guard. 

You would be cut 1,112 active-duty billets. You would decommis- 
sion and deactivate a total of 19 operational components— deacti- 
vate and decommission. Your acquisitions are cut by over 10 per- 
cent, $155 million. It takes away moneys for key investments like 
unmanned aerial systems, which we have been discussing with you 
for almost your whole career. No moneys to replace key assets like 
the C-130 that was recently lost in the line of duty and, of course, 
the helicopter that sadly crashed just 2 weeks ago. 

So, Admiral, there are not many questions that I have that you 
can answer, to be frank with you. We need to have the 0MB here 
testifying, and the Secretary, about why she is slashing funding for 
Coast Guard. 

Deepwater was supposed to be a plan that would align the 
phaseout of antiquated assets with the acquisition of modern ships, 
aircraft, communications systems, and the like in such a way that 
the Coast Guard would only grow stronger as we go along. But this 
budget appears to be stretching out the time in between 
decommissionings and deactivations and the deployment of new as- 
sets. So it appears that for fiscal 2011 and maybe a few years be- 
yond, the Coast Guard will be less capable. 

Admiral, is there any way that you can correct what I consider 
to be these gross misapplications of Federal funds, taxpayers' dol- 
lars, to put it back to work to defend the American people on our 
coasts? 

Admiral ALLEN. Sir, I would tell you this. Given the budget dis- 
cussions and the levels that were provided to us, I will tell you 
this. I am accountable, as the Commandant of the Coast Guard, for 
the decisions made within our budget at the levels provided regard- 
ing units decommissioned and acquisitions to carry on. 
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One of the obligations and duties I have as the Commandant is 
to make the tough choices with the resources that are provided to 
me. And while the budget is lower than it was in 2010 and every- 
body would like more money, I am accountable for the decisions 
that were made within that level. And, therefore, I can explain the 
tradeoffs and the decisions made within the levels that were pro- 
vided. And that is my responsibility as the Commandant, sir. 

Mr. ROGERS. Well, the key phrase you just said was "with the as- 
sets given to you." You will make do with what you get. I am argu- 
ing about what you get, not how you necessarily have allocated 
those funds. If you don't have the money, you can't spend it. You 
can't even recommend how we spend it. They have hogtied you, 
and I regret that and bemoan it. 

Well, 2 years ago, you told us that people are the most critical 
asset the Coast Guard has, and you made an impassioned pitch to 
increase active-duty positions. We responded, increasing funds for 
watch -standers and counter-drug personnel. In fact, through an in- 
crease in counter-drug funding last year that you pushed for, the 
Congress refuted the Administration's proposed cuts to Coast 
Guard billets for fiscal 2010. But these fiscal 2011 cuts are some- 
thing much, much different. These are huge cuts. 

I understand the new assets like the National Security Cutter 
will need fewer people to operate, but since the budget is pro- 
longing the funding and delivery of those newer assets, it appears 
as though you are being requir^ to downsize the force as opposed 
to simpiy transferring personnel from aging assets to newer ones. 
Is that right? 

Admiral ALLEN. We are removing older cutters from service, yes, 
sir, before the replacements will be there. 

That is done for two reasons. Number one, they are old and get- 
ting more difficult to sustain. The maintenance costs are being 
driven up. And, again, it is a tradeoff between current capability 
and recapitalization, sir. 

Mr. ROGERS. But you are still stuck with the older assets because 
the newer assets aren't available and the older assets require more 
personnel. Right or wrong? 

Admiral ALLEN. The ones that are in service, yes, sir. 

Mr. ROGERS. Yes, sir. And yet you are still being required to re- 
duce your personnel. 

Admiral ALLEN. Well, we are reducing the personnel associated 
with the cutters that are being decommissioned, as well as the Ma- 
rine Safety and Security Teams, yes, sir. 

Mr. ROGERS. Well, Mr. Chairman, I have a lot of other questions, 
but I will yield. 

Mr. PRICE. Thank you. 

Mr. Ruppersberger. 

Mr. RUPPERSBERGER. Sure. Well, first thing. Admiral, I think you 
are retiring, what, in May? 

Admiral ALLEN. Yes, sir. 

Mr. RUPPERSBERGER. And you have had a great service, been a 
great leader, and you have done a lot for the Coast Guard. So what 
some of us are saying about this has nothing to do with you. You 
are being a good leader. You are told by your commander, this is 
what you have, and you have to make the best of it. 
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But, you know, the Homeland Security, we do their budget. I am 
getting really concerned that they have too much on their plate. 
They have 22 different agencies. They have missions all over the 
place, from what you do to cybersecurity. And sometimes when you 
have too much and you don't focus and prioritize, you can't do any- 
thing real well. 

I telieve the Coast Guard is one of the best agencies that I have 
worked with since I have been a Member of Congress. And I really 
think the men and women who work there are outstanding. They 
do the best with what they have. 

I agree with everything Mr. Rogers said, except for the one word, 
"emasculation," or whatever that is. But I agree with what he said. 
The Coast Guard, what you have on your plate— and I want to go 
over this so that we can get it on the record. 

DRUG INTERDICTION 

The first thing, you have responsibility for drug interdiction. 
Drug interdiction is serious. There is a lot of cocaine, and there is 
a lot coming in, either through air and through water. And a lot 
of what you do is the interdiction and to really go after the smug- 
glers, is that correct? 

Admiral ALLEN. Yes, sir. 

Mr. RUPPERSBERGER. All right. Now, do you have certain goals? 

Admiral ALLEN. Yes, sir. 

Mr. RUPPERSBERGER. Okay. What are those goals? 

Admiral ALLEN. Sir, over the next couple of years, we are moving 
to try to approach a 40 percent removal rate of cocaine flowing 
from the Southern Hemisphere into the United States. 

Mr. RUPPERSBERGER. Okay. And what did you remove in the last 
couple of years or within the last year? 

Admiral ALLEN. Sir, in the last accounting year, we removed ap- 
proximately 362,000 pounds of cocaine, or more than 150 tons. Our 
drug removal rate was 15 percent. The target was 15.7 percent. 
That is going to be moving up to 40 percent over the next few 
years. 

Mr. RUPPERSBERGER. All right. And let's talk about that. 

Admiral ALLEN. Yes, sir. 

Mr. RUPPERSBERGER. Based on the cuts that are before us today, 
do you believe that you will be able to reach that 40 percent? 

We talk a lot about terrorism, we talk about a lot about a lot of 
issues. But if you really look at the bottom line and some of the 
negative things that affect our citizens, it is drugs. And it is some- 
thing that we have really taken our eye off the ball for a long time. 
We need to maybe put our eye back on it, and you are doing a 
great job. 

If you can answer the question, with these cuts, will you be able 
to make that 40 percent target? 

Admiral ALLEN. Well, what is going to happen, sir, I mentioned 
earlier. The way we allocate our resources in a particular year is 
based on projections on migrant threats, drug threats and every- 
thing else. And certainly a lot of these assets for counter-drugs are 
actually shifted to j oint Interagency Task Force South, which does 
the detection and monitoring. 



382 


We will have to make decisions on how to allocate these re- 
sources with fewer cutter days in 2011. It will have to be a tradeoff 
between not only the drug mission but the fisheries mission, other 
things we do offshore with those cutters that have sustainability. 
If we have fewer cutter days down there, there will be a lower re- 
moval rate, and we may or may not meet those objectives. But we 
will have to manage the force with what we have. 

To give you a good example, during the recent operations in 
Haiti, we actually took a cutter from the West Coast, brought it 
through the Canal, to be able to provide command and control in 
and around Haiti, and basically lost a high-endurance cutter oper- 
ating off Colombia for about a month. That is indicative of the type 
of choices we will have to make in 2011, sir. 

Mr. RUPPERSBERGER. But getting back to my question, your goal 
for 2014 is 40 percent. Based on the cuts that are before us today, 
do you feel you will be able to reach that 40 percent? 

Admiral ALLEN. It will be a challenge. 

Mr. RUPPERSBERGER. It will be a challenge. Basically I would as- 
sume by that that it is going to be awfully difficult. You can't take 
away your manpower, out also your resources. Let's talk about 
that. 

I have been to your headquarters and seen some of the things 
that you do in drug interdiction. How about either your ships or 
airplanes or UAVs? That is a very significant part of dealing with 
drug interdiction, is that not correct? 

Admiral ALLEN. Yes, sir, it is not just cutters, as you know. It 
is maritime patrol aircraft and sensors, intelligence and coordina- 
tion with other agencies. 

Mr. RUPPERSBERGER. And what does this budget that is before us 
today, what does this do as far as those resources are concerned? 

Admiral ALLEN. Well, the budget just focuses on the Coast Guard 
contribution toward that. I would add, if you are looking at the 
drug interdiction overall operation, it also includes maritime con- 
trol aircrafts from Customs and Border Protection and U.S. Navy 
assets. Our allies operate with us in foreign countries down there; 
our partner nations do, as well, in addition to the increasing value 
in 

Mr. RUPPERSBERGER. I only have another minute. But getting to 
the bottom line, what I am trying to get you to say— if you don't 
say it, I will try to say it— is if you don't have the resources, if you 
don't have the continued resources of your ships, of your airplanes 
or the technology that you use to find these smugglers of the drugs 
that are coming in, mostly from Colombia to Mexico, then it is very 
difficult for you to do the job, is that not correct? 

Admiral ALLEN. Yes, sir. 

Mr. RUPPERSBERGER. Okay. So do you feel this budget today, by 
taking away those resources and those cuts, will have an impact 
on your ability to do the job that you have set a goal for, which 
is 40 percent in 2014? 

Admiral ALLEN. It will force us to make tradeoffs, and part of 
those tradeoffs could be drug interdiction, yes, sir. 

Mr. RUPPERSBERGER. Okay. Well, I think that we 

Admiral ALLEN. I don't want to presuppose the decisions made 
in the following year, but we will have to make tradeoffs. 
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INTELLIGENCE 

Mr. RUPPERSBERGER. I think the Chairman understands this and 
I know the Ranking Member, and I think we really need to work 
as Americans on this issue to try to turn this around. Because it 
just doesn't make a lot of sense here because of what is at stake, 
our national security. 

The only other question— you are more involved now in intel- 
ligence. Can you tdl me just a little bit— and I only have, like, 
about 30 seconds— about your cooperation and how you are work- 
ing with the intelligence agencies? Because intelligence is one of 
the best defenses for what you are doing here. 

Admiral ALLEN. Yes, sir. Actually, we have been able to have 
higher seizure rates with fewer assets because we are using better 
intelligence. 

As you know, the Coast Guard is a member of the intelligence 
community now. We have a service cryptographic element. We are 
involved not only here in the Western Hemisphere in drug interdic- 
tion but in support of military operations in Iraq and Afghanistan, 
as well, sir. 

Mr. RUPPERSBERGER. Right. I understand that. And you are put- 
ting in SCI Fs in a lot of your operations? 

Admiral ALLEN. Yes, sir. 

Mr. RUPPERSBERGER. Thank you. I have to go to another hearing. 

I am sorry. But we will be working hard, hoptfully, with the Chair- 
man and Ranking Member, to make sure that we hopefully can 
relook at this whole issue about where we are going with the Coast 
Guard. You do a great job, and so do all of your men and women 
that work there. 

Admiral ALLEN. Thank you, sir. 

Mr. PRICE. Thank you. 

Mr. Carter. 

Mr. CARTER. Thank you, Mr. Chairman. 

First, Admiral, it has been my honor to work with you since I 
have been on this Subcommittee, and I am going to miss your guid- 
ance in the Coast Guard. I think you have been a great shining 
light for the Coast Guard. But I will see you in Texas, okay? And 
that will be good. 

This is just amazing, what is going on here today. I mean, within 
the last 10 days, we have had a major firefight on the Texas border 
within a hundred yards of where American citizens live where two 
State Department people were killed. And this is because the car- 
tels have decided that they would all settle along our border and 
fight over who is going to run the show. 

Meanwhile, their supply is coming up from Colombia with those 
submersibles and the other things that I have seen in your oper- 
ations when I visited your headquarters— all of which, in my opin- 
ion, are at risk. Our ability to interdict and stop that supply chain 
is going to be severely set back by the proposed cuts of the Obama 
administration. I am just shocked by this. 

If you go back to Katrina and you say, "What good things came 
out of Katrina in the Homeland Security Department?" there is 
only one place you can look. It is the United States Coast Guard. 
Everything else Homeland Security did failed. And that is pretty 
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much the story you have heard in Homeland Security. The one 
agency that has always been above and beyond the call of duty and 
always exceeded at their mission has been the Coast Guard. 

Last summer, we got the opportunity to go up to see your oper- 
ations in Alaska. And we now have ships that are sailing through 
what we used to call the Northwest Passage, cruise ships. And we 
realize the lack of resources means if one of those cruise ships on 
the other side, the northeast side I think it is, of Alaska were to 
have a horrible accident, your response, because of the lack of clip- 
pers available to get there, it is scary what could happen in the 
Northwest Passage from lack of resources from the Coast Guard. 

This is what I heard last summer. And now I am hearing we are 
cutting back a thousand personnel and a one-third reduction of the 
Coast Guard's assets. This is crazy. This is insane. 

And I am kind of going back to what the former questioner, Mr. 
Ruppersberger, said about this drug war. But part of stopping this 
fight on the Texas border is stopping the supply coming in. And I 
believe it is your statement that we are going to be lacking in being 
able to fight that war down there. 

Admiral ALLEN. Well, sir, I was directing it at Coast Guard as- 
sets and the tradeoffs we will have to make. As you know, it is a 
multi-agency, multinational effort down there. And, frankly, re- 
garding the southwest border, the border I worry about is the 
southern border of Mexico. 

If we can take down multi-ton loads before they get to the south- 
ern border of Mexico, before they disaggregate into smaller loads 
and become almost impossible to stop at the border, the best place 
to stop that and interdict that flow is before it gets to Mexico. That 
is the reason there is such a concentrated effort between not only 
the Coast Guard, Customs and Border Protection and Immigration 
and Customs Enforcement, our Department of Defense counter- 
parts and our multinational partners down there. 

And, again, we will allocate resources in the future on the basis 
of what is appropriated and on the basis of risk. But we do under- 
stand in the Coast Guard that the biggest bang for the buck for 
this country is stopping those drugs before they get to Mexico, sir. 

ICE BREAKERS 

Mr. CARTER. And, just shifting from far south to far north, up in 
the Alaska region, we understand that the Russian trawlers are 
more and more infringing upon what we would at least call Amer- 
ican waters north of Alaska. And we have very limited resources 
to keep a ship within that area. And, under international law, 
there is a potential for claiming portions of the North Pole region 
under a theory of international law that says whoever has the most 
presence has the most claim. We learned some of that when we 
were in Alaska. 

Now, cutting out, when we are already lacking the resources to 
ke^ a ship consistently in that region— and the Coast Guard is 
really our only, as I understand it, our only presence that we have 
up there, and the Canadians are not helping as much as we are— 
there is a potential for a loss of some resources up there that could 
be major. 

Would you like to comment on that, the lack of these resources? 
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Admiral ALLEN. Yes, sir. I would discriminate the operating plat- 
forms we need to effectively operate up there and what is actually 
in the budget in terms of reductions. If you are going to operate 
north of the Bering Straits, you need an ice-strengthened vessel. 
And 

Mr. CARTER. And we have two old ice-cutters, right? 

Admiral ALLEN. We have three total ice-breakers in the inven- 
tory right now. The Polar Sea and the Healy are operational. The 
Polar Star, which I announced in Seattle, WA, last week, we are 
going to move into Todd Shipyard, and it will be reactivated. It will 
be available in 2013. 

Those three vessels are the only vessels the United States has 
that are capable of operating in ice-diminished or fast ice for the 
purpose of response, regardless of what the issue is, whether it is 
an oil spill or response to a cruise ship issue. Those are the only 
three vessels in the U.S. Inventory that are capable of doing that. 

My intent as the Commandant is not to lose the readiness of 
those three vessels while we have a discussion about how to re- 
place the two oldest ones, the Polar Sea and the Polar Star. So my 
efforts have been directed at maintaining the Polar Star's readiness 
and getting it ready for service in 2013, sir. But they are critical 
to the United States presence in the Arctic. 

Mr. CARTER. Well, Admiral, I have never figured out why we 
would punish good performance and reward poor performance, but 
somehow common sense doesn't seem to prevail sometimes in the 
government. I, for one, am opposed to these cuts and will do what 
I can in my small part to hopefully have discussions to keep our 
Coast Guard ready. 

Thank you, Mr. Chairman. 

Mr. PRICE. Thank you. 

Mr. Kirk. 

CLOSURE OF GREAT LAKES SEASONAL AIRSTATIONS 

Mr. KIRK. Thank you. 

I obviously have said to the Admiral before that I would not be 
alive but for the Coast Guard. And so I speak as one of those few 
Americans that actually are here because of the appropriations of 
the committees in the past and the work of the Coast Guard. 

I am concerned. We currently have one HH-65C at AIRE AC 
Waukegan and one at AIRFAC Muskegon. These two AIRFACs 
during the summer have saved 23 and 27 Americans, a total of 50 
so far, in their deployments. That includes the dramatic rescue in 
2008 of the Fin Seeker, which was seven Americans saved. You 
gave the President's Award to Lieutenant Williams, Lieutenant 
Loeb, Petty Officer Petre, and Petty Officer Bemis for their heroism 
in that rescue. 

The budget has a proposal to order the Coast Guard to retreat 
from southern Lake Michigan and move assets to Traverse City. 
That would add an additional hour's flight time to a rescue in 
southern Lake Michigan. As you know, the average water tempera- 
ture in Lake Michigan is 50 degrees Fahrenheit. Your charts show 
that a swimmer would be alive for 28 minutes if the flight time 
was from Waukegan or Muskegon, but that person would have 
been dead for half an hour if they fly from T reverse City. 
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Now, this Committee has approved, between fiscai year 2004 and 
fiscai year 2007, $3.5 miiiion for heio engines for these five HH- 
65Cs. if decommissioned, that wouid mean we wiii have wasted 
$17.5 miiiion of taxpayer moneys to decommission this, i under- 
stand, due to a recent casuaity of an H-60 coming back from Van- 
couver, that the pian for red^ioyment may no ionger be feasibie. 

Now, i think i wiii be speaking for Gwen Moore, Meiissa Bean, 
J an Schakowsky, Danny Davis, Bobby Rush, Peter Visciosky, J oe 
Donneiiy, J esse J ackson, as weii as Petri, Upton, myseif, Ryan, 
Sensenbrenner, Hoekstra, and Senators Feingoid, Kohi, Durbin, 
Burris, Bayh, Lugar, Stabenow, and Levin, in saying that the pian 
toieavea prompt rescue capabiiity in southern Lake Michigan may 
no ionger be feasibie. 

But can you comment, after this casuaity, whether this pian can 
be done anymore? 

Admirai ALLEN. Yes, sir. it is going to become probiematic. 

As you know, the originai premise was to put more capabie heii- 
copters into Traverse City that couid cover aii of the Lake Michi- 
gan area and the other areas up there year-round. Now, one of the 
probiems is, chaiienges we have right now, Waukegan and Mus- 
kegon are seasonai detachments, in the winter, when we can't get 
to the water because it is frozen and we can't use our smaii boats, 
having the iarger heiicopters at Traverse City does make sense in 
the iong run. 

Now, regardiess of the merits and the demerits of Traverse City 
versus Waukegan and Muskegon, the sources of those H-60 heii- 
copters for Traverse City were going to be two from Eiizabeth City 
and two from Ciearwater. One of the aircraft that wouid be sched- 
uied to go to Traverse City was the one that was invoived in the 
accident in Utah. 

That aircraft is being puiied off the mountain and brought into 
Eiizabeth City. We don't know whether it is repairabieor not. Even 
if it is repairabie, the time it is going to take to get that aircraft 
back into service is going to make any execution probiematic in 
2011, sir. 

Mr. KiRK. Yeah. 

Thank you, Mr. Chairman. You wiii have a iot of very happy Re- 
pubiicans and Democrats aii aiong southern Lake Michigan if we 
can make sure that this reempioyment doesn't happen. Having a 
heiicopter show up a haif an hour iate just to pick up the body 
doesn't make a iot of sense. And so i appreciate you and iook for- 
ward to working with you, Mr. Chairman. 

Mr. PRiCE. Thank you. 

We had votes caiied, but— oh, Mrs. Lowey is here. Mrs. Lowey. 

MARiTiME SAFETY AND SECURiTY TEAMS 

Mrs. LOWEY. Thank you, Mr. Chairman. 

And i am deiighted, even though there are votes, i am deiighted 
to see you again and thank you for your service prior to your retire- 
ment. i send best regards from my daughter to you, as weii. And 
i reaiiy do appreciate the open, honest exchanges we have had on 
this Committee. So thank you again, and good iuck to you. 

Let me just ask one question, because i am deepiy concerned 
with the proposai to transfer the Maritime Safety and Security 
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units currently based in New York City to Boston. These personnel 
provide both harbor and port security, assist local first responders 
during major events, respond to specific threats along the New 
York waterways. 

And your written testimony does discuss deployment of these 
teams based on risk and threat. So, given the constant threat, un- 
fortunately, faced in the New York r^ion and the presence of nu- 
merous waterways and water-accessible landmarks, how can you 
justify eliminating a key anti-terror unit in our most targeted re- 
gion? 

And what is the estimated response time for a team from Boston 
to reach lower Manhattan or the Indian Point Energy Center on 
the H udson River? 

Admiral ALLEN. Thank you for the question, ma'am. 

As we discussed earlier with the Committee Members, given the 
funding levels provided and the need to recapitalize the Coast 
Guard, we had to make some tough choices on force structure, 
which is the only place you can go to meet the top line funding lev- 
els we were provided. 

To make that happen, five Maritime Safety and Security Teams 
from around the country are being disestablished and will be cov- 
ered regionally by other entities. So it is not a transfer from New 
York to Boston. The budget proposes that the function basically 
would just be eliminated and would be covered from Boston. I just 
want to be clear on that. 

Mrs. LOWEY. And also you said "covered by other entities." What 
entity would take the place in New York? 

Admiral ALLEN. Ma'am, when we took a look at these teams, we 
looked at the current footprint in the local area. Separate from the 
Maritime Safety and Security Team in New York, there are about 
700 Coast Guard personnel in New York. It is our largest command 
in the country and our largest concentration of Coast Guard people. 
And so, we looked at the geography, the amount of Coast Guard 
resources that were already there and how to best manage risk 
with the reduction. We would move to a regional response. These 
are deployable specialized forces. These are not the assets that do 
search and rescue that are there every day working in the harbor; 
many times they are deployed some other place in the country. 

And so, what we would do, with the seven remaining teams, is 
come up with regional coverage for the rest of the country, and it 
would include the areas where the teams would be removed. I n one 
case, the team being removed from New York would be covered. 
The next two closest would be either Boston or the Tidewater area, 
ma'am. 

Mrs. LOWEY. So you feel the 700 Coast Guard that remain, they 
could do the job of the M ariti me Safety and Security units? 

Admiral ALLEN. They basically have slightly diferent missions, 
ma'am. The folks that are there right now are doing the everyday 
search and rescue, aids to navigation, boarding the ships and ev- 
erything that the Coast Guard normally does in a harbor. 

The Marine Safety and Security Teams can do that locally, but 
they also deploy in places like Guantanamo Bay, Cuba and the 
Middle East, in response to hurricanes, tsunamis or whatever. That 
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is what they are there to do. So they don't always work in New 
York Harbor. They happen to be based there. 

So the current level of operations for search and rescue and other 
activities in New York will be undiminished, but a deployable unit 
in New York that could be available for surge will not be there, 
ma'am. 

Mrs. LOWEY. So I guess— and what do I have, a minute left. I am 
still trying to understand whether the important role of the safety 
and security unit will be performed, some of the 700 will be trained 
to do just that, or will New York, if, God forbid, there is another 
emergency, have to depend upon the Boston unit to rush down? 

Admiral ALLEN. I understand, ma'am. Immediate search capa- 
bility in the harbor will be covered by the existing 700 that will re- 
main there, yes, ma'am. 

Mrs. LOWEY. Thank you. 

Mr. PRICE. Thank you very much. 

PERSONNEL CUTS 

We are rushing off to a vote. Mr. Rogers tells me he has no fur- 
ther questions, so I would like to wrap this up. 

But I do want to ask you to drill down a bit in these personnel 
cuts. And perhaps you can furnish some of this for the record. Be- 
cause I want to know about the near-term impact, and I also want 
to know about what the plan looks like eventually for personnel 
levels and the implications of that for mission capabilities. 

As virtually every Member has mentioned here today, the Coast 
Guard budget proposes significant cuts in its military ranks in fis- 
cal year 2011. Now, about 100 of these are because military posi- 
tions are becoming civilian positions. I don't think there is much 
dispute over that. It follows the recommendations by GAO and oth- 
ers. 

However, the bulk of these personnel cuts are accounted for by 
asset decommissionings. It is my understanding that 850 FTEs or 
426 positions will be lost through the decommissioning of four high- 
endurance cutters and one m^ium-endurance cutter. Now, these 
are not necessarily total losses because the four high-endurance 
cutters are going to be replaced with the two National Security 
Cutters that are apparently ready to go. But that is an area of con- 
troversy. I think there is less controversy over the decommissioning 
of the ACUSHNET, a medium-endurance cutter. 

Now, 200 more FTEs, as Mrs. Lowey has been stressing, are lost 
from planned decommissioning of five Maritime Safety and Secu- 
rity Teams, MSSTs. Additionally, to be factored into this is the per- 
sonnel requirements of the replacement cutters. The high-endur- 
ance cutters, the ones that are being decommissioned, require 166 
crew members compared to 108 on the National Security Cutter, 
the NSC. There are some other offsetting factors, having to do with 
time away from the home port and the rotation of the crews and 
so forth. 

How does all of this net out? That is really what I am asking 
you. What kind of workforce plan have you developed for the re- 
capitalized fleet, both what we will have available in 2011 and 
what we will have available long term? 
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And just to throw one additional element into the mix, our un- 
derstanding in some briefings prior to these hearings, Coast Guard 
personnel indicated— and I am quoting here— that they could best 
mitigate immediate capacity gaps to a restoration of fiscal 2011 
proposed active-duty workforce reductions. In other words, the im- 
plication was that, in looking at the capacity gaps, that the focus 
should not be so much on the decommissionings as much as on, for 
example, the MSST reductions. 

Help us sort this out, the best you can give us in the way of an 
oral response here. And then I think we will want for the record 
a more precise sorting out of these personnel reductions, where 
they come from, what their implications are, what kind of replace- 
ment vessels are required, what are anticipated, what their re- 
quirements are. But the bottom line, as I said initially, is on mis- 
sion capabilities. 

Admiral ALLEN. Yes, sir. 

As far as mission impact, we will be removing 42 percent of our 
deployable specialized force capability with the decommissioning of 
the Maritime Safety and Security Teams. So that is a 40 percent 
reduction in our ability to surge and deploy. These are the forces 
that go where you need them. As I mentioned earlier, they are not 
particularly anchored to where they are. And that could be for a 
Katrina, Haiti or whatever. That is a 42 percent reduction. 

There will be a loss of about 5,000 ship hours in 2011 compared 
to 2010. And that will have to be managed by our operational com- 
manders with the remaining ship days they have left, and they are 
going to apply that to the highest risk. 

Regarding the workforce, we have two challenges. Number one is 
to actually get down to where we can support with appropriated 
funding the pay for the number of people that are in the 2011 
budget with the workforce we already have. And that is a reduc- 
tion, as you noted, of more than 1,000 people. We also have the 
added problem of a drop in our attrition from a projected 12.2 per- 
cent 2 years ago to less than 7.5 percent. So we have people that 
are staying in the Coast Guard. 

We have a challenge of how to pay for the workforce we have in 
addition to the reductions that will be coming up next year and 
how to manage the workforce to get it down to those levels. And 
that is a significant challenge, sir. 

Mr. PRICE. All right. We clearly need to sort this out. We need 
to know in a very straightforward way the implications for mission 
capabilities of the decommissionings— which, of course, some of the 
personnel reductions are a function of— together with, the new 
ships coming on-line and the MSST reductions, which, on the face 
of it, do appear to be quite substantial. We understand you are an- 
ticipating some redeployment of those forces 

Admiral ALLEN. Yes, sir. 

Mr. PRICE [continuing]. There, too, which could mitigate some of 
the impact. But the bottom line for us is the mission capability, 
and we need to know that for next year. But we also want to know 
where this is heading. Perhaps you can provide all this for the 
record. Where is this heading? We know what you are proposing 
for next year. What is the picture going to look like 2, 3 years out. 
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both with respect to the ships that out there, the personnel that 
are out there, and the capabilities that we have? 

Admiral ALLEN. Yes, sir. 

[The information follows:] 

The 2011-2015 Capital Investment Plan provided with the Fiscal Year 2011 
President's Budget Request shows the current funding projections for major surface, 
air, and C4ISR acquisitions over the next five years. The Capital Investment Plan 
and Deepwater Implementation Plan reflect service priorities to assure we achieve 
the capabilities defined for our recapitalization goals. In summary, it shows 2.8% 
growth in capital investments during FY 2011-2015. 

As new acquisitions come online. Coast Guard will continue the current practice 
of requesting follow-on funding under the Operating Expenses account to add new 
billets associated with crews and shoreside support for the new assets. Coast Guard 
will also continue to eliminate billets associated with legacy assets as they are de- 
commissioned. Because new assets must be operational before legacy assets are de- 
commissioned and because new personnel must be trained before they begin oper- 
ation of the new asset, there will be periods of overlap where Coast Guard must 
maintain both new and legacy billets. Thus, until the bulk of the Deepwater pro- 
gram is behind us, comparisons of apparent increases (e.g., FY 2009) or decreases 
(FY 2011) in FTP levels to the prior year will not accurately reflect changes in Coast 
Guard’s capacity or capability. The Coast Guard's performance measure results and 
future targets are the best available indicators we currently have to evaluate trends 
in capabilities. 

Mr. PRICE. Thanks very much. 

Mr. Rogers. 

Mr. ROGERS. Thanks for your service. Admiral. 

Admiral ALLEN. Thank you. 

Mr. PRICE. Thank you very much. 

The subcommittee is adjourned. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 


Chairman David Price 

Admiral Thad Alien, Commandant 
Coast Guard FY 2011 Budget 
March 17, 2010 


Slowing Acquisitioas of Key Assets 

Question: Don’t the slow pace of acquisition of the Maritime Patrol Aircraft and the lack of a funding request 
for long-lead materials for the next National Security Cutter exacerbate the mission gaps we have discussed 
each of the last two years? 

ANSWER: Acquiring one Maritime Patrol Aircraft per year for the next several years will slow progress in 
closing the surveillance gap for fixed-wing resources, but will allow Coast Guard to maintain SAR standards. 
Funding LLTM and production in the same year does not necessarily delay the NSC program. 

Question: Why has the Coast Guard not requested funds to replace the C-I30 and MH-60 assets lost in recent 
crashes? 

ANSWER: The Coast Guard is working with the Administration in evaluating options and alternatives to 
mitigate the losses. 


Question: How does the recent MH-60 crash affect the proposed plans for movement and decommissioning of 
helicopters and closures of seasonal air facilities? 

ANSWER: With the loss of the MH-60 that was planned for re-location to Michigan, the FY 2011 proposal to 
re-allocate only wing assets became challenging because Air Station I raverse City requires four H-60 aircrafts. 

The Coast Guard is currently working with the Administration to evaluate options with regard to the 
proposed FY 201 1 rotary wing budget proposal. 


Polar Operations 

Question: Given the need to maintain access to the polar regions of the globe for a variety of national security 
and economic reasons, as well as for scientific purposes, how does the existing funding mechanism for 
icebreaking missions impact the Coast Guard's efforts to develop and maintain its polar capabilities? 

ANSWER: The current non-expenditure ftinding approach in FY 2010 is no more than a technical change to 
the execution of funds. In FY 201 1 the Administration is requesting that funds be appropriated to the National 
Science Foundation and executed as a reimbursable to Coast Guard. 
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Question: According to the fiscal year 201 1 budget justification. Coast Guard is in the process of assessing 
how best to meet current and future needs of other US Government agencies, industries, and communities that 
rely on Coast Guard ice operations. When will the Coast Guard complete this work? Once it is complete, what 
are the general types of action items we can expect from the assessment? 

ANSWER: The Coast Guard is nearing completion of a contracted, independent mission analysis for the high 
latitudes and the contractor’s report is expected to be completed this summer. 

The High Latitude Mission Analysis Report (MAR) studies current and anticipated future Coast Guard missions 
in the High Latitudes. The MAR will be one of several studies currently underway or planned that will 
contribute to interagency reviews of Arctic policy. 


Performance Measures 


The Coast Guard says it sets performance measures that are ambitious, yet realistic, out-year targets built from 
reliable baselines. However, in reviewing the budget request, the Coast Guard openly states that they have 
lowered the primary FY201 1 performance target for the living marine resources mission as a result of 
“operational reductions” due to vessel decommissionings. 

Question: Doesn’t changing performance measures based on resource availability (as it did in the case of the 
Living Marine Resources mission) throw the validity of the Coast Guard’s performance measures into question 
as a means of assessing if whether the organization needs more resources? 

ANSWER: The Department of Homeland Security’s Performance Management Guidance provides that 
performance measure targets should be established based on the level of performance in light of current 
operations, environmental factors, and funding levels. Targets should be ambitious, but realistically consider 
asset trends and changes impacting the capability to achieve performance targets. Such considerations include 
numbers of physically tangible assets (e.g., radiation monitors, vessels, aircraft, patrol vehicles, etc.); increased 
capabilities of newer assets and the gaining of efficiencies through retirement of older, less reliable ones; 
enhanced interaction with interagency, Stale, local and private sector stakeholders, and other intangibles such as 
laws, regulations, diplomatic efforts, and public awareness. 


Independent Life Cvcic Cost Estimates 


The Deepwater Expenditure Plan for FY 2009 was to include independent cost estimates for individual 
Deepwater components. The independent cost estimate for the Deepwater C4ISR .system shows a tenfold 
difference between the May 2007 lifecycle cost estimate and the independent lifecycle cost estimate - clearly a 
comparison between “apples” and “oranges.” 

Question: Given the extended delay in receiving this report, why did the Department not capitalize on the time 
available to present these cost estimates in a way that allowed analytic comparisons? 

ANSWER: The development of Independent Cost Estimates (ICEs) is a complex undertaking using a variety 
of inputs, assumptions, and calculations. The Coast Guard’s interaction with other government agencies, 
primarily with the Navy, as well as the expansion of the knowledge and expertise of the Coast Guard’s 
acquisition workforce since assuming the Lead Systems Integrator role, has resulted in the production of higher 
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quality cost estimates. Although the cost estimates are now of a higher quality, the increased complexity of the 
ICEs make it difficult to compare them to previous estimates. 

At the time of the development of the 2009 Deepwater Exf^nditure Plan, ICEs were not complete for all 
projects. ICEs for the Maritime Patrol Aircraft, HH-65 multi-mission cutter helicopter. Fast Response Cutter, 
and National Security Cutter have been completed; as have cost estimates for non-Deepwatcr projects, such as 
the Response Boat-Medium and the Nationwide Automatic Identification System. ICEs for the Offshore Patrol 
Cutter and IIH-60 medium range recovery helicopter are on-going. 


FY 2009 DHS Financial Systems Audit 

Question: The Coast Guard lags behind the other DHS components in terms of strengthening its internal 
financial controls. In the recently received fiscal year 2009 DHS financial statement audit, the Inspector 
General found that of fiscal year 2008 ' s 3 1 Notices of Finding and Recommendation (NFR) identified as 
problems for the Coast Guard, only four were closed. Just as was the case last year, no other DHS component 
had as many NFRs, and despite the assurances we received last year about progress, the closure rate for these 
issues remains marginal. How does the Coast Guard explain the lack of progress? 

ANSWER: For FY 2009 Coast Guard addressed its remediation audit weaknesses and representation of 
financial statement data under the revised Financial Strategy for Transformation and Audit Readiness (FSTAR). 
The FSTAR, developed in collaboration with the Department of Homeland Security (DHS) Office of the Chief 
Financial Officer and submitted to the Subcommittee on November 28, 2008, is a comprehensive approach to 
assess the most prominent risks or vulnerabilities and target individual elements (line items) of the financial 
statements for remediation, representation, documentation, and proper assertion in accordance with financial 
reporting and auditing standards. Using this approach the Coast Guard is making every attempt to eliminate 
material weaknesses and to address the areas needed to allow the DHS to obtain an opinion on the Department’s 
Consolidated Balance Sheet as soon as possible. 

As noted by the DHS Inspector General in his January 7, 2009 letter to the Subcommittee “Because the FSTAR 
is more detailed than previous attempts, it provides a useful tool for management to monitor progress toward 
remediation from departmental levels down to the sub-category or task level.” And, “The complex issues 
involved in the material weakness areas will require multiple steps to fully remediate the weaknesses and the 
process may take several years.” 

The DHS Inspector General also noted that there are many Information Technology (IT) areas which cannot be 
resolved in the current financial system’s state until the Coast Guard implements the Department’s new 
financial system. Taking these limitations Into account, the Coast Guard focused on correcting errors in 
reporting financial data that were not dependent on the financial system, and was able to support the accuracy of 
55 percent of the value of the assets and liabilities on the Balance Sheet, up from six percent in 2008. This was 
due primarily to the successful remediation and representation of Actuarial Pension Liabilities (over $28 billion) 
one year ahead of schedule. For FY 2010 the deliberate FSTAR approach to address the elements of the 
Balance Sheet that have the greatest impact on the Department’s audit readiness is expected to present over 80 
percent of the value of assets and liabilities. 

With respect to the Notices of Findings and Recommendations (NFRs) the Coast Guard made significant and 
substantive progress in FY 2009 to improve its internal controls over financial reporting. Coast Guard cleared 
1 1 out of 22 previously issued IT NFRs, and four out of 32 Financial NFRs; in addition to closing these NFRs 
the Coast Guard decreased the number and severity of the findings on many other NFRs having appropriately 
addressed the principle conditions which resulted in prior year findings. This progress allowed KPMG to 
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increase the scope of their IT audit last year and take a deeper dive into our systems; while this resulted in nine 
new IT NFRs, the new NFRs were less severe than the ones that were cleared. 


Overseas Contingency Operations 

In fiscal year 2009 and 2010, the Congress funded Coast Guard overseas contingency operations directly, 
providing the appropriation to DHS rather than handling it as a transfer from the Department of Defense. The 
Administration has continued to fund it as a transfer. 

Question: What is the Administration’s logic in continuing to fund Coast Guard overseas contingency 
operations as a transfer? 

ANSWER: The Overseas Contingency Operations (OCO) is being executed by DoD thus they need the 
flexibility to shift funding in the event they no longer require the Coast Guard’s assistance or have higher 
priority needs. USCG and Navy have a good working relationship, so this is not a problem for USCG 
execution. 

Question: Is the 2010 funding sufficient to coverall the costs of the Coast Guard's overseas contingency 
operations? 

ANSWER: Yes. In FY 2010. funding is sufficient for Coast Guard support of Overseas Contingency 
Operations. 

Questions: What planning has been done for Coast Guard assets in terms of how they will be affected by or 
included in the IJ.S. military withdrawal? Arc there any additional plans going forward for the Coast Guard’s 
vessels supporting operations in Iraq? Has it been determined if those will vessels be turned over to the Iraqi 
government once the U.S. withdraws? 

ANSWER: The Coast Guard has committed to keep all current assets in place through the end of 201 1. 

Beyond 2011, the Coast Guard is in discussions with CENTCOM to determine the future of Coast Guard forces 
currently deployed to the region in support of Operation Iraqi Freedom (OIF) and Operation Enduring Freedom 
(OEF). 

There are no additional plans for the Coast Guard patrol boats supporting Iraq at this time. CENTCOM has 
notified the Coast Guard that it will submit a Request For Forces (RFF) specifying the required level of support 
in the region for the next phase of operations. The Coast Guard will continue to work with DoD to support 
future Combatant Commander needs. 

There has been no indication of an intent to turn over Coast Guard vessels currently deployed to CENTCOM to 
the Iraqi government. 


Backup to GPS 
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Question: Whal is the status of efforts to identify and support a national backup for GPS for Position, Timing 
and Navigation functions, now that the U.S. LORAN signal has been terminated? 

ANSWER: DHS continues to look across the critical infrastnicture and key resource sectors identified in the 
National Infrastructure Protection Plan to determine if a single, domestic system or multiple systems are needed 
as a Global Positioning System (GPS) backup for critical infrastructure applications requiring positioning, 
navigation, and precise timing. If a domestic national system to back up GPS is identified as being necessary, 
DHS will analyze potential backup options through an analysis of alternatives. 


Cost Growth 


In GAO’s July 2009 report, they stated that costs for Deepwater program were likely to exceed the $24.2 billion 
baseline established for the program in 2007 by $2.7 billion dollars. Now this committee understands that 
additional cost estimates and baselines for several Deepwater assets have been released. 

Question: Has there been growth in addition to that $2.7 billion? 

ANSWER: Approval of asset-based Acquisition Program Baselines (APB) for HC-1 30J Missionization, HC- 
130H Conversion/Sustainment, Maritime Patrol Aircraft, HH-65 Conversion, National Security Cutter, and the 
Fast Response Cutter Projects increased the former Deepwater baseline to $27.4 billion. The development and 
approval of asset-based APBs for the Offshore Patrol Cutter, Unmanned Aircraft System, Cutter Boats, and 
Coast Guard Logistics Information Management System Projects has the potential to change this cost in the 
future. 

Question: It would appear from the budget request that anticipated costs for the Fast Response Cutter (FRC) 
have risen by over $700 million, is that true? 

ANSWER: Yes. Prior cost estimates for FRC were based on project allocations from the IDS APB version 
1.1 dated May 15, 2007. The individual FRC Acquisition Program Baseline (APB) approved on August 25, 
2009 included a revised cost estimate that was based on the actual contract costs from the September 26, 2008 
award to Bollinger Shipyard, Lockport, LA. The revised APB combines previously separate cost amounts for 
the FRC “A and the FRC-B from the Integrated Deepwater Systems APB (May 1 5, 2007) into one APB 
reflecting the Coast Guard’s requirement for 58 FRCs and a Total Acquisition Cost of $3,928 billion. 


Question: Have cost estimates or baselines for C4ISR been updated and do they show anticipated cost growth? 

ANSWER: The Command, Control, Communications, Computers, Intelligence, Surveillance, and 
Reconnaissance (C4ISR) Project’s Acquisition Program Baseline (APB), originally included in the Integrated 
Deepwater Systems APB (May 15, 2007), is under review as a standalone APB. 

Question: How do you explain the continued cost growth, especially in light of the Coast Guard taking the role 
of systems integrator? 

ANSWER: The Coast Guard continues to transition projects from the Integrated Deepwater System 
Acquisition Program Baseline (APB) to asset-specific APBs. We arc getting improved visibility into the 
projects via the APBs, revised life cycle cost estimates, and government independent cost estimates. Managing 
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at the asset level is foundational to improving visibility and oversight, which results in better understanding of 
cost and ability to control cost growth. 

Question: In recent testimony. Department officials have stated that the budget request sacrifices current 
operational capability to fund acquisitions. Which acquisitions specifically have been beneficiaries of this 
approach? 

ANSWER: The President's FY 201 1 Budget focuses resources on the USCG’s top priority ~ continued 
recapitalization of aging assets and infrastructure. The President's Budget funds the acquisition of 10 Response 
Boat-Medium boats (#106-1 15), one Maritime Patrol Aircraft (#15), avionics and sensor upgrades on eight HH- 
60 medium range recovery helicopters, one National Security Cutter (#5), four Fast Response Cutters (#9- 1 2), 
and continued pre-acquisition activities on the Offshore Patrol Cutter Project. The continuation of these critical 
acquisition projects will ensure the timely replacement of the Coast Guard’s aging air and surface assets. The 
Coast Guard’s ability to manage maritime risk in the long-term depends upon the pace and stability of these 
recapitalization efforts. 

Question: Flas the Coast Guard considered trading off capabilities or quantities within Deepwater assets to 
reduce the cost increases? 

ANSWER; Asset and system capabilities and quantities are based upon the identification of mission needs 
articulated through the requirements generation process. Capability ranges for key performance parameters are 
identified during the requirements generation process to permit acquisition trade-offs and ensure affordability. 
Mission need is considered continuously throughout the acquisition process to ensure the appropriate level of 
capability is acquired at affordable cost. 

In 2008, the Coast Guard completed an Alternatives Analysis (AA) of the Integrated Deepwater System. The 
AA was completed in accordance with the Coast Guard Major Systems Acquisition Manual and consistent with 
best acquisition practices established by DHS and the Office of Management and Budget (0MB). The AA 
revalidated the Deepwater Force Mix. 


USCG as Systems Integrator 

Question: Now that the Coast Guard has assumed the role of systems integrator, what steps has it taken to 
improve acquisition outcomes? 

ANSWER: The following specific actions have been taken and institutionalized: 

• Align closely with DFIS and facilitate its oversight role of Coast Guard acquisition programs; 

• Follow a well defined and disciplined major systems acquisition process as defined within and required 
by the Coast Guard Major System Acquisition Manual; 

• Establish and maintain a direct Coast Guard relationship with the contractor rather than contracting 
through a separate lead systems integrator; 

• Develop detailed technical requirements and firmly adhere to those requirements throughout the 
proposal design evaluation process and construction; 

• Stabilize requirements and reduce and/or eliminate High-Risk items; 

• Increase oversight with sufficient on-site government staff at production facilities; 

• Increase the involvement of the Coast Guard Technical Authorities throughout the acquisition and 
delivery process; 

• Utilize independent reviews (e.g., independent cost estimates and design assessments); and 
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• Leverage Navy and other government partnerships. 


Question: How does the Coast Guard leverage services provided by other third parties, such as the Navy or 
other government agencies, to enhance acquisition management and oversight? 

ANSWER: The Coast Guard actively collaborates with third parties, including the U.S. Navy to leverage their 
expertise in analysis, testing, and the evaluation of asset/system capabilities. By using other government 
agencies, as well as other independent organizations, the Coast Guard is able to benefit from the lessons learned 
of these organizations while still preserving the inherent responsibility to manage cost, schedule, and 
performance. 

Independent third parties serve an important role in acquisition projects by supporting activities such as cost 
estimation, engineering analysis, testing, alternative analysis, requirements development, and design work. 
While Coast Guard Technical Authorities and Sponsors routinely use third parties, final certification necessarily 
remains a Coast Guard responsibility to ensure assets and systems meet unique Coast Guard requirements. This 
maintains Coast Guard accountability - as the operating agency - for the safety, operation, and effectiveness of 
each asset and system acquired. 

Question: Has the Coast Guard changed its contracting approach, especially for assets already in production 
like the Maritime Patrol Aircraft and the National Security Cutter, as a result of becoming system integrator? 

ANSWER: Yes, with the assumption of Lead Systems Integrator (LSI) responsibilities for Deepwater, the 
Coast Guard is pursuing new acquisition strategies for projects as it continues to break from its contractual 
relationship with Integrated Coast Guard Systems (ICGS). National Security Cutters #4-8 and Maritime 
Patrol Aircraft #12-36 will be acquired outside of the original Integrated Deepwater Systems contract with 
ICGS. 

Question: Has the Coast Guard revisited and revalidated the requirements for the Deepwater assets? 

ANSWER: The Coast Guard conducted a Performance Gap Analysis (PGA) as part of a Po.st-9/1 1 assessment 
of its mission demand. The PGA validated the Coast Guard baseline requirements and identified 1 1 
enhancements reflected in the 2004/2005 Mission Need Statement. In the summer of 2007, the Coast Guard 
commenced an Alternatives Analysis (AA) of the Integrated Deepwater System. This was the first independent 
review of the overall Deepwater system of assets since the 2002 contract award, and therefore was deemed 
appropriate and timely given the change.s since program inception. 

In 2008, the AA was completed in accordance with the Coast Guard Major Systems Acquisition Manual and 
consistent with best acquisition practices established by the DHS and the 0MB. The AA revalidated the 
Deepwater Force Mix. 

Question: Has this revalidation affected any of the assets currently in production — such as the National 
Security Cutter, Maritime Patrol Aircraft, Fast Response Cutter, or Long Range Surveillance aircraft? 

ANSWER: No projects with assets in production have been affected by any of the requirement revalidation 
efforts described above. 

Question: How has the Coast Guard’s approach to C4ISR, perhaps the key acquisition that enables Deepwater 
to achieve its goals, changed since becoming systems integrator? 



400 


ANSWER: The Coast Guard’s approach to C4ISR has changed since assuming the responsibilities of Lead 
Systems Integrator (LSI). First and foremost, C4ISR has been established as a Coast Guard Major Systems 
Acquisition Manual -compliant project, meaning it is subject to the same rigor as all other DHS Level Hi 
acquisition projects. Additionally, there is an increased emphasis on open architecture design, which enables 
the Coast Guard to organically manage the various parts of the design, such as communications, navigation, and 
command and control, thereby reducing acquisition costs through increased competition. 

The Coast Guard has increased management controls and government staffing to enable better oversight of 
contracted work. This increased oversight in addition to improved management through regular interactions 
with the Coast Guard’s Assistant Commandant for Command, Control, Communications, Intelligence, and 
Technology as the Technical Authority, has improved cost, schedule, and performance management of the 
project. 


Question: Have requirements for these capabilities been re-validated? 

ANSWER: The requirements for C4ISR were revalidated by the sponsor in May 2009 and again in December 
2009. As the C4ISR project follows the Major Systems Acquisition Process, the requirements will be reviewed 
for each design segment to ensure alignment with Mission Needs. 

In previous testimonies and reports the Coast Guard stated that it would be conducting a “fleet mix analysis” to 
determine whether the mix and number of assets it expected to procure in the Deepwater program would meet 
its needs. 


Question: Can you update us on the status of this analysis and its possible impacts to the Deepwater program? 

ANSWER; The contractor has delivered the draft report and the Coast Guard is evaluating its final disposition. 
In general, the draft results are similar to previous studies. 

Question: The Offshore Patrol Cutter is the next big acquisition the Coast Guard will embark upon. How will 
you ensure that this acquisition does not experience the same issues that plagued the National Security Cutter 
and Fast Response Cutter? 

ANSWER: The Offshore Patrol Cutter (OPC) acquisition will follow the rigorous process defined by the Coast 
Guard’s Major Systems Acquisition Manual and the oversight and policies established in the DHS Acquisition 
Directive 1()2-01 . As such, the Coast Guard will ensure the OPC’s requirements are identified firmly up front, 
an appropriate level of competition is present in design and production, and a detailed asset level Acquisition 
Program Baseline is developed to establish cost, schedule and performance thresholds for the project. 


Question: Has the Coast Guard performed any cost analysis or estimates that compare expected costs to the 
roughly $8 billion baseline established for this cutter? 

ANSWER: The Offshore Patrol Cutter project is in the Analyze/Select Phase of the acquisition process. The 
project’s schedule is being finalized, pending approval of both the operational requirements and acquisition 
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Strategy. This will begin a sequence of activities that includes conducting cost analysis/cost estimates. The life 
cycle cost analysis/estimates and Acquisition Program Baseline are planned to be completed in 201 1 . 


National Security Cutter 

Allegations have been made to the Subcommittee that USCG BERTHOLF has experienced problems with its 
foreign-manufactured main propulsion diesel engines, requiring costly repairs and potentially removing the 
BERTHOLF from service for several months. 

Question: Are these allegations accurate? 

ANSWER: USCGC BERTHOLF experienced a casualty to the Number One main propulsion diesel engine 
due to a valve failure in one of the engine’s cylinders. The repairs were completed in February 2010 during the 
USCGC BERTHOLF‘s maintenance availability, and did not cause any operational impact. 


Question: Please describe for the record the j^rformance of the BERTHOLF’s main engines, including any 
scheduled or unscheduled maintenance that would require removing the ship from service. 

ANSWER: It has been nearly two years since CGC BERTHOLF was delivered to the Coast Guard. CGC 
BERTHOLF’s main engines have met or exceeded all performance requirements in the contract as 
demonstrated during acceptance trials, transit to Alameda and during its patrol. 

CGC BERTHOLF experienced a casualty to the Number One main propulsion diesel engine due to a valve 
failure in one of the engine’s cylinders. The repairs (to the engine’s cylinders and replacement of the 
turbochargers) were done during the scheduled maintenance availability, completed in February 2010, and did 
not cause any operational impact. 

Question: Have there been any issues with the availability of foreign- or domestically-produced parts that have 
significantly reduced the operational availability Coast Guard ships or planes in the last five years? 

ANSWER: One of the biggest mission degraders for the legacy cutter fleet is the availability of spare parts, 
some which require long lead time to procure and/or that must be specially manufactured. The inability to 
efficiently replace obsolete and outdated systems and restock mission critical parts has continued to drive down 
operation availability. This problem has been experienced with both foreign and domestic parts. 

Question: How does potential availability (or unavailability) of foreign-made parts enter into Coast Guard 
procurement decisions? 

ANSWER; All available information is appropriately assessed when making procurement decisions. The goal 
of the Coast Guard in any acquisition is to acquire the best value for the Government ensuring full and open 
competition to the maximum extent possible in accordance with the Federal Acquisition Regulations. 


AcQuisItion Workforce 


Question: In July 2009, GAO reported that the acquisition directorate had a 1 6 percent gap in the number of 
positions appropriated versus positions staffed. Has this gap decreased or increased since that time? 
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ANSWER: Between the end of FY 2008 and the end of FY 2009, the Acquisition Directorate had 
decreased the vacancy rate from 17.4 to 10.9 percent. 

At the end o f FY 2009, the Coast Guard Acquisition Directorate had the following va cancy rates: 


Positions 

Vacant 

Percentage Vacant 

CIV 

MIL 

Total 

CIV 

MIL 

Total 

CIV 

MIL 

Total 

493 

349 

842 

56 

36 

92 

11.4 

10.3 

10.9 


In FY 2010, new Acquisition, Construction, and Improvement full time positions were requested in the 
President's Budget and appropriated by Congress. These new positions increased the total number of 
Acquisition Directorate positions, resulting in an associated increase in vacancy rates. Active 
recruitment is underway across the disciplines and at all levels to fill these new positions. 

Current Ac quisition Directorate vacancy information as of April 30, 2010: 


Positions 

Vacant 

Percentage Vacant 

CIV 

MIL 

Total 

CIV 

MIL 

Total 

CIV 

MIL 

Total 

552 

389 

941 

114 

79 

193 

20.7 

20.3 

20.5 


Question: Given the existing gap how confident are you that the additional positions appropriated in fiscal 
2010 and requested for this fiscal year can be filled in a timely fashion? 

ANSWER: The Coast Guard is confident it will be able to fill the acquisition positions appropriated in FY 
2010 in a timely manner. The challenge the Coast Guard faces in growing and maintaining its acquisition 
workforce, is the same challenge experienced throughout the Federal Government, with many agencies 
competing for a limited number of qualified acquisition professionals. 

The Coast Guard has made significant strides in hiring recently. Between FY 2008 and FY 2009, the Coast 
Guard Acquisition Directorate hired 131 new acquisition professionals, which dramatically decreased the 
vacancy rate from 17.4 to 10.9 percent. To continue this trend, the Acquisition Directorate is implementing 
recruitment and retention initiatives and working closely with the Coast Guard Personnel Office to monitor 
recruitment, hiring, retention, and turnover performance indicators. Additionally, the Coast Guard is 
monitoring hiring strategies utilized by other agencies, including the Department of Defense. 

Question: What steps are being taken to make sure the right people with the right training are hired to work in 
the acquisitions directorate? 

ANSWER: The Coast Guard places a tremendous emphasis on ensuring the quality of its acquisition 
workforce through rigorous recruitment, professional development, and retention initiatives. Recruitment 
efforts include; 

• Leveraging Department of Homeland Security (DHS) Centralized Recruiting Programs to extend the 
reach and visibility of Coast Guard Acquisitions into the market, and attract skilled and experienced 
acquisition professionals; 

• Utilizing the DHS Career Entry-Level Opportunity (CEO) Program and DHS Acquisition Professional 
Career Program (APCP) to hire recent college graduates in career ladder positions; 

• Hiring retired or retirement-eligible contracting personnel to fill critical 1,102 positions via reemployed 
annuitant authority; and 
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• Hiring retired Coast Guard warrant officers and storekeepers to work in contracting through the 
Contracting Career Opportunity Program (CCOP). 

In addition to recruitment, the Coast Guard focuses on training and certification programs for current 
employees. These efforts include: 

• Establishing a partnership with the Naval Postgraduate School Advanced Acquisition Program 
(NPSAAP), which provides training to Coast Guard Program/Project Managers (PM) at multiple sites 
using video teleconferencing technology, to satisfy the academic requirements for PM Level III 
certification; 

• Creating a pilot PM Mentoring Program to provide NPSAAP students with additional support and 
professional growth opportunities through collaboration with experienced PMs: 

• Coordinating closely with the Defense Acquisition University, the Federal Acquisition Institute, and 
other organizations to provide acquisition training; 

• Conducting professional development seminar programs for the acquisition workforce to provide timely 
information on acquisition-related topics and to facilitate continuing education credit for skill currency 
requirements for certified acquisition personnel; and 

• Tracking workforce certification training data. 

As a result of these training initiatives, the Coast Guard has achieved 100 percent compliance with DHS 
certification requirements for its Level I and II investment programs. 


Marine Debris 


Question: How much did the Coast Guard spend on enforcement of MARPOL Annex V and removal of 
marine debris in fiscal year 2008 and 2009? What are the projections for fiscal year 2010, and was is in the 
President’s budget for fiscal year 2011? 

ANSWER: The Coast Gam'd performs marine debris and MARPOL Annex V activities as part of the 
execution of the following statutory missions: Marine Safety, Aids to Navigation, Marine Environmental 
Protection, and Living Marine Resources. The Coast Guard is not appropriated funding nor does it track 
expenses specific to marine debris or MARPOL Annex V activities. Budget authority for mission-programs 
contributing in-pan to marine debris activities are shown below: 


Coast Guard 

Mission-Profiram 

FY 2008 
Enacted 
($000) 

FY2009 

Enacted 

($000) 

FY 2010 
Enacted 
($000) 

FY 2011 
Request 
($000) 

Marine Safety 

$593,925 

$644,721 

$649,711 

$650,054 

Aids to Navigation 

$1,189,362 

$1,199,783 

$1,215,310 

$1,219,873 

Living Marine 

Resources 

$744,493 

$816,252 

$893,391 

$915,947 

Marine Environmental 

Protection 

$180,481 

$174,410 

$202,241 

$198,711 


Question: How are these enforcement activities split among Coast Guard districts? 

ANSWER: Every Coast Guard District has commercial ports ^d terminals that are subject to providing 
adequate MARPOL Annex V reception facilities. The scope of reception facilities ranges from large 
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commercial facilities down to small marinas. Although smaller operators, such as marinas, are not required to 
be issued a Certificate of Adequacy, they are required to provide MARPOL Annex V waste reception services, 
such as garbage dumpsters. Thus, enforcement activities occur at every District but will vary between Districts 
based on reception facility populations. 


Question: llow does the Coast Guard cooperate withNOAA in addressing marine debris issues? Is there a 
common strategy between Coast Guard and NOAA to implement the Marine Debris Research, Prevention and 
Reduction Act of 2006? 

ANSWER: The Coast Guard actively participates in the MARPOL Annex V Interagency Workgroup (IWG) as 
a co-chair witli the National Oceanographic and Atmospheric Administration (NOAA). The IWG supports the 
efforts of the International Maritime Organization’s Marine Environment Protection Committee (MEPC). 

Other IWG participants include the Environmental Protection Agency, Department of State, and U.S. Navy. 

The IWG has discussed efforts related to reducing garbage as sources of marine debris. Over the past year, 
substantial IWG effort was applied to bringing the Wider Caribbean Region Special Area into effect. This area, 
which is largely comprised of the Gulf of Mexico, will be subject to stringent garbage dumping prohibitions 
commencing May 1, 201 1 (as agreed upon at MEPC’s last session in March 2010). 

Other examples of Coast Guard/NOAA cooperation include; 

• Supporting NOAA and other marine debris removal partners in the Papahanaumokuakea Marine 
National Monument (PMNM). In 2008 and 2009, Coast Guard buoy lenders and crews from District 14 
made three dedicated trips to retrieve derelict fishing gear in the Papahanaumokuakea Marine National 
Monument chain; recovering more than 60 tons of derelict fishing nets and other refuse from the coral 
reefs in the PMNM; and 

• On an informal basis. Coast Guard District 1 7 provides assistance to NOAA by carrying ghostnet 
tracking buoys aboard Coast Guard vessels conducting High Seas Driftnet Enforcement patrols. The 
goal is to attach buoys to derelict nets encountered during patrols. The information collected from the 
buoys allow researchers to track the particular nets to facilitate future removal and improve debris 
transport models. Improved net tracking will assist in the removal of derelict nets before they impact 
sensitive habitat or busy traffic lanes. 

In keeping with the different authorities and capabilities of the respective organizations, the Coast Guard 
agency-specific responsibilities under the Act relate largely to 33 U.S.C. § 1 953; while National Oceanographic 
and Atmospheric Administration’s (NOAA's) are discussed in 33 U.S.C. § 1952. Accordingly, the agencies' 
respective strategies to implement those sections are tailored to their specific responsibilities. 

Consistent with 33 U.S.C. § 1954, the Coast Guard and NOAA jointly defined marine debris for the purposes of 
the Marine Debris Research, Prevention, and Reduction Act (33 U.S.C. 1951-1958 (2006)) only, as any 
persistent solid material that is manufactured or processed and directly or indirectly, intentionally or 
unintentionally, disposed of or abandoned into the marine environment or the Great Lakes. The Coast Guard 
has worked closely with NOAA in the NOAA-chaired Interagency Marine Debris Coordinating Committee to 
implement the other interagency aspects of 33 U.S.C. § 1954. 


Past GAO Recommendations 


Question: In their July 2009 report GAO stated that the Fast Response Cutter and C41SR were not compliant 
with the Coast Guard’s acquisition guidance even though they w'ere approaching the award of significant 
contracts. How has this issue been addressed? 
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ANSWER: The Coast Guard Command, Control, Communications, Computers, Intelligence, Surveillance and 
Reconnaissance (C4ISR) and Fast Response Cutter (FRC) projects have provided Department of Homeland 
Security (DHS) with all of the required acquisition documentation for their current phase in the acquisition 
lifecycle framework. 

Prior to the award of the C4ISR Discrete Segment 2 (DS 2) option, the C4ISR project provided for the 
necessary documentation to the DHS. The Department reviewed the C4ISR project status and concurred with 
execution of DS 2 contract option. At the same time, DHS required updates to the Operational Requirements 
Document (ORD), Acquisition Program Baseline, Integrate Logistics Support Plan (ILSP), Project SE 
Tailoring Plan, and Test and Evaluation Master Plan. 

Prior to the award of the first FRC low rate initial production (LRIP) option, the FRC project provided DHS 
with all of the required documentation for review. DHS reviewed FRC project status at Acquisition Decision 
Event-2C (LRIP) on December 4, 2009, and approved the LRIP contract award. The ADE-2C Acquisition 
Decision Memo was issued on February 26, 2010 documenting this approval, delegating approval authority for 
the remaining LRIP options to the Under Secretary for Management and establishing exit criteria for the Full 
Rate Production/Deployment decision (ADE-3). The FRC project ORD was formally approved by DHS on 
March 18, 2010 and the project is working with DHS for final approval of the ILSP. 


Question: What is the status of bringing all of the Deepwater assets into compliance with Coast Guard 
acquisition regulations? 

ANSWER: The Coast Guard continues to manage all acquisition projects in accordance with its Major 
Systems Acquisition Manual (MSAM) and maintains its plan for ensuring all projects are in compliance with 
the MSAM for their next Acquisition Decision Event. 

Question: In their report last July, GAO slated that the Coast Guard's acquisition guidance did not align with 
the Department on the issue of independent operational test and verification of assets. Has this issue been 
corrected? 

ANSWER; A draft version of Commandant Instruction Manual 5000. 1 0 Major Systems Acquisition Manual 
(MSAM) Version 3.0 has been written and will be entering the Coast Guard concurrent clearance process in 
May 2010, with final Coast Guard approval expected by July 2010. The draft MSAM Version 3.0 aligns with 
the DHS Test and Evaluation (T&E) Policy. The Coast Guard has already implemented the new DHS T&E 
requirements for an independent Operational Test Authority, which has been approved by DHS. DHS has also 
approved the approach for both the Test and Evaluation Master Plan and Operational Test Plan. 


Management 

Question: Please list all Coast Guard SES bonuses provided in 2009 by position, office and bonus amount, 
using the same format as you provided similar data last year. 

ANSWER: Listed in the following table are all Coast Guard SES bonuses provided in FY 2009 drawn from 
the payroll system. 


Organization 


Position Title 


Bonus 

Amount' 
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Organization 

Position Title 

Bonus 

Amount’ 

Headquarters 

Director for Civil Rights 

$33,191 

Headquarters 

Deputy Chief, Counsel 

$60,270 

Headquarters 

Deputy Director of Acquisition Program 

$12,000 

Headquarters 

Director of National and International Affairs 

$15,000 

Headquarters 

Senior Procurement Executive and Head Contracting Activity 

$20,000 

Headquarters 

Director of Assessment, Integration and Risk Management 

$8,000 

Headquarters 

Director, C4IT Infrastructure Operation 

$8,000 

Headquarters 

Assistant Commandant for Intelligence 

$20,000 

Headquarters 

Deputy Director of Personnel Maimgemeni 

$12,000 

Headquarters 

Deputy Assistant Commandant for Engineering and Logistics 

$15,000 

Headquarters 

Deputy Chief Financial Officer 

$12,000 

Headquarters 

Deputy Assistant Commandant for Acquisitions and Director of 

Acquisitions 

$20,000 

TOTALS; 


$235,461 


Includes Presidential rank awards 


Question: Please list by office and pay grade level the number of non-SES Coast Guard employees who 
received a bonus or quality step increase (qsi) in 2009, the total bonus/qsi expenditures for the particular office 
and pay grade, and the total number of employees in the office and pay grade, using the same format as last 
year. 

ANSWER: On the following pages are Non-Senior Executive Service (SES) total awards paid: Non-SES total 
number of employees on board as of pay period ending September 26, 2009; and Non-SES Quality Step 
Increase certified for payment in Fiscal Year 2009 
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31,03.0 

27 

S 31,2030 


11 




26 

$ 33.394.0 



26 

$ 33,3940 


12 




35 

5 44.976.0 



39 

5 44,9760 


13 




19 

1 24,02.0 



IS 

S 24.02,0 


14 




2 

5 3.648.00 



2 

$ 3.649.0 

SSmMBMIl 

■HHI 



154 

5 111.8)7.0 

0 1 

63603.0 

210 


cooa 

02 






4 5 

1.264 00 

4 

$ t.264.0 


05 




4 

S 3.026,0 



4 

$ 3.026.0 


06 




to 

$ 6.558.0 

1 5 

688.00 

11 

S 9.443.0 


07 




3C 

S 27.294,0 



30 

S 27,2940 


09 




5 

S 5,074,0 



S 

S 5,074.0 


0 




1 

S 730.0 

13 S 

15.326.00 

il 

5 16,6010 


11 




64 

$ 82.8M.0 

2 S 

2 554 00 

66 

$ 35.417.0 


12 




67 

$ 192.545.0 



67 

S 102,54500 


3 


! 6 

2501X1 

24 

5 433380 

5 3 

2,68600 

26 

$ 46,47600 







421 


FY 2009 CiVlIAN NON-SES TOTAL BONUSES EXPENDfTURE • BY ORGANtZATION PLAN/GRADE 


Page 



PAY Ml AN Date 

AD 


GS 

WAGEGIWE 

Tolal Numol EMPi 

Tola AMOUNT 

ORGANIMIION 

GRADE 

NUfliofEMPL AMOUNT 

jMdOtWT 

NonirfQiR 

AMOUNT 

Num ol EMPL 

AMOUNT 



CG08 

14 



3 $ 6.830.03 



S 6,83900 

CGD0 Totsi 



1 $ :^i!0 

m 

I 280.56100 

18 

22.822.00 

227 

$ 304,033.00 

c;gd3 

02 




a 

2,664 00 


$ 2,66400 


05 




t 91400 




$ 91400 


06 




$ ',5MOO 




$ 1.50800 


07 



13 

5 12,067 00 

1 

948,00 

14 

$ 13,015.00 


08 




S 3 j31 ^ 


2.471.00 


S 6,30200 


09 




S 5.146.00 




$ 5,145M 


10 





3 

3,575 00 


$ 3,57500 


11 



21 

i 24.014 00 



2! 

3 24.014 00 


12 



23 

1 33.275 00 



23 

S 33 27500 


13 



14 

S 35.153.00 



14 

$ 35.15300 


14 




$ 2.67400 




S 2.674 00 

CGDS Total 





$ 118.582.00 

S $ 1658.00 

92 

i 128.240.00 

CGIS 

03 




5 l.3M).00 




5 1,00000 


07 




S 3,J72,00 




S 5,972 Cffl 


12 



18 

S 25,503.00 



18 

S 25,50300 


13 



45 

S 78,137.00 



45 

S 78.137,00 


14 




S 26.500 00 




$ 26,500.00 

CGIS Total 





8 137,112.00 


60 

$ 137.112,00 

CGPC 

04 




$ U5033 




S 1,15000 


05 




S 1,475 03 




5 1.47500 


05 




i 3.95000 




$ 3.950 


07 



21 

i 29.907.00 



r 

i 29.90700 


05 




S 4,180 00 




$ 4,18000 


09 




i 3 52500 




$ 3,325.00 


11 




5 4.504(10 




$ 4,504.00 


12 




* 5.417 30 




S 5,417.00 


13 




$ 593100 




S 5,931.00 

iiTd jil 




44 

5 <0.139.00 


BIKSlHi 



04 




$ imoo 




3 1,280,00 


05 




$ 2.920.00 

1 

2,440.00 


S 5,360 00 


06 



15 

6 19.240.00 

21 

29.640.00 

36 

S 48,880.00 


07 



14 

S 17,880,00 



14 

$ I7.880.K 


03 




5 3,020(10 




S 12.76000 


09 



27 

5 39,97030 



28 

$ 41.23000 


to 




5 4.030,30 

2 

2,520,00 

5 



11 



53 

S 73.940.30 



53 

$ 73,940,00 


12 



£5 

S 86,460.M 



65 

S 86.460.00 


13 


1 i 2,690.00 

46 

S 81,920.30 



47 



14 


2 $ 4.68000 

21 

S 37.165.30 



23 

i 42,045 30 


15 


1 S 5.94000 


3 4 88000 



3 

S 13.62800 

ELC Total 



4 $ 13.Sia.0O 

252 

5 )72.<85.» 

31 

48.600.00 

287 

$ 431,79100 






S 5 633 30 



6 

$ 5.&33.03 






S 2.9SO.'30 



3 

i 2.958.00 





68 

S 7250090 



68 

$ 72,508,00 





24 

S 31,375.00 



24 

8 3',375,00 


09 



13 

5 18.150 00 



13 

6 18,150.00 





27 

5 3S,75000 



27 

3 39,75000 





68 

S 12118300 




i 121.18300 





14 

S 34.SOO.0O 




S 34.50808 


Ir^H 




S 16.4(K).08 




3 18,48008 






S 14 800 00 




l"'Tr‘rF 

FINCENTotal 




233 

S 351741.00 


233 

fBKKW'lll 

HEAOQ'JARTEflS 

02 




$ 259.00 




5 250.30 


03 




$ 75000 




$ 75000 


04 




$ 2 889.00 




i 2.889.00 


05 




S 8,978.00 




I 8 9*8 09 


'36 

1 


5 £,$3700 




$ 9,537 00 
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FY 2009 CIViLiAN NON-SES TOTAL BONUSES EXPEHDiTURE • BY ORGANiZATiQW PUNfGRADE 


[ I 

PAY PLAN Oas 

AO 

Cti 

GS 


Total NumofEMPL 

Total AMOUNT 


GRADE 

NuraofEMPl AMOUNT 



B i’ 


NuraolEMPL 

AMOUNT 



HEADQUARTERS 

Q7 




24 

i ^.8230) 



24 

$ 35.82200 


08 




38 

S 63.275,00 



38 

S 63,275 GC 


09 




SE 

S 81.74000 



56 

S 51,740 00 


10 




12 

5 22.088.90 



12 

S 22.0^ 00 


11 




42 

S 89.985.00 



42 

S 89,08500 


12 




101 

S 164.919.00 



10- 

S 184,91900 


13 


9 

S 18M.C£ 

327 

S 693.219.00 



336 

S 712,00)00 


14 


10 

S 23.6%0C 

317 

$ 



327 

$ 330,20200 


15 


S 

S 1Q.012.0G 

119 

S 396,362 00 



125 

S 42537400 

HEADQUARTERS Total 




$ njmoc 

1.057 

$ 2.39S.4T6.00 


1,082 

$2,467,006.00 

LANTAREA 

04 





i 1,24900 




S 1,249 00 


05 





S 3.05900 




$ 3,059 00 


07 





% 5.980.03 




$ 5,88000 


08 





$ 6,91590 

1 

975 00 


$ 7,89000 


09 





$ '0.140.00 




$ 10.14000 


11 




14 

$ 16.595.09 



14 

$ 18,59500 


12 




27 

$ 41,355.03 



27 

$ 41,35500 


13 




25 

% 45.219.03 



29 

$ 45,21000 


14 





$ 14,350.00 




$ I4.350CO 


15 





$ 2.450.1X3 




$ 2,45000 

LANTAREA Total 




184 

$ 1«.36309 

1 $ 975.80 

195 

$ 150,278,00 

MLCATIA.NT1C 

03 





$ 1.49S.00 

1 

20000 


S 1,699 00 


04 





$ 6.634.00 




S 6.694.C0 


05 




21 

S 17.725.09 

6 

5.871 00 

27 

S 23,58500 


05 




44 

S 43.746.1X) 

9 

10,793.00 

53 

S 54,538 00 


07 




79 

6 87.002.00 

11 

1144100 

90 

S 98,443 (W 


OS 




13 

S 15.797.00 

29 

31,726.00 

4? 

1 47,523 Kl 


09 




69 

S 76,197.30 

26 

29.303 00 

95 

$ 105,500IX) 


19 





$ 7S0 30 

157 

171,473 00 

158 

$ 172,22300 


n 




106 

$ l'6.6563D 

34 

41,594,00 

142 

$ 158.253,00 


12 




228 

S 253,797.30 

8 

11,455.00 

236 

$ 265.252,00 


13 



l 543400 

73 

5 92,515 30 

4 

6,14600 

83 

i 104,09500 


14 



S 12 044 00 

to 

S •3.971 00 

2 

2,245 00 

18 

$ 28263.00 


15 





S 999.00 

1 : 

99900 

2 

$ 1.938 00 


mi 


12 


6K 

w;^A;nr!.i 


323.249.MI 


IH-HI-V/ml 

MIC PACIFIC 

02 






1 5 

1.387 00 


8 1.387,00 


04 




11 

S 14.883.!K) 



11 

$ 14,063,00 


)5 




11 

S 16,337,00 

7 S 

10,209 00 

18 

S 26,548,00 


OR 




15 

S 23.195.00 

1 : 

1,36700 

16 

8 24,782.00 


07 




47 

3 65.256 00 

10 ! 

16,855.00 

57 

$ 82,114.00 


38 




16 

S 25.334 90 

5 1 

8.935.00 

21 

$ 32,289.00 


09 




52 

S 74,414.00 

14 ; 

21,906,00 

56 

$ 96,320.00 


ID 





S 1.637,90 

4) ! 

66, '08.00 

43 

1 67,745,00 


11 




73 

S 111.368.90 

3 S 

4, -61 00 

76 

$ 115,529.00 


12 




103 

8 189,84200 

2 i 

3,274.00 

105 

S 173,116,00 


13 



$ 9.347 00 

48 

S 91,549.00 

1 S 

2,775 00 

55 

S 103,671.00 


14 



i 1.38700 

12 

5 24889.00 

1 5 

2775 00 

14 

S 25,051.00 


15 





S 8,398,00 



3 

$ 8.398 00 










oBomi 

NMC 

05 




21 

S 22,373.05 



21 

S 23,37300 


36 




u 

5 12,44800 



14 

$ 12.44800 


07 




33 

S 27,39000 



33 

$ 27,390,00 


08 




U 

5 12,771.00 



14 

S 12.771,00 


39 




32 

s as.moo 



32 

5 35969.00 


11 




27 

S 28.721.00 



27 

S 29,721 OO 


12 




29 

S 42,4a}.00 



29 

S 42,450 00 


13 



i 5.7I».(» 

19 

S 31,148.00 



22 

8 38,848,00 


14 




11 

S 19.504,00 



11 

S 19,50400 


15 



4 

S 8.855.00 



4 

S 8,85500 
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fY 200» CIVILIAN NOH-SES TOTAL BONUSES EXPEWOITURE ■ BY ORSAHIZATION PUMIGRAPE P>!t 



PAY PI AN Data 

AD 

GM 

GS 

WAGE GRADE 

rota! NumolEMPl 

Total AMOUNT 

ORGANIZATION 

GRADE 

NtimofEWa AMOUNT 

NianofEMPL AH(^T 




NiimrtEWPl. 

AMOUNT 



NMC Total 



3 s 5.7QeL(e 

m 


243i29.08 


207 

S 243.329.08 

NPFC 

03 




S 

43000 




$ 4(XI.OO 


04 





saooo 




% 500.0C 


06 





85000 




% 850,00 


G7 





479JX) 




$ 475.00 


ca 





1.0304® 




$ lOCGOG 


C9 





2.050.00 




t 2050.0G 


11 




$ 

2650.00 




% 2 650.tt 


12 





6.430.fi> 




$ S40O.0C 


13 


1 S 2.1OD0C 

it 


66830.00 



35 

$ 6890)00 


14 



'4 


33.850.00 



14 

$ 30.850,00 


15 





21.973.E® 




S 21 D75CC 

NPFC Total 



1 $ 2 ,teoio 

73 


133.^.03 


74 

S 135.050.00 

OSC 

C6 





■i.OSfl.OO 




S 1 050.CC 


08 





1,450.00 




S 1.450 CO 


09 





1 7M.i» 




S 1,700CC 


11 





1.550.00 




S 1,65000 


13 



21 


37.I40.00 



21 

S 37,14000 


14 





13.250.00 




S 1 3.250 CC 


15 





4,330.00 




% 4300.CC 

OSC Total 




34 


«.4«>.00 


34 

S 80.440.00 

PACAREA 

04 





836.80 




$ 8CCCC 


05 





7'3DOO 




$ 700 CC 


06 





730.00 




t 7C0CC 


0? 





89000 




1 BOOCG 


08 





7.450 00 

1 

l.SOCOO 


I 3.25000 


09 





8IX).CI0 



t 

$ 80000 


10 






2 

3,600.00 

2 

% 3,60000 


11 





2.830.00 



2 

$ 2,600 CO 


12 



IS 


31.100 00 



18 

$ 31.1WOO 


13 



18 


29.S90 00 



18 

$ 29,60000 


14 





11.550.00 



6 

S 11,550 00 


15 





1.800.00 



1 

S 1,800 CC 




hhhhhhhuh 

$4 



3 3 5.WD.9D 

57 


PSC 

04 





1 376 00 



1 

S 1.375 CC 


OS 





560 <X) 



1 

S 860 CO 


06 



24 


21,74150 



24 

$ 21,741 M 


07 



It 


39,250 00 



27 

5 39,25000 


08 





6.685.00 



8 

1 6.58SG0 


OS 



11 


12,765.30 



11 

5 12,76500 





13 


24,997,00 



13 

S 24.997 00 


17 



21 


32,037.00 



21 

$ 32.05700 


13 


1 S 23073C 



1134200 



7 

S 14.64900 


14 





8.228 03 



4 

S 8.22S.00 


15 





2 357.00 



1 

S 2.05700 


■miiiiiii 


i $ nofofl 





116 


RDCEINTHIR 

07 





98500 



1 

S 985.00 


08 





3.3i$.(l0 



1 

S 2.95500 


09 





1,303.00 



1 

S 1,003.00 


11 





785.00 



2 

$ 785.00 


12 



11 


26,84000 



11 

S 26.84300 


13 



23 


58.2631® 



23 

S 38.29000 


14 


1 $ 29S500 

11 


27,580,00 



12 

5 30.53500 


15 





5,910.00 



2 

$ 5,913.00 

RD CENTER Total 




S2 


124.31660 

. 

53 

S 127.270.00 

TISCCM 

O' 





1,475.03 



i 

S 1.475.00 


08 





I.54S03 



1 

S 1,543,00 


11 





3,51203 




S 3,51200 


12 





■l93n,C3 




S 19.07700 
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Question; Please provide a table showing how much is requested in the 201 1 budget for bonuses for Coast 
Guard military officers, SES employees, and non-SES employees. 


ANSWER: The information for Coast Guard military officers. Senior Executive Service (SES) employees, and 
non-SES employees is shown in the following table: 



FY 201 1 

Reauested Amounts 


$9,443,719 


S204, 1 39 


$595,000 

Total 

$10,242,858 


Question: Please provide for the record a table that shows all funds expended by Coast Guard and all uses of 
Coast Guard aircraft, if fully reimbursed, for travel of political employees for travel in 2009. Include name of 
individual traveling (including ALL non-Coast Guard personnel), location(s) visited, total cost, and purpose of 
the travel. 
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ANSWER: Please see attached document for the use of Coast Guard aircraft in FY 2009. 

Question: Please list the number, by office and pay grade level, of all Coast Guard employees hired non- 
competitively in fiscal year 2008. 

ANSWER: Following is the number, by office and pay grade level, of all Coast Guard employees hired non- 
compelitively in FY 2008. The total is 845 (725 General Schedule (GS), 97 Federal Wage System (FWS), and 
23 Administratively Determined (AD). 

Some examples of a non-competitive hire include: Veterans Employment Opportunity Act (VEOA), Veterans 
Recruitment Appointment (VRA), transfers eligible from other Federal agencies, reinstatement candidates, 
Federal Career Intern Program, etc. 


CG COMMAND 

AD Pay Plan 
(No grades) 

PACIFIC AREA, ALAMEDA, CA 

1 

ACADEMY, NEW LONDON, CT 

21 

RESEARCH & DEVELOPMENT CTR, GR 

1 

.AD TOTAL 

23 


CG COMMAND 

FEDERAL WAGE SYSTEM GRADES 

FWS TOT 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

13 

1ST CG DISTRICT, BOSTON, MA 






1 


1 

i 

1 



4 

7TH CG DISTRICT. MIAMI, FL 




1 

2 


2 


1 

1 



7 

8TH CG DISTRICT. NEW ORLEANS, 













2 


CG COMMAND 

FEDERAL WAGE SYSTEM GRADES 

FWS TOT 

1 

2 

3 

4 

5 

5 

7 

8 

9 

10 

11 

13 

9TH CG DISTRICT, CLEVELAND, 

OH 










1 



1 

UNIFORM DISTRIBUTION CTR, 
WOOD 





6 








6 

MLC ATLANTIC, NORFOLK.. VA 



3 

5 

1 

2 


4 

2 

8 

1 


26 

MLC PACIFIC. ALAMEDA. CA 



1 


3 




1 



) 

6 

ENGINEERING LOGISTICS CENTER, 






5 




1 



6 

ALC, ELIZABETH CITY, NC 






2 



i 

9 

1 


13 

ACADEMY, NEW LONDON, CT 





1 





1 



2 

TRAINING CENTER. CAPE MAY. NJ 





1 





1 



2 

YARD. BALTIMORE. MD 

3 


15 





! 


1 

2 


22 

FWS TOTAL 

3 

2 

19 

6 

14 

10 

2 

6 

6 

24 

4 

1 

97 


CG COMMAND 

GENERAL SCHEDULE GRADES 


2 

3 

4 

5 

6 

7 

8 

9 

11 

12 

13 

14 

15 

GS 

TOT 

1ST CG DISTRICT. 

BOSTON, MA 




2 

1 




3 

1 

5 




12 
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CG COMMAND 

GENERAL SCHEDULE GRADES 


2 

3 

4 

5 

6 

7 

8 

9 

!I 

12 

13 

14 

15 

GS 

TOT 

5TH CG DISTRICT, 
PORTSMOUTH VA 





2 



1 

2 






5 

7TH CG DISTRICT, 

MIAMI, FL 





3 

2 

5 


2 

3 

4 

2 

1 


22 

8TH CG DISTRICT, 

NEW ORLEANS. 





5 

2 

3 


2 

8 

4 

i 



25 

9TH CG DISTRICT, 
CLEVELAND, OH 







2 


3 

6 

! 




12 

IITHCG DISTRICT, 
ALAMEDA, CA 



2 

I 

3 


3 


1 

3 

2 




15 

13TH CG DISTRICT, 
SEATTLE, WA 




1 

2 




1 

6 

1 

1 



12 

14TH CG DISTRICT. 
HONOLULU. HI 





1 


3 

1 


2 

2 




9 

17TH CG DISTRICT, 

JUNEAU, AK 





1 

1 

1 


3 

1 


1 



i i 

ATLANTIC AREA, 
PORTSMOUTH. VA 



1 

1 



3 

! 


1 

1 

1 



9 

PACIFIC AREA, 

ALAMEDA, CA 





I 


2 

1 


1 

6 

2 



13 

CG CMD & CTRL 

ENGRCTR, PORTSM 



2 







! 





3 

MLC ATLANTIC, 

NORFOLK, VA 



2 

]| 

17 

9 

6 


4 

10 

18 

6 

I 


84 


CG COMMAND 

GENERAL SCHEDULE GRADES 


2 

3 

4 

5 

6 

7 

8 

9 

II 

12 

13 

14 

IS 

GS 

TOT 

MLC PACIFIC, 

ALAMEDA, CA 

1 

2 

iO 

20 

$ 

7 

10 

I 

3 

8 

15 

3 

2 


90 

FINANCE CENTER. 
CHESAPEAKE. VA 




1 

9 

4 

6 



6 


2 

2 

1 

31 

ENGINEERING 

LOGISTICS CENTER. 




1 

3 

10 

3 


3 

6 

1 

2 



29 

NATIONAL MARITIME 

CTR, MARTINS 



1 

1 

1 





1 

1 



1 

6 

NVDC, FALLING 

WATERS, WV 





1 










1 

ALC. ELIZABETH 

CITY. NC 



1 


1 


5 


4 

3 

3 




17 

CG INVSTG SVC, 

WASH. DC 



I 




1 




8 

3 



13 

OPS SYSTEMS CTR. 
MARTINSBUR 






1 






2 



3 

TELECOM & INFO 
SYSCMD.ALEXAN 





■ 






1 

■ 



3 

NAV CEN, ALEX. VA 





■ 






I 

m 



3 

PSC, TOPEKA, KS 





4 

4 

■i 

■i! 

■1 

2 





14 

INTELLIGENCE 

COORD CENT 






■ 

■ 

■1 




I 



1 

NATL STRIKE FORCE, 
ELIZCITY, NC 





■ 










2 
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CG COMMAND 

GENERAL SCHEDULE GRADES 

, 

2 

3 

4 

5 

6 

7 

8 

9 

tl 

12 

13 

14 

15 

GS 

TOT 

ACADEMY, NEW 

LONDON, CT 



6 

14 

1 

2 

I 




1 




25 

CG HEARING OFFICE, 
ARLINGTON, 






1 









i 

USCG INSTITUTE. 
OKLAHOMA CITY. 









1 






] 

NAT POLLUTION 

FUNDS CTR, ARLIN 


1 

1 


1 






I 



1 

5 

TRAINING CENTER, 
PETALUMA, CA 




I 











1 

TRAINING CENTER, 
YORKTOWN, VA 

2 




1 


! 


I 

3 

2 




[0 

AVIATION TRAINING 
CENTER. MOBI 





2 





2 

2 




6 

TRAINING CENTER, 

CAPE MAY. NJ 




1 





1 

2 





4 

CG PERSONNEL 

COMMAND, ARLINGTO 






1 

5 




1 




7 

YARD, 

BALTIMORE, MD 


1 

1 
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Question: Please list the total cost of all militar>- bonuses, by type, obligated in fiscal year 2009. 

ANSWER; $53,591,633 was expended in FY 2009 on Enlistment, Reenlisiment, and Career Status Bonuses. 


ENLISTMENT BONUS 


$8,967,543 

Prior Service 

$194,600 


Non-Prior Service 

$1,719,712 


Enlistment Bonus for College Credit 

$3,368,862 


Critical Skills Training Bonus 

$3,684,369 


REENLISTMENT BONUS 


$38,655,293 

CAREER STATUS BONUS 


$5,968,797 

TOTAL 


$53,591,633 


Question: Provide the total amount requested for the Coast Guard legislative affairs office in fiscal year 201 1 . 
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ANSWER: I'he total amount requested for Coast Guard legislative Affairs activities is $2,162,721. This 
amount includes personnel costs. 


Contracts 


Question: Update and submit, through the most recent month available, the list requested in last year’s hearing 
record regarding sole source contracts. Organize by contractor, purpose, appropriation account, dollar award, 
full performance value, contract start date, contract end date, and reason for sole-source. 

ANSWER: Because of its size, the response required by this question is provided separately. 


Question: Please provide for the record a list of all contracts over $5 million in total value executed by the 
Coast Guard in 2009. Organize by contractor, purpose, dollar award, full performance value, contract start date, 
contract end date, and contract type (e.g., firmed fixed price, etc.). 

ANSWER: Because of its size, the response required by this question is provided separately. 

Question: Please provide for the record a list of all Coast Guard contracts, grants and other transactions where 
work is performed outside of the United States. Organize by contractor, purpose, dollar award, full 
performance value, contract start date, and contract end dale. 

ANSWER: Because of its size, the response required by this question is provided separately. 


Shore Maintenance Backlog 

Question: Please update the figures provided last year outlining the shore maintenance backlog. Describe in 
detail how the Coast Guard prioritizes which projects to address first, and provide a prioritized list of 
backlogged shore maintenance projects. 

ANSWER: The Coast Guard has a shore depot level maintenance of budget-ready projects totaling 
approximately $580Mas of May 17, 2010. Because of the size of the attachment provided to the Committee, it 
will be kept on file with the Committee. 

As part of the Civil Engineering Program’s modernization the Shore Infrastructure Logistic Center (SILC) has 
developed a centralized project prioritization methodology for the service wide Fiscal Year (FY) 201 1 Depot- 
level maintenance program. 

The process allocates 30 percent for Central Management at the SILC through the Centralized Planned 
Obligation Prioritization (C-POP) process, which includes a panel of representatives from Pacific, Atlantic, 
Operations, and Mission Support. The panel engages in ranking the metrics used to develop the C-POP list and 
validates and approves the final list of projects. This 30 percent includes major maintenance, as well as 
alterations, code compliance and improvement projects. Projects that do not rise to the top priority are 
categorized as priority 2 and 3 and are ready for execution in FY 2011 if funds become available. 
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The remaining 70 percent is allocated for local prioritization and management by the Headquarter Facility 
Engineers and Civil Engineering Units based on Plant Replacement Value (PRV) with oversight by the Shore 
Maintenance Command in coordination with Product Line Mauiagers. Depot-level maintenance funds are 
distributed to regional Civil Engineering Units and Headquarter Units for execution based on the PRV and 
overall shore maintenance backlog for facilities within their axea of responsibility. Local prioritization factors 
include safety of personnel, safety of assets, and direct impact on mission execution. These factors, among 
other regional, local or project specific concerns, are considered to ensure the best use of limited Shore 
Maintenance Funding. 


Vessel Maintenance Backlog 

Question: Please provide a prioritized list of the backlogged maintenance needs for the entire fleet of vessels 
over 65', broken down by vessel type and category of maintenance, updating last year's answer. 

ANSWER: The current maintenance backlog for cutters greater than 65' is provided in the table below. 


CUTTER TYPE 

TYPE OF 
MAINTENANCE 

DEFERRED 

AMOUNT 

Buoy Tender Cutters 

Depot level ! 

$29,7 million 

Medium Endurance Cutters I 

Depot level 

$17.2 million 

High Endurance Cutters 

Depot level 

$8.3 million* 

Patrol Boats 

Depot level 

$5.7 million 

Ice breakers 

Depot level 

$23-7 million 

Total 


$ 84.6 million 


*The WHEC figure reflects planned maintenance only and does not capture the entire shortfall for this cutter class. Due to the influx 
of non-recurring funding (ARRA and supplemental) as well as an interna! redirection of funds at the expense of other cutters, the FY 
2010 funding gap for 378’ cutters has been temporarily closed to S8.3 million. However, the recurring annual costs for maintaining 
the aging WHEC class exceed the current base funding level. 

Question: How would the Coast Guard describe the maintenance backlog on its vessels smaller than 65’? 
ANSWER: Ihe maintenance backlog on cutters 65 feet and below is over $5.9 million. 


Aircraft Maintenance Backlog 

Question: What is the Coast Guard’s aircraft maintenance backlog for both fixed and rotary wing assets? 
Please provide a prioritized list of backlogged maintenance needs for the air assets, broken down by aircraft 
type and category of maintenance, updating last year’s answer. 

ANSWER: The current Aviation maintenance backlog list is reported in the “AFC-41 Aviation Deferred 
Maintenance Report.” It includes six sections, and is listed in the following prioritized order: 

1. Financially Slipped Mandated Repairs $ 6,440,576 

2. Financially Slipped Inventory Reordere $ 25,453,392 

3. Financially Slipped Inventory Repairs $ 18,833,993 

4. Financially Slipped Depot Level Projects $ 5,596,000 

5. Financially Slipped Overhauls $ 0 
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6. Financially Slipped Emergency Repairs $ 0 
i'he above amounts broken down by aircraft type are listed in the following table: 


Airframe 

Financially 

Slipped 

Inventory 

Reorders 

Financially 

Slipped 

Inventory 

Repairs 

Financially 
Slipped 
Depot Level 
Projects 

Financially 

Slipped 

Overhauls 

Financially 

Slipped 

Emergency 

Repairs 

Financially 

Slipped 

Mandated 

Repairs 

HC-130 

$830,566.98 

$6,813,243.49 

$0.00 

$0.00 

$0.00 

$0.00 

HU-25 

$6,902,632.13 

$2,593,610.01 

$0.00 

$0.00 

$0.00 

$0.00 

H-60 

$6,919,037.32 

$3,467,919.29 

$0.00 

$0.00 

$0.00 

$0.00 

H-65 

$9,032,203.05 

$5,369,629.50 

$0.00 

$0.00 

$0.00 

$6,440,576.00 

Multiple 

Airframes 

$1,768,952.64 

$589,590.23 

$5,596,000.00 

$0.00 

$0.00 

$0.00 

Total 

$25,453,392.12 

$18,833,992.51 

$5,596,000.00 

$0.00 

$0.00 

$6,440,576.00 


* Financially Slipped denotes maintenance items in these categories that are deferred to address higher priority 
maintenance needs. 


Aids to Navigation 

Question: Please update the chart provided last year with the location of the Inland River Aids to Navigation 
vessels, by type and age. What are the most pressing needs for repair and replacement among this fleet? 


ANSWER: Coast Guard - WLR (River Tender) 


Cutter 

Homeport 

Commissioning 

Date 

Age 

1 RIVER TENDER 65FT 

OUACHITA 

501 

CHATTANOOGA, TN 

I960 

50 

CIMMERON 

502 

PARIS LANDING, TN 

1960 

50 

OBION 

503 

OWENSBORO, KY 

1962 

48 

SCIOTA 

504 

KEOKUK, lA 

1962 

48 

OSAGE 

505 

SEWICKLEY. PA 

1962 

48 

SANGAMON 

506 

PEORIA, IL 

1962 

48 





RIVER TENDER 75FT 

WEDGE 

307 

DEMOPOLIS, AL 

1964 

46 

GASCONADE 

40! 

OMAHA, NE 

1964 

46 

MUSKINGUM 

402 

SALLISAW, OK 

1965 

45 

WYACONDA 

403 

DUBUQUE, lA 

1965 

45 

CHIPPEWA 

404 

PARIS LANDING, TN 

1965 

45 

CHEYENNE 

405 

ST LOUIS, MO 

1966 

44 

KICKAPOO 

406 

VICKSBURG, MS 

1969 

41 

KANAWHA 

407 

PINE BLUFF, AR 

1969 

41 

PATOKA 

408 

GREENVILLE, MS 

1970 

40 

CHENA 

409 

HICKMAN, KY 

1970 

40 




431 


KANKAKEE F 

500 

MEMPHIS TN 

1990 

20 

GREENBRIER F 

501 

NATCHEZ, MS 

1990 

20 


Through Inland Rivertender Emergency Support funding, the Coast Guard has been able to mitigate the 
escalation of maintenance hours and costs needed to overcome the significant subsystem obsolescence and 
service life Issues of these 40 plus year old cuttere. This maintenance has enabled the Coast Guard to continue 
to use the current fleet until replacement vessels are procured. 


Automatic Identification System 

Question: Please update the answer you provided the Committee last year on the progress of installing AIS 
throughout the U.S., including the progress of installing AIS on Coa.st Guard vessels. 

ANSWER: Automatic Identification System (AIS) is the ship-to-ship VHP digital communications for 
collision avoidance and infonnation exchange. It is a method based on international standards for ships to be 
uniquely identified and tracked worldwide. 

The Nationwide AIS (NAIS) is the Coast Guard’s acquisition project to provide its shore infrastructure to 
receive, AIS data for port partners and other governmental agencies. 

Using prior appropriated funds the Coast Guard is in the process of designing, deploying and testing a 
permanent solution to replace the current components, which were rapidly deployed as an interim solution with 
a seven year service life. Current funding permits the Coast Guard to deploy the permanent solution to 8 of the 
58 critical ports this year. 

The following table depicts the status of AIS on Coast Guard boats (less than 65 feet) and cutters (65 feet or 
greater). Note that ail new Coast Guard boat and cutter acquisitions are being delivered with AIS capability 
installed. 


CG Vessels 

Have A!S installed 

Will have AIS installed 
(During FYs 2010 and 2011) 

Cutters - 
65 feet or greater 

• All but three cutlers have 

AIS installed. 

• The three remaining cutters will have AIS installed by fail 2010. 

Boats - 
less than 

65 feet 

• Nearly all (92 percent) Coast 
Guard boats have AIS 
installed. 

♦ FY 2010; Aids to Navigation boats (ANBs) (55-foot ANBs and 
49-foot Buoy Utility Stem Loading). 

• FY 201 i : 33-foot Special Purpose Craft-Law Enforcement and 
23-foot Cutter Boat - Over-ihe-Horizon Boats. 


National Capital Region Airspace Security 

Question: Please update the cost data for the Coast Guard's National Capital airspace security mission to 
include actual expenditures for FY 2009, expenditures and projected expenditure for FY 2010, and the budget 
anticipated for FY 2011. 

ANSWER: The Coast Guard dedicated 3,500 H-65 flight hours for the National Capital Regional Air Defense 
(NCRAD) mission in FY 2009. This amounted to $23.6 million, including personnel, operations and 
maintenance, and facilities support costs. 
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Approximately $23 million/year is budgeted in FYs 20J0 and 201 1 for the NCRAD mission. 


Research^ Development, Testing and Evaluation 

Question: Please detail how the funding requested in 201 1 for RDT&E will be allocated, comparing it with FY 
2009 and 2010. 

ANSWER: Within the context of the Commandant’s business model of minimizing risk (both operational and 
acquisition risk) and maximizing mission effectiveness, the Research, Development Test and Evaluation 
(RDT&E) Appropriation serves as a strategic investment in real-world exploration to quickly gain knowledge 
and experience, enhancing the sound early decisions that have a significant effect on mission risk and 
effectiveness profiles. 

The funding for FYs 2009, 2010, and 20! 1 (dollars in thousands) follows: 


Research, Development, 

Test and Evaluation (RDT&E) 

FY 2009 
Enacted 

FY 2010 
Enacted 

FY 2011 
Request 

- Pay 

$11,429 

$12,864 

$13,356 

- Rent 

$1,153 

$1,120 

$1,125 

- Utilities (inc. communications) 

$306 

$200 

$200 

- Direct Research 

$3,832 

$9,451 

$4,050 

- Others 

$1,280 

$1,110 

$1,300 

Total 

$18,000 

$24,745 

$20,031 


RDT&E activities envisioned for FY 201 1 include: 

1 . Unmanned Aircraft Systems (UAS) pre-acquisition activities; 

2. Aquatic invasive species research; 

3. Sensor Performance Modeling and Validation; 

4. Oil-spill prevention and mitigation research; 

5. Sensor automation, optimization, and visualization; 

6. Alternative energy propulsion for boats and ships; and 

7. Evaluation of Arctic operations and technologies. 


Military / Civilian Mix 

Question: Please update the table from last year’s hearing record showing the current military / civilian mix in 
the Coast Guard. 

ANSWER: Table updated as follows: 


Active Duty Military/Civilia n Percentage Mix 


Fiscal Year 

Active Duty as 
a Percentage of 

Total Active Workforce 

Civilian as a 

Percentage of the 

Total Active Workforce 

2010' 

84.0 

16.0 

2009 

84.4 

15.6 
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2008 

84.7 

15.3 

2007 

84.5 

15.5 

2006 

84.5 

15.5 

2005 

85.0 

15.0 

2004 

85.5 

14.5 

2003 

85.5 

14.5 

2002 

84.6 

15.4 


‘ EOY Projection 


Coast Guard Reserves 


Question: How many reservists are currently serving on active duty in the Coast Guard? Please update the 
data provided for last year’s hearing record, including assignments, locations, and estimated costs for FY 2009 
and so far in FY 2010. 

ANSWER: As of April 13, 2010, a total of 978 Reservists are serving in an active duty status. 

• 678 Reservists are serving on active duty under involuntary mobilization orders and voluntary Active 
Duty Operational Support (ADOS) orders in support of Overseas Contingency Operations (OCO) 
throughout the United States and Outside of the Continental United States (OCON'US), They are 
performing the following ftinctions: 

- Harbor security throughout the United States and OCONUS: 

- Boat maintenance; 

- Standing watches in operations centers that direct law enforcement operations, incident management, 
contingency planning, port security and intelligence operations; 

- Law enforcement operations; 

' Anti-terrorism/forcc protection missions; 

- Conducting inspections of commercial vessels (cargo, manifests and crew lists), collecting 
intelligence, performing law enforcement and conducting liaison with other agencies (Federal Bureau 
of Investigations, Alcohol, Tobacco and Firearms. Customs. Immigration and Naturalization Service, 
local and state law enforcement agencies); 

- Providing security for domestic military port load-outs; 

- Providing personnel administration ne^ed because of the mobilization; and 

- Providing logistical support needed because of the mobilization. 

• 1 5 Reservists are on involuntary mobilization orders in support of the recovery efforts following the 
earthquake in Haiti. 

• 1 30 Reservists are on voluntary ADOS orders in support of non-contingency operations within 
numerous mission areas throughout the Coast Guard. 

• 1 55 Reservists on voluntary Extended Active Duty (EAD) contracts, filling active duty billets within 
numerous mission areas throughout the Coast Guard. These reservists were assigned EAD primarily 
due to the absence of a sufficient number of active duty personnel possessing adequate rank, experience 
and skill sets to fill specific billets. 
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Below are the estimated costs for FY 2009 and 2010: 


Category 

FY 2009 

FY 2010 

Involuntary Mobilization & Vol ADOS (Contingency - 
OCO) 

$57.3 Million ; 

$72.9 Million 

ADOS (non-contingency) 

$14.9 Million 

$7.4 Million 

HAD 

* 1 

* 


* Since reservists on BAD orders are filling active duty billets, their payroll costs arc paid out of the active duty pa>Ton account 


Unobligated Balances 

Question: Please update the breakdown of all currently unobligated AC&I balances which was provided in the 
FY 2010 hearing record. Also, select all projects from this list from FY 2009 or earlier and provide a brief 
description of why the funds are unobligated, and when the Coast Guard anticipates obligating the funds, if 
ever. 

ANSWER: Please see attachment below outlining FY 2009 and prior funds carried into FY 2010 and currently 
unobligated. 

As with some FY 2009 and prior balances, many FY 2010 balances remain unobligated while Deepwater 
projects pursue individual project Major Systems Acquisition Manual documentation compliance and obtain 
required approvals prior to being available for obligation. 

Also a factor is the new contracts development and negotiation to become independent of the Deepwater 
contract with Integrated Coast Guard Systems. 

Numerous significant obligations are planned in the upcoming months of 2010. Some of the larger planned 
obligations include a new contract for the National Security Cutter that is currently being negotiated with award 
expected in third quarter FY 2010. Similarly, Requests for Proposal for the Maritime Patrol Aircraft (MPA) 
have been solicited and are due within 50 days. The MPA contract award is expected by the end of fourth 
quarter FY 2010. An award for the next four Fast Response Cutters is also planned for this summer. 
Additionally, we awarded the next option for 30 additional RB-Ms on April 22, 2010. 

The description of why FY 2009 funds and earlier remain unobligated is detailed in the following table, along 
with an estimate for the anticipated obligation date. The Congressional hold on $350 million from the FY 2009 
appropriation is preventing the award of H-65, C4ISR and Deepwater Facilities projects, among others, and will 
impact the NSC and MPA awards if the hold is not released by early summer 2010. 


Fiscal 

Year 

Purpose of Funds By 
Progra m/P ro i ect/Ac t i V i tv 

Funds 

Unobligated 

Reason funds are unobligated 

Obig Plan 
MonthA'ear 

No 

Year 

Aircraft Other 

$9,621 

See Note: 1 


No 

Year 

C130 J Fleet Introduction 



$20,000 

Project completed. Remaining funds 
will used for contingencies. 


No 

Year 

C130J 

$222,599 

Project completed. Remaining funds 
will used for contingencies. 






435 


Fiscal 

Year 

Purpose of Funds By 
Program/Pro |ect/Activltv 

Funds 

Unobligated 

Reason funds arc unobligated 

Oblg Plan 
Month/Year 

2006 

Covert Surveillance 

Aircraft (A) 

$1,238,741 

Delays in aircraft delivery delayed 
planned use of this unobligated funding 
towards testing. 

Sep- 10 

No 

Year 

Maritime Patrol Aircraft 
(MPA) (A) 

$120,055 

Project complete. 


No 

Year 

MRR Helicopter HH-60 

$175,359 

Project complete. 


2007 

Replacement HH-60 
aircraft 

$3,384,884 

Project on track. Remaining ftinds will 
be used to purchase additional spare 
components that meet the original 
appropriation language. 

Sep- 10 


Subtotal, Aircraft 

$5,171,259 



Fiscal 

Year 

Purpose of Funds By 
Program/Project/Activitv 

Funds 

Unobligated 

Reason funds are unobligated 

Oblg Plan 
Month/Year 

2009 

2008 AC&I Disaster 

Relief Supplemental NSC 

$61,510 

Supplemental for Hurricane Gustav. 
Potential for NSC #3 impact on 
production. 

Jul-lO 

2007 

Armed Helicopter 
Equipment (D) 

$4,864,205 

All AUF funding was appropriated in two 
fiscal years (2007 and 2008). AUF 
conversions occur in conjunction with 
programmed depot maintenance and are 
limited to 22 aircraft per year. Remaining 
funds will support production {material & 
labor) and logistics through FYl 1 . 

Jul- 11 

2008 

Armed Helicopter 
Equipment (D) 

$7,830,303 

All AUF funding was appropriated in two 
fiscal years (2007 and 2008). AUF 
conversions occur in conjunction with 
programmed depot maintenance and are 
limited to 22 aircraft per year. Remaining 
funds will support production (material & 
labor) and logistics through FYl 2. 

May- 12 

2006 

C130H 

Conversion/Sustainment 

$444,179 

Funds will obligate by Jul 10 (EVM - 
$333K) Remaining SELEX PM Support 
that will be obligated by Sept 2010. 

Sep- 10 

2007 

C130H 

Convereion/Sustainment 

$2,178,426 

As of April 20, 2010 all funds except 
$810K have been obligated. Remaining 
funds will be obligated toward two major 
contracts associated with the Avionics 1 
Upgrade project. Award of those 
contracts have experienced significant 
delays, however, anticipated award of 
those contracts and obligation of funds by 
Sep 2010. 

Sep- 10 
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Fiscal 

Year 

Purpose of Funds By 
Program/Project/Activitv 

Funds 

Unobligated 

Reason funds are unobligated 

Obig Plan 
Monfh/Year 

2008 

C130H 

Conversion/Sustainment 

$400,000 

Funding will be obligated toward two 
major contracts associated with the 
Avionics I Upgrade project. 

Jul-IO 

2009 

C130H 

Convereion/Sustainment 

$7,840,349 

$2.8M is on Congressional withhold 
pending 2009 DW Expenditure Plan 
approval. Remaining funds will be 
obligated towards two major contracts 
associated with the Avionics I Upgrade 
project. 

Sep- 10 

2007 

C130J Fleet Introduction 

$391,789 

HC-130J Missionization Phase contract 
ciosed-out that will be obligated by Sept 
2010. 

Sep- 1 0 

2008 

C130J Fleet Introduction 

$13,456 

See Note: 1 


2006 

C4ISR 

$300,679 

FY06 funds were deobligated as part of 
the Contract Closeout effort and has yet to 
be obligated. The remaining funds will be 
used in FYIO to award SOLARIS option 1 
and 2. 

May- 10 

2007 

C4ISR 

$688,291 

FY07 tunds were reclaimed from the 

Coast Guard Centers of Excellence. These 
funds will be used in FYIO to fund foliow- 
on work for the KU-Band and FM Guard 
receivers on in-service cutters. 

Jul-lO 

2008 

C4ISR 

$1,635,354 

FY08 funds were reclaimed as part of the 
program reviews at the Coast Guard 

Centers of Excellence. These funds will 
be used in FYIO to fund KU-Band and FM 
Guard receivers on legacy cutters and 
Command and Control SPAWAR MIPR. 

Jul-10 

2009 

C4ISR 

$7,507,648 

Support the Segment 2 Design and 
Development Contract. All remaining 
funds will be executed in FYIO for KU- 
Band and FM Guard receivers on in- 
service cutters, and Command and Control 
SPAWAR MIPR for IV & V and prime 
contractor oversight. 

Aug- 10 

2006 

Fast Response Cutter 
(FRO - A class 

$171,701 

Contract Closeout. 

Sep- 10 

2007 

Fast Response Cutter 
(FRC) - A class 

$253,230 

Funding belongs to FRC-B, not FRC-A 
(reprogrammed). $253,200 is set aside to 
cover antecedent liability (Engineering 
Changes) associated with Fixed Price 
CLlNs. It is anticipated that this funding 
will be obligated in FYll. 

Sep- 11 

1 
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Fiscal 

Year 

Purpose of Funds By 
Program/Project/Activity 

Funds 

Unobligated 

Reason funds are unobligated 

Obig Plan 
Month/Year 

2007 

Fast Response Cutter 
(FRC) - B class 

$8,126,642 

This funding is set aside to cover 
antecedent liability (Engineering Changes) 
associated with Fixed Price CLINs (Hulls 

1 & 2). It is anticipated that this funding 
will be fully obligated in FYll . 

Sep- 11 

2009 

Fast Response Cutter 
(FRC) - B class 

$13,149,164 

$8M is on Congressional withhold 
pending 2009 DW Expenditure Plan 
approval. This funding will be set aside to 
cover antecedent liability (Engineering 
Changes) associated with Fixed Price 
CLINs (hulls 3 & 4). It is anticipated that 
portions of this funding will be obligated 
in FYIO, FY1I,&FY12. 

Sep-12 

2006 

Government Program 
Management 

$572,939 

Maintain approximately 1% balance for 
contract adjustments. 

Sep- 1 0 

2007 

Government Program 
Management 

$585,351 

Maintain approximately 1% balance for 
contract adjustments. 

Sep- 1 1 

2008 

Government Program 
Management 

$2,704,380 

Remaining amount will be obligated this 
FY. 

Jul-ll 

2009 

Government Program 
Management 

— 

$11,757,011 

$6M is on Congressional withhold 
pending 2009 DW Expenditure Plan 
approval. Remaining will be balance used 
for required program management. 

Sep-13 

2006 

HH60 Conversion Projects 

$91,212 

Funds are available as a result of 
deobligations. Funds arc anticipated to be 
MlPR'd to NAVAIR for Avionics 
Performance Charts. 

Jul-10 

2007 

HH60 Conversion Projects 

$116,233 

Funds arc available as a result of 
deobligations. Funds will be used for 
Navigation Hardware updates and a user’s 
manual. 

Jul-IO 

2008 

HH60 Conversion Projects 

$1,596,535 

Funds are available as a result of 
deobligations. Remaining funds will 
obligate by Sep 2010 (EVM - $333K, H- 
60 Main-$1.267M). 

Sep- 10 

2009 

HH60 Conversion Projects 

$11,952,462 

$6M is on Congressional withhold 
pending 2009 DW Expenditure Plan 
approval. Remaining funds will be 
obligated from Apr 2010 through Sep 

2010. (AU - $4.26M, ESS - $590K, RSS - 
$100K, STEP - $] .2M, Engine - $2.2M, 
Component Recap - $3.55M). 

Sep- 10 

2006 

HH65 

Conversion/Suslainment 

$7,178 

See Note: I 
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Fiscal 

Year 

Purpose of Funds By 
Program/Project/Activitv 

Funds 

Unobligated 

Reason funds are unobligated 

Obig Plan 
MonthA^ear 

2007 

Hn65 

Conversioii/Sustainment 

$2,041,755 

The ADE for DS4 and DS6 moved to the 
right; funds will now be executed in FY 1 0. 
Of the $2M, approx $1M will be executed 
for Materials and Production Labor in DS 

4 while approx $1 M will be executed for 
initial DS 6 AFCS and CAAS design and 
development tasks. 

Sep- 10 

2008 

HH65 

Conversion/Sustainment 

$4,117,562 

The ADE for DS4 and DS6 moved to the 
right; funds will now be executed in FYIO 
& FYll. Of the $4M, approx $2M will be 
executed for Materials and Production 
Labor in DS 4 while approx $2M will be 
executed for initial DS 6 AFCS and CAAS 
design and development tasks. 

May- 11 

2009 

HH65 

Conversion/Sustainment 

$64,500,000 

$5 1 .4M is on Congressional withhold 
pending 2009 DW Expenditure Plan 
approval. Approx $21M will be executed 
for Materials and Production Labor in DS 

4 while approx $33. 5M will be executed 
for DS 6 AFCS and CAAS design and 
development. 

Ju!-10 thru 
Sep-1 ! 

2006 

IDS Small Boats 

$60,818 

Pays for Business Case Analysis (BC.A) 
for LRl. 90% obligated; remaining 10% 
will be obligated prior to account 
expiration. 

iun-IO 

2008 

IDS Small Boats 

$428,424 

PM support for new acquisition. 

55% obligated; Funds to pay for PM 
support in FYIO and FYI I. 

Jun-ll 

2009 

IDS Small Boats 

$2,170,921 

$2M is on Congressional withhold 
pending 2009 DW Expenditure Plan 
approval. Slated for contract award OTH 
MK IV boa! upon release of Congressional 
Mold. 

Aug- 10 

2006 

Logistics 

$57,373 

Planned for Cape Cod MPA hangar, need 
to combine with 09 funds that are on 
Congressional withhold pending 2009 DW 
Expenditure Plan approval. 

May- 10 

2007 

Logistics 

$527,282 

Planned for Cape Cod MPA hangar, need 
to combine with 09 funds that are on 
Congressional withhold pending 2009 DW 
Expenditure Plan approval. 

Jun-10 

2008 

Logistics 

$2,569,373 

Planned for (a) Cape Cod MPA hangar 
,need to combine with 09 funds that are on 
Congressional withhold pending 2009 DW 
Expenditure Plan approval (b) NESU / 

SFLC spaces Alameda, CA. 

May- 10 
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Fiscal 

Year 

Purpose of Funds By 
Program/Pro ject/Activitv 

Funds 

Unobligated 

Reason funds are unobligated 

Obig Plan 
Month/Year 

2009 

Logistics 

$30,208,146 

$29.1 M is on Congressional withhold 
pending 2(K)9 DW Expenditure Plan 
approval. Planned for (a) Cape Cod MPA 
hangar, need to combine with 09 funds 
that are on Congressional Hold pending 
Deepwater Expenditure Plan approval(b) 
NSC OCCS building Alameda, CA. 

May- 10 

2006 

Maritime Palroi Aircraft 
(MPA) (D) 

$7,315 

See Note: 1 


2007 

Maritime Patrol Aircraft 
(MPA) (D) 

$2,019,773 

ALC Service Contract for Technical 
Representative. 

Jul-lO 

2008 

Maritime Patrol Aircraft 
(MPA) (D) 

$370,586 

Flight Management System ECP #60 for 
$232K, MARIO - late posting of mod to 
financial system; Portable Electronic 
Devices Storage (PEDS) on CG Aircraft 
for $ 1 3K, JUN 1 0; Management 
Reserve/Closeout Costs/Interest 
Penalty/In-Scope Work for $125. 7K. 
APRIL 

Jun-1 ! 

2009 

Maritime Patrol Aircraft 
(MPA) (D) 

$59,143,544 

$44M is on Congressional withhold 
pending 2009 DW Expenditure Plan 
approval. A/C #12 for $40M, SeplO 
Operational Test for SIM, Junl 1 MSP 
Spares for $3.9M, JunlO Ground Support 
Equipment for Air Station Miami for $2M. 
JullO; Sparing for Airframes/Power plant 
& MSP and Sensor for $9M, JunlO; HC- 
144 Support Test Equipment for $3.2M, 
JunlO. 

Jun-1 1 

2006 

Medium Endurance Cutter 
Sustainment 

$120,383 

Continued sustainment effort for Yard 
availabilities, labor and materials. Risk 
Management. 

Apr- 10 thru 
Sep-10 

2007 

Medium Endurance Cutter 
Sustainment 

$929,403 

Continued sustainment effort for Yard 
availabilities, labor and materials. Risk 
Management. 

Apr- 10 thru 
Sep-1 1 

2008 

Medium Endurance Cutler 
Sustainment 

$554,960 

Continued sustainment elTort for Yard 
availabilities, labor and materials. Risk 
Management. 

Apr-lO thru 
Sep- 12 

2009 

Medium Endurance Cutter 
Sustainment 

$614,308 

Continued sustainment effort for Yard 
availabilities, labor and materials. Risk 
Management. 

Apr- 10 thru 
Sep- 13 

2006 

National Security Cutter 
(NSC) 

$1,275,600 

$908K held in reserve for NSC #2 LLTM 
which was a FFP contract. Contract has 
not been closed out. 

Sep- 10 

2007 

National Security Cutter 
(NSC) 

$898,995 

Remaining funds to be used on NSC 1-3. 

Sep- 10 
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Fiscal 

Year 

Purpose of Funds By 
Program/Proiect/Activitv 

Funds 

Unobligated 

Reason funds are unobligated 

Obig Plan 
Month/Year 

2008 

National Security Cutter 
(NSC) 

$7,173,225 

$2.719M held back for NSC #4 LLTM. 
Remaining funds to be obligated before 
year end on NSC 2 and NSC 3 continued 
work. 

Sep- 10 

2009 

National Security Cutter 
(NSC) 

$323,674,265 

$194M is on Congressional withhold 
pending 2009 DW Expenditure Plati 
approval. Award NSC #4 and Antecedent 
Liabilities on NSC M FPIF contract. 

May- 10 

2006 

Offshore Patrol Cutter 
(OPC) 

$225,201 

Environmental Requirements 

Specification - $180,200 (May 2010); 
Progr^ Travel and Expenses - $43,000 
(July 2010). 

May- 1 0 thru 
Jan-1 1 

2009 

Offshore Patrol Cutter 
(OPC) 

$1,144,580 

$IM is on Congressional withhold 
pending 2009 DW Expenditure Plan 
approval. OPC Program Expenses - 
$67,866 (May 2010); Obligation Plan Life 
Cycle Cost Estimating Support - $200,000 
(June 2010); OPC Indicative Design 
(Cycle 3) - $696,714 (Aug 2010); 

Logistics Maintenance Study - $1 80,000 
(Jan 2011). 

May- 10 thru 
Jan-1 1 

2008 

Patrol Boats Sustainment 

$559,213 

Continued sustainment effort for Yard 
availabilities, labor and materials. 

Apr- 1 0 thru 
Sep-12 

2009 

Patrol Boats Sustainment 

$364,099 

Continued sustainment effort for Yard 
availabilities, labor and materials. 

Apr- 1 0 thru 
Sep- 13 

2009 

Polar Icebreaker 
Sustainment 

$25,976,968 

Project on track. All funds will be 
expended by 4th qlr FYl 1. 

Sep-1 1 

2009 

System Engineering and 
Integration 

$13,751,906 

$4.5M is on Congressional withhold 
pending 2009 DW Expenditure Plan 
approval. Continued transition to CG 
managed suite of IT capabilities. 

Aug- 10 

2008 

Technology Obsolescence 
Prevention 

$95,357 

A study/altematives analysis has been 
completed and funding will be obligated 
by 15 August for Medium Response 
Surveillance Aircraft communications 
pallet backfits. 

Aug- 10 

2009 

Technology Obsolescence 
Prevention 

$1,218,155 

$i.2M is on Congressional withhold 
pending 2009 DW Expenditure Plan 
approval. A study/altematives analysis 
has been completed and funding will be 
obligated by 15 August for Medium 
Response Surveillance Aircraft 
communications pallet backfits. 

Aug-10 

2007 

Unmanned Aerial Vehicle 

$27,267 

$2 1 ,368 is pending MIPR award to 

DCMA for VUAV contract closeout 
support. Balance of $5,898 for antecedent 
liabilities. 

May- 10 
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Fiscal 

Year 

Purpose of Funds By 
Prograra/Project/Activity 

Funds 

Unobligated 

Reason funds are unobligated 

Obig Plan 
Month A^ear 

2009 

Unmanned Aircraft 

System (UAS) 

$330,714 

$2.8K for UAS PM/UAS Travel, Jun 

201 1; $280K for FYl i UAS support 
contractor, obligation date Feb 201 1 ; 
$47.9K for Management Reserve and 
Travel, obligation dale Jun 201 1 . 

Jun-i 1 


Subtotal, Integrated 
Deepwater System 

$632,397,699 
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Fiscal 

Year 

Purpose of Funds By 
Proeram/Proiect/Activitv 

Funds 

Unobiisated 

Reason funds are unobligated 

Obig Plan 
Month/Year 

2008 

Defense Messaging 

System 

$4,113,138 

DOD requirements have changed, new systems has 
been approved and will implemented in F Y 1 0. 

Sep- 10 

2009 

Defense Messaging 

System 

$4,074,000 

DOD DMS requirements have changed; new 
systems has been approved and will be implemented 
in FYlO&FYll. 

Sep-1 1 

2008 

High Frequency (HF) 
Recapitalization 

$146,173 

Contract has been negotiated with the vendor, 
award is imminent. 

Apr- ! 0 

2009 

High Frequency (HF) 
Recapitalization 

$2,500,000 

Project on track. All funds will be expended by 4th 
qtr FYll. 

Sep-n 

2008 

Interagency Operational 
Centers 

$19,862,445 

TTiis funding will be obligated by the end of FYIO 
in suf^rt of IOC sensor management solution 
engineering efforts. $150,439 will remain 
unobligated in support of antecedent liabilities for 
the IOC San Francisco construction. 

Sep- 10 

2009 

Interagency Operational 
Centers 

$988,355 

This funding will be obligated by the end of FY 1 ! 
in support of IOC sensor management efforts. The 
funding will also help bridge the zero-funding 
scenario in FY 1 1 . 

Sep-1 1 

2008 

Maritime Security 

Response Team (MSRT) 

CT Shoot House 

$1,800,000 

Plans to partner with Marine Corps under review. 

Sep- 10 

2008 

National Capital Region 

Air Defense 

$11,326,531 

Funding allocated to continue Increment 2 Core 
Capability development, implementation and 
project support. 

Aug- 10 

No 

Year 

National Capital Region 

Air Defense 

$1,380 

See Note: 1 


2008 

Nationwide Automatic 
Identification System 
(NAIS) 

$2,042,360 

All FY2008 RFP development costs associated with 
previously planned work deferred in order to 
provide an adequate amount of carryover funding in 
FY20I0 and FY201 1 to provide both government 
oversight of the ongoing contract and to maintain 
funding to support a Most Probable Cost (MPC) of 
the current contract. 

Jul-10 

2009 

Nationwide Automatic 
Identification System 
(NAIS) 

$7,815,061 

All FY20I)9 RFP development costs associated with 
previously planned work were deferred in order lo 
provide an adequate amount of carryover funding in 
FY2010 and FY201 1 to provide both government 
oversight of the ongoing contract and to maintain 
funding to support a Most Probable Cost (MPC) of 
the current contract. 

Nov- 10 

No 

Year 

Deployable Pursuit Boat 

$19,867 

Project Completed. 


2008 

Rescue 2 1 

$305,495 

Based on the project deployment schedule and 
period of performance for support contracts 
expiring in FY 2010, these appropriations are 
scheduled to be obligated in (53/04 F Y 20 1 0. 

Sep-10 

2009 

Rescue 21 

$1,246,157 

Based on the project deployment schedule and 
period of performance for support contracts 
expiring in FY 2010, these appropriations are 
scheduled to be obligated in Q3/(14 FY 2010. 

Sep-10 
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Fiscal 

Year 

Purpose of Funds By 
Program/Project/ Activity 

Funds 

Unobligated 

1 Reason funds are unobligated 

Obig Plan 
MonthA'ear 


Subtotal, Other 
Equipment 

S56^40,961 

i 


Fiscal 

Year 

Purpose of Funds By 
Program/Project/ Activity 

Funds 

Unobligated 

Reason funds are unobligated 

Obig Plan 
Month/Year 

2009 

2008 AC&I Disaster 

Relief Supplemental Shore 

$252,419,724 

Shore facility construction projects require 
regional, coordinated, and comprehensive 
planning and design prior to award of construction 
contracts. These efforts are in progress, with 9 
projects at various stages of design and 
construction. 

Sep-I! 

2009 

Airsta Cape Cod Runway 
Lighting 

$500,002 

Project on track. Remaining funds will be used for 
potential contract modifications/contingency. 

Jun-10 

2009 

ARRA Cordova Housing 

$485,250 

Option year on existing contract has been awarded 
construction scheduled to start this quarter. 
Unobligated balances are for contingencies, 
inspection services, permitting, licenses, and any 
required modifications. 

Sep- 10 

2009 

ARRA Group North Bend 
ASM/ENG Building 

$11,143,598 

Design/Bid Contract is scheduled to be awarded 
by 6/30/2010. 

Jun-lO 

2009 

ARRA Station Coos Bay 
Covered Moorings 

$1,667,092 

Design/Bid Contract has been awarded 
construction scheduled to start this Quarter. 
Unobligated balances are for contingencies, 
inspection services, permitting. licenses, and any 
required modifications. 

Apr- 10 

2009 

ARRA Station Indian 

River Bulkhead 

$11,636,472 

Design/Bid Contract is scheduled to be awarded 
by 6/30/2010. 

Jun-10 

2009 

ARRA Station Neah Bay 
Covered Moorings 

$2,666,317 

Design/Bid Contract has been awarded 
construction scheduled to start this Quarter. 
Unobligated balances are for contingencies, 
inspection services, pennitting, licenses, and any 
required modifications. 

Sep- 1 0 

2009 

ARRA SUPTCEN 

Elizabeth City Thum Hal! 

$36,000,000 

Design/Bid Contract is scheduled to be awarded 
by 9/30/2010. 

Sep- 10 

2009 

ARRA TRACEN 

Yorktown Water 
Distribution 

$12,234,417 

Design/Bid Contract Is scheduled to be awarded 
by 9/30/2010. 

Sep- 10 

2009 

Chase Hall 

$3,173,418 

Unobligated balances are for Construction Support 
Services/Contingencies, 

Sep-1 1 

2009 

Coast Guard Housing - 
Cordova, Alaska 

$118,866 

Remaining funds will be used for contingencies. 

Aug- 10 

2009 

Consolidate Station Cape 
May 

$2,730,000 

Remaining funds will be used for contingencies. 

Jun-iO 

2008 

Rebuild Station & 
Waterfront at Base 
Galveston 

$1,165,293 

Project is complete 95%. Remaining funds will be 
used for outfitting/equipment/electronics/ and 
contingencies. 

Jul-IO 

2008 

Rebuild Station Marquette 

$196,096 

Project completed. Remaining funds will be used 
for furniture outfitting. 

Jun-10 
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Fiscal 

Year 

Purpose of Funds By 
Program/Proiect/Acfivitv 

Funds 

Unobligated 

Reason funds are unobligated 

Obig Plan 
MonthA'ear 

2009 

Rescue Swimmer Training 
Facility 

S5,17i,000 

Design/Bid Contract awarded. Contractor on-site 
working. Unobligated balances is for 
contingencies. 

Sep- i 1 

2008 

Sector Buffalo 

$2,549,981 

FY08 & FY09 funds for Sector Buffalo will be 
awarded by September 20 i 0. 

Sep- 10 

2009 

Sector Buffalo 

$3,000,000 

FY08 & FY(^ funds for Sector Buffalo will be 
awarded by September 2010. 

Sep- 1 0 

No 

Year 

Shore Facilities and Aids 
to Navigation Other 

$59,224 

Project completed. 


No 

Year 

FY 2006 Katrina 
Supplemental-ISC New 
Orleans, LA 

$3,363,244 

Project is 89% complete. The remaining balance 
will be used to complete construction, and for 
waterfront construction which is scheduled to be 
completed December3l, 2010. 

Dec- 1 0 

No 

Year 

FY 2006 Katrina 
Supplemental-ISC New 
Orleans, LA 

$1,850,994 

Project is 89% complete. The remaining balance 
will be used to complete construction, and for 
waterfront construction which is scheduled to be 
completed December31. 2010. 

Dec- 1 0 

No 

Year 

FY 2006 Katrina 
Supplemental-Sector New 
Orleans, LA 

$362,395 

Project is 79% complete. The remaining balance 
will be used to complete construction, a contract 
modification for order of GFE equipment for VTC 
and see. 

Jun-iO 

No 

Year 

FY 2006 Katrina 
Supplemental-Sector New 
Orleans, LA 

$1,030,297 

Project is 79% completed. The remaining balance 
will be used to complete construction, a contract 
modification for order of GFE equipment for VTC 
and sec. 

Jun-IO 

No 

Year 

FY 2006 Katrina 
Supplemental-Station 
Gulfport, MS 

$41,548 

Project completed. Remaining funds will be used 
for travel not yet expensed. 

Sep-)0 

No 

Year 

FY 2006 Katrina 
Supplemental-Station 
Gulfport. MS 

$47,107 

Project completed. Remaining cost will be used 
for travel not yet expensed. 

Sep- 10 

2009 

Station Montauk-Purchase 
Housing 

$26,175 

Project complete. Only contingency funding 
remains. 

Aug- 10 

2008 

Survey & Design Shore 
Operational and Support 
Projects 

$449,117 

Unobligated balances arc for Construction Support 
services for projects that are being executed. 

Sep- 1 0 

2009 

Survey & Design Shore 
Operational and Support 
Projects 

$620,702 

Unobligated balances are for Construction Support 
services for projects that are being executed. 

Aug-1 i 

2009 

Telecomms and Info 
Systems Center - TSD 
Building 

$442,631 

Project on track. Remaining funds will be used for 
contingencies. 

Sep-1 1 

2008 

Waterways ATON 
infrastructure 

$1,549,544 

Due to delays with real property and 
environmental concerns, balance of planned 
project money has been shifted to St. Mary's River 
project with award of approx. SLIM scheduled at 
the end of 3rdqtr. Balance of funds are scheduled 
to be obligated in 4th qtr on other critical 
water>vays projects. 

Jul-IO 
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Fiscal 

Year 

Purpose of Funds By 
Program/Project/ Activity 

Funds 

Unobligated 

Reason funds are unobligated 

Oblg Plan 
MonthA'ear 

2009 

Waterways ATON 
Infrastructure 

$3,303,507 

Projects approved for this FY have not been 
executed yet due to there AC&l and AFC-43 
priorities. Plan is to obligate all funding on 
approved critical ATON Waterways projects by 

4di Qtr FY201 1. This includes site investigations, 
design and construction. I 

Sep-1 1 


Subtotal, Shore 

$360,004,012 
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Fiscal 

Year 

Purpose of Funds By 
Program/Proiect/Activitv 

Funds 

Unobligated 

Reason funds arc unobligated 

Obig Plau 
Month/Year 

No 

Year 

87 Foot Coastal Patrol 

Boat 

$7,494 

See Ncrte: 1 


2009 

ARRA HEC Sustainment 

$5,339,798 

Funds for the WHECs continue to be obligated in 
accordance with the Coast Guard's ARRA 
Expenditure Plan. To date, an additional 
$2,909,875 was obligated for WHEC ARRA 
projects (Boiler Upgrade delivery orders and ABT 
Switch Replacement). Remaining funds will used 
for contingencies. 

Sep- 10 

No 

Year 

Great Lakes Icebreaker 
(GLIB) 

$1,166,819 

Project complete. $1M unobligated funds no 
longer needed; $166,818.94 will remain for 
conttaci closeout. 

Sep-i 1 

2009 

Inland Rivertender 
Recapitalization 

$2,918,498 

HWV/WLIC/WLR Recap spend plan has been to 
execute $1M per year over the life of the $5M, 5 
year AC&I appropriation. The present obligated 
amount of$2.1M prior is consistent with that 
plan. The unobligated balance of $2.9M is in line 
with the three years remaining on the obligation. 

Sep- 13 

2006 

Response Boat - Medium 
(RB-M) 

$55,859 

Remaining funds will be obligated this FY for CG 
Program Mgmt costs. 

Sep-iO 

2007 

Response Boat - Medium 
(RB-M) 

$68,428 

Retained for Antecedent Liability for FFP 
Production CLIN (hulls 7-12). 

Sep-1 1 

2008 

Response Boat - Medium 
(RB-M) 

$507,803 

Retained for Antecedent Liability for FFP 
Production CLIN (hulls 13-30). 

Sep- 1 2 

2009 

Response Boat - Medium 
(RB-M) 

$10,060,287 

Retained for Antecedent Liability for FFP 
Production CLIN (hulls 3 1 -66). 

Sep- 13 

No 

Year 

Vessels Other 

$16,238 

Project completed. 


No 

Year 

Vessels Other 

$476,993 

Will be rescinded as part of PL 1 1 1-83 FYIO 

AC&I $800K recission. 


No 

Year 

Deployable Pursuit Boat 

$16,800 

Project completed. 


No 

Year 

Cutter Sensor & 
Communications Systems 

$99,432 

Project completed. 



Subtotal Vessels 

$20,734,447 



Grand Total $1,074,5484^ 


Note I ; Balances under $10,000 are typically generated in the contract/account closing process and are applied toward payments such 
as invoices generated as pan of the contract closing process as required. 


Alteration of Bridges 

Question: Summarize the status of all bridges in this program similar to the format in last year’s hearing 
record. 


ANSWER: See the following table. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Harold Rogers 

U.S. Coast Guard 
FY2011 Budget 

Admiral Thad Allen, Commandant 


NSC Schedule 

Question: How can the Coast Guard stay on track / on schedule for delivery of one NSC per year when the 
FYl 1 budget is proposing to shift the entire costs of both long-lead materials and production into future years? 
More specifically, if long-lead materials take up to a year to obtain, how can the planned delivery schedule say 
on track? 

Answer: Funding LLTM and production in the same year does not necessarily delay the NSC program. The 
President’s Budget conforms to the Federal government’s policy to fund the full cost of maritime assets up 
front, to include long-lead materials, and is consistent with the policy for the acquisition of Navy assets. 


HH-65C Helicopters 

Question: What is the impact of the recent crash of the HH-60T upon the budget's proposed deactivation of 
the 5, HH-65CS? 

Answer: 'fhe Coast Guard is currently working with the Administration to evaluate options relative to the FY 
201 1 budget proposal. 
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QUESTIONS FOR TPIE RECORD SUBMITTED BY 

THE HONORABLE C.A. “Dutch” Ruppersberger 

Admiral Thad W. Allen, Commandant, U.S. Coast Guard 
Coast Guard- Fy2011 Budget Hearing 


Mission Effectiveness Program 

Question: The Mission Effectiveness Program will end in 2013. Have you determined a follow on anchor 
project to the Yard? 

ANSWER: The Coast Guard Yard’s next anchor project has not been determined. Potential projects 
include major maintenance availabilities to the 140-fool WTGB ice breakers, 225-foot WLB and 175-foot 
WLM buoy tenders. 


Full Time Equivalents (FTEs) 

Question: The Yard has 568 civilian billets, or full time positions. Headquarters capped the fiill time 
equivalents (FTEs) at 505 in Fy09. Is there a full time cap of FTEs for FYlO? if the Yard has the work to fill 
the billets, why keep the cap of FTEs? 

ANSWER: Yes, The Coast Guard Yard has a budgeted full time equivalent (FTE) level of 505 civilians in 
FY 2010. The Yard closely manages to its budgeted FTE per the FY 2010 DHS Appropriations Act and 
0MB Circular A-1 1 § 85.5. 'the Yard FTE levels are based on anticipated workforce needs. 


Full Time Eouivalents (FTEs) 

Question: It is always a challenge to find qualified marine trade professionals. As you know the Yard has 
training programs and internship opportunities, but these apprentices and interns count against the FTEs - 
hindering the ability to bill on projects. Is it possible to exempt these apprentices and interns from the FTE cap, 
or is there another solution? 

ANSWER; The Coast Guard Yard intern billets are non-ceiling positions funded by the civilian pay 
appropriation, and are exempt against the Coast Guard Yard fund's FTE. Currently, the Coast Guard has 
five non-ceiling positions. However, the Coast Guard has dedicated 59 FTE billets to the Trades Training 
Program. These personnel arc hired as a WG-2 employee and graduate as a new WG-10 while learning a 
trade and earning college credits. Since these are full time positions, they are not exempt against the 
Yard’s FTE. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE NITA M. LOWEY 

Admiral Thad W. Allen 

FYl i Coast Guard Budget 

Small Boat Threats 


Question: Last year we discussed the threat posed by small boats. In August you stated that this was the top 
maritime security threat and in October the Inspector General found that the nation’s ports, waterways, and 
maritime borders remain vulnerable to small vessel threats. 

Given that when terrorists attacked Mumbai they did so using relatively small speedboats, what is the Coast 
Guard doing to prevent similar entry from occurring in the U.S.? In New York City? 

What actions has the Coast Guard taken in the last year to mitigate the threat? What can this subcommittee do 
to help? 


ANSWER: DHS and the Coast Guard share Congressional concerns about small vessels being exploited by 
terrorists against the U.S., including but not limited to a Mumbai-style attack. Such concern was the impetus 
behind the April 2008 DHS Small Vessel Security Strategy (SVSS). 

The Coast Guard, in conjunction with DHS and other Components, is currently executing various aspects of the 
SVSS to reduce the small vessel threat through a layered defense approach. Such efforts include expanded use o 
the National Planning System, Area Maritime Security Committees and Area Plans to enhance individual port 
assessments with respect to small vessel threats, expanded interagency planning, coordinated and operations, and 
new and expanded methods to track small vessels and detect threats. 

The formal SVSS Implementation Plan is being developed through an integrated DHS component small vessel 
security working group and is expected to be released by DHS in the near future. 

The Coast Guard has taken numerous actions to mitigate the small vessel threat. 

• Expanded use of the National Planning System, Area Maritime Security Committees and Area Plans to 
enhance individual port assessments with respect to small vessel threats, such as: 

o All U.S. ports were assessed and updated plans approved by the Commandant by the end of FY 
2009. 

• Expanded interagency planning, coordination and operations, such as: 

o Development and testing of the ‘'Watchkeeper” information management software to support 
Department of Homeland Security (DHS) Interagency Operations Center port partners that will 
integrate data from existing interagency databases and provide users a single common di.splay; 
o Participated in a DHS Small Vessel Security (SVS) Working Group to develop the DHS SVS 
Implementation Plan; and 
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o Improved Coast Guard, Customs and Border Protection (CBP) and Canadian coordination on 
Northern Border strategies and cross border operations during the 20 1 0 Winter Olympics in 
Vancouver. 

* New and expanded methods to track small vessels and detect threats, such as: 

o Coordinated development of Unmanned Aerial Vehicles capabilities with CBP for Maritime 
Domain Awareness in ports and coital waterways; and 
o Published a Notice of Proposed Rulemaking to make Automatic Identification System 

mandatory for all commercial vessels down to 65 feet in length; towing vessels 26' and longer 
with 600 engine horsepower and passenger vessels in domestic trade. Final rule to be published 
later in 2010. 

As the Coast Guard continues to work with DHS and other Components to develop the Small Vessel Security 
Strategy Implementation Plan, the Coast Guard appreciates the subcommittee's continued support for DHS and 
Coast Guard efforts to mitigate the small vessel threat through future budget initiatives. 


Collective Bargaining 


Question: As I understand it civilians within the Coast Guard, as with many DFIS entities apart from TSA, 
enjoy collective bargaining rights. One of the arguments against providing collective bargaining at TSA is that 
in emergencies the hands of a TSA Administrator may be tied. 

Did the existence of collective bargaining rights for some of your personnel in any way hinder your impressive 
and commendable response to support Haiti in the aftermath of the recent earthquake? 

ANSWER: The in-theater Coast Guard support for Haiti relief efforts was handled with military personnel. 
Therefore, collective bargaining issues were not encountered in this situation. 


Haiti 

Question: What continued support is the Coast Guard providing to the humanitarian relief effort in Haiti and 
how much longer arc you planning on providing this support? 

Has there been an increased number of Haitians leaving Haiti since the earthquake? If so, what is the Coast 
Guard doing to manage this influx in a safe and humanitarian way? 

ANSWER; The Coast Guard continues to provide a deterrent presence in and around Haiti in support of 
Operation Vigilant Sentry and will continue to monitor indications and warnings of mass migration as a result of 
the earthquake. 

In carrying out its statutory missions, the Coast Guard has a long history of providing support to Haiti, such as, 
rescuing those who set to sea in unseaworthy vessels, cutter crews working on community ser\nce projects, 
delivering supplies from relief agencies (such as the Red Cross and Salvation Army), and maintenance and repair 
work on Haitian aids to navigation. 

In addition, the Coast Guard has had several liaison officers stationed in Haiti for many years: a liaison officer to 
the Haitian Coast Guard for drug and migrant interdiction coordination, a military liaison officer who works with 
the Department of Defense to provide security assistance, and a liaison to the United Nations. 
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These and other Coast Guard support efforts will continue at various levels indefinitely. 

No. there has not been an increase in the number of Haitians leaving Haiti since the earthquake. Over the last five 
years, an average of 375 migrants per month attempted to leave Haiti. Since the earthquake, the average monthly 
rate has been 213. 


Mission Readiness 


Question: According to a February 25‘^ GAO report, the Coast Guard did not meet a single performance target 
with regard to defense readiness in Fiscal Year 2009 - your lowest performance since 2004. 

With the planned retirement of multiple High Endurance Cutters, what steps are you taking to ensure that these 
performance targets are met for the current fiscal year and for FY 1 1? 

ANSWER: Declining readiness and materiel condition of the Coast Guard’s High Endurance Cutter (HEC) 
fleet continues to challenge mission performance. Readiness fell this year for the HEC fleet and continues on a 
downward trend over the past five years. Asset deficiencies are being addressed in part by Coast Guard 
acquisition programs (c.g., National Security Cutter acquisition), which will yield essential system-wide 
capability improvements for Defense Readiness mission areas and sustain operational performance. 
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FEMA— PREPARING FOR DISASTERS AND MINIMIZING 

LOSSES 

WITNESS 

W. CRAIG FUGATE, ADMINISTRATOR, FEDERAL EMERGENCY MANAGE- 
MENT AGENCY 

OPENING STATEMENT OF CHAIRMAN DAVID PRICE 

Mr. PRICE. The Subcommittee will come to order. 

Good morning. Today we welcome the Administrator of the Fed- 
eral Emergency Management Agency, FEMA, Craig Fugate, to dis- 
cuss his Agency's role in preparing for disasters and minimizing 
losses, and how the $7.3 billion request for fiscal 2011 will assist 
in that effort. The Post-Katrina Emergency Management Reform 
Act of 2006 expanded FEMA's responsibilities and authorities for 
disaster response and recovery and integrated preparedness func- 
tions so that FEMA was responsible for all emergency management 
functions and activities. Now, more than 3 years later, we want to 
know how far we have come in rebuilding FEMA. 

During my tenure as Chairman of this Subcommittee, I have 
made strengthening FEMA a top priority. All of our Subcommittee 
members, take seriously our responsibility to provide FEMA with 
the support the agency needs to fulfill its mission. As a representa- 
tive of a disaster-prone State, I have witnessed firsthand that hav- 
ing an effective emergency management capacity can be a life-or- 
death matter, and if disaster planning is done right, it can make 
millions, possibly billions, of dollars' worth of difference in property 
losses. 

During the past few years, this Subcommittee has provided re- 
sources to enhance the professionalism of FEMA's disaster work- 
force and to help clarify chain-of-command issues for disaster re- 
sponse. We have pushed FEMA to find solutions to the housing 
mess in the Gulf Coast by encouraging work with the Department 
of Housing and Urban Development, and we have commissioned 
studies by the National Academy of Public Administration, the 
Government Accountability Office and the Inspector General on 
topics ranging from building robust regional offices to adequately 
addressing human capital issues. 

We expected that with stronger authorities and sufficient re- 
sources, FEMA would grow to be an agency that would be quick 
and well organized in its support of States and localities in times 
of disaster or emergency. We expect an agency that has efficient 
oversight over the billions of dollars of State and local first re- 
sponder grants it is responsible for each year. We expect sound 
management of the agency's finances, logistics, human capital and 
contracting. 


( 453 ) 
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Having served now for nearly a year as the FEMA Adminis- 
trator, Mr. Fugate, we look forward to hearing your thoughts on 
where improvement has been made and how we can continue to 
work together to make FEMA a stronger and more capable agency. 

The fiscal year 2011 budget does not include substantial pro- 
grammatic increases or policy changes, but proposes to realign re- 
sources to more accurately reflect the agency's workforce structure. 
My biggest concern with the budget is the request for disaster re- 
lief. With this request, it is likely, I fear, that the fund will be de- 
pleted 4 or 5 months into fiscal year 2011. That would leave us 
where we find ourselves right now, in a precarious situation in 
which the fund is running low on balances. 

I would hope the new administration would not continue the 
flawed budgeting methods of the past, ignoring the known costs of 
outstanding catastrophic events when formulating its request. So I 
trust that during our discussion today, you can add some insight 
as to whether we should believe that this request is adequate. 

Recent reports from the inspector general call into question the 
agency's management of disaster funds. While I recognize there is 
a difficult balance between being responsive to the needs of a State 
in the midst of a disaster and being a gcxxl steward of the tax- 
payers' dollars, these reports of wasteful spending do concern us, 
and we will need to discuss how we can fix this problem. 

I believe we still have some work to do when it comes to fully 
utilizing FEMA programs to ensure our communities are as resil- 
ient to disaster as possible. We want to explore how FEMA's pro- 
grams are c<x)rdinated with other Federal programs to be certain 
we are fully leveraging our support to individuals and commu- 
nities. Perhaps the best opportunity for collaboration exists with 
the Hazard Mitigation Grant Program and its intersection with re- 
covery activities such as rebuilding homes and public infrastruc- 
ture in the aftermath of a disaster. We all know that that interface 
hasn't worked always as well as it should, and we want to make 
sure that we are not wasting opportunities. 

During our hearings with Secretary Napolitano two weeks ago, 

I brcxjght up concerns with the implementation of congressional in- 
tent, as well as the award timing, for grants intended to hire and 
retain firefighters. We are facing an economic crisis at the Icxal lev- 
els of government. We want to make sure Congress and the admin- 
istration are on the same page when it comes to the urgency of 
keeping our local firefighters on the job. 

We are now discussing the fiscal year 2011 budget, but, mean- 
while, we are still awaiting award of fiscal year 2009 grants for 
firefighters. The Secretary stated that measures have been put in 
place so that a lag of 18 months will not happen in the future. The 
Department has not yet identified what those measures are, so we 
hope to address the issue here today. 

While we want to support our local first responders, we also con- 
tinue to seek a method to determine what we are getting for the 
billions in grant funding that we appropriate each year. The prob- 
lem of defining and measuring preparedness for our first respond- 
ers and State and local communities has eluded us since these 
grant programs began. The Committee provided funding in last 
year's bill to bring stakeholders together to examine the problem 
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so we can finally work toward a solution. I am hoping to hear there 
is a clear way forward regarding this issue so that we can assure 
the American public that we are more prepared to respond to a dis- 
aster than we were 10 years ago, and that we are utilizing our 
funds in a targeted and prioritized manner. 

Administrator Fugate, as someone with a distinguished back- 
ground of public service in State and local emergency management, 

I am sure you are attuned to a number of these concerns. As the 
leader of FEMA, you have been tasked with a great responsibility 
to improve the country's ability to prepare for, respond to, recover 
from, and mitigate against disasters and emergencies. 

I thank you, we all thank you, for taking on such a job at such 
an important time, and we look forward to your thoughts on what 
progress you have made in the last year, as well as the challenges 
that remain. 

We have a good turnout of colleagues this morning, indicative of 
interest on both sides of the aisle. I do want to announce that be- 
cause of an important meeting at the White Flouse with the Presi- 
dent of Flaiti, President Preval, and everyone knows that FEMA 
has been involved extensively in the emergency response efforts in 
Flaiti, as well as the Coast Guard, and a number of our Flomeland 
Security agencies. It is important that the Administrator be at that 
meeting so we will adjourn this hearing at promptly 11:15. 

We will try to move things along in the meantime. We have a 
lot of interests, but I trust we can all be efficient in our handling 
of the time, and that we will have ample time here to explore a 
full range of issues. 

We will ask you to abbreviate your statement for the record. 
Your full statement will be entered, of course, but we are going to 
ask you to limit your oral remarks to 5 minutes. 

[The information follows:] 
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Openjng Statement of Chairman Da\ib Price 
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(k)od morning. Today we welcome the Admmistra.tor of the Federal Emergency Management Agency 
(PE' M A). Craig Fugalc, lo discuss his agency's role in preparing for disasters and minimizing losses and how 
the S7.,3 billion request for ITscal year 201 1 will assist that effort. The Post Katrina Emergency Managemenl 
Reform Act of 2006 expanded FEMA’s responsibilities and authorities for disaster response and recovery and 
integrated preparedness functions so that FEMA was responsible for all Federal emergency management 
functions and activities. Now more- than 3 years later, we want to know how far we’ve come in rebuilding 
FEMA,, 


During my tenure as Chainnan of this Subcommittee, I have made strengthening FEMA a top priority. I 
take .seriously our Subcommittee \s responsibility to provide FEMA with the support the agency needs to fulfil!, 
its mission. As a representative of a disaster-pnone state, I have witne-ssed firsthand that liaving an elTeclive 
emergency management capacity can be a life or death matter. And if disaster planning is done right, it can 
make millions ~ possibly billions - of dollars worth of difference in property losses. During the past few years, 
this Subcommittee has provided resources to enhance the professionalism of its disaster workforce and to help 
clarify chain of command issues for disaster response. We have pushed FEMA to find solutions to the housi.ng 
mess in the Gulf Coast by encouraging work with the Department of Housing and Urban Development. And 
we have commissioned studies by the National Academy of Public Administration, the Government 
Accountahility Office, and the Inspector General on topics ranging fmm building robust regional offices to 
adequately addressing human capital issue.s. 


We expected that with stronger authorities and sufficient resources, FEMA wouid grow' lo be an ageiK^y' 
that would be quick and well organized in its support to states and localities In times of disaster or emergency, 
We expect an agency that has enicient oversight over the billions of state and local first responder grants it is 
respon.sible for each year. W e expect sound management of the agency's finances, logistics, human capital and 
contracting. .Having served nearly a year as the FEMA Administrator, Mr. Fugate, i look forward to hearing 
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some of your thoughts on where improvement has been made and how we can continue to work together to 
make FEMA a stronger agency. 

The fiscal year 201 1 budget does not include substantial programmatic increases or policy proposals, but 
proposes to realign resources to more accurately reflect the agency's workforce structure. My biggest concern 
with the budget is the request for Disaster Relief. With this request, it is likely that the fund will be depleted 4 to 
5 months into the fiscal year 2011. That would leave us where we find ourselves right now - in a precarious 
situation in which the fund is running low on balances. 1 had hoped that the new Administration would not 
continue the flawed budgeting method of ignoring the known costs of outstanding catastrophic events when 
formulating its request. I trust that during our discussion today, you can add some insight as to whether we 
should believe this request is adequate. 

Recent reports from the Inspector General cal! into question the agency’s management of disaster funds. 
While I recognize there is difficult balance between being responsive to the needs of a state during a disaster 
and being good stewards of the taxpayer’s dollars, these reports of wasteful spending concern me, and we'il 
need to discuss how we can fix this problem. 

I believe we still have some work to do when it comes to fully utilizing FEMA programs to ensure our 
communities are as resilient to disaster as possible. I would like to explore how FEMA’s programs are 
coordinated with other Federal programs to be certain we are fully leveraging our support to individuals and 
communities. Probably the best opportunity for collaboration exists with the Hazard Mitigation Grant Program 
and its intersection with recovery activities, such as rebuilding homes and public infrastructure in the aftermath 
of a disaster. I want to make sure this is not a wasted opportunity. 

During our hearing with Secretary Napoiitano two weeks ago, I brought up my concerns with the 
implementation of congressional intent, as well as the award timing, for grants intended to hire and retain 
firefighters. We are facing an economic crisis at the local levels of government, and we want to make certain 
that Congress and the Administration are on the same page when it comes to the urgency of keeping our local 
firefighters on the job. We are now discussing the fiscal year 201 1 budget, meanwhile, we are still awaiting 
award of fiscal year 2009 grants for firefighters. The Secretary stated that measures have been put into place so 
that a lag of 18 months would not happen in the future. Unfortunately, the Department has not yet identified 
what those measures are, so we expect you to address the issue today. 

While we want to support our local firet responders, we also continue to seek a method to determine 
what we are getting for the billions in grant funding we appropriate each year. This problem of defining and 
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measuring preparedness for our first responders and state and local communities has eluded us since these grant 
programs began. This Committee provided funding in last years bill to bring stakeholders together to examine 
the problem, so that we can finally work towards a solution. I am hoping to hear that there is a clear way 
forward regarding this issue so that we can assure the American public that we are more prepared to respond to 
a disaster than we were ! 0 years ago. 

Administrator Fugate, as someone with a distinguished background of public service in state and local 
emergency management, I’m sure you share my concerns on a number of these issues. As the leader of FEMA, 
you’ve been tasked with a great responsibility: to improve the country’s ability to prepare for, respond to, 
recover from, and mitigate against disasters and emergencies. 1 thank you for taking on such a job at such an 
important time. 1 look forward to your thoughts on what progress you have made in the last year, as well as the 
challenges that still remain. 

Since your full written statement will be entered into the record, 1 ask you to limit your oral remarks to a 
five minute presentation. Before we begin, let me recognize the distinguished Ranking Member, Hal Rogers, 
for any comments he may wish to make. 

### 
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Mr. PRICE. Before you begin, I want to recognize our distin- 
guished Ranking Member for nis comments. 

OPENING STATEMENT OF RANKING MEMBER HAROLD ROGERS 

Mr. ROGERS. Thank you, Mr. Chairman, and welcome, Mr. 
Fugate, for what marks your first appearance before this Sub- 
committee. 

Given your extensive emergency management experience at the 
State and local level in Florida, I look forward to hearing your in- 
sights on how FEMA is performing and how the Agency can im- 
prove. 

It was a little more than 4 years ago when FEMA was literally 
on life support. In the wake of Hurricane Katrina, and despite 
laudable emrts by many FEMA employees in the field, the organi- 
zation was considered largely broken and dysfunctional. But since 
that time. Congress has provided substantial direction for reform 
as well as robust appropriations in an effort to enable the Agency 
to fulfill its mission of ensuring our Nation's resiliency to attacks 
and disasters. 

However, FEMA still lacks fundamental processes and controls 
to properly account for its personnel and to effectively measure its 
efforts to improve our Nation's preparedness. 

Now, I understand many people within FEMA are working hard 
to overcome these glaring deficiencies, but this begs the question, 
how can FEMA truly be effective at executing its mission when its 
own house is not in order? Put another way, the vital role FEMA 
plays in our Nation's homeland security isn't cheap. Since 9/11, we 
have appropriated more than $30 billion in first responder grants, 
and spent billions more on disaster relief. 

Considering the costs of preparedness and disaster response and 
recovery, how do we know whether FEMA is capable of ensuring 
every single dollar is accounted for, as well as working hard to 
make our Nation safer and more prepared? This is the funda- 
mental question I hope to examine here today with you. 

FEMA must be a nimble and adaptable agency that understands 
and rapidly responds to the needs of local emergency managers and 
first responders, as opposed to a bloated, sluggish bureaucracy that 
fails to deliver when our Nation needs it most. After all, all re- 
sponse is, in fact, local, and FEMA primarily exists to augment and 
enable that local response. I think, being active on the State and 
local level, you would agree with that. 

This is all the more reason FEMA must be aware of the status 
of emergency management capabilities all across the country. From 
what I have read, I believe Mr. Fugate has relatively strong views 
on the roles and responsibilities throughout FEMA and the States 
in preparing for, responding to and recovering from disasters and 
attacks. 

This Subcommittee, which has earnestly set out to enhance 
FEMA's capacity, largely thanks to Chairman Price's insistence, 
needs to have unwavering confidence that each and every scarce 
dollar we appropriate is making a positive contribution to our Na- 
tion's resiliency. 

Like the Chairman said, Mr. Fugate, I don't envy you. You have 
a truly thankless job since we only call upon you when things go 
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bad. But with your familiarity with hurricanes and disasters, I 
know you have learned to stand up in the storm, and we look for- 
ward to hearing from you today. 

Finally, let me also state for the record how grateful I am to the 
men and women of FEMA who came to the aid of the citizens of 
Kentucky in the wake of horrific ice storms and floods last year. 
Their efforts made a tremendous difference in Kentucky's response 
and recovery to that emergency, and I want to pass on my sincere 
appreciation to you and the men and women of FEMA for their 
great effort. 

Thank you, Mr. Chairman. 

Mr. PRICE. Thank you very much. 

[The information follows:] 
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Thank you, Mr. Chairman, and welcome to Mr. Fugate for what marks your first 
appearance before this Subcommittee. 

=> Given your extensive emergency management experience at the State and local level 
in Florida, 1 look forward to hearing your insights on how FEMA is performing and 
how the agency can improve. 

It was a little more than four years ago when FEMA was literally on life support. In 
the wake of Flurricane Katrina and despite laudable efforts by many FEMA employees in 
the field, the organization was considered largely broken and dysfunctional. 

But since that time, Congress has provided substantial direction for reform as well 
as robust appropriations in an effort to enable the agency to fulfill its mission of ensuring 
our Nation’s resiliency to attacks and disasters. 

Flowever, FEMA still lacks fundamental processes and controls to properly account 
for its personnel and to effectively measure its efforts to improve our Nation’s 
preparedness. 

Now, I understand many people within FEMA are working hard to overcome these 
glaring deficiencies, but this begs the question: how can FEMA truly be effective at 
executing its mission when its own house is not in order? 

Put another way, the vital role FEMA plays in our Nation’s homeland security isn’t 
cheap - since 9/11, we’ve appropriated more than $30 billion in first responder grants and 
spent billions more on disaster relief. 

=> Considering the costs of preparedness and disaster response and recovery, how do 
we know whether FEMA is capable of ensuring every single dollar is accounted for 
as well as working hard to make our Nation safer and more prepared? 


This is the fundamental question I hope to examine here today. 
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FEMA must be a nimble and adaptable agency that understands and rapidly 
responds to the needs of local emergency managers and first responders; as opposed to a 
bloated, sluggish bureaucracy that fails to deliver when our Nation needs it most. 

After all, all response is, in fact, local and FEMA primarily exists to augment and 
enable that local response. All the more reason FEMA must be aware of the status of 
emergency management capabilities all across the country. 

And, from what I have read, I believe Mr. Fugate has relatively strong views on the 
roles and responsibilities of FEMA and the States in preparing for, responding to, and 
recovering from disasters and attacks. 

This Subcommittee - which has earnestly set out to enhance FEMA’s capacity, 
largely thanks to Chairman Price’s insistence - needs to have unwavering confidence that 
each and every scarce dollar we appropriate is making a positive contribution to our 
Nation’s resiliency. 

Mr. Fugate, I don’t envy you. You have a truly thankless job since we only call 
upon you when things go bad. But, with your familiarity with hurricanes and disasters, I 
know you have learned to stand up in the storm and I look forward to hearing from you 
today. 


Finally, let me also state for the record how truly grateful I am to the men and 
women of FEMA who came to the aid of the citizens of Kentucky in the wake of horrific 
ice storms and floods last year. Their efforts made a tremendous difference in Kentucky’s 
response and recovery to that emergency and I want to pass on my sincere appreciation. 

Thank you, Mr. Chairman. 


### 
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Mr. PRICE. Mr. Administrator, please proceed. 

STATEMENT OF CRAIG FUGATE 

Mr. FUGATE. Thank you, Chairman Price, Ranking Member Rog- 
ers and distinguished members of the Subcommittee. Chairman 
Price, first thanks for allowing me to testify earlier because of the 
prior engagement. I will submit my written statement for the 
record, and I will keep my remarks short so that we can get to the 
questions you are raising. 

I take very serious my responsibility as a fiscal steward of dol- 
lars. I also take very serious my responsibility to ensure that, as 
a partner, that we are working as a team on behalf of the Presi- 
dent and the Secretary of Homeland Security to support Governors 
and local governments when disaster strikes. As I like to remind 
people, FEMA is not the team, we are part of a team, and that 
team effort has to be built upon both trust, but also effective in a 
rapid response during disasters, as well as supporting recovery, 
and, as the Chairman pointed out, never to miss the opportunity 
to invest in protecting property and building back in such a way 
that we minimize future risk. It is a responsible way to manage 
our risk when we look at disasters not in just a response phase, 
but also when rebuilding or before a disaster, how we can mitigate 
that. 

Our request, as you pointed out, Mr. Chairman, is about $7.3 bil- 
lion. Not a lot of big, major policy changes. Probably most substan- 
tially and of concern that has been raised is our effort to answer 
some questions regarding funding levels and consolidation of some 
grant programs. We are working from our budget recommendations 
from last year that support our process uses for going forward with 
our budgets. We also looked at the consolidation of grants based 
upon, in some cases, input from our users, but also my experiences 
as a state emergency manager at the state administrative agency. 

One of the things that was oftentimes a paperwork burden is 
that having to apply for each grant individually and then being 
locked into that allocation, can only be for that use, versus being 
able to prioritize across those funding streams. Now, what we are 
looking for here was not to take away from the intention of the 
grants but, again, to provide flexibility to the applicants as well as 
reducing the number of grant applications by being able to submit 
one grant for the funds in a package, and that was the effort there 
to consolidate those grants. 

I should point out, I am going to give one example, one of the 
challenges I faced, and then I would defer, Mr. Chairman, to ques- 
tions. I think it would be much better in this short time to be able 
to answer questions directly. 

In my confirmation process, I was briefed on a situation that 
FEMA had found itself about $100 million over budget in salaries, 
which to me as a state administrator and a former state director, 
I ask, how do you get $100 million over what your budget is for 
salaries? That, to me, is what happened. And for a variety of rea- 
sons, what it turned out, quite simply, there was no institutional 
controls that came back and made sure that as positions were 
added, those salaries were subtracted against our salary overall. 
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and that visibility was not done at a level that could have pre- 
sented that. 

Fortunately, the Acting Administrator Nancy Ward and our 
Chief Financial Officer Norm Dong had started the process, before 
I ever got there, of beginning the work to: A, deal with that over, 
but also put in the institutional controls so we don't find ourselves 
spending more money than we have in salaries. I mean, to me, I 
couldn't conceive, how do you get there? 

So, again, as you point out, a lot of what we are doing is self- 
discipline. I found ourselves at FEMA using the Disaster Relief 
Fund to fund a lot of ongoing activities that were not tied to a dis- 
aster. And I said, what are we doing here? Well, we have been 
doing that; it is kind of what we have done. I said, we are not doing 
that. Disaster Relief Fund has to be tied to disasters. So we have 
been working very hard. 

We found a lot of our— what we call our CORE employees, which 
are our term employees that were supposed to be tied to disasters, 
doing day-to-day work. So we have been working with Committee 
staffs. We have been working to get these positions in our budget 
moved to our authorized funding strength. If these positions were 
actually needed to do our day-to-day operations, they should be 
funded out of our budget, our M&A, not out of the DRF. That 
caused some consternation with folks because we hadn't done that 
before. 

We also found ourselves using a lot of our disaster assistance em- 
ployees to fill in gaps across a program that weren't tied to dis- 
aster. And I shut that off to varying degrees of success as I con- 
tinue to find and unearth occasional people I have missed. 

But I am trying to set the tone and the discipline that we are 
to operate within the budget we are allocated, for the purpose it 
is to be used, and if we cannot, we have a duty to come back and 
clarify and express what those needs are. So as you point out, the 
process of putting in those institutional controls at the highest 
level and then holding managers accountable has become one of 
our cornerstones. 

The other direction that we had very clear in the Post-Katrina 
Emergency Management Reform Act was to empower and strength- 
en our regions. But in many cases many of the decision-making au- 
thorities that were previously in the hands of the regional adminis- 
trators had not been delegated to them, it was done at head- 
quarters. 

I asked Nancy Ward, who was acting as Regional Administrator 
and is returning to her position as Regional Administrator, and I 
asked a simple question: Nancy, what do you need that you are 
currently not authorized to do that you should be? And we gave her 
those authorities and gave it to the region. 

So we are very serious about this. In 10 months, as you point 
out, there are a lot of challenges. But I never lost sight of the focus 
that we have to be ready for the next disaster by building a team, 
and at the same time I am responsible as a fiscal steward for the 
U .5. taxpayer, every one of them. 

Mr. PRICE. Thank you very much. 

[The information follows:] 
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INTRODUCTION 


Chairman Price, Ranking Member Rogers and Distinguished Members of the Committee, it is a 
privilege to appear before you today on behalf of the Department of Homeland Security (DHS) and 
the Federal Emergency Management Agency (FEMA) to discuss the agency and our FY 2011 Budget 
Request. The budget the President has proposed acknowledges the austere budget climate in 
which we find ourselves, and recognizes that FEMA also must be a good steward of taxpayer funds. 
In the development of our budget, we have considered the challenges faced by our state and local 
partners, and the reality that the federal government must meet its responsibilities while staying 
within its means. 

The Agency's FY 2011 budget requests $7,294 billion in net discretionary budget authority, which is 
an increase of $186 million above the FY 2010 enacted level. This budget will help ensure that 
FEMA can continue to: 

• Empower and strengthen local communities and individuals; 

• Invest in our human capital and facilities; 

• Mitigate against hazards; 

• Enhance the preparedness of our nation; 

• Provide effective emergency response; and 

• Assist communities in recovering rapidly from disasters. 


EMPOWERING AND STRENGTHENING LOCAL COMMUNITIES AND INDIVIDUALS 

FEMA's budget request builds on a core principle that I believe is critical to not only FEMA’s success, 
but also the success of our nation in managing disasters: FEMA is only part of the emergency 
management team; we are not the entire team. We need to move away from the mindset that 
federal and state governments are always in the lead, and build upon the strengths of our local 
communities and, more importantly, our citizens. We must treat individuals and communities as 
key assets rather than liabilities. This principle drives our agency's priorities, programs, policies and 
budget. The principle was also reflected in the first ever Quadrennial Homeland Security Review 
(QHSR), which defines the future direction of homeland security in the United States. 

The QHSR, which was recently released by the Department, recognizes that despite our best efforts 
to protect this country and our citizens, disasters, accidents, and even deliberate attacks are 
inevitable. Our collective challenge is to build our national capacity to be resilient in the face of 
disasters at all jurisdictional levels, beginning at the local level with our citizens. 

As Secretary Napolitano and I have repeatedly said, citizens often play a far larger role in disasters 
than is typically recognized. Family members, friends, co-workers and neighbors help with 
evacuations, search and rescue, food, water, shelter, and medical care, and undertake many other 


1 



468 


critical response functions well before professional emergency responders arrive. Partnerships that 
reflect this reality are fundamental to achieving resilience. These partnerships must be formally 
recognized and strengthened before an incident occurs, to help ensure that we are maximizing our 
combined strengths and have the capacity to reach those in need of assistance. 

FEMA will foster an approach to emergency management nationally that is built upon a foundation 
of proactive engagement with neighborhood associations, businesses, schools, faith-based 
community groups, trade groups, fraternal organizations, and other civic-minded organizations that 
can mobilize their networks to build community resilience and support local emergency 
management needs. 


INVESTING IN OUR HUMAN CAPITAL AND FACILITIES 


The Administration's FY 2011 request includes an increased Management and Administration 
(M&A) appropriation budget that will help FEMA invest in both our employees and our facilities. 
Our employees are our most valuable resource, and we need to ensure FEMA has the institutional 
knowledge and expertise needed to fulfill our mission. 

The M&A appropriation provides core mission funding across all FEMA organizations at both the 
regional and headquarters levels. In the wake of Hurricane Katrina, FEMA expanded its temporary 
workforce known as the Cadre of On-Call Response Employees (CORE) to support new and 
expanded mission requirements, including programs supporting logistics management, individual 
assistance to disaster survivors, mitigation, disaster telecommunications, as well as business 
support functions across the workforce. These temporary but full-time employees have been paid 
through the Disaster Relief Fund (DRF) appropriation both for direct charge disaster and non- 
disaster specific allocations. Those that are essential to FEMA's ability to execute its daily mission 
requirements are proposed to be funded in the M&A appropriation, which supports all of FEMA's 
mission areas. FEMA is currently in the process of moving these essential full-time temporary CORE 
positions to full-time permanent federal positions and we will complete these moves in FY 2010. 
After this action is completed, FEMA will no longer use its temporary CORE workforce for base 
FEMA programs. In our FY 2011 request, only the CORE employees charged directly to specific 
disasters will remain funded by the DRF. 

We have also proposed a modest increase of $23.3 million in our FY 2011 M&A appropriation 
request for improvements to support neglected facilities. By 2011, FEMA will reach the point where 
our facilities will be unable to continue to absorb projected and necessary staffing increases and 
mission responsibilities. FEMA also faces a critical need for adequate resources to maintain and 
repair our aging and deteriorating facilities. To address these needs, FEMA has developed a five- 
year capital plan. $23.3 million is required in FY 2011 to begin critical regional facility acquisitions 
and repairs, as well as to support critical and long-overdue capital improvements. Of this amount. 
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Sll.4 million would be allocated for additional facilities to provide adequate space for our 
workforce and the remaining $11.9 million would be allocated to facility repairs and capital 
improvements for existing facilities. 

To support all M&A activities, FEMA requests $902.9 million, which represents a net increase of 
$105.3 million or 13.2 percent. This request will annualize the $105.6 million that was transferred 
in FY 2010 from the DRF into the M&A account and will fully fund all M&A employees within the 
M&A account, eliminating the need to seek a transfer authority as has been necessary in the past. 


MITIGATING AGAINST HAZARDS 


Although some disasters are inevitable, we can and must take steps to reduce their impact. 
Achieving this goal requires a thorough assessment of risks and robust efforts to reduce 
vulnerabilities. Mitigation provides a critical foundation to reduce loss of life and property by 
avoiding or lessening the impact of a disaster, and seeks to break out of the cycle of disaster 
damage, reconstruction, and repeated damage. Mitigating vulnerabilities reduces both the direct 
consequences and the response and recovery requirements of disasters. 

The Pre-Disaster Mitigation (PDM) Fund provides technical assistance and federal funding to state, 
local, and tribal governments to support the development and enhancement of hazard mitigation 
plans aimed at instituting policies and practices, and mitigation projects that involve physical 
measures to avoid or reduce damage from natural disasters. Operating independently of the DRF, 
which provides post-disaster Flazard Mitigation Grant Program (FIMGP) funding, the PDM Fund 
offers an annual source for qualified mitigation activities that are not dependent upon a 
Presidential disaster declaration. The 2007 report from the Congressional Budget Office found that 
for every dollar invested prior to a disaster, $3 in future losses to taxpayers are avoided, based on 
an analysis by CBO of mitigation investments. In addition, the Multihazard Mitigation Council of the 
National Institute of Building Sciences did a congressionally mandated study and found that every 
dollar spent on disaster mitigation saves society an average of $4. Mitigation helps to save lives and 
reduce property damage. 

In FY 2011, FEMA seeks to incorporate pre-disaster mitigation and sustainability principles into both 
the PDM program and the Department of Housing and Urban Development's (HUD) Sustainable 
Communities Initiative through a partnership with HUD. This will help support strategic local 
approaches to sustainable development by coupling hazard mitigation with related community 
development goals and activities that reduce risks while protecting life, property, and the 
environment. In support of this effort, the Administration requests $100 million in FY 2011 for the 
PDM Fund, the same amount enacted in FY 2010. 
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The Flood Hazard Mapping and Risk Analysis Program addresses flood hazard data update needs 
and builds upon the successful Flood Map Modernization program. This effort began in 2004 as a 
federally funded initiative to improve and modernize the process for updating, maintaining, storing, 
and distributing the flood hazard and risk information portrayed on Flood Insurance Rate Maps 
(firms). Federal statutory requirements direct FEMA to review the flood hazards maps on a five- 
year cycle and address flood hazard data update needs. 

To meet this requirement, FEMA requests $194 million in FY 2011 for the Flood Hazard Mapping 
and Risk Analysis Program, a net decrease of $26 million from the level enacted in FY 2010. 
However, this reduction will be offset by fees collected through the National Flood Insurance 
Program (NFIP) and efficiencies created through the implementation of Risk Mapping, Assessment 
and Planning (Risk MAP) and through FEMA’s use of digital rather than paper maps. 

The National Flood Insurance Fund (NFIF) is a premium revenue and fee-generated fund that 
supports the NFIP. The NFIP provides flood insurance on a national basis to owners of properties 
located in vulnerable areas. Currently the NFIP insures more than 5.6 million residential and 
commercial policyholders, totaling approximately $1.1 trillion in insurance coverage. By supporting 
the flood hazard reduction grant programs and floodplain management efforts, the NFIP estimates 
that more than $1.2 billion in flood-related losses are avoided annually. 

FEMA requests $169 million in fee authority in FY 2011 for the discretionary NFIF funding which is a 
$23 million increase from the FY 2010 enacted level, based on estimated fee collections resulting 
from increases in policy fees that will go into effect by May 1, 2010. 

FEMA also requests $3.0 billion in fee authority in FY 2011 for mandatory NFIP funding, which is a 
$50.5 million increase over the FY 2010 enacted level based on estimated policy rate increases 
effective in October 2009 and October 2010. The mandatory NFIP fee authority will fund the Flood 
Mitigation Assistance and Repetitive Flood Claims programs, in addition to the NFIP operating 
expenses. 


ENHANCING THE PREPAREDNESS OF OUR NATION 


Active participation by all segments of society in planning, training, organizing, and heightening 
awareness is an essential component of national preparedness. Although efforts have traditionally 
focused on preparedness of the government and official first responders, we must start with our 
citizens. The preparedness of our citizens, and the enhancement of their ability to care for 
themselves and assist their neighbors in emergencies, is critical to response and recovery success. 
When safely provided, neighbor-to-neighbor assistance decreases the burden on emergency 
responders. Our citizens should be seen as force multipliers who can offer specialized knowledge 
and skills, and allow emergency responders to focus on the most vulnerable segments of society. 
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After neighbors, law enforcement, emergency services, and fire personnel are the first to respond 
to an incident, and are usually the first to identify and commence preparation for an emerging 
event. We must continue to ensure that these organizations and personnel are properly trained, 
and fully supported. 

Through grants, training, exercises, and other support, the State and Local Programs (SLP) 
appropriation enables FEMA to fulfill its role as the principal component of DHS responsible for 
assisting state and local governments in the prevention of, protection against, response to, and 
recovery from natural and man-made disasters. 

FEMA requests $4 billion in FY 2011 for the SLP appropriation, which is a decrease of $164.61 
million from the FY 2010 enacted level. The request also proposes to consolidate several current 
grant programs into a larger State Homeland Security Program (SHSP) and Urban Areas Security 
Initiative (UASi). This consolidation gives states and urban areas the flexibility to spend grants funds 
through SHSP and UASI according to their identified priorities, rather than tailoring their needs to 
"fit" the multiple grant programs that currently exist. State, local and tribal partners have stated 
that they would like to see some consolidation of similar grant programs, in order to reduce the 
administrative and application burdens. This budget is responsive to this important stakeholder 
feedback. 

Proposed funding levels within the SLP appropriation are as follows: 

• State and Regional Preparedness Program: This program includes four grant programs -the 
SHSP; the Emergency Management Performance Grants (EMPG); the Regional Catastrophic 
Preparedness Grants Program (RCPGP); and the Firefighter Assistance Grants Program. The 
Firefighter Assistance Grants Program actually consists of three individual programs: the 
Assistance to Firefighter Grants (AFG) program, the Staffing for Adequate Fire and 
Emergency Response (SAFER) program, and the Fire Prevention and Safety (FP&S) program. 
In FY 2011, FEMA requests $2.04 billion for the State and Regional Preparedness Program, 
which is the same amount as requested in FY 2010, but is a decrease of $313.7 million from 
the FY 2010 enacted level. The Administration also proposes to realign the Firefighter 
Assistance Grants and the Emergency Management Performance Grants into the SLP 
appropriation. 

• Metropolitan Statistical Area (MSA) Preparedness Program: The proposal for this program 
includes four grant programs- the Urban Areas Security Initiative (UASI); the Buffer Zone 
Protection Program (BZPP); the Port Security Grant Program (PSGP); and the Transit Security 
Grant Program (TSGP). In FY 2011, FEMA requests $1.75 billion for the MSA Preparedness 
Program, which includes an increase of $201 million from the FY 2010 enacted level. 
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• Training Measurement and Exercise Program: This program funds the National Exercise 
Program, the Continuing Training Grant Programs, the National Domestic Preparedness 
Consortium, and the Technical Assistance and Evaluation and Assessment Program. In FY 
2011, FEMA requests $210.59 million for the Training Measurement and Exercise Program, 
which is the same amount as requested in FY 2010. 

• Management and Administration: Funding for this activity includes traditional operational 
and program management support resources for the Grants Program and National 
Preparedness offices. This funding supports the salaries and benefits for headquarters and 
regional staff, travel, rent, printing and supplies, related preparedness activities, and the 
business processes and systems necessary for all stages of grants management. The 
proposal is for program management and administration costs not to exceed 4.7 percent of 
the total funding of the State and Local Programs (including the Firefighter Assistance 
Grants and Emergency Management Performance Grants). In addition, we are also 
proposing that funding for Grants Program and National Preparedness management and 
administration be transferred to the FEMA M&A appropriation account after enactment. 

The mission of the United States Fire Administration (USFA) is to provide national leadership to 
foster a solid foundation for fire and emergency services stakeholders for prevention, protection, 
preparedness, and response, USFA prepares the nation’s emergency responders through ongoing 
and, when necessary, expedited training, to help evaluate and minimize community risk, improve 
protection of critical infrastructure, and better prepare to react to all types of emergencies. USFA 
coordinates with other federal, state, and local emergency service agencies, the private sector, and 
with colleges, universities, and other DHS educational consortium participants. 

To continue to build these preparedness capabilities, FEMA requests $45.93 million for USFA in FY 
2011, which is an increase of $342,000 for pay inflation, as compared to the FY 2010 enacted level. 

The Radiological Emergency Preparedness Program (REPP) assists state, local, and tribal 
governments in the development of off-site radiological emergency preparedness plans within the 
emergency planning zones of Nuclear Regulatory Commission (NRC) licensees of commercial 
nuclear power facilities. The REPP fund is financed from user fees assessed and collected from NRC 
licensees to cover budgeted costs for radiological emergency planning, preparedness, and response 
activities in the following year. 

FEMA requests $33 million in fee authority for REPP in FY 2011, which is an increase of $361,000 for 
pay inflation, as compared to the FY 2010 enacted level. 
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PROVIDING EFFECTIVE EMERGENCY RESPONSE 


Because it is impossible to eliminate all risks, a resilient nation must have a robust capacity to 
respond when disaster strikes. This response must be grounded in the basic elements of incident 
management. When an incident occurs that is beyond local response capabilities, communities 
must be able to obtain assistance from neighboring jurisdictions and regional partners quickly, 
making a robust regional capacity vital to effective emergency response. 

Strong FEMA Regions are critical to our ability to maintain and sustain robust partnerships with our 
stakeholders within the public and private sector that will help ensure the most efficient leveraging 
of national expertise, resources, and capabilities in future responses to all-hazard events. FEMA will 
continue to further empower our regional offices to improve quality and consistency in all aspects 
of disaster preparedness and management, including disaster response. Regional situational 
awareness of operations must be used to properly shape policy and planning. 

The FEMA team has continued to improve coordination and connectivity with interagency, military, 
and DHS partners through upgrades to our network of operation centers, including the National 
Response Coordination Center, Regional Response Coordination Centers, the Response Watches, 
and the FEMA Operations Center. 

FEMA's Operational Teams - the Incident Management Assistance Teams (IMAT), the Urban Search 
and Rescue (US&R) Task Forces and Mobile Emergency Response Support (MERS) teams - continue 
to be deployed in support of disasters and National Security Special Events. 

The IMAT can rapidly deploy to an incident or incident-threatened venue, provide leadership in the 
identification and provision of federal assistance, and coordinate and integrate inter-jurisdictional 
response in support of affected state(s), tribe(s) or U.S. territoryjs). IMAT teams support efforts to 
meet emergent needs, provide initial situational awareness for federal decision-makers, and 
support the initial establishment of a unified command. Moreover, the IMAT can establish an 
effective federal presence within 12 hours of notification and are self-sufficient for a minimum of 48 
hours to augment potentially scarce local resources. 

The US&R system is comprised of 28 Task Forces that provide a coordinated, national, all-risk 
capability for locating, extricating, and stabilizing victims of structural collapse incidents resulting 
from natural or manmade causes, including terrorism and weapons of mass destruction. These Task 
Forces are highly trained and possess the necessary expertise to provide medical treatment to 
victims in heavy rescue situations. FEMA distributes readiness grants to each of the US&R Task 
Forces to provide the US&R system crucial funding for equipment and training. 

Within the FEMA M&A appropriation, there is funding for the US&R Task Forces. FEMA requests 
$28 million for the US&R Task Forces in FY 2011, which is the same amount as requested in FY 2010. 
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HELPING COMIVIUNITIES RECOVER RAPIDLY FROM DISASTERS 

The Robert T. Stafford Act Disaster Relief and Emergency Assistance Act authorizes the President to 
provide federal assistance to supplement state and local governments' disaster response, recovery, 
readiness, and mitigation efforts. Under the Homeland Security Act, as amended by the Post 
Katrina Emergency Management Reform Act, the FEMA Administrator has been delegated the 
responsibility for administering the Stafford Act’s federal assistance program. Through the DRF, 
FEMA can fund authorized federal disaster support activities as well as eligible state, territorial, 
tribal, and local actions, such as providing emergency protection and debris removal. The DRF also 
funds: 

• The repair and rebuilding of qualifying disaster-damaged infrastructure; 

• Post-disaster hazard mitigation initiatives; 

• Financial assistance to eligible disaster survivors; and 

• Fire Management Assistance Grants for qualifying large wildfires. 

Major disasters and emergencies may be the result of natural or man-made hazards, and are 
normally declared by the President in response to gubernatorial requests for assistance. States 
request federal assistance to supplement their available resources and certify that a given disaster 
is beyond their capacity or capability to respond. 

FEMA requests $1.95 billion for the DRF in FY 2011, which is a net increase of $350 million from the 
FY 2010 enacted level to support the five-year average obligation level for non-catastrophic disaster 
activity. 

The Administration is submitting, concurrent with the FY 2011 request, a $5.1 billion supplemental 
request for the DRF. These funds are needed due to continuing obligations associated with 
previous disasters including hurricanes Katrina, Rita, and Wilma in 2005 and 2006, the 2007 
California wildfires, and hurricanes Gustav and Ike in 2008, among others. These supplemental 
funds are needed immediately to allow us to continue our response and recovery efforts from these 
large catastrophic events. 

The Emergency Food and 5helter Program provides grants to nonprofit and faith-based 
organizations at the local level through a National Board to supplement their programs for 
emergency food and shelter. Nearly 12,000 nonprofit and local government agencies in over 2,500 
cities and counties across the United 5tates receive grant awards. Emergency Food and 5helter 
funds are used to supplement food, shelter, rent, mortgage, and utility assistance for people with 
non-disaster related emergencies. FEMA requests $100 million for the Emergency Food and 5helter 
Program in FY 2011. This is the same amount as requested in FY 2010. 

Working with partners and stakeholders, FEMA, together with our federal partners, will continue to 
support recovery programs that more seamlessly support affected communities and balance the 
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assistance needs of the states, connmunities, and individuals with the agency's need to serve as a 
good steward of taxpayers' funds. In the coming year, FEMA will build upon the results of the 
Catastrophic Event Preparedness effort and the direction provided by the Long Term Disaster 
Recovery Working Group, the National Disaster Recovery Framework, the National Disaster Housing 
Task Force and other related taskforces and workgroups to implement a more robust, efficient and 
cost-effective federal program to meet the needs of survivors. 


CONCLUSION 


Mr. Chairman, I believe that the Administration's FY 2011 budget proposal represents a thoughtful, 
responsible approach to improving our nation's resilience to all hazards. The budget proposal will 
enable the entire emergency management team to achieve our strategic goals to mitigate hazards, 
enhance our nation's preparedness, ensure an effective emergency response capability and assist 
those communities that do experience disasters to rapidly recover. 

But more importantly, our budget will help us empower and strengthen communities and 
individuals. As I noted at the outset, Mr. Chairman, FEMA is not the entire team. We are only part 
of the team - a team that includes all Americans. The more that we can do to ensure that each 
individual and family is prepared for disasters, the better prepared we will all be as a nation, I look 
forward to working with you, distinguished Members of this Subcommittee, and other Members of 
Congress to communicate this message to the American people so that we can become a more 
resilient Nation, 

This concludes my testimony today. I am prepared to answer any questions the Committee may 
have. 
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Wllliaiii Craig Fagate 

Administrator of the Federal Emergency Management Agency 

I W, Craig Fugate began serving in the positiisj 'o' tdoom- ov.'i 
of the Federal Emeraencv Management At '■ i t > 

May 2009. 

Prior to coming to FEMA, Mr. Fugate served as Director of the 
Florida Division of Emergency Management (FDEM). In that 
role since 2001, he managed 138 fuil-time staff and a budget of 
$745 million. His agency coordinated disaster response, 
recovery, preparedness and mitigation efforts with each of the 
state's 67 counties and local governmenls. 

Mr. Fugate began his emergency management career as a 
volunteer firefighter, Emergency Paramedic, and finally as a Lieutenant with the Alachua County 
Fire Rescue. Eventually, he moved from exclusive fire rescue operations to serving as the 
Emergency .Manager for Alachua County in Gainesville, Florida. Me spent a decade in that role 
until May 1 997 when he was appointed Bureau Chief for Preparedness and Response for FDEM. 

Within FDEM. Mr. Fugate’s role as Chief of the State Emergency Response Team (SERT) kept 
him busy during 1998. That year, the SERT team was active for more than 200 days as a result 
of numerous floods, tornadoes, wildfires, and Hurricane Georges. 


In September 2003, again under Mr. Fugate's stewardship, the Florida Emergency Mtinagement 
Program became the first .statewide emergency management program in the nation to receive full 
accreditation from the Emergency Management Accreditation Program (EMAP). 

During his years at FDEM, Mr. Fugate served as the State Coordinating Officer in Florida for 1 1 
Presidentially-declared disasters and the management of $4.5 billion in federal disaster 
assistance. 

In 2004. Mr. Fugate managed the largest federal disaster response in Florida history as four 
major hurricanes impacted the state in quick sucee.ssion (Charley, Frances, Ivan and .leanne). In 
2005, Florida was again impacted by major disasters when three more hurricanes made landfall 
in the state (Dennis, Katrina and Wilma), The impact from Hurricane Katrina was felt more 
strongly in the Gulf Coa,st states to the west but under the Emergency Management Assistance 
Compact or EMAC, Florida launched the largest mutual aid response in its history in support of 
those states. 


Mr. Fugate and his wife Sheree hail from Gainesville, Florida. 


477 


DISASTER RELIEF FUND 

Mr. PRICE. I certainly want to commend you on both of those ef- 
forts that you have just encapsulated, the attempt to tighten up the 
management controls, and the budget dollars going where they 
were intended, and also the regional focus. I am sure we will want 
to explore these matters more fully. 

I will start with a question, probably not surprisingly, having to 
do with that Disaster Relief Fund and the kinds of projections con- 
tained in the budget. 

You have in the budget two requests for the Disaster Relief 
Fund, for fiscal year 2011 and then a fiscal year 2010 supple- 
mental. 

Mr. FUGATE. Yes, sir. 

Mr. PRICE. That kind of anticipates what I want to ask you 
about. 

You are continuing to rely on the 5-year average cost of disas- 
ters, excluding large events, and that approach obviously has some 
rationale. But the problem is the D^artment knows that it is still 
liable for costs associated with continuing recovery after these dis- 
asters. 

j ust yesterday we received a letter from the 0MB Director reit- 
erating an urgent need to replenish the disaster relief account for 
the current year. So we find ourselves in this position of running 
low on balances as a result of this lack of sound budgeting in past 
years, and we really do need to break that pattern. 

Prior to running low on balances, the fund was being depleted at 
a rate of about $500 million per month during this fiscal year. If 
we continue to see obligations at this rate into fiscal year 2011, the 
budget request is going to be sufficient only for about 4 or 5 
months of funding. 

So how can you explain the rationale for this request? Why have 
you not more fully factored in the known costs associated with past 
disasters into these estimates, and have you considered alternative 
methods of budgeting for major disasters? 

Mr. FUGATE. Mr. Chairman, my answer is going to be the one 
that I am going to defer back to further guidance to you in that 
the way that I understand we have submitted our request for the 
Disaster Relief Fund is to take the bubble of catastrophic disasters 
out and budget for what we had seen as the historical averages. 

My experience in Florida after Hurricane Andrew was we did 
what you are recommending. We actually put into the budget what 
we anticipated the full amount of authority we would need for re- 
imbursement of federal funds. The problem with that was it cre- 
ated such a large bubble in our budget, it distorted everything else 
when people looked at the overall budget line. It was not seen as 
a separate line; it was looked at by total agency budget. So when 
you looked at our total agency budget, we had a disproportionate 
bubble that was moving through the system that was tied to cata- 
strophic disasters, but not related to the day-to-day operations and 
their disasters that we would normally experience. 

Ultimately, we ended up with so much authority in the years 
when the disasters begin to spin down that we were carrying, in 
some cases, for an agency that probably had a routine budget of a 
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couple of— maybe about $20, $30 million, I was carrying in excess 
of close to $750 to $800 million in authority. 

So what our experience in Florida was was to— if we were to do 
that, was to s^arate out and have our core budget based on our 
expected activities, and not show a bubble of catastrophic dollars 
moving through our budgets. My understanding here at the Fed- 
eral level, that has been the approach of looking at how we submit 
our budget request is not looking at the bubble, but the sustained 
requirement. 

Mr. PRICE. Well, as a matter of fact, I would have to acknowledge 
that this Subcommittee has not always been fully supported by 
other partners in this process in terms of our conviction that really 
we ought to be budgeting more adequately for the major disasters 
as well as the routine ones, and that we shouldn't be systematically 
relying on supplementals to deal with this. It is also true, of course, 
that to fully anticipate these items makes for a much larger budget 
request, and it does have implications elsewhere in the budget. So 
as you are dealing with a tight budget and trying to do justice to 
a number of priorities, it is very tempting to kind of defer this and 
to assume that it be dealt with off budget or out of the regular 
process. 

But I appreciate your candor on this. I mean, we are going to 
need to deal with the numbers and also with the budgeting practice 
that lies behind them. 

Let me just quickly ask you on a related note, you are aware, no 
doubt, the Inspector General recently indicated some issues with 
how FEMA closes out disasters. This recent report, states that as 
of September of 2008, unobligated or unliquidated obligations for 
the 744 open disasters were approximately $16 billion; $500 million 
of that was for disasters declared prior to 1999. These go beyond 
a decade ago. So if this funding is sitting there 10 years later, and 
it may not be needed, could it be deobligated; could it be made 
available for current disaster relief opportunities, for example, to 
relieve us in our present time of need? 

I understand that your CFO may have completed an exercise in 
which they were able to identify some of these funds for 
deobligation. So, questions: Flow much funding in open disasters 
have you been able to identify for deobligation? Will that be avail- 
able for the current shortfall that we are addressing? What perma- 
nent changes here do you think you need to put into place to en- 
sure better control and policies for the disaster closeout process? 

Mr. FUGATE. Mr. Chairman, I would like to submit the actual 
numbers in a written response so I don't give you the overall bad 
numbers, in my memory, but I believe it was several hundred mil- 
lion dollars that has already been— because we went back through 
and de-obligated, and we found a lot of open missions, actually 
some of our Federal agency partners and others, that we were able 
to— it was actually dollars that weren't spent, they hadn't been ac- 
tually drawn down, but they were on paper obligated in the mis- 
sion assignment. We were able to go back through and just do that 
part of the scrub and ensure that that agency had not expended its 
funds, had not needed to draw down those dollars, and fund those 
back into the Disaster Relief Fund. 
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But it points out to one of the things that we are looking at as 
far as a closeout process. We put so much emphasis on getting dis- 
asters up and running, we have never focused in on the same de- 
sire to close them. And in many cases it is not so much that these 
funds are still going to be spent as much as we have not done the 
final scrub of how much was obligated, how much was authorized 
but not drawn down, and then revert that back into the DRF. 

And that is a resource issue. It is also a management issue to 
prioritize that as you have new disasters coming on and staff who 
are pulled to getting those disasters up and running, is to put the 
same effort into closing out disasters, particularly these older dis- 
asters where it is oftentimes a final accounting that is required. 
But until you do that, you still show in the books obligations, which 
means you cannot free those dollars back up to go into the DRF. 

But I will have the CFO submit for the record what we have ac- 
tually done so far, and what we anticipate we will be able to do, 
and what our plan is to go forward in closing out the oldest disas- 
ters and working ourselves up to getting within, you know, about 
a 4- to 5-year process that disasters, except for the extremely large 
ones, should be fully accounted for, expended, and in the closeout 
mode unless there are some extenuating circumstances that go be- 
yond that. 

But generally it doesn't do the applicant any good to have this 
hanging there. It doesn't do us any good, and it ties up allocations 
bas^ upon those outstanding obligations that needed to be rec- 
onciled in an administrative closeout. 

[The information follows:] 

FEMA has de-obli gated $760 million from open disasters in FY2010. FEMA has 
identified several hundred million in potential de-obligations for contracts and 
grants that could be restored to the DRF, but it will take some time to work through 
the details and ensure the funds are no longer needed. FEMA estimates that up to 
$100 million can be de-obligated within the next 45 days that could alleviate some 
of the shortfall. The additional funding that we recover through an aggressive de- 
obligation effort might add one or more weeks of funding back into the DRF. 

The Chief Financial Officer (CFO) has issued a FEMA-wide Directive on Man- 
aging Open Obligations that requires FEMA offices to perform a quarterly review 
and annual certification and validation of all open obligations. Invalid obligations 
will be de-obligated in a timelier manner and funds returned to the DRF. The CFO 
has a dedicated team reviewing all unliquidated obligations (ULOs) that will expe- 
dite and institutionalize the process for reviewing and de-obligating open obliga- 
tions. The CFO, and OCFO senior leadership, has incorporated the reduction of 
ULOs as a performance measure in their FY2010 performance plans. The Office of 
the CFO is also working with the FIO program offices and the FEMA regions to de- 
velop standard policy, processes, doctrine, and training for a more streamlined dis- 
aster closeout process throughout the agency. 

Mr. PRICE. Thank you. We will await that, and we hope, in terms 
of the dollar implications for our current needs, that we can have 
an indication very soon of what we may be looking at there. 

Mr. Rogers. 


STAFFING ISSUES 
Mr. ROGERS. Thank you. 

Mr. Director, I appreciated your opening remarks, which you 
have made on the subject that is of most importance to us, and 
that is the fiscal dealings of the Agency. I noticed that you did it 
without reference to notes, which to me tells me that you have this 
in your head, and it is on your mind, and I like that. 
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However, the IG of the Department, in his audit and his report, 
covered a lot of topics that you have mentioned, summary, in your 
opening statement. 

But, anyway, the Budget Office said that the Agency lacked visi- 
bility and control over its staffing, as you have admitted. The 
Budget Office found that they did not know exactly how many em- 
ployees they had on board, did not have formal billet structures per 
office, and were hiring employees at rates above what the budget 
could support, and that created what FEMA called a structural pay 
shortfall, which cost about $35 million. 

And then subsequently the Subcommittee directed the IG to do 
an audit on the issue in the fiscal 2010 appropriations bill, and it 
was not a glowing report. But it did say that the IG found that 
FEMA has reconciled the discrepancy on the 50-employee double 
hiring that took place. It is unclear whether FEMA simply reallo- 
cated those positions or looked for a cost-saving offset. 

The IG's work on the determination of whether or not the $35 
million would close the shortfall or not was still outstanding. What 
can you tell us about that? 

Mr. FUGATE. That is probably one of the challenges. As we start- 
ed looking at how many positions were in a non-disaster role, that 
was what we call a CORE position, to identify where they were, 
they were almost like rabbits. Every time we thought we got them 
counted, we found somebody had a few more that nobody knew 
about. And that went back to that original issue. Without those in- 
stitutional controls, we had positions being filled at rates above 
what we could sustain, and we had positions that were being used 
that there was no way to track down and get to. 

We have been scrubbing and scrubbing and scrubbing. I know 
one of the frustrations for staff is we came up with our initial num- 
bers. We then found more staff that were in CORE positions that 
had not been made known to us and that we had to aad in. 

I think we are close to having this resolved, because our position 
is by the end of this Fiscal Year and going into the Fiscal Year 
2011 request, we will not have any known, again, I will say, that 
we are aware of. We may find somebody figured out something we 
didn't see coming. But it is our goal to not have any positions fund- 
ed out of the DRF if they are not in the disaster. And that our rec- 
ommendation for the budget reconciles converting those CORES 
into full-time positions funded out of that M&A allocation for those 
costs so that they are funded appropriately, they are justified. 

But you also alluded to another issue that I found ourselves deal- 
ing with. We have a lot of positions and a lot of job descriptions, 
far more than I think are necessary. I think our job descriptions 
add to this in that so many are tailored specifically to a position 
versus looking more generically at those jobs. 

And we also have found that in many cases we have a lot of peo- 
ple at very high grades over time; that we want to go back, and 
when positions become vacated, before we automatically make a 
decision that we are going to refill at GS-14 or GS-15, we are 
scrubbing the job description to make sure that the grade is appro- 
priate to the work. And when it requires it, we are going to down- 
grade those positions to more adequately reflect what a reimburse- 
ment should be for the work being done versus merely refilling po- 
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sitions that may have been at a rate far beyond what the workload 
would have required. 

Mr. ROGERS. Good. I am glad to hear that. We are going to hold 
you to that. 

The IG— we are not through with him yet, nor are you— we are 
going to be sure that the IG can complete its audit, and that we 
have complete confidence that you have got the proper controls in 
place. So we will continue to work with the IG to help you achieve 
those goals. 

You know, it has been a feeling for a long time that due to the 
emergencies that happened, not regularly, obviously, that FEMA 
has sometimes become a place to park very expensive personnel, 
and we don't want that to happen anymore. I hear you, I think, 
saying that it has stopped. 

Mr. FUGATE. Yes, sir. 

Mr. ROGERS. Can you say that louder? 

Mr. FUGATE. Yes, sir. It is my goal to make sure that we do not— 
we found ourselves oftentimes looking at job descriptions that seem 
to have the position and the work, and what actually was being 
done did not always match up. 

So this caused me multiple problems. A lot of the staff in FEMA 
that should have been considered for promotion weren't promoted 
because it was too great of a jump from a GS-12 to GS-13 or GS- 
15. So we wanted to come back and. A, ask, well, what was the re- 
quirement for that position to be that high in the first place? Was 
it to meet a salary requirement, or was it to actually meet the 
workload? And to be honest with you, sir, I don't think that you 
could make a clear difference that it was based on workload in far 
too many cases that I have seen. 

So we are taking those positions, and it is our intention to make 
sure that the work justifies the position, but also, if it r^uires to 
downgrade those positions, to downgrade them before filling them, 
and also develop a better process to grow leadership within FEMA, 
rather than having to seek each opportunity to go outside of 
FEMA. I think there is a proper balance between bringing people 
from the outside, but also making sure that those people that have 
the skills and things that they take very seriously, that they have 
an opportunity to move up. And when you bring positions and try 
to fill them at such a high grade, you literally cut off your best and 
brightest from moving forward. 

Mr. ROGERS. Well, to help you achieve that goal, I am going to 
be talking to the Chairman and urging that we perhaps withhold 
some of the funds until we see that that is being achiev^. 

So in due course of time, Mr. Chairman, I may want to talk to 
you about that. 

Mr. PRICE. All right. Thank you, sir. 

Mrs. Lowey. 

URBAN AREAS SECURITY INITIATIVE (UASI) 

Mrs. LOWEY. Thank you, Mr. Chairman. 

I must say, Mr. Administrator, it is refreshing to find someone 
of your caliber and insight and determination, and we wish you 
good luck. It is really unfortunate that the past administration left 
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you in such a difficult position, but we appreciate your honesty and 
your direct approach to straighten up the shop, shall we say. 

Let me ask you a few questions. I have been concerned about the 
high-risk urban area program. It was created to support only high- 
risk urban areas. Now, you actually began serving seven cities, but 
it has now ballooned to 64 potential recipients for fiscal year 2010. 
Further, the administration's fiscal year 2011 proposal consolidates 
numerous other grant programs into UASI, which I am concerned 
will further diminish the likelihood that only the most high-risk 
areas will receive the funding they need. 

So I have a few questions related to that. First of all. Adminis- 
trator Fugate, Congress does not set a floor for the number of UASI 
recipients. Is it likely that FEMA will be awarding funding to all 
64 areas that are eligible to apply? 

In previous years, I have been told that the Department's polit- 
ical leadership determined the number of UASI recipients. Who de- 
cided to increase the number of fiscal year 2010 UASI recipients 
to 64, and what assurances can you give us, who represent high- 
risk areas, that UASI was created to serve, such as New York, that 
they will not be shortchanged by consolidating other grants into 
this program? 

So if you can explain your approach, what we can expect, where 
do we go from here. Thank you, again, for your straightforward re- 
sponses. 

Mr. FUGATE. Well, the first one I will answer is the commitment 
to the high risk. The list of cities is actually broken into two 
groups: Tier I , which are the highest, and Tier 1 1 , which are consid- 
ered secondary or lesser threat, but, because of the population and 
vulnerabilities of that, would warrant additional financial assist- 
ance through the Urban Area Security Initiative Program. 

As I understand it, particularly with the city of New York, they 
have, since the inception of the program, been the highest recipient 
and received the most funds. And as a primary target for certain 
terrorist organizations, that warrants. Flowever, I would caution, 
we have a tendency in this country to always prepare for the last 
event, the last attack, and assume that all future attacks will fol- 
low the same future pattern. That would be true if our adversaries 
don't change. But the reality is, as we have seen, terrorism may 
come from offshore. It may come from home. It may be based on 
ideologies. It may not be based on a particular political bent as 
much as a disagreement or an action that an individual or a small 
group may take against some part of our communities. 

So our goal is to look at how we base our funding to support 
against the known adversaries, against those threats, but also rec- 
ognize that our enemies are adaptive, they seek out our 
vulnerabilities. And if we make one area of the country protected 
and leave other parts totally vulnerable, there is no reason to sus- 
pect they wouldn't change their tactics and take advantage of that. 

So we look and take very seriously the process. And, yes, it is a 
true statement that the political leadership makes these decisions, 
because we are the ones that the Senate confirmed. We are the 
ones that the President has appointed. It is our duty to do our best 
to reconcile the needs of an adversary that is never going to stay 
the same against our funding ability and trying to manage our risk 
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against those threats that we have had experience with, those 
threats that are emerging, and those threats that we have not yet 
anticipated, but, again, concerns being when we have large popu- 
lation centers, that vulnerability cannot be understate. And, 
again, we have prioritized the funding in the Tier I based on the 
historical threat we are in in this current environment, but recog- 
nizing that our adversaries aren't all the same, and the threats 
don't stay static. 

Mrs. LOWEY. I understand, and thank you for your thoughtful re- 
sponse, except I wonder what confidence can you give us that the 
high-risk areas won't be short-changed? I am not saying there 
shouldn't be other funding of the programs for any potential— I 
don't want to say operation— threat, but I want to feel confident 
that in high-threat areas, areas that remain high-threat, that they 
won't be short-changed in this program. 

I certainly welcome other areas getting all the assistance they 
need, but perhaps it shouldn't be in the UASI program. 

Mr. FUGATE. Well, the tools we are giving in the budgets we 
work with, we are, again, supporting those high-risk areas at levels 
that we have recommended previously. And some of the consolida- 
tion, again, it was similar to the State Homeland Security grant 
consolidation to give the locals more flexibility within those funding 
streams. 

Mrs. LOWEY. Thank you. I think my time is up. 

Mr. PRICE. Thank you. 

Mr. Carter. 

INTEROPERABILITY GRANTS 

Mr. CARTER. Thank you, Mr. Chairman. 

More than $43 billion in Federal grant money spent in 2004 and 
2008 to improve interoperability among first responders nation- 
wide. This IS more than any other DHS initiative. FEMA states 
that in 2009, they distributed 56 interoperability emergency grants 
for a total of $48.5 million. 

Are these grants still focused on purchasing equipment, or is 
there added focus on the planning and organization aspect? Equip- 
ment alone cannot provide interoperability. I am most especially in- 
terested because my district, as Williamson County and all the sur- 
rounding counties directly north, lost to the Tier II city. 

Mr. FUGATE. Sir, interoperability means if all the radios are talk- 
ing, but nobody is talking together, then we haven't solved the 
problem. You are absolutely right. A lot of the emphasis has to be 
on building who talks to whom, and how they need to commu- 
nicate, and what they need to communicate before you apply a 
technology solution. 

So a good percentage of these funds have been going for plan- 
ning, exercising and training, and then providing limited capital- 
ization. Ultimately the goal is before we go off and invest large 
sums of dollars in interoperable solutions, we have to have the 
planning done, the coordination done, and including the govern- 
ance, because most of these solutions are not done within a specific 
jurisdiction. They are oftentimes regional or statewide. And we 
have found, and my experience has always been, it is best governed 
when it is not directed from the top down, but the locals build their 
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governance, how they are going to operate, and then apply the 
technology solutions. 

So there has been considerable investment in this, but a lot of 
these programs are focused on developing and working with the 
plans. In fact, within DHS, we serve as the secretariat for a lot of 
the emergency communication within our 10 regions as they work 
with the states as they develop their regional communication plans. 

Mr. CARTER. Planning and organization are critical and crucial, 
and there are those who will take the bull by the horns and try 
to work with others to put together plans and solutions and organi- 
zations, and there are others who need to be taken by the hand 
and dragged across the line. And it sounds like you are moving in 
that direction, and I think that is very critical, because the first ex- 
cuse you hear if something goes wrong, we couldn't talk to each 
other. So I thank you for that, and I thank you for being on top 
of that problem. 

Thank you, Mr. Chairman. 

Mr. PRICE. Thank you. 

Ms. Roybal-Allard. 

PREPAREDNESS 

Ms. ROYBAL-ALLARD. Thank you, Mr. Chairman. 

In your prepared statement, you mention under the "Enhancing 
the Preparedness of Our Nation," you say that we must start with 
our citizens, and that it is critical to response and recovery success. 
Yet, according to the Norman Lear Center at DSC, a magnitude 7.8 
seismic event in downtown Los Angeles could claim close to 2,000 
lives and inflict more than $200 billion in damages. 

And although California is nationally best prepared for a dis- 
aster, a recent study published by the University of Southern Cali- 
fornia found that rates of preparedness have been stagnant over 
the past decade. Only 30 to 40 percent of California families have 
adequate disaster supplies, and most are unfamiliar with basic 
earthquake safety procedures. This lack of knowledge is especially 
acute in minority and low-income communities. 

Could you please tell the Subcommittee how FEMA is working 
with State and local authorities in California and other vulnerable 
States to educate the public about disaster preparedness in gen- 
eral, earthquake preparedness in particular? And also as part of 
that question, if you could also talk about how FEMA is doing out- 
reach to— of minority communities and those that have limited 
English proficiency, because as studies have shown, and as Hurri- 
cane Katrina and Rita and California wildfires have demonstrated, 
there are significant challenges faced by Latinos and other groups 
with limited proficiency during a disaster. 

Mr. FUGATE. That is a lot of ground to cover. 

The short answer is in emergency management historically we 
have talked about the public being prepared, but then we don't 
really follow up on what does that mean. If you read most docu- 
ments, and you look at the way we look at the public in general, 
we look at the public as a liability. We look at them— I don't say 
that in a negative way, I just say we plan for having to take care 
of everybody. Instead of recognizing that in the disaster you have 
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described— quite honestly, I don't really care how much money you 
are authorizing me, it couldn't get there fast enough. 

And the other part of the problem is if we have a system that 
is based on a government-centric approach of trying to meet all 
those needs, the most vulnerable citizens won't get served. And so 
we are trying to change this dialogue when we talk about pre- 
paredness. It is not just something that is a good thing to do, it 
IS absolutely necessary. 

My experience, when I went down to Haiti about a week after 
the earthquake, the Haitians were taking care of themselves, be- 
cause it was that difficult getting outside aid in. And time and time 
again we underestimate what people will do and can do. And we 
often take what I must call almost a parental approach to engaging 
the public. 

I think we have to change that and stop looking at the public as 
a liability, but as a resource, because as you point out, we have a 
tendency, in emergency management, and I will say this is true 
probably in a lot of other areas of the government, to plan for what 
is easy to implement versus what the needs are in a disaster. And 
what I have found time and time again is if we don't factor in that 
the children and the infants, the elderly and the frail, the people 
with disabilities and language barriers are not what we plan for up 
front, it fails. 

And so both changing that culture within FEMA, but within the 
emergency management community, but also recognizing that we 
have a tremendous ability, if we can figure out how to effectively 
harness tools such as social media, we have seen time and time 
again that the public actually solves the problem faster than the 
government response. 

But our tendency has been it is not official, it is not something 
we can control, and it is not something we are directing, and there 
is a fear of the public engagement. But the reality is— in this type 
of situation— we need neighbor helping neighbor. We need them 
telling us what is going on rather than us waiting for official re- 
ports. 

And we need more outreach as we already started working with 
various coalitions and constituency groups ahead of a disaster to 
establish dialog of how to get information out, preparedness infor- 
mation, and identify the unique needs that various communities 
have. But it is a mindset and a culture. 

You know, I am finding myself doing a lot of cultures, like being 
fiscally accountable, you know, and holding ourselves to that, but 
also changing this idea that government itself is going to solve all 
these problems. Well, the reality on a day-to-day basis, the private 
sector does a lot of things that we would depend on them to get 
back up and running. 

So we are working, particularly in earthquakes, the lessons of 
Haiti to apply into our catastrophic planning, looking at the Chil- 
ean response and factoring that in, and continuing to work with 
our partners at the state and local level as we prepare for other 
types of no-notice events of that magnitude. 

But the underlying issue has been we have got to get away from 
what I call our government-centric approach to solving this prob- 
lem and work to engage the public as a resource, because if we 
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don't, the most vulnerable citizens will not get the help they need 
because everybody else is competing when they could have been 
part of the solution. 

Ms. ROYBAL-ALLARD. Let me also suggest that you consider work- 
ing with Members of Congress. We all do all kinds of workshops 
and outreach to our constituents and could also help you in terms 
of meet! ng those needs. 

Mr. PRICE. Thank you. 

Mr. Calvert. 

URBAN SEARCH AND RESCUE 

Mr. CALVERT. Thank you, Mr. Chairman. 

I understand you are going over to the White House later today 
and to thank some of the people that responded at the Haiti dis- 
aster. Part of that, of course, is the urban search and rescue teams, 
and we have a number of them in California, certainly around the 
United States. They are necessary, obviously, for domestic events, 
but obviously helpful in disasters such as Haiti. 

Under the budget request, there is a significant cut in what is 
proposed. As you Know, these task forces claim that the actual cost 
to these teams are about 1.8 to 2.2 million per team, and we are 
contributing approximately $1 million per team to these teams. 

I also understand that when this program was first conceived, 
that it was supposed to be a minimal impact to these local agen- 
cies, and, obviously, that is not the case. And, as you know, many 
of these communities are strapped anyway, and they have to main- 
tain an inventory, vehicles, keep that up to date, maintain the rest. 

I am also concerned because I understand that, talking to a num- 
ber of these groups throughout the country, that the bottom line is 
that there is really not a lot of local benefit relative to the cost. But 
50/50 split may sound good in the context of most Federal man- 
dates, but in this case the locals aren't receiving a 50 percent ben- 
efit. At least that is what they claim. 

What do you feel about that? Is there any movement as far as 
what we can do to help these search and rescue teams throughout 
the United States? 

Mr. FUGATE. Well, the request we placed into this year's budget 
is a request based on last year's request. 

As far as the shared responsibility, we are meeting actively with 
the chiefs of the urban search and rescue teams. As you point out, 
it was originally conceived that these teams are not standing full- 
time federal teams only authorized for federal response, and there 
is no prohibition against that equipment or personnel being utilized 
on a day-to-day basis. 

And so my understanding is the program as originally created 
was a shared responsibility, the benefit of the team for that com- 
munity versus the funding that the Federal Government provided 
to go outside of their community during disasters. 

During a disaster response, FEMA picks up the majority of what 
we have identified and what the teams have identified costs, in- 
cluding such costs as backfilling their positions while they are de- 
ployed. 

But I guess this is the fundamental question you are raising is 
what is the equitable split for a joint funding of a resource that is 
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not on a day-to-day basis federalized except during disasters? And 
we are in discussions with the chiefs of the USR teams. We are ac- 
tually having an after-action with those chiefs here in the next 
week talking about the Haiti response and lessons learned. 

But, again, the program was established upon a shared funding, 
shared responsibility, as these teams were not a federal standing 
team, but rather a local team that we provide funding to that had 
the capability to deploy out of their community. 

Mr. CALVERT. Well, you know, we are in the process of working 
toward this markup on this bill here soon, and we are hearing from 
a number of these teams saying that they may not be able to sus- 
tain— some of them talking about shutting down their operation 
based upon their budget costs that they are incurring back in some 
States, especially in California. 

So if you can get back to us while we are going through this proc- 
ess of marking up this bill, that would be helpful, because I know 
the city of Los Angeles, San Francisco, others. Orange County, all 
these teams are under tremendous stress right now, and they want 
us to get back to them as soon as possible. 

[The information follows:] 

FEMA staff provided a briefing on the FEMA Nationai Urban Search and Rescue 
(US&R) Program to Congressman Caivert and his staff on February 24, 2010. 
Among the issues discussed in the briefing was the funding of the US&R Program 
during disasters and day-to-day operations. A Flaiti After Action Conference focused 
on US&R occurred on March 23-24, 2010. An After Action Conference Report wiii 
be compieted and can be provided to Congressman Caivert. 

NEPA PROCESS 

One other quick question regarding the NEPA process and these 
grant programs to the ports. As you know, in a State like Cali- 
fornia, we have the CEQA process, which is even more intense 
than the NEPA process, and these grants are being held up. You 
know, we have one of the largest port facilities, the largest port fa- 
cility in the country in the Port of L.A.-Long Beach, and it seems, 
in my opinion, nonsensical that the Federal Government does not 
allow a State's environmental requirements supersede the NEPA 
requirements and allow the FEMA grants to move forward. It is 
just holding up the entire program, I understand months, if not 
years, i n some of these programs. 

Would you like to comment on that? 

Mr. FUGATE. I follow the law that Congress passed, which says 
I must do NEPA reviews on those types of projects, and I have no 
relief if the state has a higher standard. That is the law that I 
have to follow in those regards. 

Mr. CALVERT. Would you be willing to address or review that 
process and make recommendations to the Congress to see if we 
can't streamline that process? 

Mr. FUGATE. I would be willing to work with the Committee. I 
think it is important that we— as long as we can achieve the origi- 
nal intent that Congress laid out in the NEPA process through al- 
ternative means that are less burdensome, but achieve the same 
outcome, we would be willing to provide technical advice and exper- 
tise bas^ on our experiences. 

[The information follows:] 
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RESPONSE: NEPA applies solely to actions, inducting federal assistance actions, of the 
federal government and does not allow for the substitution of state requirements. In addition, 
there are other requirements for protection of the environment, normally encompassed in a 
NEPA review, which also only apply to the federal government; including, but not limited to the 
National Historic Preservation Act (NHPA), the Endangered Species Act (ESA), and various 
Executive Orders. NEPA requirements and the Department of Homeland Security encourage 
the streamlining of administrative processes through integrating the various federal, tribal, state, 
and local government review efforts. Data collected by FEMA over the past several years 
indicates that NEPA does not significantly impact the obligation of grant funds and 
implementation of projects. 

It is important to note that current state equivalents of NEPA apply only to state actions and are 
implicated for federal proposals only where there is a state activity required to implement the 
proposed federal action. In addition, there are only 16 states that presently have a state 
equivalent of NEPA, plus Puerto Rico and the District of Columbia. If such a requirement to 
substitute an equivalent state NEPA review for federal NEPA review were implemented, 

FEMA's data shows that it would benefit less than 1% of all projects annually, in addition to the 
fact that other federal environmental protection review requirements would remain. 

DHS encourages and FEMA engages in efforts to streamline effort and reduce duplication 
between the requirements of NEPA and state environmental impact assessment requirements. 
FEMA seeks to collaborate with relevant state agencies early on during the project planning 
process and coordinate through joint research and studies, public meetings, and the preparation 
of Environmental Assessments. FEMA is actively committed to working with federal, state/tribal 
and local stakeholders, and the HAC to develop streamlined approaches to EPHP compliance; 
including, but not limited to the development of broad programmatic approaches to compliance, 
as well as standardized compliance requirements for certain types of actions. Furthermore, 
FEMA provides substantial training opportunities and program guidance to states to improve 
their understanding of EPHP requirements. Nevertheless, FEMA continually seeks to improve 
its NEPA compliance review process, 

FEMA is currently undertaking a more expansive analysis of its EHP compliance review 
process, specifically under the various GPD programs, in order to define specific problem areas 
and ways to improve this process. Two examples below demonstrate FEMA's commitment to 
exploring and implementing streamlined approaches specifically for Grant Programs Directorate 
programs: 
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Programmatic Environmental Assessment for GPP 

Programmatic approaches are effective and efficient means of meeting the intent and purpose 
of various EHP requirements. FEMA is the process of finalizing a Programmatic Environmental 
Assessment (PEA) for the Evaluation of the Grant Programs Directorate and Potential 
Environmental Impacts. This PEA covers all types of activities currently funded under the 
various GPD grant programs. A programmatic environmental document, such as this PEA, is 
prepared when an agency is proposing to carry out a broad action, program, or policy. FEMA 
has determined through experience that many of the typical actions proposed for funding 
through GPD can be grouped by project type. These types of actions can be evaluated in a 
Programmatic EA (PEA) for compliance with NEPA and its implementing regulations without the 
need to develop and produce a standalone EA for every action. FEMA is currently routing the 
PEA for approval prior to posting it in the Federal Register. Once FEMA addresses the public 
comments received, it will issue a Finding of No Significant Impact, and be able to utilize this 
document to streamline project review. 

ACHP Program Comment for Streamlining Section 106 Review for Communication Facilities 
FEMA negotiated a Program Comment under Section 106 of the National Historic Preservation 
Act (36 CFR Part 800) with the Advisory Council on Historic Preservation (ACHP) to streamline 
Section 106 review of the construction and modification of communications towers and 
antennas for which FEMA and the Federal Communications Commission (FCC) share Section 
106 compliance responsibility. As a result of this Program Comment issued by the ACHP, 

FEMA is exempt from Section 106 with regard to the effects of communications facilities 
construction or modification that has either undergone or will undergo Section 106 review by the 
FCC. FEMA is currently working with the FCC and developing implementation guidance for 
applicants and FEMA staff. 
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Mr. CALVERT. Thank you. 

Mr. PRICE. Thank you. 

Mr. Farr. 

Mr. FARR. Thank you, Mr. Chairman. 

Congratulations on your appointment, and welcome. I think of 
you as the chief first responder in the Nation, and you are talking 
to a Congress of which all 435 Members think of themselves as 
first responders because we get calls on every human concern in 
American society in our offices, and so we have to respond to those, 
and we go home every week. 

My concern, and I think I share some of the concerns Mr. Rogers 
pointed out, is the first responders are always at the local level, 
and I hope you never forget where you came from, because you 
have moved from a State, and a big State with a $745 million 
budget and overseeing 67 counties and local governments, to a $7 
billion budget. And, frankly, I think that if we really did our jobs, 
FEMA would work itself out of a position. So I hope you kind of 
think of how can we transfer all of this sort of money in Wash- 
ington to essentially the communities' ability to want to prevent 
disasters with mitigation, and, two, to respond? Because the first 
responder is, indeed, that. And, you know, in order to get FEMA 
involved, you have got to go through the declaration process. I don't 
want to wait around and try to figure out when my home is de- 
stroyed or something happens in my community whether it is going 
to meet a threshold that it will get a State or national disaster dec- 
laration. I want somebody there to help alleviate the situation im- 
mediately. 

And I am kind of interested in your discussion. I think what 
FEMA ought to be doing and where it failed in Katrina is the re- 
sponsibility to have a check-off system, to see if, in fact, your plans 
and your local response is doable; whether you have the capable 
staff to do it, the equipment to do it; and whether you have the ca- 
pacity, whether the financial capacity is there to respond. 

That is where I think your professional at the— you, FEMA, at 
the Federal level is to check off to see whether these local plans 
and all the best wishes of governments. I wonder how you did that 
in Florida with the 67 counties and how— whether you got in- 
volved-see, I don't think you ought to give money to premitigation 
unless people will do zoning changes and retrofits and building 
codes. 

I mean, California, not because of FEMA, we responded with a 
very conservative Governor. Governor Deukmejian, after the Loma 
Prieta earthquake, went out and raised the sales taxes, a Governor 
who said he would never vote to raise taxes under any condition. 
Disaster came. He said, this is the exception to the rule. 

He raised the sales taxes, most of them being paid for in south- 
ern California— the earthquake was in northern California— for a 
number of years to retrofit everything, every structure in California 
for earthquake preparedness. So all of our bridges and highways 
and everything got— overpasses all got retrofitted paid for by local 
money. You ought to be checking off to see if the States are doing 
that, and they ought to be not getting the money without having 
integrated it. 
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PREDISASTER MITIGATION 

So my question goes to why are we doing, out of a $7 billion 
budget, only keeping the program funding for predisaster mitiga- 
tion at $100 million and leaving it flat? It seems to me that is 
where the action is, and that is where the money ought to be spent, 
and your background ought to know how to do that very well. 

Mr. FUGATE. Two ways you could approach that: Are we actually 
using the grants to do mitigation, or are they ending up not being 
awarded competitively; and, two, oftentimes the level of work that 
would need to be done could never be addressed by any sustained 
funding that I think Congress would be in a position to provide. 
The real effect of those pr^isaster dollars 

Mr. FARR. Part of that is to make sure that the local govern- 
ments, I mean, whether the county, city or State, has put the re- 
sources into doing it. I mean, they are coming back here and rely- 
ing on the Federal Government to do what is a local responsibility 
for that first responder capability. 

Mr. FUGATE. And this goes back to, I think, is why— and having 
to answer this hard question: Why is it a good investment for the 
U.S. taxpayer for $100 million of mitigation, which, quite honestly, 
is not going to significantly change a large-scale disaster impact? 
It is seed money, and it provides planning. 

Mr. FARR. But why keep it flat when it is so essential to do the 
upgrading and the preparedness? 

Mr. FUGATE. Again, we had to look at our overall budget and 
make decisions about what we would be able to continue and where 
we would have to hold funding. And our experience tells us that 
the real benefit from that mitigation program is the planning and 
efforts it takes to continue to provide seed money. 

Before this program and the wisdom of Congress to even begin 
to address this, we provided no funding before disasters. We always 
did it after the horse got out of the barn. We only did mitigation 
after a disaster struck. So this is really a tool for us, I would say, 
is sort of like some sand to try to make a pearl. It is a catalyst to 
get State and local governments who would not otherwise have the 
wisdom or the disaster to think about mitigation to at least begin 
that process. 

You also point out one other important part of this, that I don't 
have current tools, and I am not sure I would be the appropriate 
entity to have tools. But we do know the best mitigation is often 
effective in enforced zoning, building codes that are built and en- 
forced to the hazards, but these are primary inherent State respon- 
sibilities. Our role at the Federal level oftentimes is encourage- 
ment, not necessarily directing that as a separation of 

Mr. FARR. But in your commenting on disaster planning, can you 
make that comment that your zoning and your building codes are 
not adequate? 

Mr. FUGATE. I have actually gone back and pointed out that one 
of our challenges with 50 States, the territories and the District is 
the most effective way to mitigate that we have seen in your expe- 
rience in California, our experience in Florida is to have building 
codes that reflect the hazards we face and build our homes and 
build our schools and build our communities stronger and better. 
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But there is, you point out, tremendous cost to that and often- 
times a resistance to do that, because I hear this a lot: Well, if we 
do that, homes won't be affordable. I have also seen the other half 
where people lost their homes 

Mr. FARR. Won't be insurable either. 

Mr. FUGATE. That is exactly right. I have seen far too many peo- 
ple who lost their homes because we didn't spend the extra money 
to protect them. The insurance did not cover their losses. They 
were upside down on their mortgages, and they walked away 
homeless. 

Mr. FARR. I hope that you can comment to the States, as we try 
to assist them in checking off their plans, is that they need to do 
some work and give them examples of other communities that have 
done it. Because I think we fail to do that premitigation, we are 
going to be the Flaiti rather than the Chile. 

Mr. PRICE. Thank you. 

Mr. Rothman. 


FLOOD MAPPING 

Mr. ROTHMAN. Thank you, Mr. Chairman. 

Mr. Administrator, great pleasure meeting you, and thank you 
for your service at the State level and here at the national level. 
You have had quite a career, and we hope that this will be the 
crown jewel of your accomplishments, and we wish you well. 

Two questions. First one is about flood risk mapping contracts. 

I am told that for the last 5 years, FEMA has been working on de- 
veloping updated flood insurance rate maps which try to assess the 
risk both in places that flood often and in places that could flood 
disastrously. 

FEMA has recently decided, so I am told, to revise their contract 
process for firms doing survey work on the Agency's watershed 
studies related to digital flood insurance rate maps, transferring 
the contracts from local firms in the area affected by flooding to 
larger national firms. 

If this is so, my first question is why did FEMA decide to stop 
contracting local firms to do watershed surveys for digital flood in- 
surance rate maps when, so I am told, in a straight-up competition, 
the national firms were beaten out by the local firms in terms of 
price and qualifications? 

Mr. FUGATE. I would like to provide a detailed written report on 
this. I will give a summation as I understand it. 

As I was briefed on this issue I encountered early in my tenure 
was that we had requirements that our staff believed that we were 
required to follow certain contracting requirements when it came 
to professional and technical services, that that process was done 
under our contracting and under federal contracting rules to secure 
those services, and part of that was a process by which we broke 
the contracts into r^ional contracts, and we allowed consortiums 
of contracts to come in. 

Mr. ROTHMAN. Sir, if I may, I know my time is brief. If the law- 
yers were to tell you that under the laws that govern FEMA, it 
would be permissible to deviate from that model and go to a cir- 
cumstance where local firms who were just as qualified or better 
qualified, who could provide the services for less money, were avail- 
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able. If your lawyers told you that your model could be changed so 
that these local small business people could get these contracts in- 
stead of the national firms who charge more, would you be willing 
to consider that, sir? 

Mr. FUGATE. I am a big fan of buy local, hire local. So in re- 
sponse to that, as long as the quality of the product met the re- 
quirements, was cost-effective, I have no preference on how we go 
about, you know, the contracting as much as you point out getting 
a product that meets the requirements that is cost-effective. 

Mr. ROTHMAN. Right. But what I heard from you, sir, is that 
your understanding is that the lawyers basically said you were 
locked into this regional approach. 

If you were to learn from the lawyers or anyone else you re- 
spected more, or other lawyers who you respects more, that you 
were able to do it differently, get the quality you needed at a lesser 
price and buy local, would you do that? 

Mr. FUGATE. Without having that information, and attorneys can 
agree to disagree, so I would, you know, be very interested in what 
my counsel says, and as long as— I mean, to me, I do not have a 
preconceived opposition to contracting with local firms. 

Mr. ROTHMAN. No, I understand that. But if you were given both 
choices and that scenario, wouldn't you choose the local firm if you 
were allowed to by law? 

Mr. FUGATE. If we got the same quality of work that was cost- 
effective within the contract provisions, I would not oppose it. I 
prefer to hire local, buy local whenever possible in our programs. 

Mr. ROTHMAN. Great. Glad to hear that, sir. I look forward to 
your written response to flesh that out. 

[The information follows:] 

RESPONSE: The original series of contracts awarded to support the Map Mod 
Program consisted of one very large Headquarters level contract and many much 
smaller contracts in each FEMA Region. There were between two and six Regional 
contracts in each Region, depending on the level of need. 

FEMA realized that having 25-30 Regional contractors reduced the Regional and 
Headquarters staff's ability to adequately manage this large number of contractors 
and reduced FEMA's ability to provide consistent oversight. In anticipation of the 
expiration of the single Headquarters level contract on September 30, 2009, the de- 
cision was made to reduce the number of contractors involved in the day to day wa- 
tershed surveys. This decision resulted in the award of three follow-on contracts in 
March 2009 to provide watershed surveys. Additionally, two additional contracts 
were awarded for program Management and Customer/Data Services. By separating 
the large contract into three distinct service categories, it allowed FEMA to not only 
increase management's ability to monitor performance, but also substantially in- 
crease the amount of funding directly awarded to small business. 

All of these contracts fall under FAR Part 36.6, which deals with the acquisition 
of Architect/Engineer services. This portion of the FAR requires the selection of the 
most highly qualified firms to perform the work. In selecting the most highly quali- 
fied firms, the entire team's qualifications, including all partners, subcontractors, 
consultants, etc., are considered. The consideration is not limited to just the firm 
responding to the pre-solicitation. The requirement to evaluate the entire team's 
qualifications negates the assertion that a local contractor was able to beat out the 
national firms on the basis of the local firm's individual qualifications. 

The engineering community that supports the previous contracts and the current 
Risk MAP contracts consist of approximately 12 large national level engineering 
firms and many smaller firms throughout the nation. The firms that held the pre- 
vious Regional contracts consisted of various teams which in almost all cases in- 
cluded one or more of the large national firms as either the prime contractor or a 
substantial subcontractor. These partnership/subcontracting arrangements were 
formed to bolster the firm's chances of being selected as one of the most highly 
qualified firms. 
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Pricing is not considered in the initiai phase in determining the most highiy quaii- 
fied companies. Price negotiations occur after seiection as most highiy quaiified firm. 
I n fact, FAR 36.6 and the Brooks Act effectively prohibit the use of price comparison 
between firms as a selection criterion. 

OVERSEAS DEPLOYMENT OF TEAMS 

Mr. ROTHMAN. Finally, there was a recent article in a major 
newspaper that talked of the heroic work of FEMA in Haiti, and 
we all applaud your work and the work of those who work under 
you at FEMA in sending what the article described as, let's see, a 
number of teams from FEMA to Haiti. It was 6 American teams, 
according to the article, out of a total of 43 international teams, 
rescue teams, 6 out of 43, but our American teams, according to the 
article, were responsible for a third of the lives saved. 

This article goes on to encourage FEMA to increase the number 
of the 28 overseas teams that we can deploy, saying that 28 is not 
enough. Lots of budget constraints. J ust wondering what your re- 
sponse is to that kind of a request for additional, more than 28 
teams. 

Mr. FUGATE. Well, the first part of this is that FEMA was 
doing— was providing support to USAID, who was the lead, so we 
were responsible to USAID, who was part of the international re- 
sponse. 

As far as the teams that went, there are two teams that are cur- 
rently what we cal I dual-hatted. FEMA provides funding for the do- 
mestic response; USAID provides funding for the international re- 
sponse. Because of the proximity of Haiti, we actually deployed four 
more teams who were not pre-trained for international response, 
meaning they didn't have their passports and a lot of this stuff. 

We were able to get those teams into Haiti, the Department of 
State worked with us to get those teams into Haiti, but we felt that 
there may be some opportunity to look at increasing the number 
of teams that are qualified for international response, and we are 
working with Administrator Shah now at USAID on what he would 
see that need to be. 

As far as increasing numbers of teams based upon that response 
to Haiti, we are still based upon our funding levels now, the level 
of participation now, and looking at the after-action reports of 
Haiti. 

There is oftentimes a question of how many more teams— and 
again, we should not forget that many of the funds that we provide 
in the Urban Area Security Initiative, in the State Homeland Secu- 
rity programs have also developed and built robust search and res- 
cue urban teams that are not federally sponsored for deployment, 
but are part of our statewide and nationwide response. My re- 
sponse in Florida 

Mr. ROTHMAN. And can they be called upon for a nearby inter- 
national disaster? 

Mr. FUGATE. Well, again, we are able to provide mutual aid with- 
in state. We, again, at the request of USAI D, are working with Ad- 
ministrator Shah to see how and what additional resources within 
the teams we have we could provide. 

Mr. ROTHMAN. Thank you, and well done, sir. 
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POSTDISASTER MITIGATION 

Mr. PRICE. Thank you. And let me echo that on behalf of all of 
us. As we said at the beginning of the hearing, we really are appre- 
ciative that you and your Agency reached out in the way that you 
did, and we know you saved lives and made a huge difference. 

Let me use the occasion also to remind Members that we are 
looking at a hard deadline of 11:15 to conclude this morning pre- 
cisely because the Administrator has to meet with President Preval 
at the White House. 

Let me follow up on Mr. Farr's line of questioning very briefly, 
because I want to get into the firefighter grant administration as 
well, but let's turn very briefly to the postdisaster mitigation. I 
think we are all well aware of the arguments for predisaster as op- 
posed to postdisaster mitigation. On the other hand, the experience 
in our State and, I am sure, many other places is that postdisaster 
mitigation does often find a more receptive audience, because after 
a disaster has hit, and you are looking at the recovery effort and 
rebuilding, there is often a recognition of the need to build to better 
standards and to prevent such disasters in the future. 

So in North Carolina and lots of places around the country, we 
have made very, very good use of postdisaster mitigation support. 
It didn't work that well in New Orleans, although it does appear 
belatedly to be kicking in in New Orleans in a more positive way. 
I was back in New Orleans in J anuary, and we saw many encour- 
aging signs after years that some especially housing efforts were 
coming together, better coordination with FEMA and so forth, and 
postdisaster mitigation is kicking in as well, but pretty late, really, 
to have much effect on a lot of the rebuilding. 

Funding took a long time to become available. It wasn't well co- 
ordinated, I expect you would agree, with other recovery activities. 
For example, many people have now already rebuilt their homes 
with the Road Home Program. Now they are learning that 
postdisaster hazard mitigation money is available to them to ele- 
vate those homes so they would be less prone to flooding. I n some 
cases they are getting these grants and now going back in and al- 
tering their earlier construction, but it clearly would have been so 
much better if there had been a coordinated approach at first that 
had made a blending of funds available and would have resulted 
in building homes to better standards. Retroactively a lot of people 
have very little interest in the grant, although some are drawing 
on the grants. 

So, what are your thoughts on that? How can we encourage bet- 
ter coordination among Federal recovery programs, and in par- 
ticular, is there a way to learn from the New Orleans experience 
and get these postdisaster mitigation grants available earlier in the 
recovery process and integrated more effectively with other re- 
sources that are available to individuals, business owners and so 
forth? 

Mr. FUGATE. Mr. Chairman, I think you hit the first thing that 
was, to me, the most obvious stumbling block: You couldn't even 
get the public assistance program up and going and getting projects 
obligated. Generally in the lifecycle of disaster, local and state gov- 
ernments are focused mainly on those things that were destroyed. 
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damaged or they are having to rebuild. And then they move into 
the mitigation phase as they start getting lock-ins from their allo- 
cations, which are generally about nine months to a year into that 
you finally get your final lock-in, and you know what you have to 
move forward. 

When you take up to five years to get your public assistance pro- 
gram going and projects, it is hard for local governments to really 
think about mitigation and the state to really think about mitiga- 
tion. And so you get this natural wave of public assistance as a 
high priority, but as you get to a stabilization, now you start doing 
your mitigation. This time the gap was too far; we missed opportu- 
nities. 

The other thing that I have observed, both in my state and in 
this response, is we miss opportunities when we are rebuilding 
damaged structures. You have given us two very powerful tools in 
mitigation, section 406, which applies to those structures that are 
damaged during a disaster, that we can build them back; not just 
back to what was replacing them, but actually provide additional 
funds to build them stronger against the next hazard. And those 
funds have to be written into those projects as we are going 
through. 

We have the bad tendency, sir, to sometimes do what I call what 
is easy versus what is right. And when you are writing literally 
hundreds, if not thousands of project worksheets, sometimes people 
are more interested in production and not always taking the oppor- 
tunity to come back and say, are we capturing every possibility to 
build this back in a way that reduces this impact from future disas- 
ters? 

And then the programs you are talking about in post-disaster 
mitigation, section 404, which is a percentage of the overall dis- 
aster which the state can now administer through grant programs 
to do such things as helping elevate homes, or leveraging with 
Community Block Development Grant dollars to mitigate things 
that may not have been damaged or destroyed, but are vulnerable 
in that state. 

You gave us a very powerful tool in the Disaster Mitigation Act 
of 2000 to encourage states to develop statewide and then local 
hazard mitigation plans, and if they develop an enhanced mitiga- 
tion plan, provide a higher percentage of funds post-disaster. 

Something that we have to constantly reinforce is that if you 
wait for a disaster to think about what you need to do to mitigate 
against that threat, you are oftentimes going to miss opportunities. 
If you took the time ahead of time to think about it and at least 
have that plan, you would have an idea of the threats you face and 
the projects you would like to do. And that is why I think the 
predisaster mitigation plan is so important, because RDM gives 
states that don't have any active disasters a chance to at least go 
through some of the process of applying for grants and looking at 
mitigation. 

But if we don't build it back better, we don't mitigate against the 
hazards, and we oftentimes in these very large disasters stay so fo- 
cused on just getting things done, we are, unfortunately, at risk to 
repeat that the second time and miss opportunities when you could 
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have gotten projects done early in the process that the communities 
would have embraced and would have really changed the future. 

FIREFIGHTER GRANTS 

Mr. PRICE. I couldn't agree more, and I am encouraged to hear 
that with your leadership we are going to be building this kind of 
thinking and planning into our response to major disasters from 
the very first, so that it is not an afterthought, but that it is a re- 
source that we are fully utilizing. 

Let me move on quickly because we have other questions. But I 
do want to underscore the concern this Subcommittee has had with 
the economic downturn, the recession that our communities have 
faced. Our main vehicle has been through the Recovery Act and 
also through our regular appropriations bill for the current year, 
where, as you know, we macle a shift, a temporary shift, but a sig- 
nificant shift, in our firefighter grant program toward personnel. 
And we included waiver authority with respect to cost sharing and 
matching provisions. We also gave you additional flexibility with 
respect to the continuation of effort requirements, saying that these 
funds could be used not just for new hires, but for preventing lay- 
offs and for rehiring people who had been laid off. 

I n other words, we are addressing the situation that many, many 
local communities are facing and trying to make certain that what- 
ever strains development in their budget do not result in reduced 
public protection. That is the bottom line, and congressional intent, 

I think, is fully— is clear in this respect. And we want to make sure 
that we are on the same page in terms of realizing this intent. 

I n particular, I am concerned, as I said in the opening statement, 
about the time lag in getting these funds out, and we also wonder 
whether we are really applying these funds, as fully as they might 
be to prevent layoffs, to retain firefighters in place. 

I understand the COPS program, which is operating under simi- 
lar, temporary, revised provisions, has been able to implement 
guidelines to allow for police officers not to be laid off. I wonder 
why we can't do this more effectively for firefighters, or what you 
would say about how we can do it. 

The House did include precise language in the jobs bill that 
passed in December, and I, of course, have communicated with you 
and with the Secretary about these concerns. 

Do you expect more fully to utilize the waivers on cost sharing 
and other local matching provisions in this 2010 grant cycle? Will 
you fully implement congressional intent for this program to be 
used to retain firefighters? 

Mr. FUGATE. Mr. Chairman, to the best of our ability, I hate to 
sound like a bureaucrat, but as we got additional authorities, and 
then we had the fire station construction grants coming into those 
cycles, we found ourselves having to reissue guidance several times 
and also implementing the waiver so we weren't prohibiting what 
our language would have suggested would be supplanting for main- 
taining your workforce. 

As I understand it, we now have got our grants going out the 
door. We are awarding grants. We look to have, I believe, the AEG 
grants and SAFER grants pretty much complete and awarded for 
this year by May. 
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We understand the frustration in working this through, but, 
again, given the tools and the system we have, as we got additional 
changes, we had to go back and continue to update the process and 
the application, and the fire station grants in the middle of this be- 
came our priority to get those out. And we had to literally take 
staff to work on that to get those out to come back to the other 
grants. I am not offering an excuse, I am just trying to go explain 
what we did. 

The other thing I am very proud of is the Senate has recently 
confirmed our new grants administrator, who has come on board 
the past week to help us not fall back into a situation where we 
get this far behind in the grant process, and are structuring our- 
selves as we anticipate going forward in 2011. 

Mr. PRICE. Well, all these programs are important, but there is 
a priority clearly on the personnel issue; as important as the fire 
grants are, the facilities and the equipment grants, the personnel 
issue and making certain that stressed communities and their 
budgets don't result in the reduction in basic protection is our pri- 
ority. 

And so we know there are a variety of measures that we have 
undertaken here in the way of waivers, in the way of a stress on 
retention. Maybe not all that will work equally well. We do need 
to work with you to know what is working and how we can make 
this have its desired effect in local communities. 

Mr. FUGATE. The other part of your question was, there are prob- 
ably a lot more communities that could be applying for grants that 
have not, so we are working more outreach, working back through 
the various associations, I Chiefs, International Association of Fire 
Fighters, but also through our U.S. Fire Administration, with our 
Chief of U.S. Fire Administration Kelvin Cochran, of really trying 
to get outreach and explaining to people what these grants can do. 

I sometimes think the unknown in the sense of how hard it may 
be or what the relative worth of competition would be for these, but 
this is one area that I am very proud of that in selecting grants 
is actually done by the peers, of bringing in peer review ancT actu- 
ally going through and doing peer review. That is kind of a unique 
thing for the Federal Government is actually asking the people 
that ultimately are the people that use these programs or at the 
local level to come in and help provide the input on prioritizing 
those competitive grants. 

Mr. PRICE. Well, that kind of proactive effort to make sure that 
the communities, communities most stressed and in need, are 
aware of the opportunities, are aware of the temporary changes 
that have been made that may give them an opportunity. I think 
that is extremely important to be proactive in that regard. 

Mr. Rogers. 

Mr. ROGERS. Well, on that subject, know that there are two 
points of view on this thing. I have a real problem with using 
FEMA monies designed for emergency purposes to subsidize the 
regular operating expenses of local first responders, which is purely 
a local responsibility. By definition. Federal Emergency Manage- 
ment Agency is for emergencies. 

I know the stimulus bill allows those cost -sharing requirements 
to be waived temporarily, to spend stimulus funding, but the 
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Chairman has agreed that only will go through fiscal 2010, and 
that when the new appropriations bill for fiscal 2011 takes effect, 
that will not be a part of the law. 

So I do have a real reservation about becoming the sponsor and 
payer of regular, local firefighting or other types of first responder 
operations, which everyone admits and agrees is a State and local 
responsi bility. 

MEASURING GRANTS EFFECTIVENESS 

Now, Mr. Farr, brought this up, and let me go ahead with it a 
bit further, and that is the administration of the grants programs. 
You know, we have spent $31.7 billion for first responder grants 
since 9/11, and we b^an to question what sort of requirements 
surround the awarding of those grants and whether or not we can 
say that those grants have contributed to the capability of States 
and local communities to respond to all hazards. In other words, 
can we effectively, objectively evaluate whether or not these grants 
are doing what we intended that they do, and that is improve the 
capability of local communities to respond, because, absent any 
kind of objective measurement, these grants are no more than a 
cost-sharing program for local operations. 

Can you tell us— well, and in fiscal year 2009, we provided $5 
million to, quote, develop tools to measure the achievement and ef- 
fectiveness of certain grant programs, including how grants in- 
crease the capability of States and local communities to respond to 
all hazards, and that resulted in the cost to capabilities, so-called, 
process, C-to-C. In fiscal 2010, we raised concerns about whether 
that truly, really was measuring the impact of these grants. We 
asked the GAO to continue to push FEMA to follow through on the 
congressional direction. The Administration has now put a hold on 
that initiative. So where are we? 

Mr. FUGATE. The short answer is if we were looking for a meas- 
urement to judge against, the cost to capabilities was not taking us 
there. We found ourselves going into widget counting and not really 
being able to demonstrate real capability. 

We took the direction, we have heard the issues and concerns, 
and we think that a better way to develop this is to go back out 
to the community itself, ask them to come in and help us design 
how we do this. 

I can tell you with absolute certainty that you have built capa- 
bility that has been demonstrated, but most people don't know 
about it. 

I had the opportunity to be part of the team from the State of 
Florida that went to provide, under emergency management assist- 
ance, compact assistance to the State of Mississippi in Katrina. The 
communication, the search and rescue teams, interoperability, I 
would say almost 99 percent of all the things we were able to take 
were leveraged against our Homeland Security dollars and the in- 
vestments that the State of Florida had been making to build capa- 
bility for all hazards. 

While many people could not talk, from the coast to anywhere 
else, we had direct communication with our folks on the field and 
the most impacted communities on the coast of Mississippi directly 
back to our State EOC; one of our former staff members back here 
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developing maps in GIS from data that Mississippi sent us on their 
system, that we sent back out of our interoperable solution to coun- 
ty EOCsthat couldn't even get dial tone out to the their EOCs. 

So we do know that we have built that. What we cannot do is 
provide that in such a way that we can look at that investment 
strategy and those outcomes based upon a real capability that we 
need to demonstrate, how much of that capability have we built up, 
and the most important thing, as you point out, that it is a shar^ 
responsibility. Again, 4,500 folks responded from Florida, about 
6,000 over the life of that disaster. 

The funding did not pay for the people, but they gave us tools 
we would not otherwise have had and capabilities that we built 
and we used. And nobody had ever anticipated or ever thought we 
would send that many people to another state in a hurricane mu- 
tual aid response, but those capabilities were strictly because of the 
funding we got from Homeland Security dollars and the Urban 
Area Initiative Security dollars to build that capability, including 
sending urban search and rescue teams that were not the federal 
teams, sending interoperable communication that we built for our 
in-state response, that we were able to deploy a lot of incident 
management teams to join— just the planning process of getting 
law enforcement, fire, EMS to plan and talk about how we were 
going to spend grant dollars, build a robust capability to respond 
that would not have otherwise been there without the catalyst of 
those dollars. 


KATRINA ARBITRATION 

Mr. ROGERS. Now, let me switch gears on you real quick here. 
I am running out of time, and you are, too. 

The 2011 budget request was originally accompanied by a 2010 
supplemental request for $3.6 billion to cover known costs for dis- 
asters for the balance of 2010, in addition to the 1.6 billion appro- 
priated in the 2010 Appropriations Act. 

But in the meantime, FEMA has recently lost several arbitration 
rulings pertaining to household liabilities on damage from Katrina. 
Central among the arbitration rulings was the j anuary 27 decision 
on Charity Hospital in New Orleans. The Federal arbitration panel 
ruled that FEMA should provide $474.8 million to replace the hos- 
pital, substantially more than your $126 million repair estimate. 
That three-judge panel ordered you to award the amount to Lou- 
isiana for the State-owned hospital since the cost of repairing the 
hospital would be more than 50 percent of the replacement cost. 

What is striking about the unanimous ruling is that the panel 
said, and I quote, FEMA did not present a sound basis for chal- 
lenging Louisiana's Office of Facility Planning and Control, and 
that FEMA reps who performed the damage estimates did not have 
the necessary experience and expertise to perform costs and repair 
assessments. So this could get pretty doggoned expensive real 
quick, as the ruling has demonstrated. 

You have submitted a 2010 supplemental request for $5.1 billion, 
which is $1.5 billion more than the original supplemental of 3.6-, 
but that includes an estimated $1.2 billion to cover the cost of arbi- 
tration findings. 
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Now, what can we do about this? They said that you do not have 
adequate experience and expertise to perform assessments. What 
do you think? 

Mr. FUGATE. I read the report, and unfortunately validated a lot 
of my concerns about some of the things we are sending up for ar- 
bitration. We have since in some cases settled, because I disagreed 
with what positions we have taken. 

We have also gone back and looked at— and I was very fortunate 
to have part of our team a former State public assistance director, 
Beth Zimmerman, to join our team to help us. 

And you get to a point that to me is of great concern, and that 
is we should have been— whatever that arbitration tells us, we 
need to take that to heart of what went wrong and why it went 
wrong and how do we fix it to make sure that in future disasters 
we have the right expertise— a hospital is a very complex building. 
It is not like I am going out and surveying a warehouse— and to 
make sure we have the right expertise and right competencies in 
complex projects. 

And I think, lesson taken to heart, that when we are out with 
our contract support doing public assistance, and we have a com- 
plex project like a hospital, it should be a no-brainer to us that we 
have to solicit expertise far beyond what you would normally see 
in other types of public assistance processes. 

But I read that report, and I drew the conclusion, unfortunately, 
that each one of these arbitrations is probably, unless there is a 
technical reason— we went ahead and went back on our budget re- 
quest and said we need to factor in the full awards. In some cases 
we have been able to settle. And we also have the Recovery School 
District of Louisiana, which is an aggregation of all the school 
projects, finally coming to a proposed settlement there, which is not 
an arbitration, but it was— instead of treating each school as a 
project looking at the entire school district, that estimate is about 
$1.1 billion. 

Mr. ROGERS. But they said that you did not have adequate as- 
sessments, didn't have the expertise to do adequate assessments. 
What are you doing about that? 

Mr. FUGATE. Well, again, we are going back to look at who would 
you contract with and having contingency contracts for subject 
matter experts to come in when we deal with those types of tech- 
nical responses. If we do not have that core competence, sir, then 
it is our duty to identify where we would get that, whether it would 
be from another Federal agency, or whether that would be contract 
support to give us that information, so when we do those assess- 
ments on those complex structures, we have the right experts to do 
that assessment. 

Mr. ROGERS. Well, I mean, you have already been hit with al- 
most a half a billion dollars on one building, so this could get ex- 
pensive real quick. 

Mr. FUGATE. Based upon the existing outstanding arbitrations, 
that was factored into our request for the supplemental, and we 
have, in some cases, already settled some of those or are working 
to settle some of those based on a consensus that we are not going 
to be able to, in our cases, win these arbitrations. And we had actu- 
ally in our initial supplemental, we are figuring about middle-of- 
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the-road settlements. So we took that and we came back and said, 
we need to assume that if these are all lost, what does that look 
like, and make that the request for the supplemental versus the as- 
sumption that they weren't going to go against FEMA and that we 
had factored too low. 

Mr. ROGERS. Thank you, Mr. Chairman. 

Mr. PRICE. Thank you. 

Ms. Roybal-Allard. 

EMERGENCY ALERT SYSTEM 

Ms. ROYBAL-ALLARD. Mr. Fugate, I would like to ask you a little 
bit about our Federal Government's ability to communicate with 
the public in a national crisis. A report by GAO in September of 
2009 said that the Emergency Alert System was ineffective and un- 
reliable, and that it had— it lacked redundancy. There were gaps 
in coverage and a lack of testing and training, among other short- 
corni ngs. 

The GAO analysis also found that the Integrated Public Alert 
and Warning System Program, which FEMA envisions as an alter- 
native to EAS, has been grossly mismanaged, and that little 
progress has been made since 2007. 

Can you inform the committee as to what progress is being made 
in regards to the alternative program, and what is it that is being 
done to address the weaknesses of the current system in the event 
that we have a disaster prior to the completion of this new pro- 
gram? 

Mr. FUGATE. I would like to submit a full answer in writing due 
to the time. 

[The information follows:] 
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RESPONSE: 

Can you inform the committee as to what progress is being made in regards to the alternative 
program [Integrated Public Alert and Warning Svstemi? 

I. Common Alert Protocol (CAP) Standards Development 

CAP is an open standard for exchanging emergency alerts that allows a consistent warning 
message to be simultaneously disseminated over many different warning systems. CAP also 
provides interoperability across Federal, State, and Local alerting systems. The Organization 
for the Advancement of Structured Information Standards (OASIS) voted to approve and has 
published the OASIS CAP v1 .2 USA IPAWS Profile as a technical specification to the draft CAP 
v1.2 Standard. As scheduled, the CAP v1.2 USA IPAWS Profile was accepted on October 13, 
2009. The OASIS CAP v1.2 Standard is currently in its third round of public comment. NCP's 
IPAWS Program Management Office (PMO) is now working with the EAS-CAP Industry Group 
to finalize a CAP to EAS Implementation Guide. The CAP to EAS Implementation Guide will 
provide specificity on how CAP messages should be translated from the CAP data format into 
audio and text messages that can be broadcast to the public by participating EAS broadcasters. 

FEMA initiated the IPAWS CAP Profile Conformity Assessment Program and awarded Eastern 
Kentucky University (EKU) a contract to test emergency alert equipment for conformity with the 
CAP v.1.2 IPAWS USA Profile. EKU is currently developing the testing procedures and scripts 
for the assessment program with plans to accept the first industry equipment for assessment as 
soon as OASIS approves the CAP v1.2 standard. 

Additionally, the IPAWS PMO is analyzing security requirements for inclusion in the next 
updates to the CAP standards for IPAWS and is researching future requirements to address 
special needs, multiple language alerting, and video media alerts. 


II, IPAWS Aggregator and Commercial Mobile Alert System (CMAS) 

The IPAWS PMO is adopting the FEMA Disaster Management Open Platform for Emergency 
Networks (DM-OPEN) and Framework (DM-Framework) projects for and enhancing the DM- 
OPEN system to be the IPAWS Aggregator and Alert Gateway. DM-OPEN is a non-proprietary 
operational interoperability service that enables EXDL and CAP standard messages to be 
exchanged between systems and networks. 
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Adoption of the DM-OPEN and DM-Framework systems will provide IPAWS a head start in the 
development of a server core that supports aggregation, transformation and routing of 
standards-based alert and warning message formats, including the IPAWS CAP v1.2 message. 
The DM-Framework will also provide IPAWS a developed standards-based alert origination 
capability that is already used by state and local emergency management offices for alert 
origination. 

Per the IPAWS program management plan, FEMA adopted the Commercial Mobile Alerting 
Service (CMAS) specification. The adoption of the CMAS specifications culminates over a year 
of collaborative work among FEMA, the Department of Homeland Security Science and 
Technology Directorate (DHS S&T), and the Alliance of Telecommunications Industry Solutions 
(ATIS) and the Telecommunications Industry Association (TIA) committee and cellular industry 
participants. During this period, FEMA and DHS S&T participated in numerous joint CMAS 
forums hosted by ATIS/TIA 

In November 2009, the ATIS/TIA approved the “Joint ATIS/TIA CMAS Federal Alert Gateway to 
Commercial Mobile Service Providers (CMSP) Gateway Specification.” In a joint FEMA and 
FCC press release on December 7, 2009, FEMA adopted the specification as the Government 
Interface Design Specification for the FEMA IPAWS federal alert aggregator/gateway interface 
that will send alert and warning messages to participating commercial mobile carriers for 
delivery to cell phones and other mobile devices. In February 2010, DHS adopted the 
specification as a DHS National Standard. 

This collaboration with industry is a key piece of IPAWS’ ability to provide alerts and warnings to 
reach the public through as many means as possible, including via commercial mobile services. 
The CMAS component of IPAWS will allow alerting authorities to send Presidential, imminent 
threat, and amber alert messages to the public via mobile phones. A key differentiator of the 
CMAS technology versus the existing subscription-based text messaging alert sen/ioes 
available in some areas today is that the CMAS will enable alert messages to be sent to any cell 
phone within range of a particular cell phone broadcasting tower. The CMAS also utilizes 
different communications channels and protocols that decrease the risk of network congestion 
during emergencies. The cellular industry, the FCC, and DHS Science and Technology (S&T) 
are critical partners with FEMA to develop this new alerting capability, FEMA expects to have 
an initial IPAWS CMAS operating capability in early 2011. 


III. Primary Entry Point (PEP) Station Expansion 

In September 2009, FEMA provided authorization to the US Army Corp of Engineers (USACE) 
to design and construct an additional 32 PEP stations. By the end of September 201 1 , the goal 
will be to have a total of 74 operational PEP stations will be operational throughout the United 
States, the U.S. Virgin Islands, and Puerto Rico. The increase in PEP stations will improve the 
likelihood that a recipient receives the message from a local station rather than a secondary 
message sent from a distant location. The direct coverage of the nation's population from PEP 
stations will expand from approximately 67 per cent to over 90 per cent when these additional 
stations become operational. The PEP Expansion Project Quarterly In Progress Review (IPR) 
was successfully conducted October 23, 2009 and provided FEMA and USACE management 
with a program overview and the way ahead. 
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To date, all site surveys have been completed. The USAGE has completed the initial design of 
the PEP station modular shelter and backup transmitter system. Initial procurement of long lead 
items such as transmitters, generators and fuel tanks are underway. 

Construction of the first five new PEP Expansion stations is scheduled to begin in May 2010, 
following procurement of the modular shelters and arrival of all required equipment at the sites. 
Project completion for these five sites is planned for August 2010. The remaining sites will 
come on line through September 2011. 


IV. Geo-Targeted Alerting System (GTAS) 

The GTAS Plume Modeling project involves the development of a collaborative software tool for 
state and local emergency managers to identify the areas that could be affected by the release 
of chemical, bio-chemical, or other toxic materials, and issue geographically targeted alerts to 
the public in those areas. The developmental application provides state and local emergency 
managers with a collaboration tool that facilitates communication with their local NWS Weather 
Forecast Office weather models and forecaster expertise. The application coilaboratively 
generates an estimated plume area graphic on a local map shared between the emergency 
manager and the NWS office forecaster, allowing the emergency manager to craft a CAP 
message and send a targeted alert and warning to the affected public. 

GTAS prototypes have been installed at the Dallas, TX Emergency Operations Center (EOC), 
the Ft. Worth, TX, Weather Forecast Office, the Washington State EOC, the City of Seattle 
EOC, and the Seattle Weather Forecast Office. Additional deployments/training and testing are 
scheduled for New York City and Kansas City beginning first quarter CY 2010. 


V. Outreach Education. Training, and Exercises 

Realizing IPAWS will require the energy, effort, and expertise of a myriad of individuals and 
organizations that have equities in public alert and warning, FEMA developed an IPAWS 
Stakeholder Engagement Plan (dated March 2010) to address the broad spectrum of federal, 
state, local, territorial, and tribal governments and American residents who play a crucial role or 
are the recipients of critical alert and warning information. IPAWS is not a capability that can be 
designed and mandated by the Federal Government alone, and then expected to work properly 
in times of crisis. Rather, it will be a collaborative effort to bring together the right combination 
of resources - people, skills, and technology - to ensure the end result is an integrated and 
interoperable system that allows our Nation's leaders to alert and warn the American people. 

Success in this endeavor depends on trusted relationships between and among government 
and private sector partners. The American people are our most trusted stakeholder in this 
critical program. The resilience of the American people during times of crisis has been 
demonstrated time and time again. It is therefore incumbent on all of us to ensure they have 
timely information to increase the likelihood of their survival and minimize damage during times 
of emergency. 
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On January 6th of this year we conducted a state-wide exercise of EAS in Alaska. The exercise 
was overwhelmingly successful, thanks in large part to the Alaska Broadcasters Association, the 
Alaska Division of Homeland Security and Emergency Management, and Radio Station KFQD. 
The exercise in Alaska will serve as a model for a future national EAS exercise planned for early 
2011, which we are planning along with other stakeholders. 

In February and March 2010, the FEMA IPAWS leadership team presented at the EAS Summit 
and National Emergency Management Association conferences in Washington, soliciting 
feedback and capturing information on state and local alert and warning challenges. 

In September and October 2009, the FEMA IPAWS leadership team spoke at several major 
stakeholder meetings. Among them were the Association of Contingency Planners and the 
National Information Exchange Model (NIEM) Conference on Interoperability. At the NIEM 
Conference, the IPAWS PMO, in partnership with DHS S&T, showcased work being done to 
advance the Common Alerting Protocol profile for alerts and warnings. 

FEMA and the IPAWS PMO was also a strong presence at the International Association of 
Emergency Managers Conference held in Orlando in November 2009. The IPAWS PMO 
hosted an information booth for the duration of the expo at which IPAWS demonstrated the 
GTAS prototype software and distributed fact sheets on IPAWS architecture, future plans, and 
capabilities. At the conclusion of the lAEM Conference, the IPAWS Deputy Director attended 
the incoming lAEM President's first board meeting and provided a brief overview of the IPAWS 
program vision. IPAWS asked the lAEM for continued collaboration and cooperation, and 
assistance in validating IPAWS plans and requirements to meet federal and state emergency 
managers’ public alert and warning needs. 

The IPAWS PMO also met with Gallaudet University to capture information on how the 
university employed alert and warning technology to disseminate information to students and 
faculty who might be hearing, speech and sight impaired or any combination of the three. A 
technical exchange was conducted and a discussion ensued on certification of sign interpreters 
and translation of text/speech to sign language. The IPAWS PMO shared information on 
IPAWS and services for text/speech to sign language translation via the web that University 
officials were not aware existed. This newly formed partnership will allow for a continued 
exchange of pertinent information, lessons learned and technology evaluations. 

The IPAWS PMO has also been in coordination with the DHS Infrastructure Protection office to 
establish a Cross Sector Public Alert and Warning Working Group (CSPAWWG). The working 
group will leverage the National Infrastructure Protection Plan and the established 
Communications and Emergency Services Government Coordinating Councils and their 
counterpart private sector coordinating councils for coordination on a wide range of alert and 
warning activities and issues. 

FEMA IPAWS is looking forward to continuing activity engaging stakeholders and partners, 
including: 1) Increased outreach to state officials and partners as we prepare for a nation-wide 
EAS test; 2) Continued support for national, state, and local emergency management 
conferences; 3) A more visible presence in professional journals and newsletters, and; 4) 
Continued robust interaction with stakeholder working groups. 
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What is FEMA/IPAWS doing now to address the weaknesses of ihe current system in the event 
that we have a disaster prior to the completion of this new program? 

We are diversifying connectivity to the legacy EAS. We are exercising the legacy EAS systems 
to identify problems, mitigate those risks, and correct the problems. Last, we are expanding the 
number of PEP stations across the country to increase the number of hardened stations 
receiving EAS messages, as well as increasing the survivability and reliability of all PEP stations 
involved in the EAS. 
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Mr. FUGATE. But, briefly, we have taken to heart those rec- 
ommendations moving forward. Two key milestones was the publi- 
cation of the Common Alerting Protocol, latest version. That is the 
standard for integrating the systems. It is an XML standard, al- 
lows us to not be type-specific, but allows us to use a lot of different 
types of devices. 

The second piece is the Cellular Alert System, that the FCC pub- 
lish rules on that. We are working with the industry to implement 
that. That will move into that. 

And, finally, the third part is we had nationally, which is kind 
of surprising, the first national test of the national activation of the 
Emergency Alert System in Alaska. We did have some technical 
issues with some stations; however, overall, the system from the 
origination here in Washington did reach Alaska, did trigger the 
system, did go out. 

There were some stations that had technical difficulties that we 
are working on, and we will provide a full report on the status of 
what we have done based upon that report and how we are moving 
that program forward. 

Ms. ROYBAL-ALLARD. I appreciate it. Thank you. 

Mr. PRICE. Thank you, Mr. Carter. 

LEON RIVER FLOODPLAIN 

Mr. CARTER. Mr. Chairman, I realize we are running out of time, 
so I am just going to ask you to do me a favor. There is an issue 
in Texas on the Leon River, and it looks like to me that multiple 
branches of the Federal Government have come into the Leon, and 
they are proposing to put it— to try to take a river, which was 
moved into a fast -flowing river, so it ultimately goes into a water- 
storage lake where we get drinking water. 

Now somebody has decided they needed more wetlands, so the 
engineers are going to reengineer that river to put it back into its 
original banks. Then FEMA is coming in, based on that, and writ- 
ing new floodplains, which is putting a huge community all inside 
the floodplain. In addition, quite honestly, the Corps is probably 
going to flood all these communities, because they are redoing the 
river for some environmental group that wants to change it back 
to wetlands. It has kind of got people thinking that the government 
is insane. 

Take a look at the Leon and see what you can do to help. I ap- 
preciate it. I know your time has run out. I am not going to ask 
for an answer, because I doubt if you know about the Leon. But 
if you do, I am glad to hear it, and I would sure appreciate your 
taxing a look at it. 

Mr. FUGATE. We will take a look at it, sir, and we will have our 
staff get with your staff, follow up. 

[The information follows:] 

FEMA is currently working with the Member's staff to schedule a meeting to dis- 
cuss the matter further. 

Mr. CARTER. I am going to be all over the engineers, I can prom- 
ise you. 

Mr. FUGATE. Yes, sir. 

Mr. PRICE. Thank you. 
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Mr. Administrator, we thank you for your good work, for the en- 
ergy and experience you brought to this job, and your continued co- 
operation with this Subcommittee. 

Mr. FUGATE. Thank you, Mr. Chair. 

Mr. PRICE. With that, we will adjourn the hearing and go with 
you to greet our friends from Haiti. 

Mr. FUGATE. My honor, sir. We are trying to be green and car- 
pool. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE David Price 

Craig Fugate, Administrator, Federal Emergency Management Agency 
FEMA - Preparing for Disasters and Minimizing Losses 


Disaster Relief Fund 


Question: What fiscal years are included in the five year estimate presented in the President's budget request? 
What were the actual obligations in each of those years? 


ANSWER: The 5-year estimate presented in the President’s Budget is comprised of fiscal years (FY) 2005 to 
2009. The actual obligations, not adjusted for inflation, arc in the table below. The 5-year estimate presented in 
the President's Budget was calculated by taking the average of the 5 years and adjusting for inflation. 


FY 

Obligations ($000) 

2005 

$2,112,052 


3,833,425 

2007 

6,203,878 

2008 

5,270,298 

2009 

3.620.567 

Total (2005-2009) 

21,040,220 


Disaster Relief Contracting 

Question: A recent IG report cites a number of incidences of wasteful contracting in the Disaster Relief Fund 
under the last Administration. Some examples in the report include spending millions on consumable items, 
such as hydrating drinks for children, which were never used and had to be thrown out. There were reports of 
the purchase of questionable commodities that are not usually paid for by the Federal government, such as 
shampoo and other personal products just because the slate asked for them and could not pay for them. In other 
instances assets such as camps for first responders or medical units which field contracting officials questioned 
the need were for set up and subsequently found to not be necessary or severely underutilized. Just these few 
examples accounted for the waste of over $ 1 0 million. 

The report cites everything from field staff not following proper contracting regulations to political pressure in a 
response situation as reasons for some of this misuse of tax payer dollars. 

• What is FEMA doing to encourage the most responsible use of Federal disaster relief dollars? What 
specific policies are being put into place to make sure that these kinds of situations arc not repealed in 
future disasters? 


ANSWER: Following the Office of the Inspector General (OIG) draft report, Improvements Needed in 
FEMA 's Disaster Contract Management, FEMA’s December 30, 2009, re.sponse concurred with three of the 
draft report's recommendations. 
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Recommendation I: Adhere to the National Response Framework principles by clarifying the authority of 
federal, state, local, and regional emergency m^agere and ensure, to the extent possible, that acquisitions are 
based on accurate estimates of needs. 

Response: FEMA concurs with this recommendation in principle and will review existing processes and 
procedures to facilitate better coordination among the above mentioned officials. Further, as the OIG report 
indicates, FEMA implemented a Concept of Operations for FEMA Responder Support Camps in May 2009, 
which introduced the concept of modular and scalable base camps and clarified the process for defining the 
requirements for base camps. 

Nevertheless, FEMA disagrees with the finding that FEMA could have avoided spending more than $4 million 
by consolidating two base camps into one. ITie example provided indicates that FEMA established two 500- 
bed base camps in the State of Texas for an initial 30 days near the Scholes Airport and near the Orange County 
Airport. This was a significant improvement from the 2,000-occupant base camps FEMA had contracted for in 
the past. The services were extended for an additional 30 days. One of the Texas base camps housed 3 1 0 
occupants and served 632 meals; whereas the other base camp housed 236 occupants and served 320 meals. 
However, it is clear that 546 occupants (3 1 0 plus 236) could not be housed within a single 500-bed base camp. 

It is also clear that FEMA had to establish either two 500-bed base camps (this is the minimum occupancy rate 
available) or a single 1000-bed base camp. The two camps were established in two different, geographically 
distant, Texas counties in order to best meet the needs of the responders. 

Recommendation 3: Direct FEMA contracting specialists to improve coordination with operations and logistics 
and other personnel who support the acquisition process. Develop a common and coordinated plan for how to 
meet the government’s needs during an emergency and when emergency supplies in warehouses are exhausted. 
FEMA should also consider communicating with stakeholders in General Services Administration, Defense 
Logistics Agency, and the U.S. Corp of Engineers who may have their own standby contracts for disaster 
related commodities and services. 

Response: FEMA concurs with this recommendation and has undertaken a review of certain contracts for 
recurring items and services to determine whether such requirements should be placed under a pre-positioned 
contract or under a contractual vehicle that will permit acquisition at a fair and reasonable price/cost. This 
recommendation is considered implemented. 

Recommendation 4: Ensure compliance with existing contract file maintenance regulations, policies, and 
procedures and provide a strong control environment in headquarters, regional offices, and field offices by: 

• Conducting periodic reviews of contract files, and 

• Requiring that files provide an explanation for contracting decisions and actions. 

Response: FEMA concurs with this recommendation, and FEMA's Acquisition Management Division has 
already implemented it. An internal audit program was established in November 2008 and an internal review of 
contract files to determine if the inclusion of necessary and required acquisition documentation is being 
maintained occurred through FY 2009 and will continue into FY 2010. A standard operating procedure was 
issued in FY 2008 identifying those acquisition documents that needed to be maintained to support the 
acquisition decisions. An electronic contract file maintenance system will be developed and implemented in FY 
2010. This recommendation is considered implemented. 
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Disaster Recovery Strategy 

Question: Section 682 of the Post Katrina Emergency Management Reform Act of 2006 required FEMA to 
develop a National Disaster Recovery Strategy. On Febniary 5, 2010, the Administration unveiled its draft 
National Recovery Framework, which was spearheaded by FEMA in coordination with HUD. A great deal of 
effort went into getting insights and suggestions from the stakeholder community and those involved are 
applauded for undertaking this task. 

However, a few concerns remain. First, this document is ambiguous on too many important details. For 
example, a number of the proposed Recovery Support Functions provide confusing guidance about which 
Federal agency has the lead role ~ one of which actually says the coordinating agency is yet to be determined. 

Additionally, the Framework proposes a new position called the Federal Recovery Coordinator to coordinate 
Federal resources for the recovery phase of a disaster. The role and authorities of this individual are not clear. 
The last thing we want to do is create confusion about the role and responsibilities of a Federal representative. 

• It seems like a lot of this really needs to be fleshed out further. What are the next steps as far as this 
framework is concerned? And what is the timeline for which there will be an updated and more 
operational strategy document? Will there be more opportunity for stakeholder input during this 
process? 

ANSWER: The National Disaster Recovery Framework (NDRF) is designed for all who are or might be 
involved in disaster recovery, and addresses the need for improved leadership, a coordinating structure, and pre- 
and post-disaster planning. To meet these objectives, the NDRF introduces important operating and planning 
elements: 

• Federal Recovery Coordinator 
« Recovery support functions (6) 

• Renewed emphasis on pre-disaster and post-disaster planning to improve disaster preparedness and 
community resiliency 

• Defined roles and responsibilities of key stakeholders whose active participation and effective 
collaboration are critical 

• Core recovery principles and success factors that provide strategic, planning, and operating guidance for 
achieving recovery 

Recent catastrophic or large disasters highlighted the need for additional guidance, structures, and leadership to 
improve support and management of recovery activities. On September 29, 2009, the President charged the 
Secretaries of DHS and the Department of Housing and Urban Development (HUD) along with 20 other federal 
departments, agencies, and offices to examine issues associated with long-term recovery from disasters through 
the Long-term Disaster Recovery Working Group. The Working Group joined an effort started by FEMA in 
August 2009 to develop the NDRF to describe how disaster recovery efforts and assistance are coordinated. 
Additionally, the Working Group was charged with developing a report to the President to convey 
recommendations for improving disaster resilience and recovery, including modifications to existing authorities 
or programs to better support our partners in effecting a successful recovery after a disaster. The NDRF is one 
component of this report. 

In keeping with the President's commitment to transparency and openness in government, the Working Group 
initiated a series of outreach efforts to engage Federal agencies; state, tribal, and local government leaders; 
recovery assistance providers; nongovernmental organizations; private sector representatives; and interested 
citizens. These efforts included; 
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• 1 2 video teleconferences in 1 0 HUD and FEMA Regions 

• 5 stakeholder forums in New Orleans, New York City, Los Angeles, Salt Lake City, and Memphis 

• Discussion roundtables for professional associations and academic scholars with expertise in disaster 
recovery 

• Development of a website; u'w'w.DLsasterRecovcrs- WorkingGrouD.gov . allowing 24/7 access to learn 
about the initiative and to submit responses and comments 

The NDRF also was posted to the Federal Register for public comment the first week of February and the 
comment period ended on February 26, 2010. FEMA received 1,870 comments from 165 people and is 
currently working through the process to adjudicate the comments received. 

The NDRF is expected to be provided to the President in May 2010 along with the Long-term Disaster 
Recovery Working Group report. 

Even when the NDRF is published as a final base document, it will be strategic in scope and therefore will need 
follow-on supporting documents and guidance such as annexes, and eventually. Standard Operating Procedures 
for the Recovery Support Functions and Federal Disaster Recovery Coordinators, etc. FEMA is working on the 
annexes and appendices for the NDRF with its interagency partners, and will publish an implementation plan 
for these elements with the final base document. 


Port Security Grants 


Question: Last .spring we had two hearings with FEMA and TSA on what solutions could be implemented to 
improve the timeliness of transit grant draw dowms for fiscal years 2006-2008. At the second hearing, TSA and 
FEMA announced that all Tier I projects would be approved at the time the awards were announced. This was 
to be a significant change, allowing entities to access these funds up to 285 days faster. 

In reviewing FEMA’s port security grants, it appears that the award and disbursement of funds is even worse 
than it was a year ago for transit grants. For example, even though the Captains of the Port review the Tier 1 
and 2 port projects and make recommendations that, as we understand, are largely adopted as is. the National 
Review panel takes another 6 months thereafter to review these project requests. For example, In the case of 
one port (New York/New .Jersey), while the award was approved 191 days after the project was submitted, the 
port does still not have the authority to incur costs-481 days since submission. And that doesn’t even get at the 
disbursal of funds. 

• Has FEMA taken a hard look at the port security grants process to make sure that the grant fund.s are 
being awarded and permitted to move forward on a timely basis? 

• Does/Has FEMA consulted with other Federal agencies to learn how they administer grants? What 
changes could FEMA pul in place to expedite the disbursement of grants? 

ANSWER: The Port Security Grant Program (PSGP) falls under the portfolio of FEMA’s preparedness grant 
programs. The program is managed by FEMA grants program staff, with the United States Coast Guard 
(USCG) providing subject matter expertise. 

Since FY 2007, DHS has awarded more than $1.2 billion in PSGP funding. Of this amount, approximately $62 
million has been drawn down by recipients through FEMA’s electronic payment and reporting system. This 
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equates to approximately five percent of total awarded funds drawn down by recipients. Although this is a 
relatively low percentage, drawdown figures should not be the sole gauge of program progress or lack thereof 

Each PSGP award has several special conditions that must be formally accepted by the recipient, some of which 
place holds on finds until met. These special conditions prevent gr^tees from obligating, expending, and 
drawing down funds until compliance with such conditions is met. The two special conditions that most 
significantly impact releasing finds and drawdown rates are the requirements for budget reviews and 
environmental and historic preservation (EHP) reviews. In the past, long delays within the EHP review process 
could be attributed to insufficient staff resources and the lack of established EHP review processes. 

Historically, the investments justifications (IJ) were utilized as the documentation for the EHP review; however, 
the information provided in the IJ was insufficient. Significant delays resulted from attempts to obtain the 
required information from grantees. 

FEMA has addressed these issues through an increase in resources and the establishment of processes. FEMA's 
Grant Programs Directorate (GPD) began conducting its initial EHP review at the pre-award phase of the grant 
life cycle in FY 2009. Grantees are now informed of the EHP requirements for their projects along with their 
award. If more information is needed it is conveyed directly to the grantee, and the appropriate program analyst 
is copied as well. This allows the EHP process to begin as early as possible and significantly reduces delays 
attributed to the EHP review. If any project can be approved at this point, it is submitted for the release of the 
special condition for EHP compliance. 

In addition, a significant outreach effort has been undertaken to educate grantees on EHP requirements. The 
release of Information Bulletin 329 in September 2009 provided guidance and clarification on GPD’s EHP 
review process. The GPD EHP team also participated in the FY 2010 PSGP outreach efforts that included 35 
onsite visits as well as several follow-up conference calls. The GPD EHP team provided guidance to the 
Transportation Security Grant Program and PSGP grantees for the ARRA funding. GPD also has set up an 
email account ( gpdehpinfo@fema.govJ that provides support to all grantees for EHP questions and status 
requests. 

These efforts have significantly reduced the amount of incomplete review packets that arc submitted and have 
reduced the amount of time it takes grantees to submit additional information. A project review may take 30 to 
45 working days for activities with potentially low environmental or historical impact; however, it is common 
for GPD to review projects in as little as 3 days to 3 weeks. Projects with the potential to have adverse impacts, 
such as new construction, or installation of communication towers greater than 200 feet, can take 6 to 12 
months to review. 

FEMA is unable to approve budgets prior to project approval, because it does not have the final documents that 
lay out the scope of work. These documents allow FEMA to determine reasonableness, allowability, and 
aliocability. In order to relieve some of the delay, GPD implemented the process above, allowing budget 
reviews to be conducted as projects are approved to allow the grantees to utilize their funding and to begin 
implementation of their approved projects. 

In FY 2007 and FY 2009, the PSGP received additional appropriations, essentially requiring two rounds of 
grants for those fiscal years. Therefore, FEMA and USCG program staffs had to complete these tasks without 
additional management and administrative support. In addition, beginning with the FY 2007 Supplemental 
round, the highest risk port areas were required to provide a Fiduciary Agent (FA), who serves as FEMA’s 
grantee and point of contact for all grant matters. The FA works at the local level with the Captain of the Port 
(USCG) to foster regional collaboration and collects Us for projects for submission to DMS. A series of 
deliverables is required to be submitted and approved by FEMA prior to submitting projects. These include a 
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Concept of Operations (CONOPS) document and a Port-wide Risk Management Plan (PWRMP). These 
deliverables can take 1 2 to 1 8 months to complete and grant funds may be used in their development. 

Once these deliverables are submitted and approved by FEMA, the FA submits projects for review and 
approval. Even before FEMA receives the projects, they are reviewed and prioritized at the field level by the 
local Captain of the Port who makes a determination on the project with comments from the U.S. Department of 
Transportation's (DOT) Maritime Administration and with advice from the Area Maritime Security Committee. 
For the FY 2007 Supplemental through FY 2009 PSGP rounds, each FA was on a different timetable. This 
resulted in FEMA continuously receiving projects for review and convening review panels of subject matter 
experts from across DHS, which is a time-consuming process. If projects are not sufficient to move forward, 
they must be sent back to the FA for additional information, or resubmission, thus causing further delay. Once 
projects are approved by DHS leadership, they arc submitted for budget and EHP clearance to release funds. 

Once FEMA releases funds (either partial release by project or the entire award), the recipient is notified and 
may draw down against the grant through the electronic payment and reporting system. Of the $1.2 billion in 
PSGP funding awarded from FY 2007 to present, $264.5 million or 22 percent of total funding has been 
released to grantees. FEMA does not control or dictate when recipients must draw down funds. Each recipient 
follows its local protocols. Funds may be drawn down anytime during the award period and up to 90 days 
following the end of the award period. 

For existing awards (FY 2009 American Recovery and Reinvestment Act (ARRA) and prior), FEMA has made 
significant strides in releasing PSGP funding. The EHP backlog has been cleared. Additionally, it has been a 
priority of PSGP staff to review projects in a timely manner, release partial funds as projects are approved, and 
provide feedback to FAs as to status, particularly if projects arc sent back requiring additional work. Finally, 
the majority of CONOPS and PWRMPs have been submitted and approved by FEMA, which now allows 
FEMA to concentrate on reviewing and approving projects. 

The FA project submission has been refined for the FY 2010 round. All FA projects are due to FEMA 45 days 
after the application period closes. If all projects are received by this deadline, FEMA will be able to review 
projects during a single session by a panel of subject matter experts. This will put ail FAs on the same timetable 
and will eliminate the current practice of reviewing projects on a rolling basis as well as expedite the release of 
funds. 

FEMA continuously engages with port stakeholders to gamer concerns and suggestions for program 
improvement. 'Hiis past fail, FEMA invited all of the PSGP FAs to Washington, D.C., for a 2-day workshop on 
how to improve the efficiency of the program. 

FEMA, along with the USCG, continues to make every effort work to strengthen the efficiency and 
effectiveness of the PSGP. 

FEMA has consulted with other Federal agencies to learn how they administer grants. The Grant Development 
and Administration Division (GD&A) within GPD recently completed a workforce analysis, in which a 
benchmarking study was conducted with Federal programmatic grant operations staff at DOT, the Department 
of Health and Human Services (HHS), the Environmental Protection Agency (EPA), the Department of Justice 
(DOJ), and FEMA. 

In order to make educated comparisons between GD&A and other, more mature grant agencies, four 
benchmarking interviews were conducted and combined with information already known to the project team 
about program areas from other FEMA directorates. These interviews were held with programmatic subject 
matter experts in DOT, HHS, EPA, and DOJ. While grant life cycles are similar regardless of grant type, these 
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agencies were identified and selected by grants man^ement professionals based on their maturity, best 
practices, and business models to support a similar size and complexity as GD&A. The benchmarking 
questions were standardized and addressed organizational strategy, demographics (i.e. grantee type and grants 
portfolio), structural alignment and maturity, accountability, high-level processes, and the roles/responsibilities 
of personnel. 

It was determined that compared with these organizations, there are no functions GD&A is currently performing 
that it should not, nor is GD&A neglecting any functions that it should be performing. However, the degree and 
effectiveness of the functions performed by GD&A does differ from the more mature grant operations studied. 
This is likely a byproduct of the multiple reorganizations that limited GD&A’s ability to focus on process 
development and maturation. 


FEMA staff 

Question: Through substantial funding increases in past years, FEMA's staff has grown from approximately 
2,700 FTE in 2005 to nearly 8,000 expected in fiscal yem' 2010. Concerns remain about the right size, balance, 
and morale of the agency's workforce. A recent study by the National Academy of Public Administration 
focused on the Regions and cited challenges regarding staffing levels, the appropriate level of authority and 
communications with headquarters. 

• Please share some of the actions FEMA is undertaking to make sure your workforce is right sized, that 
the staff is balanced well between program areas, and FEMA is are building a strong, but appropriate 
role for Regional offices. 

ANSWER: In the fourth quarter of FY 2009, FEMA launched an agency wide Integrated Strategic Workforce 
Planning Initiative to ensure its ability to meet its responsibilities to support its State and local partners. The 
Integrated Strategic Workforce Planning Initiative’s objective is to conduct a capabilities- and events-driven 
workforce planning effort that baselines the current FEMA workforce and creates the FEMA workforce of 2012 
and beyond. 

Through four phases extending from FY 2009 -- FY 2012. the initiative will: 

• Develop an understanding of FEMA’s current Federal workforce, its core operational capabilities, its 
operational environment, and workforce trends 

• Design the future operational capabilities needed to support any FEMA mission from 2012 and beyond 
through exploration of forecasted events and associated workload 

• Review current and define future operational capabilities 

• Outline a roadmap with short- and long-term strategies to fulfill FEMA’s required operational 
capabilities 

• Institute event- and capability-driven methodologies in FEMA’s workforce planning processes 

FEMA has partnered with the Homeland Security Studies and Analysis Institute for the initiative’s first phase 
{Q4 of FY 2009 through Q3 of FY 2010) to conduct the baseline workforce assessment by quantifying the 
current workforce in terms of numbers, locations, work performed, and limited capabilities assessment. 

The results of this assessment are to be provided by June 30, 2010. The results of Phases ll-IV, scheduled for 
late through late FY 2012, will be used to identify strategies needed to achieve the strategic direction, and to 
provide data to support human capital planning. 
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Individual and Community Preparedness 

Question: We have invested a lot of direct Federal support into the preparedness of first responders, but there 
will be instances in which people will have to t^e care of themselves, their families and their neighbors for a 
period of time. Additionally, the more people understand how to prepare for and mitigate against risks, the less 
communities will have to rely on the Federal government in the aftermath of a disaster. Many of the strategic 
documents coming out of the Department have a focus on individual and community preparedness. This 
includes the Quadrennial Homeland Security Review and the National Disaster Recovery Framework. The 
Secretary has also made public statements promoting individual preparedness. However, there doesn’t seem to 
be a straight line being drawn from this abstract discussion and any action the Department is taking. 

• How will the Department convey information to the public about the risks their community faces and 
how they can mitigate against those risks or prepare for them? What action is FEMA taking to 
communicate the need for individual and community preparedness and how are these actions reflected in 
the budget priorities? 

ANSWER: Research shows us that, to be effective, messaging on risks, mitigation, and preparedness should 
come from multiple sources, from national and state platforms, from local government, and from local social 
networks, such as the workplace, school, neighborhoods, and places of worship. 

The Department uses all communication channels available to promote awareness about risks and the 
appropriate mitigation and preparedness measures against those risks. This includes speeches and public 
appearances by senior leadership; discussions with all levels of government and nongovernment representation 
to disseminate this message through their networks, websites, and publications; the use of social media; and 
imbedding the importance of communicating with the public in all doctrine, policy, and grant guidance. 

FBMA’s Citizen Corps model brings together local government and nongovernmental organizations, including 
community and civic leaders, to exchange information, collaborate on issues, and plan for local hazards and 
emergencies with the goal of preparing the communities' citizens. Training and volunteer programs such as 
FEMA’s Community Emergency Response Team (CERT) program educate the public about disaster 
preparedness for hazards that may impact their area and train them in basic disaster response skills, such as fire 
safety, light search and rescue, team organization, and disaster medical operations. 

To ensure that FEMA policy and strategic direction is evidence-based, FEMA also pursues a broad-range 
research agenda to inform the development of guidance and tools and resources for the public. This includes 
national household surveys, behavior change modeling, and targeted analysis by sector, including youth 
preparedness and business preparedness, and geographic area. FEMA also partners with colleagues in the 
Science and Technology Directorate to leverage research conducted by the DHS Centers of Excellence and 
other sources. 

FEMA is deeply committed to elevating the critical importance of individual and community preparedness. As 
a cornerstone to national resilience, individual and community preparedness is highlighted in all national policy 
and doctrine including the Quadrennial Homeland Security Review, Homeland Security Presidential Directive- 
8, the FEMA Administrator’s Intent, the National Preparedness Guidelines, the National Response and 
Recovery Frameworks, the Target Capabilities List, and the Homeland Security Grant Program. 

In addition to continuing to support dedicated programs for individual and community preparedness, including 
Ready.gov, Citizen Corps, CERT, Radiological Emergency Preparedness and Chemical Stockpile Emergency 
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Preparedness Program outreach, and mitigation outreach, FEMA is more fully incorporating individual and 
community preparedness issues throughout the preparedness and mitigation portfolios, to include planning, 
training, exercises, and assessments. Individual and community preparedness is an integral element of FEMA’s 
mission and is supported as a budget priority. 

Examples of these communication efforts include: 

• The Ready Campaign has a 4-year contract with the Advertising Council to develop national public 
service advertising including television, radio, print, outdoor, and Internet. The Ad Council has declared 
Ready one of the most successful campaigns in its more than 60-year history. Since its launch, the 
campaign has generated nearly $836 million in donated media support. 

• The Ready Campaign, Citizen Corps, and FEMA promote individual and community preparedness 
through their websites ('www.readv.gov. www.citizcncorps.gov and www.fema.gov) . 

• In addition, FEMA has been pragmatically adapting its communications efforts to include social media 
since June 2008, and was one of the first federal agencies to achieve a modified user agreement with 
Google in May 2008, providing a working example for other federal agencies. FEMA has been working 
with GoogleBooks to provide its published content in a free, easy-to-access format online. 

• FEMA also broke new ground for a federal agency through its use of Twitter to host the first all-access 
“press conference” through the tool. In addition to its Twitter account (which has more than 8,000 
followers), FEMA offers national-level RSS feeds and widgets that provide subscribers with automated 
updated information. 

• FEMA has a YouTube channel and a multimedia page where it can host videos on preparedness. 

• In addition, FEMA also hosts a Facebook page, where it delivers daily preparedness tips to its more than 
9,500 “fans.” 

• The Ready Campaign has a series of social media tools to liirther engage Americans in taking steps to 
prepare for emergencies including an interactive widget and a Twitter account (which has more than 
6,100 followers). 


Preparedness Measurement 

Question: This Committee provided $2 million in last year’s bill to set up a task force to bring together a cross 
section of experts from all levels of government and many disciplines to try to once again tackle the issues of 
defining, building and measuring preparedness capabilities. 

When the Subcommittee staff was briefed on the plans for the task force, FEMA staff indicated that members of 
the task force would be identified and working groups would have begun by this lime, with recommendations to 
Congress expected in September 2010. 

• This is an ambitious schedule - have the working groups begun their business and can we still expect 
recommendations by September? 

• Will FEMA’s leadership commit to tackling this challenge and put into place a system for defining and 
mea.suring state and local capacity and preparedness? 

ANSWER: FEMA’s leadership is committed to putting a system in place for measuring state and local 
capacity and preparedness, and wants to do so in an effective, coordinated manner. A review of the 
Department’s efforts in this area revealed the existence of multiple federal assessment efforts that were, in some 
cases, inadequately coordinated, and presented not only an impediment to accurately portraying the state of 
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preparedness, but imposed an unacceptable administrative burden on the Department’s stakeholders. To 
address this and other related issues, FEMA is establishing the Preparedness Task Force, expected to convene in 
mid-April, to be comprised of state, tribal, local, and federal experts who will be charged with, among other 
duties, making recommendations as to the best, single system that should be implemented to measure national 
preparedness. Establishing a consolidated framework for the me^urement of preparedness is a priority. We 
look forward to working with Congress and our stakeholdei^ toward adopting a common assessment 
methodology that will best inform future decision making across all levels of government. The task force 
recommendations are expected in September. 


Flood Insurance 


Question: The flood insurance program has Hmf^ along for some time through a piecemeal series of 
authorization extensions, usually done by this Committee. The danger of that was most evident when the failure 
of the Senate to pass the reauthorizaiion resulted in a shutdown of the program for a few days in the beginning 
of this month. There’s no doubt that this program is in serious need of a wholesale reauthorization. 

• FEMA hosted a two day “listening session” last year on the flood insurance program. What kind of 
information did the agency get from opening up a discussion forum with stakeholders? Does FEMA 
plan to leverage that knowledge and possible take the lead in crafting an Administration proposal to 
submit to Congress? 

ANSWER: In performing its mission, FF.MA believes It is important to continually seek input from its many 
stakeholders on how its programs can be more efficient and effective at meeting the needs of the public. To this 
end, FEMA has engaged in a comprehensive reform effort to address the concerns of the wide array of 
stakeholders involved in the ongoing debate about the National Flood Insurance Program (NFIP). The effort is 
comprised of three phases designed to engage the greatest number of stakeholders and to consider the largest 
breadth of public policy options. Phase I focuses on the capture and analysis of stakeholder concerns and 
recommendations. During Phase 11, FEMA will perform additional analysis of existing data and develop a 
portfolio of public policy alternatives. In Phase III, the public policy alternatives will be evaluated using a 
standard set of criteria and the resulting recommendations will be reported. 

Phase I commenced with the NFIP Listening Session held November 5-6, 2009. in Washington, D.C. The goals 
of this Listening Session were to engage Invited stakeholders to hear about the key issues facing the program, 
identify common understanding between groups, and document the diversity of opinions concerning the 
optimum implementation of the NFIP. 

The stakeholder listening session was attended by more than 170 participants comprised of representatives from 
federal, tribal, slate, and local governments, the private sector, and nongovernmental agencies. Day 1 featured a 
panel presentation by five diverse stakeholders and six breakout sessions. During the breakout sessions, 
participants were presented with a unique topic and asked to identify issues that FEMA should take into account 
as it considers NFIP reform in that area. The following is a list of the topics from the Day 1 breakout sessions: 

Topic 1 : Subsidizing Risk 

Topic 2: Mapping/Risk Identification and Communication 

Topic 3: Mandatory Purchasing/Affordability 

I’opic 4: The NFIP and Environmental Issues 

Topic 5: Actuarial Soundness of NFIP 

Topic 6: Types of Hazard Insurance Available and the Level of Coverage That May Be 

Purchased 



522 


Ai the end of Day i . five cross-cutting issues were selected for the Day 2 breakout discussions. During the r)a\^ 
2 breakoiu sessions, participants were asked to identify ideas related to potential solutions for each of the five 
issue areas. The foHowing is the list of the selected cross-cutting issues: 

1 . What are the strategies for addressing residual risk? 

2. ! low might the Federal government improve its role in the insurance industry? 

3- U'hat are strategies for making insurance premiums more affordable? 

4. What are the next steps with regard to land use and environmental managefnent'? Now that coiiimunities 
understand land use, how do we equip them to be more proactive? 

5- I Jovv do yoii relate ma]3ping. building practices, and insurance? 


’A ii 4s os of ihc fi'-U rung session comments culminated in a report titled. Content Analysis ofBrcaksmi 
and was posted on FEMA’s website, 

’’'W VfWVh hu iiicss ^'i Op/nfip listening .session.shtin . for a period of review. 

^ if uwsing the anafy^is oi the I istening Session data, FEMA convened an NFIP Reibm! Working Group tasked 
w Ul) identi 1 } ing and anuh /mg riptions for the future state of the NFiP. This Phase !i effort will incorporole the 
rccj-nuncmlaiions and themes resulting from the NFIP Listening Session. In addition, the group wii! 
contprchvcnsi^ cl> rc\ tew prior c\ aluations of the NFIP including the Call for issues Status Report ( 1 998-2000), 
The Evaluation of the National Flood Insurance Program Final Report, and oilier reports conducted by the 
American Institute for Research (2(K)6). and j^vera! reports by the Govemnienl Accountability Olfree (GAD). 
The NITP Reform Working Group will utilize the data provided by each of these studies to evaluate 
alternatives. The results ofihis analysis will serve to inform the decision-making procCsSs regar<ling the fouire 
of the NFIP. 


GPD/NPD 


Qwesttoi'i; Please provide the funding level and FTE forthe'Grants Program Directorate (GPD) and Natiorml 
Preparednes-s Directorate for FYs 09&10. As well, provide the estimated funding level under the Presidentfs 
Budget request. 

AdditionalJy, how many grants does each FTE oversee on average? 

ANSWER: Provided in the following table are the funding levels and FT'E for GPD and the National 
Preparedness Dii'ectorate (NPD) for FYs 2009-201 1. 



put* 

' rt oij t 

()R\N I PROC.R \MS DlRf (. lORAIt- 

Stale and Regional. Preparedness Program 

2,205.960.000 ! 2.353.70().{)()0 

1 2.040.000.000 

MS.A I'lCDaredness Program 

1,684,420.000 1,549.000.000 

t /^0 000 000 

1 otal, (..jrant Programs Directorate 

3,890.380.000 1 3.902.700.000 

3 790,000 000 

F I .i;:.. (jrant Programs Dn’cctorate 

157 1 253 

1 254 

N V 1 ION VI PRI P \RPOM SS DIRIX PORATE 

I raming. Measurement, and Exercise Program 

26L96L000 i 262.500.000 

’10 590 000 
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Total, National Preparedness Directorate 

261,961,000 

262,500.000 

210,590,000 

FTE, National Preparedness Directorate 

119 

363 

362 


The FTE numbers below represent the staff overseeing grants at FEMA headquarters. These numbers do not 
account for regional staff or regionalized grant programs. 

f’he Transportation Infrastructure Security Branch overs^s an average of 77 awards per FTE (this includes 
PSGP, Transit Security Grant Program, Intercity Bus Security Grant Program, Freight Rail Security Grant 
Program, and Trucking Security Program). 

The Homeland Security Grant Program Branch oversees an average of 29 awards per FTE (this includes the 
Homeland Security Grant Program, Buffer Zone Protection Program, Interoperable Emergency 
Communications Grant Program. Operation Stonegarden, Nonprofit Security Grant Program, Tribal Homeland 
Security Grant Program, and Public Safety Interoperable Communication grant program). 

The Assistance to Firefighters Grant Program Branch oversees an average of 800 awards per FTE (this includes 
the Assistance to Firefighters Grant Program, Fire Prevention and Safety Grants, and Staffing for Adequate Fire 
and Emergency Response Grants). 


Emergency Management Assistance Compact 

Question: What level of funding is in the FEMA base budget for the Emergency Management Assistance 
Compact (EMAC)? What level of funding has been provided for EMAC from FY08-!0? 

ANSWER: The National Integration Center is planning on up to $4 million in FY 2011 based on the proposed 
Stafford Act Amendments (H.R. 3377), which would have authorized $4 million a year for FYs 2010, 201 1, and 
2012. FEMA has fiinded the Emergency Management Assistance Compact (EMAC) at a total of $5.1 million 
from FY 2007 through FY 2009, with a plan to fund EMAC at $4.0 million in FY 2010. The breakdown of this 
funding is: 


Fiscal Year 

Funding 

2007 

$1,000,000 

2007 supplemental 

2,500.000 

2008 

1,600,000 

2009 

0 

Subtotal 

5,100,000 

2010 

TSS 


Disaster Housing Assistance Program 

Question: Can you please provide the total amount of money that was given to HUD for DHAP for both 
Hurricane Katrina and Hurricane Ike respectively? Please also provide how much of the funds in each disaster 
were actually provided in rental payments for units that were occupied by disaster survivors. 
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ANSWER: As of February 2010, total funding allotted to HUD for Disaster Housing Assistance Program 
(DHAP) Katrina/Rita was $607,088,701, and total fimding allotted to HUD for DHAP Ike was $266,620,442. 

Also as of February 2010, HUD had expended $342,588,518 in rental payments under DHAP Katrina/Rita, and 
had expended $1 14,527,945 in rental payments under DHAP Ike. 


American Samoa disaster 


Question: Following an earthquake and subsequent Tsunami that struck American Samoa on September 29, 
2009. The President issued a disaster declaration. American Samoa, which was already a high risk grantee, 
received over $100 million in disaster funding alone over the last 5 months. This amount will increase 
significantly in the next few years. Given the past problems with financial accountability in this territory, what 
steps is FEMA taking to assure that the disaster money that it provides will be spent appropriately? 

ANSWER: In all disasters, FEMA implements strict fraud prevention controls to minimize disaster assistance 
payments on duplicate and potentially fraudulent registrations. For example, FEMA conducts identity and 
address verification checks on all Individual Assistance applications and requires inspections prior to approving 
rental assistance. These system controls help ensure that only qualified applicants receive di.saster money. 

Section 408 of the Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended, authorizes 
the President to provide financial assistance or direct assistance to individuals or households to construct 
permanent housing in insular areas outside the continental United States in cases in which no alternative 
housing resources are available or types of temporary housing assistance arc unavailable, infeasible, or not cost- 
effective. Currently, the maximum amount of financial assistance that may be provided is $30,300 (44 CFR 
206.1 10(b)). 

On March 30, 2010, the Office of the Inspector General (OIG) issued Management Advisory Report: 

Permanent Housing Construction on American Samoa (OIG 10-74). FEMA currently is developing a forma! 
response to the report that addresses OiG's concerns. 


Question: Section 408 of the Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended, 
authorizes the President to provide financial assistance or direct assistance to individuals or households to 
construct permanent housing in insular areas outside the continental United States in cases in which no 
alternative housing resources are available or types of temporary housing assistance arc unavailable, infeasible, 
or not cost-effective. Currently, the maximum amount of financial assistance that may be provided is $30,300 
(44 CFR 206.110 (b)). 

Following the September 29, 2009 tsunami that struck American Samoa, FEMA began what it designated a 
pilot program to construct new homes on American Samoa. The homes were to be functional and appropriate 
to the needs of each applicant and of average quality, size, and capacity based upon the community in which 
they were built. 

a. ) How many homes does FEMA intend to build on American Samoa? 

b. ) What is the current strategy for building these homes and which FEMA contractor is building them? 

c. ) What is the independent government cost estimate per home? 

• Does this estimate include the cost of site demolition and preparation, materials and labor, 
oversight and profit for the contractor, any interagency agreements with other federal agencies 
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for subject matter expertise and oversight, contract monitoring, and monthly on site operating 
expenses? 

ANSWER: It is expected that 5 1 homes will be built. This number may fluctuate as we move through the 
permanent housing construction pilot program, primarily due to people electing direct assistance (building a 
home) but not being able to find a suitable property for building. 

Those electing direct assistance (building a home) will receive either a 2'bedroom (920 square feet) or 
3-bedroom (1,262 square feet) home depending upon their femily size, as long as they meet the other 
requirements of providing a suitable building site and obtaining a land use permit. 

A full and open competition market research review and analysis was conducted on November 22, 2009. to 
determine what companies were capable of building up to 250 homes in an accelerated time frame. Nine firms 
submitted answers and none were found as viable options for various reasons, including: the firms were not 
eligible under the Buy American Act; they did not have residential construction experience; they were not 
licensed in American Samoa; or, they were identified as off-isiand/nonlocal companies. Based on the results of 
this market research, FEMA needed to look beyond the existing capabilities on the island. 

FEMA's technical assistance contract (TAC)-!!! is to ensure that the resources are available and standing by to 
complete a disaster housing mission. This contract was already in place at the time of the disaster, having been 
awarded to vendors on a regional basis with funding designated for vendors to maintain readiness to assist in 
various housing missions. FEMA also turned to the U.S. Army Corps of Engineers (USAGE) to provide 
government cost estimates and construction project management expertise to this mission. FEMA has utilized 
USAGE to provide similar expertise in many prior disasters. 

Currently, there is an undefmitized Notice to Proceed task order in place with PaTH, the pre-designated lA- 
TAC-lII for Region IX. This task order allows the contractor to build up to eight homes. It also includes site 
design, layout, and prep for another nine homes. There currently are 15 homes in various stages of construction 
against this undefmitized task order. The definitized contract is expected to be in place by late April. 

On March 30, 2010, OIG issued Managemeni Advisory Report: Permanent Housing Construction on American 
Samoa (OIG 10-74). FEMA currently is developing a formal response to the report that addresses OIG’s 
concerns. 

Additional information has been provided to the Committee in response to this question in a separate document 
designated For Official Use Only due to acquisition-sensitive content. 


Disaster Support 

Question: Please provide a spend plan for the disaster support account for FY 1 0 and estimate spend plan for 
FYll. 

ANSWER: The Disaster Readiness and Support (DRS) FY 2010 spend plan was submitted to Congress on 
April 1. 2010. The approved DRS FY 201 1 spend plan amount is $288 million. 
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Reception and Representation 

Question: How does FEMA plan to utilize its reception and representation expenses in 20 1 1 ? To dale, how 
much has been spent in 2010 and what is the plan for the remainder of the fiscal year? Please provide details on 
each expenditure. 


ANSWER: The Office of the Administrator intends to utilize the Reception and Representation fiind in 201 1 
in support of international and domestic dignitaries and visitors to FEMA. To date, FEMA has spent $300 of 
the allotted $3,000. The plan for the remainder of the year is to purchase more mementos (coins, cufflinks, 
etc.) and associated accessories (coin display cases, etc.). Also, the funds will be used for the purchase of food 
and beverages for international and domestic dignitaries and guests during visits at headquarters with the 
Administrator. 

The expenditures were for a Russian dignitaries visit on December 1 1, 2009, and included the following: 

• 1 0 DHS/FEMA color pins - $ 1 00.00 

• 1 0 DHS presentation coin display boxes - $ 1 50.00 

• 1 pair DHS silverplated cufflinks - $25.00 

• Expedited shipping cost - $25.00 


Hiring 

Question: Please list the number, by office and pay grade level, of all FEMA employees hired non- 
competitiveiy in fiscal year 2009 and explain why this was necessary. 

ANSWER: FEMA takes advantage of appropriate noncompetitive hiring authorities to meet agency staffing 
needs. FEMA does not, however, have a specific tracking or reporting mechanism in place to capture data 
identifying employees hired noncompetitively. Generally speaking, FEMA capitalizes on the authorities 
provided to support the Federal Career Iniem Program, the Student Temporary Employment Program, the 
transfer of current Federal Government employees from other Federal agencies, the hiring of reinstatement- 
eligible former Federal Government employees, and the hiring of employees to meet mission-critical 
occupational needs as regulated and approved by the Office of Personnel Management. FEMA also hires 
Disaster Assistance Employees (DAE) and Cadre of On-call Response/Recovery Employees (CORE) 
noncompetitively, as warranted, under the authority of the Stafford Act. as it states: In performing any services 
under this Act, any Federal agency is authorized — 1 . to appoint and fix the compensation of such temporary 
personnel as may be necessary, without regard to the provisions of title 5, United Slates Code, governing 
appointments in competitive service. 


Contracts 


Question; Please provide for the record, the number of noncompetitive contracts FEMA has entered into in 
fiscal year 2009, what is anticipated in 2010 and 2011, and an explanation as to why a non-competitive contract 
was chosen. As part of this response, please clearly delineate other transactional agreements and those 
purchases made from the GSA approved listings. 
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r of new contract actions (not counting modifications) for !■ Y 2009 was 4359. 

» 


i V. iiipetitive actions awarded in FY 2009 was 1329. This represents 
n! K 5 actions avvanied on a noncompetitive basis. The reason for tho < 
K ioUowing table. 


JM 



i. 4 ‘ Kv 1 c [)ch\er\ Order 

190 


No o '--It. in'- C onipetition 

260 


i Not Competed 

662 


'V ' 'Pipcivd Simpiiiitd Acq. 

1 Proc. 

173 


t a S' on to C^mpeltd Action 

44 

- 

i lOIAL -Noncompetitive 

1329 



® Noncompetitive Delivery Order - Awards issued under multiple-award, indefinite delivery-, indefinite 
quantity contracts that were not competed amongst the awardees pursuant to i'ederal Acquisition 
Regulations (FAR) Part 16.5. 

® Not A vaila!)ie for Competition : The action is not available for competition, e.g., awards directed to 
Ability One, UNICOR, or a regulated utility in accordance with FAR Part 41. 

® N ot Compe te d : This includes actions awarded pursuant to FAR Part 6.3 -- Other than Full and Ojien 
CYimpelitiori, e.g., a follow-on contract, awards to a unique source, awards to vendors with patent or data 
rights, utilities contracts, and urgency. 

* Not Competed - Simplified Acquisition Process : This includes actions issued pursuant to FAR Part 1 3. 

• Foilow-on to Competed Action: This is an action which follows an existing competed action, and meets 
the definition at FAR 6.302-1 (a)(2)(ii). Competition would result in duplication of costs or unacceptable 
delays. 

Aniwipated Noncxmipetitive Contracts in FYs 2010 and 2011 - The memorandum irom the Office of 
Management and Budget dated July 29, 2009, requires a reduction by at least 10 j>ercenl in the share of dollars 
obligated in FY 2010 under new contract actions that are awarded with high-risk contracting authorities. Using 
a bfLseline of FY 2008 noncompetitive obligated dollars, FEMA must reduce by at least 10 percent the 
percentage of dollars obligated for “not competed’' contracts. By the end of FY 2010, FEM A’s goal is to reduce 
the total contract dollars awarded through the noncompetitive process by S72.6 million. By the end of the FY' 
201 1, FEMA's goal is to reduce the total contract dollars awarded through the noncompetitive process by S71.6 
million. 

Other Tnmsactkmai Agreements - FEMA did not enter into any other transactional agreements. 

Nonc-ompetitlve Purchases through GSA Schedule Contracts - There were 144 contract actions based on GSA 
Schedule contracts. 
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Question: In total, how much of your aw^ds are competitive? Please answer in dollar amount and percentage. 

.4NSWER: FEMA awarded SJ 12 actions valued at $1,670,196,319, as used’reported in FF^DS-NG Standard 
Reports. The number in the .following table is 84.2 percent of the total awarded dollars of SL670J96.319. 

FY 2009 Contract Actions Inciusive of New Actions and Modifications 


i $1,405,692,312 i 84.2% 


Question: Update and .submit, through the mo.st recent month available, the list provided in Iasi yetirfs hearing 
record regarding Sole Source Contracts. Organize by contr^tor, purpo^, appropriation account, dollar award, 
full performance value, contract start date, contract end date, and reason for sole-source. 

ANSWER; FEMA l( nti at.. a quarterly listing of disaster-related, noncompetitive actions. That listing 
.formed the basis tor I \ \1/\ s prior response and the same format is provided below. The data below are for the 
and quarters of .F Y 2009, and the C’ qusater of FY 2010 is provided separately., This infbnnanon is 
compiled every quaner ariu includes the contractor n^e, requirement de.scriptions program code, obligalion 
amount, issue d.ale, completion date, and reason not competed for every action. 

The charts follow: 
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Question: Please provide for the record a list of all contracts over $1 million in total value executed by FEMA 
in 2009. Organize by contractor, purpose, dollar award, fiili performance value, contract start date, contract end 
date, and contract type (e.g., firmed fixed price, etc.). 

ANSWER: The chart that follows is based on FY 2009 records in FPr3S-NG as of March 22 , 2010. The 
records shown are those where an initial award was made in FY 2009 where the estimated value of the contract 
exceeded $1 million. 
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Question: Please provide for the record a list of all FEMA contracts, grants and ot her transactions where work 
is performed outside of the United States. Organize by contractor, purpose, dollar award, full performance 
value, contract start date, and contract end date. 


ANSWER: FEMA has no record of contracts or grants 'v^fiere work is performed outside the United States, and 
does not have the authority to enter into other transactions. 


Bonuses: 


Question: Please provide a table showing how much is requested in the 201 1 budget for bonuses for FEMA 
political employees. FFiMA SES employees, and FEMA non-SES employees. 


ANSWER: FEMA noncareer SES employees are not eligible for bonuses. The FY 20 1 i FEMA budget for 
bonuses for SES and non-SES employees is as follows: 


FY 2011 BUDGETFOR BONUSES I 

FEMA SES Employees 

s 

568,000 

FEMA Non-SES Employees 


9,544,469 

Total FEMA 

$ 

10,112,469 


Question: Please list all FEMA SES bonuses provided in 2009 by position, office, and bonus amount. 
ANSWER: The info.rmation follows. 


REGIONAL ADMINISTRATORS AND OFFICE OF THE ADMINISTRATOR 

FHMA 

Regional Administrator (Region JV Atlanta) 

$ 13,081 

FEMA 

Director. Federal Coordinating Officer Operations 

$ 14,500 

FEMA 

Regional Administrator (Region HI Philadelphia) 

$ 8,0.34 

FEMA 

Associate Deputy Administrator, FEMA 

$ 25,830 

FEMA 

Regional Administrator (Region .IX San Francisco) 

$24,162 

DISASTER ASSISTANCE 

FEMA 

Deputy Assistant Administrator. Disaster Assistance 

$ 25,383 

FEMA 

Director, Public Assistance Division (Disaster Assistance) 

$ 23,667 

DISASTER OPERATIONS 

FEMA 

Deputy Asst, Administrator. Disaster Operations 

$ 24,039 

FEMA 

Director, Operations MgmL Division, Disaster Ops 

$ 23,775 

GRANT PROGRAMS DIRECTORATE 

I'EMA 

Deputy Asst. Administrator, Office of Grants Program 

$ 13,854 
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Bonus fMi<i in 

1 LOGISTICS 

FEMA 

Deputy Assistant Administrator, Logistics Management 

$ 9,060 

f-EMA 

Assistant Administrator. Logistics Mgml 

$ 14.008 

1 MANAGEMENT DIRECTORATE 

I'EMA 

Director. Human Capital Division 

$ 8,961 

FHMA 

Director. Disa.ster Reserx-e Workforce 

$ 15,997 

FEMA 

CIO/Director. Information Technology Division 

$ 15,170 

Fl'MA 

Chief Acquisition Operations Branch 

$21,060 

FEMA 

Director. Support Services & Facilities 

Management 

$ 9,975 

FEMA 

Assistant Administrator, Management Directorate 

$ 25.275 

1 MITIGATION 

FEMA 

Deputy Director for insurance 

$ 8.6.58 

[■[•MA 

Chief, Risk Reduction Bmnch (Mitigation) 

$ 14.600 

NATIONAL CONTINUITY PROGRAMS 

FEMA 

Deputy Director, Office of National Continuity Programs 

$ 22.755 

FEMA 

Deputy Executive 7\dministrator, Emergency Operations Ctr. 

$ 8.638 

NATIONAL PREPAREDNESS 

FEMA 

Asst. Deputy Administrator for Natl Preparedness 

$ 23,775 

FEMA 

Director. I echnoiogy Hazards Division 

$ 14.603 

FEMA 

Superintendent. Emergency Management Institute (EMI) 

$ 6,764 

FEMA 

Director. Preparedness Coordination Division 

$ 8.992 

POLICY AND PROGRAM ANALYSIS i 

FEMA 

Director. Strategic Planning and Evaluation 

$ 25,632 

U.S. FIRE ADMINISTRATION 

FEMA 

Superintendent. National Fire Academy 

$ 16,364 


Question; Please list by office and pay grade level the number of non-SES employees who received a bonus or 
quality step increase (qsi) in 2009, the total bonus/qsi expenditures for the particular office and pay grade, and 
the total number of employees in the office and pay grade. 


ANSWER: The information follows. 








Administrator 

02 

1 

0 

0,00 

0 

Administrator 

■H 

1 

0 

0.00 

0 

Administrator 

■rail 

i 

1 

1.394.00 

0 

.Administrator 

HBIIII 

7 

5 

16.884,00 

1 

Administrator 

14 

4 

3 

7,000,00 

1 

/Ldministrator 

15 

5 

4 

15.500.00 

i 



19 

13 

40,778,00 

3 


■■■ 
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Exec Secretariat 

U 

3 

3 

5,300,00 

0 

Exec Secretarial 

12 

1 

1 

LSOO.OO 

0 


15 

4 

4 

I ! ,900.00 

1 

Total Exec vSecretariat 


8 

8 

I8,70O.O» 

1 







Regional Operations 

12 

i 

1 

3.000.00 

! 

Total Regional Operations 


1 

1 

3,000.00 

1 







Fed Coord Operations 

07 

7 

0 

0.00 

0 

F'ed Coord Operations 

0<) 

2 

0 

0.00 

0 

i'ed ('oord Operations 

13 

1 

1 

2,500.00 

0 

Fed Coord Operations 

15 

37 

23 

65.500.00 

3 



42 

24 

68,000.00 

3 







Oiil r Coast Rec{)vcry 

00 

17 

0 

0.00 

0 

Gulf Coast Recovery 

05 

1 

0 

0.00 

0 

Gull' Coast Recovery 

06 

35 

0 

0.00 

0 

(}u! 1' Coast Recovery 

07 

358 

0 

0.00 

0 

Gulf Coast Recovery 

08 

1 

0 

0.00 

0 

Gulf Coast Recovery 

09 

516 

0 

0,00 

0 

Gulf Coast Recovery 

to 

i 

0 

0.00 

1 

Cjtilf Coast Recovery 

11 

369 

147 

120.406.78 

0 

jESRInliiiHRBHHi 

12 

243 

122 

106,887,17 

0 

Gulf Coast Recovery 

13 

97 

50 

46.944.06 

0 

Gulf Coast Recovery 

14 

54 

30 

32.725.41 

0 

Gulf Coast Recovery 

15 

22 

16 

20.250.00 

0 

Total Gulf Coast Recoverv 


1,714 

365 

327,21.3.42 

1 







Faith Based & Comm 

11 

1 

0 

0.00 

0 

Faith Based & Cromm 

13 

1 

0 

0.00 

0 

Faith Based & Comm 

15 

1 

0 

0.00 

0 

Total Faith Based & Comm 


3 

0 

0.00 

0 







External AlTairs Dir 

00 

106 

0 

0.00 

0 

External Affairs Dir 

08 

3 

0 

0,00 

0 

E-xtemal Afiairs Dir 

09 

2 

0 

0.00 

0 

External Affairs Dir 

11 

7 

6 

10.557,78 

0 

Eixternal AlTairs Dir 

!2 

8 

13 

19.321.87 

0 

External Affairs Dir 

13 

26 

16 

48,868.00 

1 

Externa! Affairs Dir 

14 

19 

20 

36,368,89 

0 

External Affairs Dir 

15 

12 

11 

26.487.00 

1 

Total External Affairs Dir 


183 

66 

141,60.3.54 

2 
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Financial Officer 

00 

26 

0 

0.00 

0 

Financial Officer 

05 

15 

0 

0.00 

0 

Financial Officer 

06 

18 

0 

0.00 

0 

Financial Officer 

07 

15 

0 

0.00 

0 

Financial Officer 

09 

38 

0 

0.00 

0 


u 

13 

21 

28,350.00 

0 

Financial Officer 

12 

36 

28 

45.200.00 

0 

Financial Officer 

13 

34 

29 

58.850.00 

0 

Financial Officer 

!4 

24 

30 

64307.00 

0 

Financial Officer 

15 


20 

63,000.00 

0 

Total Financial Officer 



128 

259,707.00 

0 







Chief Counsel 

00 

4i 

0 

0.00 

0 

Chief Counsei 

07 

1 

0 

0.00 

0 

Chief Counsel 

09 

2 

0 

0.00 

0 

Chief Counsel 

11 

3 

4 

6,020.00 

0 

Chief Counsel 

12 

2 

2 

1.720.00 

0 

Chief Counsel 

13 

9 

7 

6.412.00 

0 

Chief Counsel 

H 

22 

31 

41,669,00 

1 

Chief Counsel 

15 

24 

33 

58,387.00 

9 

Total Chief Counsel 



77 

114,208.00 

3 




bhhhi 

miHBH 

■mu 

Management 

04 

r r 



0.00 


Management 

12 





Management 

14 

2 

2 


mSSm 

Management 

15 

3 

2 

5.288.00 

0 

Total Management 


7 

4 


0 



|||_||||__|^ 




Human C'apital 

00 

14 

0 

0.00 

0 

Human Capital 

04 

! 

0 

0,00 

0 

Human Capital 

05 

7 

0 


0 

Human (..'apilal. 

06 

9 

0 

0.00 

0 

Human Capital 

07 

22 

0 

0.00 

0 

Human Capital 

08 

9 

0 

0.00 

0 

Human C'apital 

09 

16 

0 

0.00 

1 

Human Capita] 

11 

9 

14 

18,945.00 

1 

Human Capital 

12 

22 

16 

21.942,55 

0 

Human Capital 

13 

28 

26 

39.176.00 

] 

Human Capital 

14 

26 

26 

53,823.00 

1 

Human Capital 

15 

15 

13 

49.661,00 

0 

Total Human Capital 


178 

95 

183,547,55 

4 
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Info Tech Services 

12 

86 

48 

71-925,00 


Info Tech Services 

■mi 

88 

65 

115-073.34 

0 

Info Tech Services 

14 

72 

73 

144,222.00 

4 

Info Tech Services 

15 

23 

28 

70,000.00 

2 

Total Info Tech Services 


421 

242 

441,720.34 

7 







Acquisition 

00 

28 

0 

0.00 

0 

Acquisition 

05 

1 

0 

0.00 

0 

Acquisition 

06 

1 

0 

0.00 

0 

Acquisition 

07 

4 

0 

0.00 

0 

Acquisition 

00 

4 

0 

0.00 

0 

Acquisition 

11 

12 

7 

8,763.37 

1 

Acquisition 

12 

30 

26 

40,061.81 

0 

Acquisition 

13 

32 

19 

43-566.76 

2 

Acquisition 

14 

35 

40 

99,206.83 

3 

Acquisition 

15 

13 

17 

53.562.19 

1 

Total Acquisition 


160 

109 

245.160.96 

7 







Policy & Pgm Analysis 

11 

2 

2 

3.000.00 

0 

Policy & Pgm Analysis 

14 

4 

3 

4.000.00 

0 

Policy & P.ym Analysis 

15 

4 

4 

7.500.00 

0 

Total Policy & Pgm 

Analysis 


10 

9 

14,500.00 

0 


■■■ 







2 

0 

0.00 

0 


13 

~i 

0 

0.00 

0 

Nat Cap Reg Coord 

mtam 

! 

1 

4,000.00 

1 

Nat Cap Reg CT)ord 


5 

5 

33,084.00 

3 



10 

6 

37,084.00 

4 


nn 






■OSH 

42 

0 

0.00 

0 

Hqual Rights 

05 

1 

0 

0.00 

0 

Equal Rights 

08 

3 

0 

0.00 

0 

Equal Rights 


2 

0 

0.00 

0 



13 

8 

9,000.00 

0 


12 

3 

2 

3,300.00 

0 

Equal Rights 

13 

3 

3 

6,900.00 

0 

Equal Rights 

14 

'1 

z. 

1 

2,700.00 

0 

Equal Rights 

15 

1 

0 

0.00 

0 

Total Equal Rights 


70 

14 

21,900.00 

0 







Grants 

00 

3 

0 

0.00 

0 

Grants 

04 

1 

0 

0.00 

0 
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Grant 


05 

1 

0 

i 0.00 

0 

Grant 


07 

i 

0 

0.00 

0 

(jrant 


09 

3 

0 

0.00 

{) 

Grant 


11 

3 

4 

7,000.00 

0 

Crrant 


12 

11 

14 

27.250.00 

0 

C'lranl 


13 

51 

84 

167,300.00 

4 

Grant 


14 

22 

40 

98.250.00 

0 

Grant 


15 

15 

20 

64,500.00 

! 

Total Grants 


m 

162 

364,300.«0 

5 







Disaster Operations 

00 

1.599 

0 

0.00 

0 

Disaster Operations 

05 

1 

0 

0,00 

0 

Disaster Operations 

07 

16 

0 

0.00 

1 

Disaster Operations 

08 

3 

0 

0.00 

0 

Disaster Operations 

09 

11 

0 

0.00 

0 

Disaster Operations 

H 

38 

31 

71,652.00 

0 

Disaster Operations 

12 

205 

148 

357.374.10 

4 

Disaster Operations 

!3 

62 

55 

166.125,63 

0 

Disaster Operations 

14 

45 

35 

133,375.79 

4 

Disaster Operations 

15 

25 

21 

1 10,000.00 

1 

Total Disaster Operations 


2,005 

290 

838,527.52 

10 







Response 

■Hi 

i. 

0 

0.00 

0 

** Response 


1 

0 

0.00 

0 


■Si 

3 

4 

9.500.00 

0 


14 

7 

8 

22,298.00 

0 

Total ** Response 


!3 

12 

31,798.00 

0 







Logistics 

00 

814 

0 

0.00 

0 

Logistics 

04 

2 

0 

0.00 

0 

Logistics 

05 

2 

0 

0.00 

0 

Logistics 

06 

9 

0 

0.00 

0 

I..x>gistics 

07 

16 

0 

0.00 

0 

Logistics 

08 

18 

0 

0.00 

0 

Logistics 

09 

29 

0 

0.00 

0 

Logistics 

10 

3 

3 

2,664.00 

0 

Logistics 

11 

68 

89 

94,823.75 

0 

Logistics 

12 

60 

90 

95.721.25 

t 

Logistics 

13 

23 

25 

44,834.00 

1 

Logistics 

14 

15 

13 

24.289.10 

0 

l„ogistics 

15 

9 

9 

38,811.00 

2 

Total Logistics 


1,068 

229 

301,143.10 

4 
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J ^ J ^ iwr) \w.iril 

OM « iianf 

nfsjsiei KssisfcjOL.,. 

00 

79 

0 

0.00 

0 

i hi-'vi‘'fct \ssisui tcfc 

02 

3 

0 

0.00 

0 

1 Di’.a'ki VssistaiKi. 

04 

7 

0 

0.00 

0 

I?is stv.! \''sisians,^ 

05 

26 

0 

0.00 

0 

His isun Wii' UKO 

06 

40 

0 

0.00 

0 

DiMsiei WiS'diKi' 

07 

245 

0 

0.00 

0 

Pi^isuf \^^l^t^^cc 

09 

1,023 

0 

0.00 

! 

\.ssis(a]KC 

n 

294 

46 

96,527.22 

0 

iliviMv Xssisia'xc 

12 

190 

72 

! 74.042. 16 

2 

: ^ istt! 

13 

58 

27 

77. K 50.52 

] 

pisj^v.! Vssistance 

14 

29 

19 

70,935.7! 

2 

Ps-sd^tLi \ssislancc 

15 

12 

9 

35,215.34 

y 

1 otal Disaster Vssistance 


2,006 

173 

454,570.95 

8 







Recovery 

03 

1 

0 

0.00 

0 

Recovery 

07 

2 

0 

0.00 

0 

** Recovery 

09 

8 

0 

0.00 

0 

** Recovery 

n 

3 

0 

0.00 

0 

** Recovery 

12 

17 

7 

13,776.74 

0 

** Recovery 

13 

14 

7 

28,071.00 

1 

** Recovery 

14 

11 

7 

19.549.76 

1 

Recovery 

15 

10 

9 

.30.71.5.34 

1 

Total ** Recovery 


66 

30 

92,112.84 

3 







Mitigation 

00 

36 

0 

0.00 

0 

Mitigation 

06 

3 

0 

0,00 

0 

Mitigation 

07 

I 

0 

0.00 

0 

Mitigation 

08 

6 

0 

0.00 

0 

Mitigation 

09 

8 

0 

0,00 

1 

Mitigation 

n 

15 

9 

19.067.00 

0 

Mitigation 

12 

24 

13 

24.037.1 1 

0 

Mitigation 

mom 

53 

50 

n 7..326.27 

3 

Mitigation 

■H 

61 

67 

175,435.44 

6 

Mitigation 

15 

34 

46 

137,590,66 

6 

Total Mitigation 


241 

185 

473,456.48 

16 







Nat. Preparedness 

00 

14 

0 

0.00 

0 

Nat. Preparedness 

05 

4 

0 

0.00 

0 

Nat. Preparedness 

06 

4 

0 

0.00 

0 

Nat. Preparedness 

07 

15 

0 

0.00 

0 

Nat. Preparedness 

08 

7 

0 

0,00 

] 

Nat. Preparedness 

09 

15 

0 

0.00 

0 

Nat. Preparcdnc.ss 

n 

33 

26 

51.357.06 

0 







725 




Nat. Preparedness 

12 

39 

46 

78.594.55 

1 

Nat. Preparedness 

13 

73 

88 

205.319.09 

3 

Nat, Prepctredness 

14 

55 

62 

] 60.927,76 

2 

Nal. Preparedness 

15 

22 

26 

92.884.06 

4 

Total Nat. Preparedness 


281 

248 

589,082.52 

il 








14 

2 

3 

9,500.00 

0 

Total ** Preparedness 


2 

3 

9,500,00 

0 







Nal. Continuity Pgms 

02 

p 

0 

0.00 

0 

Nat. Continuity Pgms 

04 

26 

0 

0,00 

0 

Nal. Continuity Pgms 

05 

6 

0 

0.00 

0 

Nat. Continuity Pgms 

06 

28 

0 

0.00 

0 

Nat. Conlinuilv Pgms 

07 

56 

0 

0.00 

0 

Nat. Continuity Pgms 

08 

54 

0 

0.00 

1 

Nal- Continuity Pgms 

09 

44 

0 

0.00 

2 

Nat. Continuity Pgms 

10 

27 

33 

37.018.55 

0 

Nat. Conlinuilv Pgms 

11 

69 

85 

121,578.97 

3 

Nat. Continuity Pgms 

12 

58 

53 

89.479.03 

1 

Nat. Continuity Pgms 

B 

49 

43 

86.703.81 

4 

Nat. Continuity Pgms 

14 

24 

21 

58.769.05 

2 

Nat, Continuity Pgm.$ 

!5 

17 

12 

41.724.28 

3 

Total Nat. Continuity Pgms 


460 

247 

4.35,27.3.69 

16 







Fire Administration 

04 

1 

0 

0.00 

0 

Fire Administration 

05 

2 

0 

0.00 

0 

Fire Administration 

06 

1 

0 

0.00 

0 

Fire Administration 

07 

10 

0 

0.00 

2 

Fire Administration 

08 

6 

0 

0.00 

1 

Fire Administration 

09 

6 

0 

0.00 

0 

Fire Administration 

11 

13 

13 

28,700,00 

1 

Fire Administration. 

12 

14 

13 

25.450.00 

! 

Fire Admiiiislralion 

1.5 

43 

40 

105.350.00 

3 

Fire Administration 

14 

8 

8 

14.950.00 

1 

Fire Administration 

15 

5 

5 

10,900.00 

1 

Total Fire Administration 


109 

79 

185,350.00 

10 







Region One 

00 

439 

0 

0.00 

0 

Region One 

06 

1 

0 

0.00 

0 

Region One 

07 

4 

0 

0.00 

0 

Region One 

09 

6 

0 

0.00 

0 

Region One 

n 

7 

6 

ii. 500.00 

0 

Region One 

12 

37 

25 

30.100.00 

1 
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1 Ami'l .'tUtt xn;iii| 



Anouiit 0*^1 1 inint 

Region Five 

06 

I 

0 

[ 0-00 

0 

Region I'ive 

07 

4 

0 

0.00 

I 

Region Five 

09 

14 

0 

0.00 

0 

Region Five 

U 

9 

6 

9,500.00 

0 

Region Five 

12 

35 

36 

64,546.67 

0 

Regio!! Five 

13 

27 

34 

66.461.00 

2 

Region Five 

14 

15 

29 

45.850.00 

0 

Region Five 

15 

9 

18 

32,730.00 

0 

Total Region Five 


475 

123 

219,107.67 

3 







Region Six 

00 

749 

0 

0.00 

0 

Region Six 

04 

i 

0 

0.00 

0 

Region Six 

07 

10 

0 

0.00 

0 

Region Six 

08 

3 

0 

0,00 

0 

Region Six 

09 

5 

0 

0.00 

0 

Region Six 

11 

14 

14 

23,399,00 

0 

Region Six 

12 

72 

62 

149.834.55 

I 

Region Six 

13 

31 

34 

83.994.00 

3 

Region Six 

14 

17 

19 

43,200.00 

0 

Region Six 

!5 

5 

8 

19,383.00 

1 

Total Region Six 


997 

1.37 

319,810.55 

5 







Region Seven. 

00 

430 

0 

0.00 

0 

Region Seven 

03 

1 

0 

0.00 

0 

Region Seven 

05 

1 

0 

0.00 

0 

Region Seven 

07 

3 

0 

0,00 

0 

Region Seven 

09 

2 

0 

0.00 

1 

Region Seven 

11 

5 

3 

4.809.66 

0 

Region Seven 

12 

31 

30 

50.219.65 

2 

Region Seven 

13 

22 

24 

48.795.24 

2 

Region Seven 

14 

15 

16 

41,480.02 

0 

Region Seven 

15 

6 

6 

17.504.87 

2 

Total Region Seven 


516 

79 

162,809.44 

7 







Region Eight 

00 

374 

0 

0.00 

0 

Region Eight 

04 

1 

0 

0.00 

0 

Region Eight 

07 

4 

0 

0.00 

0 

Region Eight 

09 

! 

0 

0.00 

0 

Region lEight 

n 

6 

5 

8.605.54 

1 

Region Eight 

12 

27 

26 

.50.587.14 

1 

Region Eight 

13 

24 

31 

57,711.09 

0 

Region FSght 

14 

17 

19 

38.299,50 

7 

Region Eight 

15 

7 

4 

10,449.00 

0 








‘ KnpiitHfCa^nlit 

' CiM 

\fno»n< 

l KfijH.n. ! 


461 

85 

165,652.27 






Region Nine 

00 

412 

0 

0,00 

Region Nine 

05 

1 

0 

0.00 

Region Nine 

06 

8 

0 

0.00 

Region Nine 

07 

9 

0 

0.00 

Region Nine 

00 

4 

0 

0.00 

Region Nine 

11 

2 

1 

2.566.62 

Region Nine 

12 

56 

40 

78.602.70 

Region Nine 

13 

29 

20 

45,358.52 

Region Nine 

14 

15 

15 

40.074.64 

Region Nine 

15 

7 

4 

24.000.00 

Total Region Nine 


543 

80 

190,602.48 






Region I'en 

00 

464 

0 

0.00 

Region Ten 

06 

1 

0 

0.00 

Region Ten 

07 

8 

0 

0.00 

Region 'Fen 

09 

5 

0 

0,00 

Region Ten 

U 

3 

! 

784.00 

Region Ten 

12 

25 

23 

49.005.00 

Region T'eit 

13 

21 

22 

49.619.00 

Region Ten 

14 

16 

15 

36,759,00 

Region Ten 

15 

7 

6 

16.469,00 

Total Region Ten 


530 

67 

152,636.00 






Florida Long Term Rec 

00 

1 

0 

0.00 

Florida Long Term Rec 

06 

5 

0 

0.00 

Florida Long Term Rec 

07 

13 

0 

0.00 

Florida Long Tenn Rec 

08 

10 

0 

0.00 

Florida Long I'erm Rec 

09 

31 

0 

0,00 

Florida Ixmg Term Rec 

11 

38 

15 

10.984.92 

Florida Long Term Rec 

12 

9! 

26 

26.423.53 

Florida Long Term Rec 

13 

33 

19 

20,599.66 

Florida [zong Term Rec 

14 

3 

-> 

1,481.00 

Florida Long Term Rec 

15 

o 

3 

6.000.00 

Total Florida Long Term 

Ree 


227 

65 

65,489.1 1 






FEMA Total 


16326 

3,880 

7,923.51.5.13 


** in table above denotes FRMA section no longer exists due to recent FEMA reorcanizations 
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Question; Please provide for the record a table that shows ail funds expended by FEMA poliiica! employees 
for travel in 2009. include name of individual traveling, purpose of travel, locatk)n(s) visited, and total cost. 

ANSWER; The information follows. Please note that FEMA will provide updated, siippiemcntal information 
in the future. 


#. MfMR 41 PHA 


[>FSTtNATION 

ASHLn. HI., iA. 

984.36 

Speaker at Big City Emergency Managers 

Fonjm 

Miami, FL 

633.63 

Speaker at National Conference on Emergency 
Communications 

Chicago, !L 

41265 

Speaker at AHC Workshop 

Wilmington, DE 

638.95 

Accompany Secretary Napolitano for 
Stoneoarden announcement 

Tucson, AZ 

2,256.82 

Attend/Speak at Urban Areas Conference, 

MMRS meeting 

Charlotte, NC 

1,076.78 

Attend Natiorral Sheriffs Association 

Conference 

Fort Lauderdale, FL 

1,159.45 

Speaker at American Assoc of Port Authorities 
Security Seminar 

Houston, TX 

1,183-50 

AtterKi & Speak at 2009 Homeland Security 

Grant After Action Conference 

Denver, CO 

1,209.20 

Attend Assoc of Pubiic-Safety Communications 
Officials Conference 

Las Vegas, NV 

SREiGHNER. JORDAN B 

195-73 

Meet State&Local Stakeholders 

Miami. FL, Washington, DC 

51.75 

Meet w/ Michigan Homeland Security Advisor 

Detroit, Mi, Washington, DC 

49-00 

Roundtable w/ Stakeholders 

Detroit, Ml, Washington, DC 

64.00 

Staff the Assistant Secretary 

Chicago, IL Washington, DC 

BRiESE, GARRY L 

1,017.59 

Fire Dept, safety Officers Apparatus Conf. 

Orlando, FL, Castle Rock. 

CO 

CARROLL, BRADLEY W 

206-50 

FEMA External Affairs Conf 

Denver, CO 

36,75 

No purpose stated on TA 

Memphis, TN 

638-25 

No purpose stated on TA 

Memphis, TN 

68.00 

No purpose stated on TA 

Boston, MA 

438.45 

No purpose stated on TA 

Boston, MA 

106,00 

No purpose stated on TA 

Los Angeles, CA 

626.06 

No purpose stated on TA 

Los Angeles, CA 

139,50 

To staff the Administrator for press availabilities 

New Orleans, LA 

742,58 

To staff the Administrator for press availabilities 

New Orleans. LA 

49,50 

No purpose stated on TA 

Dallas, TX 

975,70 

No purpose stated on TA 

Dallas, TX 

102.00 

Perform DR Recovery in Iowa in Support of DR- 
1763 

Cedar Rapids, lA 

511.25 

Perform DR Recovery in Iowa in Suppotl of DR- 
1763 

Cedar Rapids. !A 

48.00 

No purpose stated on TA 

Philadelphia, PA 

221-25 

No purpose stated on TA 

Philadelphia, PA 

142.07 

Ofc Tvl in connection with DR recovery severe 
stoim & flocKiinQ for the State of GA 

Atlanta, GA 

701.36 

Ofc Tvl in connection with DR recovery severe 
stomi & fioodinq for the State of GA 

Atlanta, GA 

425,85 

Spt DR activities for DR-1859-AS 

Oakland, CA, AS & HI 
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VENDOR Alpha 

EWaiiiiRi TOHPOil , ^ 

DtiiTINAIION 


2.348.82 

Spt DR adivities for DR-1859-AS 

Oakland. CA, AS & HI 


106.50 

Swearing in of DejMjty FEMA Adm 

Boston, MA 


538.97 

Swearing in of Deputy FEMA Adm 

Boston, MA 


120.00 

Spt Adm at Chicago & Kansas City Press Event 
& all Hands Meetinqs 

Kansas, MO 


526.25 

Spt Adm at Chicago & Kansas City Press Event 
& ail Hands Meetinqs 

Kansas, MO 


112.S) 

Media inquiries 

Orlando, FL 


767.05 

Media inquiries 

Orlando, FL 


106.50 

Tvl w/ Adm - Crisis & Res Comm Roundtable 

San Francisco. CA 


474.29 

T\4 w/ Adm ' Crisis & Res Comm Roundtable 

San Francisco, CA 


75.00 

Tvl w/ Adm to Savannah State Preparedness 
Event 

Savannah, GA 


377.65 

w/ Adm to Savannah Sfote Preparedness 
Event 

Savannah. GA 


167.50 

NDRF Stakeholder Forums 

Sait Lake City, UT 


916.48 

NDRF Stekehoider Forums 

Salt Lake City, UT 


42.00 

Spt Adm Cochran w/ VP Biden event 

Hartford, CT 


533.85 

Spt Adm Cochran w/ VP Biden event 

Hartford, CT 


106.50 

Spt Adm in swearing in new R-6 Adm 

Dallas, TX 


673.00 

Spt Adm in swearing in new R-6 Adm 

Dallas, TX 

CARROLL, JASON A 

664.69 

Disaster Travel 

MS 

CARWILE IN, WILLIAM L 

63.15 

Pariidpate in COOP Exercise - Eagle Horizon 

Winchester, VA 


38.00 

Participate in COOP Exercise - Eagle Horizon 

Winchester, VA 


101.88 

Visit R-4 & Thomasvilie MERS Detachment 

Atlanta, GA & Tallahassee, 

FL 


807.32 

Visit R-4 & Thomasvilie MERS Detachment 

Atlanta, GA & Tallahassee, 

FL 


123,55 

Invitation to R-2 DOD Director's Interview Panel 

Manhattan, NY 


664.66 

Invitation to R-2 DOD Director’s Interview Panel 

Manhattan. NY 


96.00 

Attend R-1 RISC Mtg & MERS Visit 

Boston, MA 


726.32 

Attend R-1 RISC Mtg & MERS Visit 

Boston, MA 


209.15 

Speak at US Army War College 

Carlisle, PA 


57,00 

Speak at US Army War College 

Carlisle, PA 


108,50 

Atterrd CUSEC Board of Directors Meeting 

Little Rock. AR 


559.33 

Attend CUSEC Board of Directors Meeting 

Little Rock, AR 


52.50 

Visit R-3 

Philadelphia. PA 


237.25 

Visit R-3 

Philadelphia, PA 


558.33 

Attend NEMA Conf, visit R'9 & IMAT West 

Columbus, OH & San 
Francisco, CA 


1,423.30 

Attend NEMA Conf, visit R-9 & IMAT West 

Columbus, OH & San 
Francisco, CA 


323,14 

Attend USACE^EMA Remedial Action Plan 
Workshop 

Dallas, TX 


1.180.71 

Attend USACE^EMA Remedial Action Plan 
Workshop 

Dallas, TX 


150.70 

Attend FCO Cadre Training Seminar (Nudear 
Terrorism Response) 

Annapolis, MD 


135.60 

Attend FCO Cadre Training Seminar (Nuclear 
Terrorism Response) 

Annapolis, MD 
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DfcSTINAIION 

CLEAVES, ARTHUR W 

442.05 

To suf^rt Region 1 PDA's 

West Haven, CT 

COCHRAN, KELVIN J 

252.42 

Attend NafI Fire Academy BoaRj of Visitors 

Emmitsburg, MD 

545.82 

Attend & speak at FRI Conf 

Dallas, TX 

575.00 

Attend & speak at FR! Conf 

Dallas, TX 

122.30 

Attend USFA Mgmt Team Meeting 

Emmitsburg, MD 

186.10 

Attend Nat'i Volunteer Fire Council Annua! Mtg 

Cedar Rapids, lA 

1,124.48 

Attend Naf! Volunteer Fire Council Annual Mtg 

Cedar Rapids, !A 

388.85 

Briefing & tour of Nat'i Interagency Fire Center 
& attend ceremonies & tour of CDP facility 

Boise, ID & Manta, GA 

1,584-67 

Briefing & tour of Nat'i Interagency Fire Center 
& attend ceremonies & tour of CDP faciiitv 

Boise, ID & Atlanta, GA 

183.84 

Attend Nat'i BOV Mtg & NFFF Memorial 

Emmitsburg, MD 

276.10 

Tour of Providence, Rl EM Agency & Fire Dept 
& Mtq with NFPA President 

Providence, Rl 

875.59 

Tour of Providence, Rl EM Agency & Fire Dept 
& Mtq wth NFPA President 

Providence, R! 

179.60 

Speak at Fire Equip Mfg Assoc Annual Mtg 

Atlanta, GA 

617-46 

Speak at Fire Equip Mfg Assoc Annua! Mtg 

Atlanta, GA 

197 60 

Attend LA Firefighter Prof Dev Effort Summit 

Baton Rouge, LA 

1 ,068-56 

Attend LA Firefighter Prof Dev Effort Summit 

Baton Rouge, LA 

246,35 

Attend EM Assoc of TN Training Conf 

Chattanooga, TN 

755.28 

Attend EM Assoc of TN Training Conf 

Chattanooga. TN 

485-60 

Speak at 31st Annual HA Fire Chiefs Assoc 

Kahului Maui, Kamuela, HI 

1,739.87 

Speak at 31st Annual HA Fire Chiefs Assoc 

Kahului Maui, Kamuela, HI 

145.10 

Attend Irrt'i Assoc of Fire Chiefs Volunteer & 
Combination Officers Sec Annual Symposium 

Clearwater, FL 

642,45 

Attend fnt’l Assoc of Fire Chiefs Volunteer & 
Combination Officers Sec Annual Symposium 

Clearwater, FL 

620.40 

Speak & Attend Metro Atlanta Fire Chief Assoc 
Annual Banquet 

Atlanta, GA 

342,70 

Speak & Attend Metro Atlanta Fire Chief Assoc 
Annual Banquet 

Atlanta, GA 

56.30 

Attend VP Recovery Act, Fire Construction 

Grant Press Event 

Hartford, CT 

533.85 

Attend VP Recovery Act, Fire Construction 

Grant Press Event 

Hartford, CT 

222.60 

Attend VP Recovery Act. Fire Construction 

Grant Press Event 

Hartford, CT 

944.29 

Attend VP Recovery Act, Fire Construction 

Grant Press Event 

Hartford, CT 

COEN, MICHAEL 

42.25 

Counselor to the Administrator 

Rehoboth Beach, DE 

65.50 

Counselor to the Administrator 

Atlanta, GA 

372.45 

Counselor to Ote Administrator 

Atlanta. GA 

63.00 

Counselor to the Administrator 

Boston, MA 

232.85 

Counselor to the Administrator 

Boston, MA 

152.00 

Counselor to the Administrator 

Gulfport, MS 

1,018.25 

Counselor to the Administrator 

Gulfport, MS 

73.50 

Counselor to the Administrator 

Denver, CO 

858-76 

Counselor to the Administrator 

Denver, CO 

207.60 

Counselor to the Administrator 

Los Angeles, Oakland, CA 
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Counselor to the Administrator 

Los Angeles, Oakland, CA 


108.50 

Counselor to the Administrator 

Dallas. TX 


975,70 

Couns^or to the Administrator 

Dallas, TX 


60.25 

Perform DR Recovery in Iowa in Support of DR- 
1763 

Cedar Rapids, lA 


361.65 

Perform DR Recovery in Iowa in Support of DR- 
1763 

Cedar Rapids. !A 


221.25 

Counselor to the Administrator 

Philadelphia, PA 


124.00 

to Accompany Administrator 

Columbus, OH 


500.37 

to Accompany Administrator 

Columbus, OH 


359.K) 

to Accompany Administrator 

Palm Springs, CA 


869.68 

to Aa»mpany Administrator 

Palm Springs, CA 


266-45 

to Accompany Administrator 

Boston, MA 


106.50 

to Accompany Administrator 

Chicago, !L. & Kansas City, 

MO 


626.85 

to Acoompany Administrator 

Chicago, IL & Kansas City. 

MO 


375.84 

to Accompany Administrator 

Seattle, WA& Orlando, FL 


1 ,403,40 

to Accompany Administrator 

Seattle, WA & Orlando, FL 


71.22 

to Accompany Administrator 

Savannah, GA 


457,00 

to Accompany Administrator 

Savannah, GA 


532,00 

to Accompany Administrator 

San Francisco, CA 


474.38 

to Accompany Administrator 

San Francisco, CA 


102,85 

to Accompany Administrator 

New York, NY 


248,85 

to Accompany Administrator 

New York, NY 


141.50 

to Accompany Administrator 

Dallas, TX 


860.60 

to Accompany Administrator 

Dallas, TX 

COLBURN, BRENT CHRiS 

124,00 

No purpose stated on TA 

New York, NY 


609,11 

No purpose stated on TA 

New York, NY 


169.00 

FEMA External Affairs Conference 

Denver, CO 


798,95 

FEMA External Affairs Conference 

Denver, CO 


281.36 

Google Meetings 

San Francisco, CA 


853.15 

Google Meetings 

San Francisco, CA 


86.90 

Attend initial sessions of Risk Map meeting w/ 
Regional EA Directors & Officer 

Chicago, !L 


238.45 

Attend initial sessions of Risk Map meeting w/ 
Regional EA Directors & Officer 

Chicago, IL 


103.20 

Speak at VT Emg Preparedness Conf 

Burlington, VT 


970.15 

Speak at VT Emg Preparedness Conf 

Burlington, VT 


106.50 

Support Administrator 

San Francisco, CA 


474,63 

Support Administrator 

San Francisco, CA 

DINAPOLI, GREGORY 

1,303.62 

Conference 

San Juan, PR 

FUGATE, WlLLiAM C 

250.10 

Attend Gulf Coast Contra Flow Workshop 

Bay St Louis, MS 


956.93 

Preparation of Senate Hearings 

Washington, DC 


1,866.86 

Preparation of Senate Hearings 

Washington, DC 


1.008.63 

Preparation of Senate Hearings 

Washington, DC 


1.548.55 

FEMA Briefings 

Washington, DC 
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206.50 

Blanket TA for FEfWlA Administrator 

New Orleans, LA 


796,92 

Bianket TA for FEMA Administrator 

New Orleans, LA 


249.25 

Blanket TA for FEMA Administrator 

Denver, CO & Edmonton, 
Canada 


1,698.67 

Bianket TA ft>r FEMA Adminis&'ator 

Denver, CO & Edmonton, 
Canada 


152.00 

Blanket TA for FEMA Adminis^ator 

NYC & Wilmington, DE 


747.39 

Blanket TA for FEMA Administrator 

NYC & Wilmington, DE 


36.75 

Bianket TA for FEMA Administrator 

Atlanta, GA 


492.45 

Bianket TA for FEMA Administrator 

Atlanta, GA 


81,00 

Blanket TA for FEMA Administrator 

Denver, CO 


582.01 

Blanket TA for FEMA Administrator 

Denver, CO 


101.00 

Blanket TA for FEMA Administrator 

Biloxi, MS 


638.25 

Blanket TA for FEMA Administrator 

Biloxi, MS 


151.25 

Bianket TA for FEMA Administrator 

Los Angeles, Oakland, CA 


477.37 

Blanket TA for FEMA Administrator 

Los Angeles, Oakland, CA 


14.00 

Amendment 

New York, NY 


88,50 

Speak at Int'i Ass<x: of Fire Chiefs & R-6 Visit 

Dallas, TX 


415.10 

Speak at Int'i Assoc of Fire Chiefs & R-6 Visit 

Dallas, TX 


229.48 

FEMA Briefings 

Washington, DC 


29.25 

Perform DR Recovery in Iowa in Support of DR- 
1763 

Cedar Rapids, lA 


361,65 

Perform DR R^xrvery in Iowa in Support of DR- 
1763 

Cedar Rapids, lA 


237,25 

Speak at Temple University & visit R-3 

Phiiadeiphia, PA 


106,50 

Blanket Travel Authorization 

Palm Springs, CA 


870.93 

Blanket Travel Authorization 

Palm Springs, CA 


84,00 

Bianket Travel Authorization 

Columbus, OH 


612.37 

Bianket Travel Authorization 

Columbus. OH 


84.00 

MOU Signing/Mtg w/Governor 

Kansas City, MO 


599.60 

MOU Signing/Mtg w/Governor 

Kansas City, MO 


95.25 

Speak at Big EMG Mgrs & R-10 Visit 

Seattle, WA 


668.69 

Speak at Big EMG Mgrs & R-10 Visit 

Seattle, WA 


106.50 

Speak at 2 conf & met w/ SF Mayor 

San Francisco, CA 


626.89 

Speak at 2 conf & met wf SF Mayor 

San Francisco, CA 


42.00 

Speak at Savannah State University 

Savannah, GA 


816,15 

Speak at Savannah State University 

Savannah, GA 


42.00 

Speak at lAEM Conference 

Rtn to DC 


318.26 

Speak at lAEM Conference 

Rtn to DC 


53.25 

Blanket Travel Authorization 

New York, NY 


238,85 

Bianket Travel Authorization 

New York, NY 


106,60 

FEMA State Meeting 

New Orleans, LA 


860.60 

FEMA State Meeting 

New Orleans, LA 

HAGERUP, CHRISTOPHER 

216.50 

Conduct IGA Leadership training pilot 

Lake Mary, FL 


828.61 

Conduct IGA Leadership training pilot 

Lake Mary, FL 

HAINJE, RICHARD G 

1,042.51 

Disaster Close Out Personnel needs 

Washington, DC 
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1,142.45 

Externa! Affeirs Leadership Course 

Frederick, MD 

KASDAN, MATTHEW J 

230.52 

HSAC Conference 

Albuquerque, NM 

892.67 

HSAC Conference 

Albuquerque, NM 

114.00 

Immigration Round Table with A/S Juliette 
Kawem 

Newark, NJ 

212.25 

Immigration Round Table with A/S Juliette 
Kav\^m 

Newark, NJ 

KAUFMAN, DAVID J, 

1.246.97 

Attend Multilateral Resilience Wcs'king Group 

London, UK 

2,285.75 

Attend Multilateral Resilience Working Group 

London. UK 

129-70 

Attend NEMA 2009 .Annual Conf 10/9-13/09 

Columbus, OH 

500.37 

Attend NEMA 2009 Annual Conf 10/9-13./09 

Columbus, OH 

107.95 

Attend NEMA 2009 Annual Conf 10/9-13/09 

Columbus, OH 

382-45 

Attend NEMA 2009 Annual Conf 10/9-13/09 

Columbus, OH 

215.70 

Attend Natl Homeland Seairity Consortium Mtg 

Santa Fe, NM 

1,090.41 

Attend Nat! Homeland Security Consortium Mtg 

Santa Fe, NM 

124.16 

Attend Senior Leadership Mtg 

Emmitsburg, MD 

KEMPF JR, STEPHEN 

709.62 

Attend Political appointee Award Ceremony 

Washington, DC 

560,73 

OHS CFBCI Invitetion - San Juan PR 

Conference A Faith-Based and Community 
initiative Workshop 

San Juan, PR 

1.392,80 

DHS CFBCI Invitation - San Juan PR 

Conferen<» A Faith-Based and Community 
Initiative Workshop 

San Juan, PR 

MANNING, TIMOTHY W 

2.373,00 

To partidpate in a series of overview briefings 
and meetings with the DHS, FEMA, and 

National Preparedness Directorate 

Washington, DC 

3,832.54 

To participate in a series of overview briefings 
and meetings with the DHS. FEMA, and 

National Preparedness Directorate 

Washington. DC 

416-84 

Attending ESF 6 Conference in New Mexico 

Albuquerque, NM 

212,54 

Attending UASi Conference in Chariotte, NC 

Charlotte, NC 

116.52 

lAEM Mid-year Conference/HS Advisor's Exec 
Education Seminar 

Emmitsburg, MD and 

Arlington, VA 

2,353.44 

FPC Quarterly 

Monterey, CA 

98,13 

State Directors Training Course 

Emmitsburg, MD 

1,613.55 

To participate in NLE 09 Exercises as well as 
visiting surrounding State Fusion Center 

McAllen, TX and Oklahoma 
City, OK 

138,10 

NPD Leadership off-Site Meeting 

Emmitsburg, MD 

2.493.10 

To participate in APEC TFEP 3rd EM CEO 

Forum and deliver speech at 10th Anniversary 
of 1999 Chi-Chi Earthquakes Conference 

Taipei. Taiwan 

1 .089.04 

NEMA Conference 

Columbus, OH 

518.05 

CDP’s 500,000 Student Graduation 

Anniston, AL 

2,560.67 

NATO Conference 

Brussels, Belgium 

961,70 

Meeting with Rhode island Emergency 
Management Agency 

Providence, Ri 

65.00 

To partidpate in APEC TFEP 3rd EM CEO 

Forum and deliver speech at 10th Anniversary 
of 1999 Chi-Chi Earthquakes Conference 

Taipei, Taiwan 

328,50 

NPS Suitor Forum 

Monterey, CA 

1,518.52 

NPS Suitor Forum 

Monterey, CA 

315.27 

Consortium Meeting 

Santa Fe, NM 
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1,035.47 

Consortium Meeting 

Santa Fe. NM 

MCNAMARA, JASON R 

128.00 

To attend the 2CK)9 Gulf States Hurricane 
Conference 

Biloxi. MS 

222.75 

Attend the Association of State Floodplains 
Manaoers Conference 

Orlando, FL 

123.71 

Attend the Association of State Floodplains 
Manaoers Conference 

Orlando, FL 

151.50 

July NAC Confeienc® 

Various, ND 

1,194,47 

July NAC Conference 

Various, ND 

131.50 

To attend ttie 2009 Southeast Regional Disaster 
Summit 

Greenville, SC 

920.06 

To attend tite 2009 Southeast Regional Disaster 
Summit 

Greenville, SC 

159.00 

To attend the NEMA Conference 

Columbus, OH 

500.37 

To attend the NEMA Conference 

Columbus, OH 

MYERS, DAVID L 

737.62 

DHS State and Local Liaisons' Roundtable 

Washington, DC 

224.50 

Conference 

Albuquerque, NM 

270.60 

Conference 

Albuquerque. NM 

87.35 

Conference 

Mount Weather, VA 

1,284.94 

Conference 

Anchorage, AK 

84,00 

No purpose stated on TA 

Kansas City. MO 

408-64 

No purpose stated on TA 

Kansas City, MO 

442-00 

No purpose stated on TA 

San Francisco, CA 

980.40 

No purpose stated on TA 

San Francisco, CA 

582-15 

No purpose stated on TA 

Denver, CO 

1,210,04 

No purpose stated on TA 

Denver, CO 

372,75 

Review Progress of Faith-Based Partnership 
efforts with FEMA to rebuild Eagle, AK 

Anchorage, AK 

1,805,04 

Review Progress of Faith-Based Partnership 
efforts with FEMA to rebuild Eagle, AK 

Anchorage, AK 

339,14 

No purpose stated on TA 

New York, NY 

1,121.18 

No purpose stated on TA 

New York, NY 

214.75 

Visit Region V Administrator and Staff 

Chicago, IL 

346.80 

Visit Region V Administrator and Staff 

Chicago, IL 

189.40 

No purpose stated on TA 

Harrisonburg, VA 

77,00 

No purpose stated on TA 

Harrisonburg, VA 

134,75 

No purpose stated on TA 

Columbus, OH 

631.10 

No purpose stated on TA 

Columbus, OH 

109-02 

No purpose stated on TA 

Chicago, IL 

547.16 

No purpose stated on TA 

Chicago, IL 

176.50 

Support Nat'} DR Recovery Stakeholder Forum 

New York, NY 

547.61 

Support Nat'! DR Recovery Stakeholder Forum 

New York, NY 

190.65 

Attend conf at U of New Orleans 

New Orleans, LA 

612.43 

Attend conf at U of New Orleans 

New Orleans, LA 

349.00 

No purpose stated on TA 

Los Angeles, CA, Portland, 

OR, Seattle, WA & Kansas 
Citv, MO 
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1,202.90 

No purpose staled on TA 

Los Angeles, CA, Portland, 
OR, Seattle, WA & Kansas 
City, MO 

122.50 

No purpose stated on TA 

Memphis, TN 

1,245.60 

No purpose stated on TA 

Memphis, TN 

204.00 

No purpose stated on TA 

Manchester, NH 

1,070.18 

No purpose stated on TA 

Manchester, NH 

178.K) 

No pufpose stated on TA 

Miami, FL 

572.45 

No purpose stated on TA 

Miami, FL 

PAULISON- R DAVID 

102.00 

Blanket Travel .Authorization for FEM.A 
Administrator 

Tallahassee, FL 

650.39 

Blanket Travel Authorization for FEMA 
Administrator 

Tallahassee, FL 

97.00 

Blanket Travel Authorization for FEMA 
Administrator 

Tallahassee, FL 

PENN, DAMON C 

194.0) 

Mission Support 

Seattle, WA and Dallas, TX 

318.35 

Mission Support 

Seattle, WA and Dallas, TX 

119.70 

Mission Support 

Boston, MA and 

Philadelphia, PA 

488.13 

Mission Support 

Boston, MA and 

Philadelphia. PA 

191 ,80 

Mission Suf^rt 

San Diego, CA 

797.09 

Mission Support 

San Diego, CA 

PETERSON, WILLIAM 

301.60 

Training 

Miami, FL 

868.70 

Training 

Miami, FL 

249.42 

Disaster Travel 

Houston, TX 

775,97 

Disaster Travel 

Houston, TX 

761.37 

Invitation to tour Navy aircraft carrier 

Jacksonville, FL 

REINERTSON, SUSAN K 

5,796.45 

Detail to FEMA HQs to Stand up the National 
Housing Task Force 

Washington, DC 


Detail to FEMA HQs to Stand up the National 

Housing Task Force 

Washington, DC 


Detail to FEMA HQs to Stand up the National 

Housing Task Force 

Washington, DC 




76.00 



ROBINSON. KRISTIN E 

531.42 

Attend NEMA Conf 10/8-13/09 

Columbus, OH 

1 ,298.05 

Attend NEMA Conf 10/8-1 3/09 

Columbus, OH 

269.42 

Attend lAEM 57th AnI Conf & EMEX Exhibit 

Orlando, FL 

589.45 

Attend lAEM 57th AnI Conf & EMEX Exhibit 

Orlando, FL 

ROTH, MARGIE 

200,60 

July NAC Conference 

Various, ND 

1,250.45 

July NAC Conference 

Various, ND 

231.37 

Iowa Special Needs Symposium 

Oes Moines, lA 

1,035.33 

Iowa Special Needs Symposium 

Des Moirtes, lA 

90,90 

Enabled in Emergencies Conference 

Philadelphia, PA 

154.25 

Enabled in Emergencies Conference 

Philadelphia, PA 

270.25 

Special Needs Symposium 

Atlanta, GA 

885.28 

Sp^iai Needs Symposium 

Atlanta. GA 
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234.00 

No puipose stated on TA 

Miami, FL 


571.32 

No purpose stated on TA 

Miami, FL 


158.00 

Training 

Emmitsburg, MD 


158.00 

Training 

Emmitsburg, MD 

RUSSELL, ANTHONY A 

350.29 

Official Duties in connection w/lndiana 
Declaraticm 

Indianapolis, IN 


1.035.03 

Official Dirties in asnneciion w/lndiana 

Declaration 

Indianapolis, IN 


322.83 

Official Dufies in connection w/indiana 

Declaration 

Indianapolis, IN 


1.576.81 

Official Duties in connection w/lndiana 
Declaration 

Indianapolis, IN 


237.49 

Attend the CBRNE Training 

Hamoton, VA, Albuquerque, 
NM 


721.73 

Attend the CBRNE Training 

Hampton, VA. Albuquerque, 
NM 


397.87 

Official Dufies in conneirtion w/indiana 

Declaration 

Indianapolis, IN 


1.623.03 

Official Dufies in connection w/lndiana 

Declaratk^ 

Indianapolis, IN 


326.98 

Homeland Security Annual Conf 

Monterey, CA, Albuquerque, 
NM 


890.29 

Homeland Security Annual Conf 

Monterey, CA, Albuquerque, 
NM 


416 79 

Attend FCO/DCO CBRNE Training 

Hampton, VA, &Various 
locations 


969.52 

Attend FCO/DCO CBRNE Training 

Hampton, VA SVarious 
locations 


380.00 

Official Duties in connection w/indiana 

Declaration 

IN, IL.OH 


1.399.58 

Official Duties in connection w/lndiana 

Decfaration 

IN.IL, OH 


2,664,30 

Disaster Related Travel 

New Orleans, LA 


1,582.56 

Disaster Related Travel 

New Orleans, LA 


1,580.02 

Disaster Related Travel 

New Orleans, LA 


1.730.23 

Disaster Related Travel 

New Orleans, LA 


1,098.10 

Disaster Related Travel 

New Orleans, LA 


2,367.80 

Disaster Related Travel 

New Orleans. LA 


466.03 

Disaster Related Travel 

New Orleans, LA 


955.20 

Disaster Related Travel 

New Orleans, LA 


535.76 

Disaster Related Travel 

New Orleans, LA 


1.114.40 

Disaster Related Travel 

New Orleans. LA 


536.60 

Disaster Related Travel 

New Orleans, LA 


1,114.40 

Disaster Related Travel 

New Orleans, LA 


544.81 

Disaster Related Travel 

New Orleans, LA 


1,114.40 

Disaster Related Travel 

New Orleans, LA 


503,31 

Disaster Related Travel 

New Orleans, LA 


1.545-22 

Disaster Related Travel 

New Orleans. LA 


717.34 

Disaster Related Travel 

New Orleans, LA 


2,396.20 

Disaster Related Travel 

New Orleans, LA 


760.80 

Disaster Related Travel 

New Orleans, LA 


2,004.28 

Disaster Related Travel 

New Orleans. LA 
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Disaster Related Travel 

New Orleans, LA 


1.787.99 

Disaster Related Travel 

New Orleans, LA 


477.81 

Disaster Related Travel 

New Orleans, LA 


932.41 

Disaster Related Travel 

New Orleans, LA 


110.00 

Disaster Related Travel (amend.) 

New Orleans, LA 


261 .55 

FCO Cadre Operational Review 

Washington, DC 


1,017.27 

FCO Cadre Operational Review 

Washington, DC 


817.35 

Disaster Related Travel 

New Orleans, LA 


2.325.30 

Disaster Related Travel 

New Orleans, LA 


575.53 

PA Conference 

San Diego, CA 


665.51 

PA Conference 

San Diego, CA 


273.03 

Disaster Related Travel 

New Orleans. LA 


1,273.70 

Disaster Relat^i Travel 

New Orleans, LA 


629.69 

Disaster Related Travel 

New Orleans, LA 


1.255.95 

Disaster Related Travel 

New Orleans, LA 


530.20 

Disaster Relate Travel 

New Orleans, LA 


1,378,64 

Disaster Related Travel 

New Orleans, LA 


571.71 

Disaster Related Travel 

New Orleans, LA 


976.26 

Disaster Related Travel 

New Orleans, LA 


967.3? 

Disaster Relat»j Travel 

New Orleans. LA 


558.63 

Disaster Related Travel 

New Orleans, LA 


965.36 

Disaster Related Travel 

New Orleans, LA 



Disaster Related Travel 

New Orleans, LA 


833.11 

Disaster Related Travel 

New Orleans, LA 


569.61 

Disaster Related Travel 

New Orleans. LA 


767.85 

Disaster Related Travel 

New Orleans, LA 


539.58 

Disaster Related Travel 

New Orleans, LA 


630.00 

Disaster Related Travel 

New Orleans, LA 


134.20 

Rtn R-8 Equip & closeout FCO OfRce 

Denver, CO 


337.34 

Rtn R-8 Equip & closeout FCO Office 

Denver, CO 


599.93 

DR-1603 Cmd Staff, trvi related to LA TRO 

Dallas, Denton, TX & New 
Orleans, LA 


2,753.15 

DR-1603 Cmd Staff, tru! related to LA TRO 

Dallas, Denton, TX & New 
Orleans, LA 

SCHRADER, DENNiS R. 

575.63 

To attend the Region V Prep Conference 

Chicago, IL 


739.07 

To attend the iPR for New Nuclear Reactors 

Atlanta, GA 


394 05 


Mount Weather, VA 

SCHWARTZ, ALISON K 

66,00 

National Governors Association Meeting 

Gulfport, MS 


89.60 

National Governors Association Meeting 

Gulfport, MS 


132.00 

Disaster Travel 

Cedar Rapids, lA 


584.00 

Disaster Travel 

Cedar Rapids, lA 


124.00 

Staff Visit 

Kansas City, MO 


419.65 

Staff Visit 

Kansas City, MO 


186.50 

American Indians Annual Conference 

Palm Springs, CA 
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712.25 

American Indians Annual Conference 

Palm Springs. CA 


230.(» 

NEMA Conference 

Columbus, OH 


618.29 

NEMA Conference 

Columbus, OH 


174.25 

iAEM 2(K)9 Conference 

Orlando, FL 


898-29 

!AEM 2009 Conference 

Orlando, FL 


211.00 

IAEM 2009 Conference 

Orlando, FL 


505.32 

i.AEM 2009 Conferen<^ 

Oriando, FL 


46.04 

Staff Visit 

Kansas City, MO 


81.26 

Latino Leaders Meeting 

New York, NY 


248.86 

Latino Leaders Meeting 

New York, NY 

SCOTT. JANNAH M 

286.50 

Conference 

Colorado Springs, CO and 
Nashville. TN 


408.00 

Conference 

Austin, TX 


231.75 

Conference 

Phoenix 


726.45 

Conference 

Phoenix 


294.00 

Conference 

Salt Lake City, UT 


1,416.54 

Conference 

Sait Lake City, UT 


61,00 

Attending FHD-CRCL Roundtable 

Chicago, IL 


258.45 

Attendirrg FHD-CRCL Roundtable 

Chicago, IL 


55,00 

Attend GPD Grants Training Conference 

Denver, CO 


668.15 

Attend GPD Grante Training Conference 

Denver, CO 


314,30 

No purpose stated on TA 

San Francisco, CA 


738-86 

No purpose stated on TA 

San Francisco, CA 


142.75 

Visit with State FBCO Liaison and State H1N1 
Contacts 

Milwaukee, Wl 


688.06 

Visit with State FBCO Liaison and State H 1 N 1 
Contacts 

Milwaukee, Wl 


232.00 

Speak on behalf of S1/FEMA Administrator at 
Naft Baptist Convention 

Memphis, TN 


847.41 

Speak on behalf of S1/FEMA Administrator at 
Nat'l Baptist Convention 

Memphis, TN 


141.50 

No purpose stated on TA 

Memphis, TN 


893.51 

No purpose stated on TA 

Memphis, TN 


185.27 

Speech/Presentation 

Houston, TX 


643.34 

Speech/Presentation 

Houston, TX 


162.25 

Speech/Presentation 

Las Vegas, NV 


444.55 

Speech/Presentation 

Las Vegas, NV 


132,50 

Implementafion Planning Meeting with RTI on 
Miamt-Dade Assessment Project 

Raleigh-Durham, NC 


226.45 

imptementetion Planning Meeting w/ith RTI on 
Mtami-Dade Assessment Project 

Raleigh-Durham, NC 


76,00 

Presentation to Arab/Muslim Community at FBI- 
SDonsored Detroit Roundtable 

Detroit, Ml 


655.38 

Presentation to Arabflvtusiim Community at FBi- 
sponsored Detroit Roundtabie 

Detroit, Ml 


181.00 

No puipose stated on TA 

Chicago, IL 


383.52 

No purpose stated on TA 

Chicago. IL 


259.25 

Remote speaker at Padfica Institute's Annual 
Interfaith Dialogue Dinner Event 

San Diego, CA 
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573.29 

Remote speaker at Padfica inslitirte's Annual 
interfaith Diaksque Dinner Event 

San Diego, CA 


405.62 

No purpose stated on TA 

Los Angeles, CA, New York, 
NY 


607.31 

No purpose stated on TA 

Los Angeles, CA, New York, 
NY 


173.00 

"Buikiing Resiiience'’ Project Kickoff 

Miami, FL 


684.32 

"Building Resilience" Project Kickoff 

Miami, FL 


101.96 

Keynote Speaker at Foundation Intercuiturat 
Dialogue Dinner Event 

Tucson, A2 

SERiNO, RICHARD A 

673.36 

Meeting with Administrator Fugate 

Washington, DC 


616.36 

Attend briefing for upcoming Senate hearings 

Washington, DC 


588.86 

Attend briefing for upcoming Senate hearings 

Washington, DC 


754.58 

Prepare for Senate Briefings 

Washington, DC 


789.08 

Prepare for Senate Briefings 

Washington, DC 


461 .04 

Prepare for Senate Briefings 

Washington, DC 


1,161.63 

Meetings w/Federal, State, local & Regional 
offidals 

Washington, DC 


202.00 

Visit Regional Offices 

Boston, MA, Chicago, !L, 

New York City, NY 


628.87 

Visit Regional Offices 

Boston, MA, Chicago, IL, 

New York City, NY 


223.00 

Attend meetings w/regionai staff/IAEM meeting 

Orlando, FL, Atlanta, GA, 
Washington, DC 


1,358.39 

Attend meetings w/regionai staff/tAEM meeting 

Orlando, FL, Atlanta, GA, 
Washington, DC 


48.00 

EMS Conference 

Boston, MA, Washington, 

DC 


266.45 

EMS Conference 

Boston, MA, Washington, 

DC 


119,25 

Visit Regional Offices 

Boston, MA, Chicago, IL, 

New York City, NY 


599.91 

Visit Rcsgionai Offices 

Boston, MA, Chicaqo, iL, 

New York City. NY 


48,00 

Attend meeting in NYC Region II staff 

New York, NY 


304,10 

Attend meeting in NYC Region II staff 

New York, NY 

STEVENS, CLARK ' 

301.54 

External Affairs conference 

Denver, CO & Washington., 

DC 


1,870.26 

External Affairs conference 

Denver, CO & Washington, 

DC 


56.75 

No purpose stated on TA 

Atlanta, GA & Washington, 

DC 


453,94 

No purpose stated on TA 

Atlanta, GA & Washington, 

DC 


226.50 

No purpose stated on TA 

New Orleans, LA & 
Washington, DC 


860.71 

No purpose stated on TA 

New Orleans, LA & 
Washington. DC 


141.50 

Media Inquires 

New Orleans, LA 


471.65 

Media Inquires 

New Orleans, LA 


182,50 

NDRF Stakeholder Forums 

Los Angeles, CA, Sait Lake 
City, UT 


479.00 

NDRF Stakeholder Foaims 

Los Angeles, CA. Sait Lake 
City, UT 

WAREING, TRACY L 

226.50 

Disaster Travel 

LA 


932 56 

Disaster Travel 

LA 
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• Ai IMIA 



DPSHNATinN 


53.25 

DR 1603 Command Staff employee travel that 
is related to the LTRO 

Various 


593.85 

DR 1603 Command Steff employee travel that 
fs relatad to the LTRO 

Various 


308.00 

To attend ttie NEMA Conference 

Columbus, OH 


972.05 

To attend ttte NEMA Conference 

Columbus, OH 


173.00 

To attend the FEMA NDFR Stakeholder 

Meetinq 

New Orleans, LA 


754.34 

To attend the FEMA NOFR Stakeholder 

Meetino 

New Orleans, LA 


150.50 

To attend the Long Term Recovery Stakeholder 
Forum 

Memphis, TN 


921 15 

To attend the Long Term Reasvery Stakeholder 
Forum 

Memphis, TN 


256 50 

To attend ttie Long Term Recovery Stakeholder 
Forum 

Memphis, TN 


438.74 

To attend the Long Term Recovery Stakeholder 
Forum 

Memphis, TN 


186.50 

To attend the FEMA State Leadership Meeting 
& visit the Region V! Office 

New Orleans, LA 


860-60 

To attend ttie FEMA State Leadership Meeting 
& visit the Region V! Office 

New Orleans, LA 

ZIMMERMAN, ELIZABETH A 

983.68 

To attend ffie Public Assistance Steering 
Committee Meetinq 

Potomac, MD 


989,53 

To attend a Transitional Meeting 

Washington, DC 


104.50 

LA TRO Meeting 

New Orleans, LA 


742.58 

LA TRO Meeting 

New Orleans, LA 


221.25 

To atterrd the 13fri Annual PA Conference 

San Diego, CA 


2,069.88 

To attend the 13th Annual PA Conference 

San Diego, CA 


372,00 

To attend ttie Western Regional Emergency 
Management Advisory Committee meeting and 
Alaska JFO 

Anchorage, AK 


1,426,16 

To attend the Western Regional Emergency 
Management Advisory Committee meeting and 
Alaska JFO 

Anchorage, AK 


322.00 

To attend and speak at the NEMA Conference 
in Columbus. OH 

Columbus, OH 


887.45 

To attend and speak at the NEMA Conference 
in Columbus. OH 

Columbus, OH 


183.00 

To attend the International Emergency 

Managers Association Meeting 

Orlando, FL 


646.03 

To attend the international Emergency 

Managers Association Meetinq 

Orlando, FL 


139.25 

To attend the FEMA NDFR Stakeholder 

Meeting in New Orleans. LA 

New Orleans, LA 


754,34 

To attend the FEMA NDFR Stakeholder 

Meetinq in New Orleans, LA 

New Orleans, LA 


131.50 

To attend the FEMA NDFR Stakeholder 

Meetinq in New York 

New York 


546.16 

To attend the FEMA NDFR Stakeholder 

Meetinq in New York 

New York 


164.50 

To partidpate in the Long Term Recovery 
Stakeholder Fomms 

Memphis, TN 


1,061-90 

To participate in the Long Term Recovery 
Stakeholder Foaims 

Memphis, TN 


173.50 

To partidpate in the Long Term Recovery 
Stakeholder Forums and visit Region IX Office 

Salt Lake City. UT and 
Oakland, CA 


945.09 

To partidpate in the Long Term Recovery 
Stakeholder Fomms and visit Region IX Office 

Salt Lake City, UT and 
Oakland, CA 
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( NOO({ AL } 'M A ' EXPe NDITURES 



139.25 

Disaster Travel 

TX 

138.06 

Disaster Travel 

TX 

103.25 

To attend the 2009 US Army Corps of 

Engin^rs and FEMA Remedial Action Program 
workshop 

Dallas. TX 

752.66 

To attend Sie 2CX)9 US Army Corps of 

Engineers and FEMA Remedial Action Program 
workshop 

Dallas, TX 

84.60 

To attend and speak at #ie NEMA Conference 
in Columbus, OH 

Columbus, OH 


Unobligated Balances 

Question: Please provide unobligated balances within FEMA, by appropriation account, and when you 
anticipate that they will be expended. 

ANSWER: The information follows. 
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FEMA UNOBLIGATED BALANCES STATUS 


Unobligated Expenditure 

Program/Activity Carryover Plan 


Operating Expenses 

Account 70X0700 

$4,150,906 

Funds are anticipated to be expended 
by the end of the 3rd quarter in support 
of personnel costs. 

lAdministrative and regional operations 

Account 70X0712 

36,389,042 

Supports iPAWS in the Gulf Region. 
$29-6 million will be used in FY 2010 
and the remaining $6.8 million will 
support FY2011 activities. 

Readiness, mitigation, response and recovery account - 70X0711 

2,742,928 

No expenditures are planned. Amount 
shown reflects anticipated carryover. 

The actual carryover amount is 
$94,964.00 and will be reflected in the 
February Monthly Execution Report. 

Disaster relief ■ Account 70X0702 

2,314,447,281 

We anticipate this unobligated 
carryover to be obligated by the end of 
April 2010. 

Disaster assistance direct loan program account • 70X0703 

Limitation on direct loans 

43,362,816 

We cannot anticipate with any certainty 
when this unobligated balance will be 
expended. These funds are potentially 
available when all other avenues of 
assistance have been exhausted, as 
might be the case in an exceptionally 
major declared disaster, which occurs 
with relative infrequency. 

Flood map modernization fund - Account 70X0500 

5.291,073 

Provides for contract support and 
operating costs. Contracts will be 
awarded In 3rd quarter. 

National Flood Insurance Program- Mandatory 70X4236 

935,130,285 

Most flood related grant awards and 
flood insurance claims will be 
obligated/expended in the 4th quarter. 

A balance will carry forward to FY 2011 
for the Severe Repetitive Loss program. 

National Flood insurance Program ■ Discretionary 70X4236 

4,088.872 

Supports NFIP operations, floodplain 
Management, and flood mapping. Will 
be fully obligated by end of 3fd 
quarter. 
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FEMA UNOBLIGATED BALANCES STATUS Confd 



Radiological Emergency Preparedness Program 70X0715 
State and Local Programs • Account 70X0550 
State and Local Programs - Account 70 7/1 0 0560 
Fire Fighters Grant - Account 70 9/10 0561 

Fire Fighters Grant - Account 70 9/10 0567, Recovery Act 

Office of Domestic Preparedness ’Account 70X0Sff 


1 1 ,405.292 Used for FY 2010 REPP salaries and 
operating costs 

103.726,076 Remaining balance will be hjlly 
obligated by end of 2nd quarter. 

1,586.203 Anticipate contract award in the 3id 
quarter. 

749.250,771 33% has been obligated to date and 
65% is committed awaiting awards 
Remaining 2% will be obligated in 3rd 
quarter. 

43,560,018 54% has been obligated to date and 
44% is committed awaiting awards 
Remaining $780,995 will be obligated 
in 3rd quarter. 

9,020,502 Cutrently under review to determine 
what state and local programsthese 
fundscan support. 


Total, Federal Emergency Management Agency: 


$4,416,178,731 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Giro D. Rodriguez 

Craig Fugate 

FEMA: Preparing for disasters 


State and Local Preparedness 

Question: You mentioned in the testimony that members of the community, law enforcement, emergency 
services, and fire personnel are the first to respond to an incident, and are usually the first to identify and 
commence preparation for an emerging event. I personally believe FEMA has done a good job preparing our 
communities. 

The Administration as well as this Congress has placed a major focus on Cyber Security. We are shoring up 
our communications infrastructure and networks. My question is what are we doing to prepare state and local 
communities against cyber attacks? As you mentioned, it’s our neighbors, our fire and emergency personnel 
who are usually going to be the first to respond to an incident. How are we preparing them? Do we have a 
program; is this part of a bigger training program? 

ANSWER: DHS’ National Protection and Programs Directorate (NPPD) and FEMA engage in many activities 
to prepare state and local communities against cyber attacks. Currently, FEMA is developing a supplement to 
Comprehensive Preparedness Guide 101: Developing and Maintaining State, Territorial Tribal and Local 
Government Emergency Plans that will aid in developing a cyberterrorism annex to emergency operations 
plans. Since 2004, FEMA has funded training initiatives to assist state and local communities in preparing 
against cyber attacks. Most of these programs were initially funded under the Competitive Training Grant 
Program and most recently the Continuing Training Grant program. FEMA’s training partners, including the 
University of Arkansas, Norwich University, The National White Collar Crime Center, the University of 
Memphis, and the University of Texas San Antonio have developed a variety of curricula that address this 
threat. 

Additionally, FEMA is working with NPPD to support a national assessment on cyber preparedness as included 
in the FY 2010 Homeland Security Appropriations Conference Report. 

NPPD provides funding to the Multi-State Information Sharing and Analysis Center (MS-ISAC), a 
collaborative organization with membership consisting of state and local Chief Information Security Officers 
and other information technology (IT) leadership from all 50 States, the District of Columbia, and Guam. MS- 
ISAC provides a common mechanism for raising the level of cybersecurity readiness and response in each state 
and with local governments and the territories. In addition to supporting outreach and awareness efforts. MS- 
ISAC also engages in operational efforts with State and local governments. 

NPPD’s United States Computer Emergency Readiness Team (US-CERT) is a computer network defense and 
security organization that collaborates with public and private sector partners to increase the security of 
government and private sector systems. US-CERT maintains a public-facing website and a secure portal, which 
serve as the nation’s clearinghouse for cybersecurity risk data. The portal allows MS-ISAC members to access 
secure, web-based collaboration tools to share sensitive, but unclassified, cyber-related information including 
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alerts/warnings and input on operational issues. US-CERT addresses all threats regardless of their origin, and 
works with its partners to adopt specific measures in response to identified threat actors, including those that 
emanate from overseas. NPPD works with its partners to develop vulnerability mitigation strategies that will 
reduce the likelihood of a successful cyber attack by international and domestic cyber threat actors. These 
vulnerability mitigation strategies are disseminated through various mechanisms to NPPD's federal, state, local, 
private sector, and international partners. 

The public-facing US-CERT website, accessible by state, local, private sector, and international partners, as 
well as by home users, offers security tips, tools, techniques, vulnerability information, and recommended 
practices to enhance cybersecurity. 

NPPD is available to provide technical assistance, upon request, to state, local, and private sector partners. 

More generally, the National Institute of Standards and Technology (NIST) provides a comprehensive list of 
best practices documented in its Special Publication Series for use by public and private sectors. US-CERT has 
contributed to the development of some of these publications, as well as to other NIST programs such as the 
National Vulnerability Database. 

NPPD's Cyber Exercises Program provides technical and operational assistance to state cybersecurity partners 
to assist in planning and executing cyber exercises, which helps to prepare State and local communities against 
cyber attacks. To expand this effort, NPPD is developing a repeatable cyber exercise assistance program that 
will be deployed to assist States with their cyber exercise needs. In addition, NPPD prepares State and local 
communities against cyber attacks by partnering with other State and local organizations, such as the: National 
Association of State Chief Information Officers; National Cyber Security Alliance; National Governors 
Association; National Association of Counties; and, the National Lieutenant Governors Association. NPPD 
also provides cyber resiliency evaluations for State and local governments. 


Operation Stonegarden 

Question: FEMA administers the Operation Stonegarden program. I can tell you as the member of Congress 
with the most border counties that this program is becoming the life blood for local law enforcement on the 
border. Our communities on the border are not accessing other federal funding. They cannot afford matching 
grants offered by the Department of Justice, and often Stonegarden is there only source of federal funding. I am 
a big supporter of this program, and with the support of our chairman. Congressman Culberson and others we 
have been able to maintain funding for this program over the past few fiscal years. 

I understand FEMA works with Customs and Border Protection (CBP) to develop the formula for disbursing 
these funds. I believe it's a risk-based formula. I have heard from people back home that they are starting to see 
.some inequities in disbursements. Could you explain to me how that formula works? 

ANSWER: The formula works based on two primary factors. First, annual border-centric risk/threat data 
collected by CBP provides a comprehensive picture of border risk/threat faced historically, and day-to-day and 
new/emerging issues faced by federal, state, local, and tribal law enforcement. This data is rolled up to 
represent a “Sector Risk Score” for each of the 20 CBP Sectors. This risk data - in combination with but not 
limited to the second primary factor, operational effectiveness (feasibility and operational performance) - forms 
a baseline that CBP and FEMA use to make informed allocation recommendations to leadership. 

As is the case with many of our grant programs, policy decisions impacted the FY 2009 Operation Stonegarden 
(OPSG) awards. These policy decisions were influenced by the extraordinary increase in cross-border violence 
along our Southwest border and in Mexico. In direct response to this increased violence and potential growing 
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cross-border threat, DHS provided a larger percentage of the FY 2009 OPSG funds, including a $30 million 
supplemental grant, to be used to quell this violence stabilize the U.S./Mexican border. This near real-time, 
intelligence-based decision is one of the many hallmark strengths of the OPSG program in that it can be used 
quickly to bolster law enforcement capabilities along our international borders. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE ALAN MOLLOHAN 

W. CRAIG FUGATE 

FEMA’S FISCAL YEAR 2011 BUDGET 


FEMA TRAILERS 


Question: In the past, FEMA has been harshly criticized for wasteful spending. FEMA's purchase of over 
50.000 trailers after Hurricane Katrina, many of which are alleged to contain dangerous levels of formaldehyde, 
is one such area of concern. It is reported that these trailers are now being auctioned off and sold in order to 
recoup some of their cost. Please explain, in detail, what steps FEMA is taking to ensure that these trailers are 
not being resold to consumers for residential occupation. 

ANSWER: In order to ensure consumers were informed about the product they potentially would own, the 
GSA sale agent provided the following documentation (prepared by the Centers for Disease Control and 
Prevention, FEMA, and the Environmental Protection Agency) with each sale listing. These are also included 
with the paperwork provided to each buyer: 

• Indoor Air Quality and Health in FEMA Temporary Housing 
http://www.fcma. Gov/pdf/mcdia/2()08/improve air qualitv.pdf 

• What You Should Know About Formaldehyde in Mobile Homes 
httD:/7wvvw.fcma.gov/pdftmcdia/2008/cdc formaldehyde whattoknow.ndF 

• Formaldehyde Exposure in Homes: A Reference for State Ofticials to Use in Decision-Making 
httn://\\vvw.fema.gov/Ddf/media-20Q8/cdc formaldehyde exnosurc.ndf 

• Prior to sale, FEMA placed a clearly-visible decal "Not to be used for housing ” on the window nearest 
the door of each travel trailer. 

• Purchasers from the GSA-operated auctions are required to sign a buyer’s certificate acknowledging that 
a purchased travel trailer is not to be used as housing and will not be resold as housing. The certificate 
also states that the buyer will inform any subsequent purchaser that the travel trai)er(s) is/are not to be 
used as housing. This certification is made in accordance with and subject to the penalties of Title 18. 
Section 1001. the United States Code, Crime and Criminal Procedures. GSA recently sent a reminder 
notice to buyers to reiterate these terms. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE MTA M. LOWEY 

FEMA Administrator Fugate 
FYI 1 FEMA Budget 


Transit Security Grant Program 

Question: I remain startled by the vast disparity between the levels of funding for aviation compared to transit 
considering the very real threat of attack against our transit systems, especially in light of Madrid, London and 
Mumbai. The FYI 1 request proposes $300 million for the TSGP, when the industry itself is calling for more 
than double that amount to meet their needs. 

In these difficult economic times, when tr^sit agencies are facing significant budget shortfalls, and when the 
known terrorist threat exists in our transit systems, why docs the budget propose only a modest increase in 
funding for this program? 

DHS has improved the grant allocation process in recent years, particularly the Transit Security Grant Program, 
with a more substantial percentage of funds assisting high-risk areas. However, FEMA's risk formula for urban 
areas to distribute many of the grants values threat at 20% and vulnerability and consequence at 80%. 

Why is the actual threat of an attack worth only one-fifth of the UASI risk formula? 

ANSWER: The threat index of the Urban Areas Security Initiative (UASI) risk formula considers credible 
threats to facilities and regions in the Homeland. This credible reporting includes information from senior Al- 
Qaeda detainees, foreign intelligence collection, and counterterrorism investigations that reveal known and 
credible extremist plots, casings, threats, or aspirations. The Department of Homeland Security’s Office of 
Intelligence and Analysis (I&A) works vigorously and in conjunction with intelligence and law enforcement 
agencies to effectively analyze and assess credible threats. Threat is weighted less in the UASI risk formula due 
to its more dynamic nature. Consequence and vulnerability information, which can also be dynamic, is based 
on more tangible and consistent factors such as population, economic, infrastructure, and national security, 
which remain relatively stable in the planning timeframe. 


Indian Point Energy Center 

Question: New York State and local first responders continue to believe that the Indian Point Energy Center is 
being run without adequate emergency planning and former FEMA Administrator James Lee Witt reported that 
Indian Point's evacuation plans are only based on complying with the letter of the law, not actually protecting 
or evacuating the population. 

This issue has increased urgency as both of Indian Point’s reactors arc now being considered for relicensing. 
FEMA and the Nuclear Regulatory Commission should not allow a nuclear plant to operate if none of the 
surrounding jurisdictions have confidence in emergency response plans. 
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Why does FEMA certify emergency response plans for nuclear plants such as Indian Point when those charged 
with implementing the plans have no confidence that they will be effective? 

ANSWER: FEMA works with New York State and the four counties with portions located within the 1 0-mile 
Emergency Planning Zone (Westchester, Rockland, Putnam, and Orange) to ensure adequacy of emergency 
planning and preparedness. These jurisdictions have all submitted their plans and procedures to FEMA for 
review, without expressing any concerns about the adequacy of the plans or their ability to implement the 
plans. FEMA evaluates the effectiveness of these plans through emergency response exercises and drills that 
demonstrate the ability of the state and local governments to implement the plans. The objective of these 
actions is to ensure public health and safety in the event of an incident at the plant. Most recently, there was a 
full-scale exercise on December 3, 2008, which encompassed associated drills and other demonstrations. 
Findings from those activities confirmed that the state ^d local governments are capable of successfully 
implementing their plans and procedures. All emergency personnel charged with responding to an incident did 
a creditable and credible job in implementing their plans, and there were no indications to FEMA that they 
lacked confidence in their plans. The next full-scale exercise for the Indian Point Energy Center is scheduled 
for September 14, 2010. and FEMA and the state and local governments are currently preparing for that 
exercise, including evaluating ongoing out-of-sequence demonstrations and drills. 


Fire Grants 


Question: One of the most successfiil grant programs is the Assistance to Firefighter Grant program. In my 
district, it has helped more than 30 fire departments and EMS providers better respond to emergencies and FIRE 
grants are often the only direct source of federal funds for local fire departments. 

The President's budget proposes shifting the Firefighter Assistance Grants under State and Local programs. Can 
you assure this committee that this proposed shift would not limit assistance to local fire departments when 
the FYl 1 request for State and Local programs is $164.6 million below the FYIO enacted level? 

ANSWER: The uses for Assistance to Firefighters Grant (AFG) funding is strictly controlled via the program’s 
authorizing legislation so it would not be possible to transfer any funds from AFG to other grant programs 
funded in the State and Local Programs appropriation. The appropriated funding for AFG (less the legislative 
allowance for administration) will go toward grants to fire departments and emergency medical service 
organizations. 


Nuclear Terrorism Response 

Question: I remain very concerned about the threat facing New York from a radiological attack, which is why 
I continue to advocate funding the Securing the Cities program. According to a January 29'^ GAO Report on 
combating nuclear terrorism, FEMA has not yet developed a national disaster recovery strategy, as required by 
law, or issued specific guidance to coordinate federal, state, and local government recovery planning in the 
event of a dirty bomb or nuclear device being detonated within our borders. 

Considering the results of GAO's investigation found that almost all surveyed cities and states intend to rely 
heavily on the federal government in the event of such a horrific event, why has a national strategy still not 
been issued and when can we expect you to produce one? 


ANSWER: A nuclear detonation in a U.S. city represents one of the most catastrophic incidents that could 
befall our nation, causing enormous loss of life and property and severely damaging economic viability. It is 
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incumbent upon all levels of government, as well as public and private parties within the U.S., to prepare for 
this incident through focused nuclear attack response plaining. Proper planning and preparation potentially 
could save tens of thousands of lives. 

In December of 2008, the DHS Deputy Secretmy' sign^ the intradepartmental Integrated Planning Guidance 
(IPG) for FYs 201 1-2015 that identified FEMA as the departmental lead for response and recovery efforts 
associated with the terrorist use of an improvised nuclear device (IND). For the past 1 8 months, FEMA has led 
the effort to write the DHS Strategy for Improving the Response and Recovery from an IND Attack. This 
document is undergoing final review. Building upon the guidelines contained within the National Response 
Framework (NRF) and the IPG, the DHS Strategy for Improving the National Response and Recover>' from an 
IND Attack identifies those capabilities needed to respond to and recover from an IND incident within the NRF 
and its annexes. It does not identify specific solutions for identified capability gaps, nor does it identify the 
agency responsible for addressing those gaps. It sets the goals and objectives from which a DHS-led national 
plan may be developed to address vulnerabilities and gives strategic direction in meeting the IND response and 
recovery mission. 

In addition, FEMA is coordinating with members of the federal, state, and local community to improve ail- 
hazards pre-event education and awareness content, through vehicles such as Community Emergency Response 
Teams and READY.GOV. FEMA is also providing expanded planning guidance to state and local 
governments and the necessary technical assistance and training to integrate the IND threat into planning and 
operational activities. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE Ken Calvert 

Craig Fugate, Administrator, Federal Emergency Management Agency 
FEMA - Preparing for Disasters and Minimizing Losses 


Streamlining Port Security Grant Process 

Question: I would like to see the Department streamline its grant process and provide onsite reviewers in those 
states with the highest risks, in order to process National Environmental Protection Act (NEPA) reviews more 
efficiently. The current processing creates considerable delays for port security projects in California, where we 
receive about 25% of all port security grants. My underetanding is that in many cases documents sit on 
someone's desk, and when the reviewer is finally able to get to them and identify an issue or a question, the 
documents are sent back here for clarification. This can add months to the process and renders it inefficient, 
costly and thwarts the security goals. In my opinion it is nonsensical that the federal government does not allow 
a Slate’s environmental requirements to take precedent in the FEMA grant review system if they are stricter 
than NEPA, as is the case in California. There should be some way for the agency to streamline this process, 
especially when we are talking about national security. Administrator Fugate, I'm sure you’ve heard these same 
concerns from the Ports. Is the agency willing to address these costly delays and are you open to providing 
onsite reviewers to the West Coast? 

ANSWER: In the past, long delays within the Grant Programs Directorate (GPD) Environmental and Historic 
Preservation (EHP) review process could be attributed to insufficient staff resources and the lack of established 
EHP review processes. Historically, the investments Justifications (IJ) were utilized as the documentation for 
the EHP review; however, the information provided in the IJ was insufficient for EHP review. Significant 
delays resulted from attempts to obtain the required information from grantees. 

GPD has addressed these issues through an increase in resources and the establishment of processes. GPD 
began conducting its initial EHP review at the pre-award phase of the grant life cycle in 2009. Grantees are 
now informed of the EHP requirements for their projects along with their award. If more information is needed 
it is conveyed directly to the grantee, and the appropriate program analyst is copied as well. This allows the 
EHP process to begin as early as possible and significantly reduces delays attributed to the EHP review. If any 
project can be approved at this point, it is submitted for the release of the special condition for EHP compliance. 

In addition, a significant outreach effort has been undertaken to educate grantees on EHP requirements, The 
release of Information Bulletin 329 in September 2009 provided guidance and clarification on GPD’s EHP 
review process. The GPD EHP team also participated in the FY 2010 Port Security Grant Program (PSGP) 
outreach efforts that included 35 onsite visits as well as several follow-up conference calls. The GPD EHP 
team provided guidance to the Transportation Security Grant Program and PSGP grantees for the American 
Recovery and Reinvestment Act (ARRA) funding. GPD has also set up an email account 
( gpdehpinfo@fcma. gov) that provides support to all grantees for EHP questions and .status requests. 

These efforts have significantly reduced the amount of incomplete review packets that are submitted and have 
reduced the amount of time it takes grantees to submit additional information. A project review may take 30 to 
45 working days for activities with potentially low environmental or historical impact. However, it is common 
for GPD to review projects in as little as 3 days to 3 weeks. Projects with the potential to have adverse impacts, 
such as new construction, or installation of communication towers greater than 200 feet, can take 6 to 12 
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months to review. Given the current EHP processing system and lack of backlog, we do not believe that 
providing onsite reviews for West Coast projects is needed at this time. 


National Flood Insurance Program 


Question: Why is FEMA attempting to broaden the legislative intent of the Flood Disaster Protection Act and 
the National Flood Insurance Reform Act when State and Federal courts have established ample judicial 
precedents? Recently FEMA has taken steps that would expand the Acts which could lead to unintended 
consequences and liabilities for lenders and could impact affordable homeownership. Will not this result in 
expensive and needless litigation? 

ANSWER: We believe this question is in regard to concerns about the Standard Flood Hazard Determination 
Form (SFHDF), which was required by Section 528 of the National Flood Insurance Reform Act of 1994. 
FEMA is in the process of determining whether it should be mandatory for borrowers to be entitled to access 
the SFHDF. FEMA will continue to explore the most appropriate course of action, if FEMA determines that 
borrower access to the form should be a mandatory requirement, the change would be implemented through 
rulemaking, which would be preceded by a proposed regulatory change and the opportunity for public notice 
and comment. 




THURSDAY, APRIL 15, 2010. 


DHS CYBER SECURITY PROGRAMS— WHAT PROGRESS 
HAS BEEN MADE AND WHAT STILL NEEDS TO BE IM- 
PROVED? 


WITNESSES 

PHIL REITINGER, DEPUTY UNDERSECRETARY FOR NATIONAL PRO- 
TECTION AND PROGRAMS DIRECTORATE 
REAR ADMIRAL MICHAEL BROWN, DEPUTY ASSISTANT SECRETARY 

FOR CYBER SECURITY AND COMMUNICATIONS 

OPENING STATEMENT OF CHAIRMAN DAVID PRICE 

Mr. PRICE. The Subcommittee will come to order. Today we wel- 
come to the Subcommittee the Deputy Undersecretary for the Na- 
tional Protection and Programs Directorate, Phil Reitinger, and the 
Deputy Assistant Secretary for Cyber Security and Communica- 
tions, Rear Admiral Michael Brown. We will be discussing the 2011 
budget for cyber security programs at NPPD and the DHS role im- 
plementing the Comprehensive National Cybersecurity Initiative. 

Gentlemen, we thank you for joining us for this unclassified por- 
tion of our hearing. I would like to note for Members and staff who 
just arrived that since we are now in open session we will not be 
able to discuss the specifics of particular threats or technologies, 
since much of that information remains classified. 

The open network architecture that makes the internet such a 
powerful and transformative force in our modern world simulta- 
neously creates vulnerabilities for exploitation by those who seek 
to disrupt contemporary life or to inflict damage on our country. 
The internet is an awe-inspiring, borderless community connecting 
the most far flung reaches of the globe. However, enemies that 
were once safely kept at a great distance from our country can now 
find their way directly onto the desk of the Secretary of Defense, 
for example. 

In a similar way, with so much of our contemporary life now on 
line, sensitive information that used to be kept safely locked in a 
bureaucrat's filing cabinet can now be stolen with little more than 
a few mouse clicks. Thirty ton steel vault doors are no longer effec- 
tive at securing deposits when cyber bank robbers execute virtual 
stickups that generate million dollar hauls. 

Much of our nation's infrastructure is now managed through so- 
phisticated web-based control systems and could be at risk of take- 
over or destruction by weaknesses in the very systems that make 
it run so efficiently. 

The DHS role in our nation's cyber defense is explicitly defined 
under the Comprehensive National Cybersecurity Initiative or the 
CNCI. DHS is responsible for securing the online presence of our 
government's civilian agencies. This is no small challenge. 

( 755 ) 
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Part of the strategy to strengthen federal cyber defense is to con- 
solidate literally thousands of internet connection points across 
agencies into a more manageable number of Trusted Internet Con- 
nections. DHS is also responsible for implementing data traffic 
monitoring systems to detect nefarious activity and stop it before 
cyber attacks get out of control. 

The 2011 budget proposes $379 million for the National Cyber 
Security Division, an $18 million or 4.6 percent cut from the 2010 
enacted level. Most of this reduction is attributable to one-time 
2010 costs not repeated in 2011 and projected savings that will re- 
sult from hiring federal employees to work on DHS cyber security 
programs in place of government contractors. There also are large, 
unobligated 2010 balances that are likely to carry into 2011, given 
the time it takes to acquire and install the network hardware that 
DHS is deploying. 

This is not to say, however, that proceeding at DHS' proposed 
pace will suffice to close the security gaps in our federal system. 
A recent survey of information technology professionals in govern- 
ment, the Federal Cyber Security Outlook for 2010, found that 74 
percent of federal IT administrators expect a cyber attack from a 
foreign nation within the next year. Perhaps even more troubling, 
59 percent of those surveyed— this is information technology profes- 
sionals in government— said that their agencies had already been 
attacked by viruses or malware in the past year, while 22 percent 
reported attacks by foreign governments or terrorist organizations. 

Furthermore, a recently published GAO analysis of civilian cyber 
security activities raised troubling questions about the effectiveness 
of cyber security collaboration across government agencies. The 
budget proposes a $5 million initiative to increase federal cyber se- 
curity collaboration, but we have to question why several years 
after the CNCI was initiated it takes new funding to make govern- 
ment agencies work together better. 

I am also concerned about what I see as a growing leadership 
vacuum in efforts to defend our nation's privately owned cyber as- 
sets. Both the public and we in Congress recognize that shoring up 
government networks will not be enough to protect private com- 
puters from a theft of valuable intellectual property, from real fi- 
nancial losses or severe disruption that would ensue if essential 
services like electric power or wireless communications are com- 
promised. 

Many now realize that a sophisticated, coordinated and sustained 
cyber attack is a serious threat to our nation's economic vitality. 
Unfortunately, DHS has taken limited initiatives in this area, not 
much beyond promoting best practices and encouraging private 
companies to implement their own cyber security solutions. 

We all know that interconnected computer networks are only as 
safe as their weakest security links and so today we need to exam- 
ine closely what role DHS should play helping the private sector 
secure the critical assets without which our modern society simply 
cannot function. Given the breadth of these topics and their rel- 
evance to nearly every aspect of contemporary life, we will clearly 
have an interesting discussion today. 

Mr. Deputy Secretary, please summarize your written testimony 
in a five minute statement so that we will have time for a direct 
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exchange of questions and answers. Your full statement of course 
will be entered in the hearing record. 

Before you begin, I would like to recognize our Subcommittee's 
Ranking Member, Hal Rogers, for his opening remarks. 

[The information follows:] 
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Today we welcome to the Subcommittee the Deputy Undersecretary for the National Protection and 
Programs Directorate, Phil Reitinger, and the Deputy Assistant Secretary for Cyber Security and 
Communications, Rear Admiral Michael Brown, We will be discussing the 201 1 budget for cyber security 
programs at NPPD and the DHS rote implementing the Comprehensive National Cybersecurity Initiative. 
Gentlemen, thank you for joining us at this unclassified portion of our hearing. I would like to note for 
Members and staff who have just arrived that since we arc now in open session, we will not be able to discuss 
the specifics of particular threats or technologies, since much of that information remains classified. 

ITtc open network architecture that makes the internet such a powerful and transformative force in our 
modern world simultaneously creates vulnerabilities for exploitation by those who seek to disrupt contemporary 
life or inflict damage on our country. The internet is an awe-inspiring, borderless community, connecting the 
most far-flung reaches of the globe. However, enemies once safely kept at great distance from our country can 
now find their way directly onto the desk of the Secretary of Defense, for example. In a similar way, with so 
much of our contemporary life now on-line, sensitive information that used to be kept safely locked in a 
bureaucrat’s filing cabinet can now be stolen with little more than a few mouse clicks. Thirty-ton steel vault 
doors are no longer effective at securing deposits when cyber bank robbers execute virtual stick-ups that 
generate million dollar hauls. Much of our nation’s infrastructure, now managed through sophisticated web- 
enabled control systems, could be at risk of takeover or destruction by weaknesses in the very systems that 
make it run so efficiently. 

The DHS role in our nation’s cyber defense is explicitly defined under the Comprehensive National 
Cybersecurity Initiative, or CNCI. DHS is responsible for securing the on-line presence of our government’s 
civilian agencies. This is no small challenge - part of the strategy to strengthen Federal cyber defense is to 
consolidate literally thousands of internet connection points across agencies into a more manageable number of 
trusted internet connections. DHS is also responsible for implementing data traffic monitoring systems to detect 
nefarious activity and stop it before cyber attacks get out of control. 
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The 201 i budget proposes $379 million for the National Cyber Security Division, an $18 million (or 4.6 
percent) cut to the 2010 enacted level. Most of this reduction is attributable to one-time 2010 costs not repeated 
in 201 1 and projected savings that will result from hiring federal employees to work on DHS cyber security 
programs in place of government contractors. There are also large unobligated 2010 balances that are likely to 
carry into 201 1 , given the time it takes both to acquire and install the network hardware DHS is deploying. 

This is not to say, however, that proceeding at DHS’s proposed pace will suffice to close the security 
gaps in our Federal systems. A recent independent survey of information technology professionals in 
government - the Federal Cyber Security Outlook for2010~ found that 74 percent of Federal IT administrators 
expect a cyber attack from a foreign nation within the next year. Perhaps even more troubling, 59 percent of 
those surveyed said their agencies had already been attacked by viruses or malware in the past year, while 22 
percent reported attacks by foreign governments or terrorist organizations. Furthermore, a recently-published 
GAO analysis of civilian cyber security activities raised troubling questions about the effectiveness of cyber 
security collaboration across government agencies. The budget proposes a $5 million initiative to increase 
Federal cyber security collaboration, but I have to question why, several years after the CNCI was initiated, it 
apparently takes new funding to make government agencies work together better. 

I am also concerned about what I see as a growing leadership vacuum in efforts to defend our nation’s 
privately owned cyber assets. Both the public and wc in Congress recognize that shoring up government 
networks will not be enough to protect private computers from the theft of valuable intellectual property, real 
financial losses, or the severe disruption that would ensue if essential services like electric power or wireless 
communications are compromised. Many now realize that a sophisticated, coordinated and sustained cyber 
attack is a serious threat to our nation’s economic vitality. Unfortunately, DHS has taken little initiative in this 
area beyond promoting best practices and encouraging private companies to implement their own cyber security 
solutions. We all know that interconnected computer networks are only as safe as their weakest security links. 
Today we need to examine closely what role DHS should play helping the private sector secure the critical 
assets without which our modem society cannot function. 

Given the breadth of these topics, and their relevance to nearly every aspect of contemporary life, we 
will clearly have an interesting discussion today. Mr. Deputy Undersecretary, please summarize your written 
testimony in a five minute statement so that we will have time for a direct exchange of questions and answers. 
Your full statement will be entered into our hearing record. Before you begin, however, I recognize 
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OPENING STATEMENT OF RANKING MEMBER HAROLD ROGERS 

Mr. ROGERS. Thank you, Mr. Chairman, and thank you, gentle- 
men, for being with us today. Deputy Undersecretary Reitinger, 
welcome for what marks your first appearance before our Sub- 
committee. Given your combination of government and private sec- 
tor experience, we look forward to hearing your views today. 

As the Chairman noted, the threats to our cyber infrastructure, 
including military, governmental and private networks, are as dy- 
namic as any threat that is presently confronting our nation. It is 
not exactly a state secret that our country is behind the curve in 
countering those threats. Our networks are simply not as resilient 
as they need to be in order to respond to what is a constantly 
evolving enemy. 

But perhaps more than any other critical Homeland Security 
issue, I am concerned that cyber security is largely misunderstood. 
Cyber threats reach far beyond IT networks. Th^ have the poten- 
tial to impact virtually all aspects of our critical infrastructure 
from military hardware to Wall Street's financial systems, from our 
electric power grids and the control of dams to our personal com- 
puters and handheld devices, so there is a genuine urgency to ad- 
dress our numerous cyber security needs. 

But far too many pundits and so-called cyber experts use this ur- 
gency to simply clamor for more government, more staffing, more 
coordination, as opposed to asking more tangible questions like 
what specific tools, resources and legal authorities are needed, 
what tasks need to be done in both the near and long terms and 
what technologies need to be developed in order to better meet our 
cyber security needs. 

So what I want to know today is what we are doing to get our 
^ber security right. More to the point, I do not want to get lost 
in vast IT jargon and reams of data. We must wrestle this mon- 
strosity known as cyberspace down to where mere mortals can un- 
derstand it because you are looking at mere mortals up here. I 
want to better understand how DHS is applying the taxpayers' dol- 
lars to develop and deploy the necessary skills and capabilities to 
effectively wage this cyber security fight. 

That brings us to the status of the Comprehensive National Cy- 
bersecurity Initiative, CNCI, the government's overarching effort to 
shore up our network vulnerabilities and improve our cyber secu- 
rity capability that was lost in J anuary of 2008. 

Today, more than two years after the CNCI was launched, I 
would like to gauge DHS' progress in meeting some of the most 
pressing goals and objectives of this effort, including shoring up our 
network vulnerabilities by reducing and consolidating the govern- 
ment's internet connections, establishing better defenses through 
the development and deployment of modern network intrusion de- 
tection and monitoring systems and improvement of the govern- 
ment's collaboration with the private sector who owns more than 
85 percent of our nation's critical infrastructure. 

And in addition to a progress report on these key tasks, we need 
to better understand how DHS is approaching the numerous tech- 
nological, legal and policy changes that may be inhibiting critical 
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progress on moving our nation's cyber security forward. After all, 
far too much is at stake to fail. 

As I said at the opening of my remarks, we are way behind in 
this fight with what is an extremely nimble and cunning set of ad- 
versaries. Thank you, Mr. Chairman. 

Mr. PRICE. Thank you. Mr. Secretary, please begin. 

[The information follows:] 
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Thank you, Mr. Chairman. 

Deputy Under Secretary Reitinger, welcome for what marks your first appearance 
before the Subcommittee. Given your combination of government and private sector 
experience, I look forward to hearing your views. 

As the Chairman noted, the threats to our cyber infrastructure - including military, 
governmental, and private networks - are as dynamic as any threat that is presently confronting 
our Nation. 

And, it’s not exactly a state secret that our country is behind the curve in countering 
such threats - our networks are simply not as resilient as they need to be in order to 
respond to what is a constantly evolving enemy. 

But, perhaps more than any other critical homeland security issue. I’m concerned that 
cybersecurity is largely misunderstood. 

Cyber threats reach far beyond IT networks; they have the potential to impact 
virtually all aspects of our critical infrastructure - from military hardware to Wall Street’s 
financial systems; from our electric power grids to our personal computers and hand-held 
devices. 

So, there is a genuine urgency to address our numerous cyber-security needs. 

But, far too many pundits and so-called cyber experts use this urgency to simply 
clamor for “more govemmenf’, “more staffing”, and “more coordination”, as opposed to 
asking more tangible questions like: 

What specific tools, resources, and legal authorities are needed? 

=> What tasks need to be done in both the near and long terms? and 
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=> What technologies need to be developed in order to better meet our cybersecurity 
needs? 


So, what I want to know today is what we are doing to get our cybersecurity right. 

More to the point, I don’t want to get lost in vast IT jargon and reams of data. 
Instead, I want to better understand how DHS is applying the taxpayers’ dollars to develop 
and deploy the necessary skills and capabilities to effectively wage this cybersecurity 
fight. 


That brings us to the status of the Comprehensive National Cyber security Initiative, 
or CNCI — the government’s overarching effort to shore up our network vulnerabilities and 
improve our cybersecurity capabilities that was launched in January of 2008. 

Today, more than two years after the CNCI was launched, I’d like to gauge DBS’s 
progress in meeting some of the most pressing goals and objectives of this effort, 
including: 

=> Shoring up our network vulnerabilities by reducing and consolidating the 
government’s Internet connections; 

=> Establishing better defenses through the development and deployment of modem, 
network intrusion detection and monitoring systems; and 

=> Improvement of the government’s collaboration with the private sector, who owns 
more than 85% of our Nation’s critical infrastructure. 


And, in addition to a progress report on these key tasks, we need to better 
understand how DHS is approaching the numerous technological, legal, and policy 
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challenges that may be inhibiting critical progress on moving our Nation’s cybersecurity 
forward. 

After all, far too much is at stake to fail and, as I said at the opening of my remarks, 
we are way behind in this fight with what is an extremely nimble and cunning set of 
adversaries. 

Thank you, Mr. Chairman, I look forward to today’s discussion. 

### 
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STATEMENT OF PHIL REITINGER 

Mr. REITINGER. Mr. Chairman, Ranking Member Rogers, distin- 
guished Members of the Subcommittee, it is a pleasure to appear 
before you today to discuss the Department of Homeland Security's 
cyber security mission and related budget request. 

The Fiscal Year 2011 budget is geared toward increasing the 
cyber security posture of the Nation and lays the foundation to im- 
prove our capability to respond to cyber threats. The Under Sec- 
retary regrets that he could not be here today himself because he 
is absent in order to attend a funeral. 

As a nation, it is essential that we are aware of and focused on 
the cyber threat. J ust as important, the government must move 
quickly and purposely to address cyber threats in technology, and 
malicious actors change rapidly. As you know, Mr. Chairman, 
threats are becoming more targeted, more specific and more seri- 
ous. For example, system information is routinely stolen through 
cyberspace from government and private sector networks. 

Perhaps more ominously, malicious cyber activity can instanta- 
neously result in virtual or physical consequence that can threaten 
national and economic security and public health and safety. Thus, 
while we strive to prevent the loss of intellectual capital through 
our networks, we are also working to ensure that the systems that 
operationally control our critical infrastructure, the power grid or 
communications infrastructure, for example, remain accessible and 
reliable in terms of crisis. 

The nexus between physical and cyber worlds is an essential mis- 
sion area for the Department and one that must remain closely 
linked. Thanks in large part to the support of this Committee, the 
Department has made significant progress in the cyber mission, 
and I would like to highlight a few of these points. 

First, we continue to work with 0MB on reducing and consoli- 
dating the number of external connections federal agencies have to 
the Internet through the Trusted Internet Connections initiative. 
This effort allows us to focus on monitoring and, eventually, pre- 
vention efforts into limited and known avenues through which traf- 
fic must flow while also establishing baseline security capabilities 
and validating agency adherence to those security capabilities. 

Second, DHS is deploying Einstein 2 to these trusted internet 
connection points. Einstein 2 uses passive sensors to identify when 
unauthoriz^ users attempt to gain access to those networks. Ein- 
stein 2 already provides us with visibility into nearly 180,000 
events a month. 

Third, building upon enhanced situational awareness, we are 
testing the technology for the third phase of Einstein, an intrusion 
prevention system that will provide the Department of Homeland 
Security with the ability to automatically detect malicious activity 
and disable attempted intrusions before harm is done to our critical 
networks and systems. 

For all these deployments, it is important to note that Einstein 
capabilities are being carefully designed in close connection with 
privacy experts. Protecting civil rights, civil liberties and privacy 
remains foundational to our efforts. 
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Fourth, we also recognize that our efforts on federal networks 
must be coupled with strong private sector and nonfederal partner- 
ships. Here we are focused on implementation, finding things that 
work and expanding them. To that end, this year NPPD wants a 
pilot program that enables the mutual sharing of cyber security in- 
formation working with our private sector partners in the financial 
sector, the Department of Defense and the Financial Services I nfor- 
mation Sharing and Analysis Center. 

We are also working on a pilot that brings together State fusion 
centers and private sector owners and operators of critical infra- 
structure to provide secret-level classified cyber security informa- 
tion. 

Fifth and last, as strong as the technological successes of the 
past year are, these accomplishments are reliant upon our ability 
to obtain an increasing number of dedicated and skilled people. To 
this end, the National Cyber Security Division tripled its federal 
workforce in Fiscal Year 2009, and we hope to more than double 
that number this year to 60 by the end of the fiscal year. 

Going forward, we are moving aggressively to build a world class 
cyber security team, and we are focusing on key priorities that ad- 
dress people, processes and technology. These include continuing 
development of the Einstein systems capabilities, developing the 
National Cyber Incident Response Plan m full collaboration with 
the private sector and other key stakeholders so we can respond as 
one nation to a significant cyber event, and increasing the security 
of automated control systems that operate elements of our national 
critical infrastructure. 

Chairman Price, Ranking Member Rogers and distinguished 
Members, let me thank you for the strong support you have pro- 
vided the Department and express my willingness for both myself 
and Rear Admiral Brown, the Deputy Assistant Secretary, to an- 
swer any questions you might have. 

[The information follows:] 
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Introduction 

Thank you, Chairman Price, Ranking Member Rogers, and distinguished Members of the 
Committee. It is a pleasure to appear before you today to discuss the Department of Homeland 
Security’s (DHS) cybersecurity mission and related budget request. The President’s Budget 
request for cybersecurity both supports the Department’s critical mission in Fiscal Year (FY) 

201 1 and lays a solid foundation for the future. 

Mr. Chairman, the United States confronts a dangerous combination of known and unknown 
vulnerabilities, strong and rapidly expanding adversary capabilities, and a lack of comprehensive 
threat and vulnerability awareness. Within this dynamic environment, we are confronted with 
threats that are more targeted, more sophisticated, and more serious. 

Sensitive information is routinely stolen from both government and private sector networks, 
undermining confidence in our information systems, the information collection and sharing 
process, and the information these systems contain. 

As bad as the loss of precious national intellectual capital is, we increasingly face threats that are 
even greater. We currently cannot be certain that our information infrastructure will remain 
accessible and reliable during a time of crisis. 

We face persistent, unauthorized, and often unattributed intrusions to Federal Executive Branch 
civilian networks. These intruders may come from nation states, terrorist networks, organized 
criminal groups, or individuals located here in the United States. They have varying levels of 
access and technical sophistication, but ail have nefarious intent. Many are capable of targeting 
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elements of the U.S. information infrastructure to disrupt, dismantle, or destroy systems upon 
which we depend. Motives include intelligence collection, intellectual property or monetary 
theft, or disruption of commerce activities, among others. Criminal elements continue to show 
increasing levels of sophistication in their technical and targeting capabilities and have shown a 
willingness to sell these capabilities on the underground market. Terrorist groups and their 
sympathizers have expressed interest in using cyberspace to target and harm the United States 
and its citizens. While some have commented on terrorists’ own technical abilities, the 
availability of technical tools for purchase and use by others remains a serious threat. 

In the virtual world of cyberspace malicious cyber activity can instantaneously result in virtual or 
physical consequences that threaten national and economic security, critical infrastructure, public 
health and welfare, and confidence in government. Similarly, stealthy intruders can lay a hidden 
foundation for future exploitation or attack, which they can then execute at their leisure — and at 
their time of greatest advantage. Securing cyberspace is similar to protecting physical borders 
and ports, enforcing and facilitating the immigration laws, securing the aviation and surface 
transportation system, and preparing to respond from both natural and manmade events 
simultaneously: it requires a layered security approach. Indeed, securing cyberspace is also 
critical to accomplishing each of these missions successfully. 

In cyberspace, just as in physical domains, we need to ensure that the federal perimeter is secure 
and that legitimate traffic is allowed to flow freely while malicious traffic is prevented from 
penetrating our defenses. Further, we must use our knowledge of these systems and their 
interdependencies to prepare to respond should our defensive efforts fail. This is a serious 
challenge, and DHS is continually making strides to improve the nation’s overall operational 
posture and forward-leaning policy efforts. 

Specifically, DHS is responsible for securing the networks of the Federal Executive Branch 
civilian departments and agencies, often called the dot-gov domain. DHS also works closely 
with partners across government and in industry to assist with the protection of private sector 
critical infrastructure networks. The Department has a number of foundational and forward- 
looking efforts under way, many of which stem from the Comprehensive National Cybersecurity 
Initiative (CNCI). 

The CNCI consists of a number of mutually reinforcing initiatives with the following major 
goals designed to help secure the United States in cyberspace: 

• Establish a front line of defense against today’s immediate threats by creating or 
enhancing shared situational awareness of network vulnerabilities, threats, and events 
within the federal government — ^and ultimately with state, local, and tribal governments 
and private sector partners — and the ability to act quickly to reduce our current 
vulnerabilities and prevent intrusions. 

• Defend against the full spectrum of threats by enhancing U.S. counterintelligence 
capabilities and increasing the security of the supply chain for key information 
technologies. 

• Strengthen the future cybersecurity environment by expanding cyber education; 
coordinating and redirecting research and development efforts across the federal 
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government; and working to define and develop strategies to deter hostile or malicious 
activity in cyberspace, 

DHS plays a key role in many of the activities supporting these goals and works closely with our 
federal partners to secure our critical information infrastructure in a number of ways. First, we 
are reducing and consolidating the number of external connections federal agencies have to the 
Internet through the Trusted Internet Coimections (TIC) initiative. Further, DHS continues to 
deploy its intrusion detection capability, known as EINSTEIN 2, to those TICs. In addition, 
through the United States Computer Emergency Readiness Team (US-CERT), we are working 
more closely than ever with our partners in the private sector and across the federal government 
to share what we learn from EINSTEIN 2 and to deepen our collective understanding, identify 
threats collaboratively, and develop effective security responses. 

President Obama determined that the CNCI and its associated activities should evolve to become 
key elements of the broader national cybersecurity strategy. These CNCI initiatives will play the 
central role in implementing many of the key recommendations of President Obama’s 
Cyberspace Policy Review: Assuring a Trusted and Resilient Information and Communications 
Infrastructure. 

With the publication of the Cyberspace Policy Review on May 29, 2009, DHS and its 
components have developed a long-range vision of cyber security for the Department’s and the 
nation’s homeland security enterprise. This effort resulted in the elevation of cybersecurity to 
one of the Department’s five priority missions, as articulated in the Quadrennial Homeland 
Security Review (QHSR), an overarching framework for the Department that defines our key 
priorities and goals and outlines a strategy for achieving them. Within the cybersecurity mission 
area, the QHSR details two overarching goals: to help create a safe, secure and resilient cyber 
environment, and to promote cybersecurity knowledge and innovation. 

In alignment with the QHSR, Secretary Napolitano has consolidated the Department’s 
cybersecurity efforts under the National Protection and Programs Directorate (NPPD). As NPPD 
leadership, we are moving aggressively to build a world-class cybersecurity team, and we have 
identified three key priorities that enable and establish a “system-of-systems” approach that 
encompasses the people, processes, and technologies needed to create a front line of defense and 
grow the nation’s capacity to respond to new and emerging threats. The three key priorities are 
as follows: 

1 . Continue development of the EINSTEIN system’s capabilities as a critical tool in 
protecting our Federal Executive Branch civilian departments and agencies. 

2. Develop the National Cyber Incident Response Plan (NCIRP) in full collaboration 
with the private sector and other key stakeholders. The NCIRP will ensure that all 
national cybersecurity partners understand their roles in cyber incident response and 
are prepared to participate in a coordinated and managed process. The NCIRP will be 
tested this fall during the Cyber Storm III National Cyber Exercise. 

3. Increase the security of automated control systems that operate elements of our 
national critical infrastructure. Working with owners and operators of the nation’s 
critical infrastructure and cyber networks, we will continue to conduct vulnerability 
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assessments, develop training, and educate the control systems community on cyber 
risks and mitigation solutions. 

These capabilities are being carefully designed in close consultation with privacy experts — 
protecting civil rights, civil liberties, and privacy remains fundamental to the development and 
deployment of cybersecurity tools. 

DHS also bears primary responsibility for raising public awareness about threats to our nation’s 
cyber systems and networks. Every October, we make a concerted effort to educate the public 
through the National Cybersecurity Awareness Month (NCSAM) campaign. We are making 
progress — in 2009, for example, all 50 states, the District of Columbia, and the U.S. Territory of 
American Samoa, as well as seven tribal governments, endorsed NCSAM. 

Teamwork — ranging from intra-agency to international collaboration — is essentia! to securing 
cyberspace. Simply put, the cybersecurity mission cannot be accomplished by any one agency; it 
requires teamwork and coordination because it touches every aspect of our lives. Together, we 
can leverage resources, personnel, and skill sets that are needed to accomplish the cybersecurity 
mission. The FY 201 1 NPPD budget request for cybersecurity strengthens the ongoing work in 
each of the Department’s offices to fulfill our unified mission. I will now summarize the FY 
201 ! NPPD eybersecurity budget request and its associated goals. 

The Office of Cybersecurity and Communications (CS&C), a component of NPPD, is focused on 
reducing risk to the nation’s communications and IT infrastructures and the sectors that depend 
upon them; and enabling timely response and recovery of these infrastructures under all 
circumstances. CS&C also coordinates national security and emergency preparedness 
communications planning and provisioning for the federal government and other stakeholders. 
CS&C is comprised of three divisions: the National Cyber Security Division (NCSD), the Office 
of Emergency Communications, and the National Communications System. 

NCSD collaborates with the private sector, government, military, and intelligence stakeholders to 
conduct risk assessments and mitigate vulnerabilities and threats to information technology 
assets and activities affecting the operation of the civilian government and private sector critical 
cyber infrastructures. 

NCSD also provides cyber threat and vulnerability analysis, early warning, and incident response 
assistance for public and private sector constituents. To that end, NCSD carries out the majority 
of DHS’ responsibilities under the CNCI. The FY 201 1 budget request for NCSD is $378,744 
million and includes 342 federal positions, continuing to fund key Administration eybersecurity 
programs to address and counter the threat of cyber attack. 

The FY 201 ! request enables NCSD to continue and build upon its accomplishments, which 
include: 

• Activation of the National Cybersecurity and Communications Integration Center 
(NCCIC), a new unified operations center co-locating the watch operations of the 
National Coordinating Center for Telecommunications, US-CERT, and the National 
Cyber Security Center. NCCIC will improve the nation’s capability and capacity to 
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detect, prevent, respond, and mitigate disruptions due to voice and cyber communications 
risks. 

• Sponsored the sixth NCSAM campaign, which promoted cybersecurity initiatives that ensure 
the confidentiality of sensitive information, the integrity of e-commerce, and the resiliency of 
digital infrastructures, 

• Finished FY 2009 ahead of schedule for EfNSTEIN 2 deployments - deploying 
ErNSTEIN 2 to nine TIC Access Providers and three Managed Trusted Internet Protocol 
Service (MTIPS) vendors, exceeding the goals for deployments of five to TIC Access 
Providers and two to MTIPS vendors. EINSTEIN 2 has provided DHS with an 
unprecedented level of visibility into malicious activity happening within the federal 
executive branch civilian networks. 

• Completed eight Trusted Internet Connections Compliance Validation assessments in FY 
2009, surpassing the goal of six, 

• Facilitating the release of the CNCI Initiative 3 Exercise Privacy Impact Assessment on 
March 18,2010. 

• Conducted tabletop exercises on November 20, 2009, February 18 & 26, 2010, testing the 
draft NCIRP, including incident response procedures and communications. 

• Launched, on February 19, 2010, in partnership with the Department of Defense (DOD) 
and the Financial Services Information Sharing and Analysis Center, a pilot program that 
enables the bi-directional sharing of cybersecurity information. 

• Conducted a mid-term planning conference for Cyber Storm Hi, the biennial national 
level exercise that brings together Federal, State, international, and private sector partners 
to assess participants’ response and coordination capabilities in response to a cyber 
incident. Cyber Storm 111 will take place this fall. 

• Launched, with the State of Michigan, a proof of concept that leverages federally 
developed cybersecurity technology at the state level, DHS deployed a network flow 
monitor technology, EINSTEIN 1, to detect anomalous behavior on the State of 
Michigan’s networks managed by their executive branch. 

• Initiated a pilot and implementation, together with private sector partners, of the 
Cybersecurity Partners Local Access Plan (CPLAP), which will allow owners and 
operators of CIKR to access cybersecurity information at their local fusion centers. The 
CPLAP will allow private sector partners with the necessary security clearances to access 
to Secret-level classified information, and creates a forum for DHS to conduct multi- 
directional information sharing for threat context, vulnerability identification and 
analysis, and consequence discussion across CIKR sectors and levels of government. 

NCSD is funded through the following three Congressionally appropriated Programs, Projects 
and Activities (PPA): US-CERT, Strategic Initiatives, and Outreach and Programs. 

PPA #1: US-CERT 

US-CERT leverages technical competencies in federal network operations and threat analysis 
centers to develop knowledge and knowledge management practices. US-CERT provides a 
single, accountable focal point to support federal stakeholders as they make key operational and 
implementation decisions and secure the Federal Executive Branch civilian networks. It does so 
through a holistic approach that enables federal stakeholders to address cybersecurity challenges 
in a manner that maximizes value while minimizing risks associated with technology and 
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security investments. Further, US-CERT analyzes threats and vulnerabilities, disseminates cyber 
threat warning information, and coordinates with partners and customers to achieve shared 
situational awareness related to the Nation’s cyber infrastructure. 

US-CERT funds also support the development, acquisition, deployment, and personnel required 
to implement the National Cybersecurity Protection System (NCPS), operationally known as 
EINSTEfN. The EINSTEIN Program is an automated intrusion detection system for collecting, 
correlating, analyzing, and sharing computer security information across the federal government 
to improve our Nation’s situational awareness. EINSTEIN is an early warning system that 
monitors the network gateways of Federal Executive Branch civilian departments and agencies 
for malicious cyber activity. 


DHS is deploying EINSTEIN 1 and 2 systems in conjunction with the federal TIC initiative, 
which optimizes network security capabilities into a common solution for the Federal Executive 
Branch and facilitates the reduction and consolidation of external connections, including Internet 
points of presence, through approved access points. 
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Table 1: US-CERT Funding 


DHS requests $314,989 million for US-CERT in FY 2011, which includes 288 federal positions, 
continuing a steady increase in federal employee staffing in the budget request year-over-year. 
These positions are a mix of new positions and positions funded by reductions in 
program/contract dollars. The FY 201 1 request includes a $9,528 million enhancement, 
including 1 1 federal positions, to implement an assessment, testing, and analysis capability that 
tests and measures Federal Executive Branch civilian departments’ and agencies’ compliance 
with laws, regulations, policies, and standards relating to information security. There is a 
program reduction of $13,282 million from EINSTEIN 3 deployment to account for cost and 
schedule uncertainties. Other FY 201 1 reductions include non-recurring costs such as the $8 
million for data center migration and a $4 million transfer for the National Computer Forensics 
Institute funding to the Federal Law Enforcement Training Center. 

In addition, $10 million for the National Cyber Security Center (NCSC) is requested under 
US-CERT’s budget. The NCSC fulfills its presidential mandate as outlined in National Security 
Presidential Directive 54/Homeland Security Presidential Directive 23 in ensuring that federal 
agencies can access and receive information and intelligence needed to execute their respective 


6 




774 


cybersecurity missions. The NCSC accomplishes this through the following six mission areas: 
Mission Integration, Collaboration and Coordination, Situational Awareness and Cyber Incident 
Response, Analysis and Reporting, Knowledge Management, and Technology Development and 
Management, each supported by developing NCSC programs and capabilities. 

FY20U Activities 

In FY 201 1, US-CERT intends to: 

• Continue to conduct analysis and coordinate both defense and response support against 
cyber attacks. 

• Continue managing the Trusted Internet Connection (TIC) Initiative through activities 
that will result in federal enterprise network connection reductions and consolidations. 

• Through the new Assessment, Testing, and Analysis Capability (ATAC), perform 27 red 
team/blue team compliance assessments to support TIC Initiative implementation and 
cybersecurity mandate compliance. 

• Refine resource requirements for the initial deployment of EINSTEIN 3 to meet updated 
timelines for key deliverables. NPPD will provide this Committee with regular updates 
on progress. 

• Maintain collaboration with the Department of Defense (DOD), the National Institute of 
Standards and Technology (NIST), and other leading federal departments and agencies to 
continue leadership of the CNCI Education Initiative. 

• Provide a gap analysis of existing policy and guidance for supply chain risk management 
across high priority national security and federal government systems, and recommend 
corrective steps as needed. 

In FY 2011, NCSC plans to: 

• Measure and report effectiveness of integration, collaboration, and information sharing 
among the six largest federal cybersecurity centers. 

• Expand reporting on significant national cyber incidents. 

• Implement the Knowledge Management System with data enriching features focused on 
raising common situational awareness. 

• Support and integrate incident response activities under the NCIRP. 

• Co-lead efforts of CNCI Initiative 5 to build processes, policies, and tools to enable 
integrated operational actions with the six federal cybersecurity centers. 

PPA #2: Strategic Initiatives 

Strategic Initiatives enables NCSD to establish mechanisms for federal partners to deploy 
standardized tools and services at a reduced cost, paving the way for a collaborative environment 
that enables the sharing of best practices and common security challenges and shortfalls. In 
addition. Strategic Initiatives enables NPPD to develop and promulgate sound practices for 
software developers, IT security professionals, and other CIKR stakeholders; it also enables 
collaboration with the public and private sectors to assess and mitigate risk to the nation’s cyber 
CIKR. 
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Table 2: Strategic Initiatives Funding 


In FY 201 1, NPPD requests $56,880 million for Strategic Initiatives, which includes 38 federal 
positions. This request includes a $3,283 million enhancement to program funding to increase 
the number of cyber exercises supported and conducted with stakeholders as well as technical 
assistance and training sessions. The request also includes a $3,700 million enhancement to 
enable mission critical activities, which includes support for site assistance visits with state, 
local, and private sector partners to identify vulnerabilities and mitigation strategies. 


FY 2011 Activities 

In FY 201 1, Strategic Initiatives include: 

• Participating in federal government-wide cybersecurity initiatives and serving as an 
information conduit to promote collaboration in providing e-govemment services and 
share lessons learned. 

• Co-sponsoring software security automation and measurement capabilities with DOD, 
NIST, and the National Security Agency. 

• Participating in and providing technical expertise to various cybersecurity standards 
committees. 

• Maintaining interagency cybersecurity training partnerships to share investment and 
increase availability of shared training and experiential learning resources across the 
federal government. 

• Expanding the Control Systems Security Program (CSSP) Industrial Control Systems 
Cyber Emergency Response Team’s (ICS-CERT), Advanced Vulnerability Discovery 
facility with improved technologies. 

• Maintaining an ongoing program review, enhancement, and distribution of the Cyber 
Security Evaluation Tool across the control systems community. 

• Conducting 75 Cyber Resiliency Reviews of CIKR sites. 

• Evaluating the results of the Cyber Storm III National Cyber Exercise, 


PPA #3: Outreach and Programs 

Outreach and Programs promotes opportunities to leverage the cybersecurity investments of 
public and private industry partners. This PPA encourages cybersecurity awareness among the 
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general public and within key communities, maintains relationships with government 
cybersecurity professionals to share information about cybersecurity initiatives, and develops 
partnerships to promote collaboration on cybersecurity issues. Outreach and Programs enables 
governance and assistance in setting policy direction and establishes resource requirements for 
NCSD’s complex activities. 
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Table 3: Outreach and Programs Funding 


In FY 201 1 , NPPD requests $6,875 million for Outreach and Programs, a decrease of $2,471 
million from the previous year, and authority to create 1 6 federal positions. The Outreach and 
Programs FY 201 1 request includes a reduction of $2,250 million for an Information Sharing and 
Collaboration project. This will not jeopardize the program mission or objectives, and the 
Information Sharing and Collaboration project will meet requirements and goals with the funding 
provided, 


FY 2011 Activities 

In FY 201 1, Outreach and Programs activities include: 

• Sponsoring the seventh annual National Cybersecurity Awareness Month in October 
201 1 and arranging a host of multi-media information, activities, and events to inform 
and educate the general public, government and private sector partners, and the 
international community about cyber threats and mitigation. 

• Further advance state, local and international collaboration and coordination through 
Department engagements including the Multi-State Information Sharing and Analysis 
Center, the National Association of State Chief Information Officers, state and local 
fusion centers, the National Governors Association (NGA), and the NGA State 
Homeland Security Advisors Council. 

• Enhance NCSD transparency and efficiency by the continued implementation of 
governance, protocols, and standard procedures, including process improvements that 
reduce the time required to develop and process procurement requests, which will 
improve budget execution. 


NCSD Budget Structure 

In order to increase visibility and transparency into how NCSD is executing mission 
requirements, NPPD proposes a new budget structure to be implemented beginning in FY 20! 1 , 
permitting NCSD to better align appropriated resources with its responsibilities. Changing the 
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NCSD budget structure will also provide a structure that is congruent with NPPD’s finance and 
accounting processes. 

The requested budget structure for NCSD fulfills the mission requirements through its five 
operational units and a supporting business operational project. 

Specifically, the proposed budget structure included two PPAs; Cybersecurity and Cybersecurity 
Coordination. 

1 . The Cybersecurity PPA will consist of US-CERT Operations; Federal Network 
Security; Network Security' Deployment; Globa! Cyber Security Management; Critical 
Infrastructure Cyber Protection and Awareness; and Business Operations. This is the 
National Cyber Security Division. 

2. The Cybersecurity Coordination PPA will consist of mission integration; collaboration 
and coordination; situational awareness and cyber incident response; analysis and 
reporting; knowledge management; and technology and development management. 

This is the National Cyber Security Center. 

Conclusion 

Chairman Price, Ranking Member Rogers, and distinguished Members of the Subcommittee, let 
us end by thanking you for the strong support you have provided the Department this past year. 
Cybersecurity is a serious challenge, and DHS is continually making strides in improving the 
capabilities of the national homeland security enterprise. The FY 201 1 budget continues efforts 
to use our resources as efficiently and effectively as possible. We are exercising strong fiscal 
discipline, making sure that we are investing our resources in what works, increasing 
transparency, eliminating ineffective programs, and making improvements across the board. 

Our objective is to strengthen efforts that are critical to the nation’s security, bolster the 
Department’s ability to combat terrorism and respond to emergencies and potential threats, and 
allow DHS to tackle its responsibilities to protect the nation and keep Americans safe. 

Thank you for again for this opportunity to testify. We would be happy to answer any of your 
questions. 
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EINSTEIN 3 DEPLOYMENT 

Mr. PRICE. Thank you, and we will proceed with those questions 
and I will ask the first one having to do with the CNCI deployment 
schedule. 

The Einstein system of course we know is a key element in the 
DHS Cybersecurity Initiative. It is an internet traffic monitoring 
technology which records data flows in and out of federal networks, 
helping analysts identify irregular data patterns. Current Einstein 
technologies require significant analytical support, but DHS plans 
eventually to rdease a third generation Einstein deployment that 
would automate the system's data pattern analysis. 

Given delays releasing the first and second generation Einstein 
systems, it is not clear that DHS can remain on schedule to have 
Einstein 3 deployed by its own deadline of 2013. As you know, fur- 
thermore, on Monday the GAO released a report noting that Ein- 
stein 2 has not yet been deployed to all of the nondefense agencies, 
indicating delays even with the current network traffic monitoring 
technology, so obviously that frames my question. 

Last year we were told that Einstein 3 would be deployed by 
2013. Our latest information shows that deployment contracts are 
not even likely to be awarded until the second quarter of 2011. 
That raises doubts about whether the system can be fully built and 
deployed in under two years. 

So what is the current schedule for Einstein 3 deployment? When 
can we be assured that Einstein 3 will be fully deployed to federal 
networks? And then just as a follow up I will anticipate in asking 
the question what happens in the meantime? What vulnerabilities 
will remain in federal networks until Einstein 3 is deployed, and 
how are you planning to mitigate those vulnerabilities in the mean- 
time? 

Mr. REITINGER. Thank you. Chairman. Let me answer the third 
question first, and then I will answer the first and I will probably 
ask Mike to talk about the Einstein 3 deployment schedule. 

First, in the meantime it is important to note that Einstein, ei- 
ther as deployed or as Einstein 3, is not a silver bullet. We need 
a broad spectrum of capabilities that help to protect federal net- 
works. 

So all of the things that I talked about are relevant to helping 
to secure those networks, including ensuring that we have robust 
instant response processes, we are adding the people to U.S.-CERT 
to be able to analyze the traffic that we are already getting and 
providing appropriate alerts, advice and assistance to f^eral agen- 
cies. So there are significant efforts across the enterprise in order 
to help secure them in the environment we are in right now. 

I would like to say on the first point that we were ahead of 
schedule on Einstein 2, the deployment of the Einstein 2 capabili- 
ties, at the close of Fiscal Year 2009, and we plan to complete and 
fulfill the schedule this year. So at present we are deployed to 12 
federal agencies and to four Internet service providers under the 
MTIPS, the Managed Trusted Internet Protocol Service, to provide 
service to federal agencies, and we are on schedule to deploy to the 
21 designated federal agencies and those four ISPs by the end of 
this year. 
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As I mentioned, we are already getting valuable data off the sen- 
sor arrays to the effect of 180,000 events per month, and we going 
forward will increasingly be able to use that data to provide effec- 
tive advice to federal agencies. 

With regard to the deployment schedule for Einstein 3, Mike, I 
would ask you to address that, please. 

Admiral BROWN. Right now we are in the midst of completing the 
third phase of the test of the technology. That will be completed in 
May. That test is extremely important to the deployment schedule 
for Einstein 3. 

As you mentioned, we do expect, after working with the five 
Internet service providers, to be able to award the contract in the 
second quarter of Fiscal Year 2011 and based upon that to com- 
plete our deployment schedules by Fiscal Year 2013 for Einstein 3, 
sir. 

Mr. PRICE. So you are saying it is feasible even with an awarding 
of the deployment contract being delayed until the second quarter 
of 2011, It is still feasible to meet the 2013 deadline that you set 
for yourself? 

Admiral BROWN. Yes, sir. Two major reasons that we are taking 
as part of the risk mitigation piece. One is the fact that the exer- 
cise demonstration of the technology is proving thus far that it 
works in the operational environment it is intended, and the sec- 
ond piece was the decision to employ the technology that the De- 
partment of Defense uses. That also significantly r^uces the risks 
associated with technology and the deployment strategy. 

TRUSTED INTERNET CONNECTIONS AND CYBER SECURITY THREATS 

Mr. PRICE. Mr. Secretary, let me make sure I heard you right 
about the Trusted Internet Connection aspect of the program. The 
GAO report also focused on that, which of course is a key aspect. 

GAO found that none of the 23 nondefense agencies covered by 
the TIC program have completed all the requirements to ensure 
safe and secure Internet connections so I want to see what the 
schedule is for getting that TIC aspect implemented. 

Are there complications you have uncovered that we should know 
about that have generated delays, and can you assure us that this 
is back on schedule? 

Mr. REITINGER. Yes, sir. When I spoke about being ahead or on 
schedule, I was speaking about the deployment of the Einstein 2 
capability. 

Obviously as we have gone through the overall Initiative 1, the 
Trusted Internet Connection Initiative, there have been a number 
of things that have been uncovered. In addition, we have had es- 
sentially to create that team from the very start so that the initial 
projections probably were too aggressive. 

That said, we have staffed up the team. We have the right people 
on board. We are continuing to build that team, and I think we are 
being particularly thorough in our efforts on compliance validation 
building, the capability to more aggressively work with agencies, 
respond to their requirements, get them the information they need, 
and ensure we are moving forward on the initiative. 

In terms of future projections for the initiative, again I will ask 
M i ke to su ppl ement . 
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Admiral BROWN. The vast majority of the high-priority items 
that are not being met by the departments and agencies deal with 
their ability to reduce their I nternet access points behind the trust- 
ed I nternet connection. 

The vast majority of departments and agencies say that they will 
complete those efforts in Fiscal Year 2010 and Fiscal Year 2011, 
and that is part of the ongoing process that we are using with 
those departments and agencies to make sure that they maintain 
their plan of action and milestones to be able to meet that. 

Mr. PRICE. By vast majority do you mean approximately like 
what number? 

Admiral BROWN. Sir, I will have to get back to you on the specific 
numbers. 

[The information follows:] 

RESPONSE: Among the 20 agencies designated as Trusted Internet Connection 
Access Providers (TICAPs), 14 provided forecasts for migrating their network band- 
width from current non-TIC external connections to approved TIC connections, as 
well as their anticipated bandwidth requirements through 2014. This helps DHS’s 
planning capacity for EINSTEIN sensors and analysis systems. TICAP agencies pro- 
vided the following forecasted completion dates: FY 10 and earlier— seven TICAP 
agencies: FY 11— one TICAP agency: FY 12 and later— six TICAP agencies. 

Additionally, 21 TIC seeking service agencies provided forecasts for migrating 
their network bandwidth from current non-TIC external connections to approved 
TIC connections, as well as their anticipated bandwidth requirements through 2014. 
Agencies seeking service provided the following forecasted completion dates: FY 10 
and earlier— nine seeking service agencies: FY 11— five agencies: FY 12 and later- 
seven agencies. 

EINSTEIN 2 (E2) is currently installed at a total of 12 departments and agencies 
(D/As), and US-CERT has conducted an operational evaluation of 11 of these 
D/As— these sites are now recognized at Initial Operating Capability (IOC). E2 has 
also been installed at the four GSA Networx Managed Trusted Internet Protocol 
Services (MTIPS) vendors. The NCPS Program Office still requires signed Memo- 
randa of Agreement (MOAs) from eight D/As (for a total of 20 D/As) to complete re- 
quired Initiative 2 deployments to support the President's Comprehensive National 
Cybersecurity Initiative (CNCI). The NCPS Program Office expects the remaining 
eight deployments will be completed by the end of FY 10. 

Mr. PRICE. All right. We would appreciate that for the record. I 
want to make sure I understand the relationship of this question 
to what you earlier said about the timeframe for 21 of the 23 agen- 
cies in your answer to the first question. 

Admiral BROWN. Yes, sir. Two different things that we are talk- 
ing about. 

Mr. PRICE. Yes. That is right. Can you clarify that? 

Admiral BROWN. Yes, sir. The first with respect to Einstein 2 de- 
ployment. We are ahead of schedule. That schedule calls for DFIS 
to deploy Einstein 2 intrusion detection capability at the 21 depart- 
ments and agencies that are going to have that capability installed. 
We are ahead of schedule, 12 operational. The rest will be com- 
pleted this fiscal year. 

The other aspect of the initiative is how the departments and 
agencies are r^ucing their Internet access points at the same 
physical location where they will be monitoring their network oper- 
ations and ensuring the security, including the use of our Einstein 
2 system. That is what is taking a longer time in the deployment 
of Einstein 2. 

Mr. PRICE. Thank you. That is helpful. Mr. Rogers. 

Mr. ROGERS. Thank you, Mr. Cnairman. Correct me on these 
numbers. I am told that there is 210 billion emails sent per day 
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equating to more than two million emails per second, 32,000 cyber 
attacks occur worldwide each day and that there are more than 
4,000 active terrorist websites. Are those numbers correct roughly? 

Mr. REITINGER. I could not say about the last. I would say that 
certainly in terms of the number of emails it is vast and I am sur- 
prised that the number of attacks is that low. There is a significant 
amount of traffic and a significant number of attacks and events. 

Mr. ROGERS. As I understand it, there are really three categories 
of cyber security threats. One is criminal cyber threats such as 
identity data theft, service disruptions and so forth; then there are 
homeland security threats such as penetration of networks that 
support critical infrastructure, including government nonmilitary 
computer systems; and then thirdly national security threats, espi- 
onage, theft or unauthorized disclosure of defense related data, dis- 
abling of weapons systems and the like. 

And I gather in this setting that we are in today we cannot talk 
about that third category, but we do want to talk to you about the 
other two. There are I am told more than a hundred foreign intel- 
ligence organizations attempting to hack into U.S. networks and 
that the U.S. was the country most frequently targeted by denial 
of service attacks in 2008, which accounts for 51 percent of the 
worldwide total. 

Getting back to those three categories— criminal, homeland secu- 
rity and national security— which one is getting the most threats? 

Mr. REITINGER. Sir, I do not know if I can say the most threats. 
We actively need to defend against the full spectrum. In point of 
fact, the same capabilities to attack are for the most part available 
to less sophisticated attackers as to more sophisticated attackers. 

With the tools that are available now, an unsophisticated 
attacker, a script kiddie who just downloads a tool from the Inter- 
net and runs an attack, can launch a fairly sophisticated attack, so 
we need to be able to defend against the most sophisticated and 
dedicated adversaries down to the lowest level criminal, if you will. 

And in point of fact, they are all increasingly targeting attacks 
and after things of value. We are well beyond the world where 
somebody wants to hack into a Webpage and put up a particular 
point of view or simply embarrass you. Criminals, foreign intel- 
ligence services, the full spectrum of entities, want access to valu- 
able information or actual digital money to finance what they want 
to do. 

And even if they are doing something like building a botnet, 
breaking into computers and assembling lots of compromised com- 
puters together in what amounts to Internet artillery, then they 
are still going to use that to make money, either to steal personal 
information or perhaps to rent it or sell it to someone else so that 
they could use it. 

Mr. ROGERS. Now, 85 percent of infrastructure is privately 
owned, right, so we are talking 15 percent of the nation's infra- 
structure, IT infrastructure, is governmental owner controlled. 
Now, you are attempting to channel all governmental communica- 
tions through certain channels that you call Trusted Internet Con- 
nections. Am I on track so far? 

Mr. REITINGER. Absolutely. 
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Mr. ROGERS. And you are trying to reduce the number of govern- 
mental points of contact so that you can more effectively police 
what goes through these TICs. You stop me when I get off track, 
will you? 

Mr. REITINGER. I will do that, sir. 

Mr. ROGERS. I am trying to understand this. But according to the 
Department, as of March 31 you are only 40 percent of consolida- 
tion into those TICs. Is that right? 

Admiral BROWN. Yes, sir. I would say the number is 12 of 21 de- 
partments and agencies have their actual trusted internet connec- 
tion sites physically identified and stood up. 

Mr. ROGERS. So you are less than halfway to your goal of consoli- 
dating the TICs. When do you anticipate you will have that work 
done? 

Mr. REITINGER. Well, the deployment to the 21 agencies and to 
the I nternet service providers will be done by the end of this year. 
Full activation will extend to the next year, and we will be in the 
process of working at that point I think with smaller agencies to 
get them to move to obtaining service either from one of those fed- 
eral agencies or through the networks. 

I apologize if I get jargonistic, sir. As you know, we are deploying 
to some internet service providers, getting them to obtain Internet 
service from those internet service providers so they get access to 
that TIC, Trusted Internet Connection, service. 

Mr. ROGERS. So what is holding us up? 

Admiral BROWN. Sir, it is two things. All of the departments and 
agencies by the end of this year will know and have identified 
where their physical locations for network traffic will be located. 

What is holding us up is the fact that all of the departments and 
agencies have to route all of their traffic to those physical locations 
and so it is time and effort that they have to put in to make sure 
that they are behind those Trusted Internet Connections. That is 
the biggest hurdle that they have to come over. 

Mr. ROGERS. Obviously this is critically important and is the 
path to cyber security for the government. However, in spite of the 
obvious need to move and make this complete, your budget request 
for next year cuts cyber security by $18.4 million, well below the 
current year funding level. 

At a time when you are trying to complete the installing of Ein- 
stein 2 and simultaneously develop and install Einstein 3, how can 
you justify coming to us with a budget request, knowing these 
kinds of bold goals that you are after, and cut funding? How can 
you do that? 

Mr. REITINGER. Sir, I would say the following. We are trying to 
be judicious in our request to make sure that we can appropriately 
spend the money that this Committee and the Congress gives us 
and spend the people's money appropriately. 

Second, the cut that you referred to is primarily both a transfer 
of some funding, the National Cyber Forensic Institute money, to 
a different part of the Department of Homeland Security, an elimi- 
nation of a set of one-time expenditures— for example, movement to 
data centers— and also reduction in certain dedicated expenses that 
we did not request be continued into this fiscal year. 
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So the actual program related funding that we have requested 
year over year has not gone down to nearly that degree, sir. 

Mr. ROGERS. Well, can you achieve the goals you have set for 
yourself and for us with this reduced funding? 

Mr. REITINGER. Sir, what I would say is when the budget was 
built, we built it on the information that was available to us and 
we made the best request available. We are in an environment 
where every day we learn something new. As with the ongoing ex- 
ercise, we are learning new things. 

Therefore, it is highly dynamic. If we believe that additional re- 
sources are called for to enable to execute our mission we will work 
those processes within the Administration and come back to this 
Committee and other appropriate Committees to request the fund- 
ing to accomplish that. 

CYBER SECURITY BUDGET STRUCTURE 

Mr. ROGERS. Let me just make one final point, Mr. Chairman, 
on this point. The Cyber Security Division has told the Sub- 
committee that its current budget structure is inhibiting operations 
and clouding the execution of funds. Can you explain how the re- 
vised budget structure you are proposing will improve the execu- 
tion of funding for cyber security? 

Mr. REITINGER. I would say, sir, that the budget structure, the 
PPA structure that we are operating under, is one that is not 
aligned with the current organizational structure, and what we had 
proposed to this Committee was that we have a budget structure 
that aligns with the organization and initiatives we have going for- 
ward that would enable in our view easier management and alloca- 
tion on our end and perhaps better oversight and transparency for 
this Committee and so that is the proposal that we have made. 

Mr. ROGERS. Well, Einstein 2 is a passive operation that tells us 
when we have been hacked. Einstein 3, when you perfect it, will 
hopefully prevent hacking. So these are very important obviously 
goals, and what I want to finally ask you is can you achieve those 
goals with the funding requests that you have made? 

Mr. REITINGER. Sir, we believe that the funding request that we 
made is appropriate to the data we had when the budget was built. 
As I said, if we believe we can make more progress and there is 
a good justification for it, we will have those discussions with the 
Administration and come back to this Committee with the addi- 
tional data and the justification for that. 

Mr. ROGERS. Thank you, Mr. Chairman. 

Mr. PRICE. Thank you. Mr. Rodriguez. 

DHS LEAD FOR PREPARATION AND PREVENTION 

Mr. RODRIGUEZ. Thank you very much, and let me thank you for 
being here with us today and indicate to you that in San Antonio, 
and I had been on the Armed Services Committee before and prior 
to 2000 we had done an exercise. We called it Dark Screen in San 
Antonio. A local exercise. No federal money, by the way. 

We did it on our own, and from a local perspective we got the 
utilities. We worked on it for a couple of years and came up with 
some items there and some recommendations. We saw some pretty 
good things with the universities there locally. 
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But I wanted to ask you. I know that it is important for us to 
move forward on the 23 agencies on the federal level, but what con- 
cerns me is that we are looking at it from top down. With Dark 
Screen we looked at it from bottom up and we are still working on 
that. 

What agency within Homeland Security is engaged in the prepa- 
ration for first responders to deal with cyber attacks? I know 
FEMA responds to the disasters, but as far as I know they are not 
doing anything in the area of cyber unless you tell me otherwise. 
But who in DHS is responsible for preparing the States and the 
local communities in these areas? 

Mr. REITINGER. Sir, for the most part in terms of the preparation 
and prevention we would be the lead. Obviously FEMA would be 
the lead in terms of preparedness, consequence management after 
any sort of event, physical or cyber, and we would work closely 
with them, but we actively work now with our state and local part- 
ners. 

We have a strong relationship with Multi-State I SAC, with the 
National Association of State CIOs, and we work directly with 
them on state-specific issues. Moreover, a lot of our effort, broader 
efforts, specifically include state and local involvement. For exam- 
ple, our efforts to raise awareness in this last year. 

We raised the game significantly, I think, on National Cyber Se- 
curity Awareness Month, which occurs in October of every year. It 
was very gratifying at the launch for the first time to have the Sec- 
retary of Home and Security and the Deputy Secretary of Defense 
stand up together and give the same message. 

Mr. RODRIGUEZ. Do we have a team in case of either a manmade 
disaster or any time we have a hurricane or anything? Do we have 
a team that operates? 

I just had a situation in two counties. Maverick and Hidalgo, 
where we could not communicate with our office for a whole day. 
By the way, during that period of time people could not get any 
money from their banks or anything. We never knew actually what 
actually happened. Do you have a team that responds to a situa- 
tion I ike that when they happen? 

Mr. REITINGER. Yes, sir, we do. We have a group of people. We 
have several groups of people that do telecommunications and in- 
formation technology incident response. For information tech- 
nology — 

Mr. RODRIGUEZ. And that is under who under DHS? 

Mr. REITINGER. That reports up through Admiral Brown and 
then Greg Schaffer too, sir, so that would be a part of U.S.-CERT. 
They would be responsible for coordinating. 

We brought all of those teams together in the National Cyberse- 
curity and Integration Center, which we opened in October and 
Chairman Price was present for, and we are building out the plans, 
as I suggested in my testimony, that will enable us to respond as 
one nation, which is the National Cyber Incident Response Plan. 

I would say that state and localities, particularly through the 
MS-1 SAC, are directly participating in the development of that 
plan. 

Mr. RODRIGUEZ. Now, let me follow up a little bit better as it 
deals also in this same area with local communities. Have we come 
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up with any collaboratives with universities for training and other 
purposes? 

I know we created in San Antonio and I know in other commu- 
nities a Bachelor's and Master's and Ph.D. in this area, and I know 
we have also some universities that have been looking at the l^al 
aspects of it. Are we working and reaching out to these institutions 
throughout the country? 

Mr. REITINGER. Yes, sir. We have robust collaboration with uni- 
versities. As part of our work on education and awareness, we are 
devoting increasing tallies to that. We are also working with uni- 
versities to make sure we are providing our own people with the 
training that th^ need through, I believe, Carnegie Mellon. We get 
some role-specific training for some of our employees. 

And we are working directly with the Naval Postgraduate School 
at the moment to find the right way to perhaps develop additional 
technolpgy expertise. So we are working broadly across the spec- 
trum with players, including academia. 

Mr. RODRIGUEZ. I do not want to lose sight of the fact because 
I know we are working from top down, but those natural disasters 
and things occurred locally and so in terms of looking at it also 
from the local and State, from the bottom up, as we move forward. 

Mr. REITINGER. Yes, sir. 

Mr. RODRIGUEZ. Thank you. 

Mr. PRICE. Thank you. Ms. Roybal-Allard. 

COORDINATION AMONG AGENCIES 

Ms. ROYBAL-ALLARD. During your testimony you talked about the 
importance of coordination, partnerships with the private sector, 
team building and so forth, yet according to a GAO report in March 
of this year it says that agencies have overlapping and uncoordi- 
nated responsibilities for cyber security activities that have not 
been clarified by the Cybersecurity Initiative. 

A key example is the lack of agreement regarding which agency 
is responsible for leading efforts of cyber information sharing and 
situational awareness, and then it goes on to give examples. It also 
cites that a former Acting Director of the NCSC said that due to 
a lack of coordination among the top level agencies and the White 
House has not been fully operational, and it was unclear what re- 
sponsibilities it was to assume for the federal government as a 
whole. 

The conclusion by GAO was that CNCI is unlikely to fully 
achieve its goal of reducing potential vulnerabilities, protection 
against intrusion attempts and anticipating future threats to fed- 
eral information systems unless roles and responsibilities for cyber 
security activities across federal government are more clearly de- 
fined and coordinated. They also cited a lack of measurement for 
effectiveness to gauge progress. 

So my question is what progress is being made to address these 
concerns so that you can be successful in meeting your goals? 

Mr. REITINGER. Thank you, ma'am. So let me say a couple of 
things and then I am going to ask Mike to add anything he would 
care to. 

I would say that defining roles and responsibilities is an area 
where we ne^ to do further work. I think significant progress has 
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been made over time, and in particular with the creation of the 
Comprehensive National Cybersecurity Initiative roles and respon- 
sibilities among the different agencies, who is the lead for different 
initiatives, was much more clearly defined. 

That process is moving forward, and one of the specific outcomes 
of the Cyberspace Policy Review, which the President initiated 
upon election and came out in May of last year, was the need to 
have a new national strategy that I think would go even farther, 
given what we have learned heretofore, better defining roles and 
responsi bilities. 

I think that is going to be a key action item for the new cyberse- 
curity coordinator at the White House, Howard Schmidt, and I 
know he is heavily focused on that. 

Ms. ROYBAL-ALLARD. Well, can you just tell me what is pre- 
venting you or what are the obstacles that are in front of you that 
prevent you from clearly defining a role so that we continue to 
have this overlapping of activities? 

Mr. REITINGER. I am not sure if it is a set of obstacles. It is sim- 
ply that things come up and they have to be addressed. The events 
change. What we need to accomplish changes, and we need to keep 
the roles and responsibilities current so we are actively working 
those and better defining roles and responsibilities as we go for- 
ward. 

Within our particular mission space, for example, we have a spe- 
cific effort, as I mentioned when I was giving my oral testimony, 
the National Cyber Incident Response Plan. Perhaps the most es- 
sential part of the National Cyber Incident Response Plan is to 
make sure that we have got a clearly defined set of roles and re- 
sponsibilities for all of the Federal Government players and the pri- 
vate sector in the event of an incident that affects national secu- 
rity. 

And so there are a lot of people who are interested in how that 
pie looks and what piece of it they are responsible for. So that is 
a fully collaborative process that we are driving. We brought the 
private sector in at the very start. We brought the government 
agencies in at the very start. It is a long-term process that will lead 
to a draft that we intend to test in a Cyber Storm exercise at the 
end of this year. 

So I guess all of that is to say I think we can continue to define 
roles and responsibilities and clarify them, but we are likely never 
to be done with that. We will probably need over time to keep those 
roles and responsibilities current as capabilities and the threat en- 
vironment we live in changes. 

Mike, did you want to add anything to that? 

Admiral BROWN. The only thing is the fact that over the past 
several months to support that development of the Incident Re- 
sponse Plan we have had multiple exercises, including the private 
sector participants, so that we can clearly understand under dif- 
ferent scenarios everybody's responsibility with respect to cyber se- 
curity. That is the biggest thing. Everybody does have specific re- 
sponsibilities. 

Ms. ROYBAL-ALLARD. So are you disagreeing then with the GAO 
reports that there is a lack of clearly defined and coordinated re- 
sponsi bilities? 
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Admiral BROWN. I think the answer is what we needed to have, 
which is what the Cyberspace Policy Review stated, was a National 
Cyber Incident Response Plan, ancf that is what we have all been 
working on since August to develop. 

Ms. ROYBAL-ALLARD. And when will you be finished with that 
plan? 

Mr. REITINGER. As I said before, ma'am, we intend to have a full- 
fledged draft that is executable in time for Cyber Storm III, which 
will be in September or October of this year. 

Mr. PRICE. Thank you very much. We will turn to Mr. Farr. 

Mr. FARR. Thank you, Mr. Chairman. Let me see if I totally un- 
derstand. Your role with Homeland Security is .gov. Is your role as 
an Admiral with .mil, or are you 

Admiral BROWN. No, sir. I am Department of Homeland Security. 
I am assigned to the Department of Homeland Security to conduct 
its mission. I just happen to be a Department of Defense Navy offi- 
cer. 

Mr. REITINGER. Admiral Brown is an example of the collabora- 
tion between the civilian side and the Defense side. He is effec- 
tively detailed to the Department of Homeland Security and serves 
as the Deputy Assistant Secretary for Cyber Security and Commu- 
nications. 


BUDGET FOR CYBER ACTIVITIES 

Mr. FARR. What is the total budget that you can disclose? What 
is our budget for cyber activities? 

Mr. REITINGER. The budget for the National Cyber Security Divi- 
sion request for Fiscal Year 2011 is I think $378 million. 

CONTRACT EMPLOYEES AND PRIVATE SECTOR PARTNERS 

Mr. FARR. Okay. And how much of the cyber security workload 
is performed by contractors? 

Mr. REITINGER. Well, we spend program funds on contractors. 
We have increasingly worked to have more and more of our work 
performed by government employees. My thoughts on that 

Mr. FARR. So taking that back from contractors, or we grow that 
into federal employees? 

Mr. REITINGER. It really, sir, is making sure that we build out 
the expertise of our government employees. As I am sure you know, 
it is difficult to hire in this environment. Cyber security experts are 
still few in number, and hiring them is a highly competitive activ- 
ity. We have been very successful in the last year in getting people 
on board, and we intend to continue to grow the federal workforce. 

I like to say when I came on board roughly a year ago we were 
down to about somewhere between 20 and 25 people, government 
employees in U.S.-CERT. Through the great efforts of Greg Schaf- 
fer and Mike Brown, we have raised that to around 50 now, and 
we are trying to get that to 100 government employees by the end 
of the year. So during the course of the last year we have converted 
roughly 100 positions, if you will, from contractors to government 
employees. 

Mr. FARR. That is the right direction. I would like to invite you 
to come out and see what our cyber capabilities are on the Mon- 
terey Peninsula because Homeland Security has its school where 
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you are getting Masters' and Ph.D.'s, and I think we can expand 
that training capability with the linkages that we have there. 

Could you also give us who are some of your private sector part- 
ners? 

Mr. REITINGER. Excuse me? 

Mr. FARR. Who are some of your private sector partners? 

Mr. REITINGER. Sir, we work with private sector partners across 
the entire spectrum under the National Infrastructure Protection 
Plan framework, so that includes multiple sectors, including com- 
munications and information technology and what you might think 
of as more traditional sectors like electric power and financial serv- 
ices. 

So we have, and work with both directly, with those sectors and 
through the Cross-Sector Cyber Security Working Group companies 
in all of those sectors. For example 

Mr. FARR. This is under your Incident Response Plan? 

Mr. REITINGER. Well, we work directly with the sectors. Some of 
the lead work would be done by the IT and communications sec- 
tors. With regard to the IT sector, the former chair of the IT sector 
was J uni per. Now the chair of the IT sector is Microsoft. So it 
changes over time, but that is representative. 

A number of companies from CSC— not CS&C, but CSC. There 
are multiple companies that are involved in that work. I know that 
the first call which involved the private sector to work to develop 
the national cyber incident response process had over a hundred 
people on it, many of them from the private sector, and so there 
IS a fairly broad level of participation. 

INCIDENT RESPONSE PLAN 

Mr. FARR. I am just curious because the whole Incident Response 
Plan has essentially been developed out of the public sector, actu- 
ally out of CalFire in California. It is a disaster response plan, and 
yet to develop the Incident Response Plan for cyber disasters is 
more of a private sector it seems. I am just curious about it. 

Mr. REITINGER. Sir, that goes back to Mr Rogers' comments. We 
are dealing with an environment where the vast majority of critical 
infrastructure is owned by the private sector. As Admiral Brown 
said before, everybody has a role here. We need to make sure when 
bad things happen that everybody knows what they need to do and 
how they can work together to respond to bad things. 

One thing about a cyber incident is it is unlikely to be geographi- 
cally limited. Certain consequences may be, but it could easily be 
nationwide, and so we will need the right capabilities to bring to- 
gether all those players from the Defense Department to the De- 
partment of Homeland Security to multiple states and localities 
and private-sector partners across the country to be able to respond 
effectively. 

BROADBAND EXPANSION 

Mr. FARR, j ust the last part of that. Is there in that analysis the 
ability to— you know, we have the big broadband expansion in the 
stimulus package, and I have been very curious because I represent 
a real rural area of California, and yet right down the main of that 
we have fiber optic cable to come to the Naval Postgraduate School, 
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but within 25 miles of that you cannot get a cell phone. You cannot 
even in fire incidents. We cannot even get satellite communication. 
We have to park a communication ship offshore; usually not a mili- 
tary ship, but a civilian ship. 

So it seems to me that they are in one of those gaps that 
broadband is not addressing and I do not know whether you are 
addressing it. Is there some dialogue between what we are giving 
in our grant and the need to do broadband expansion and cyber se- 
curity planning? 

Mr. REITINGER. Sir, I would say the big topic of broadband ex- 
pansion is probably outside my mission space, as critical as I recog- 
nize that it is. 

We, however, are very concerned with broadband expansion. How 
do we ensure that the people who are involved are secure as th^ 
increasingly connect to high bandwidth connections? And there is 
a part of what works, a part of DHS that reports up through Admi- 
ral Brown and Greg Schaffer to me, that looks specifically at how 
do we ensure that we have things like priority communications 
across Internet base networks and telephone networks, so that is 
something we are concerned about, how we can make sure that we 
can get through to everybody in the event of an emergency. 

Mr. FARR. But not necessarily a geographical isolation or any- 
thing like that? That would not be part of it? 

Mr. REITINGER. The actual broadband expansion is something 
that would be done by other agencies like NTI A, sir. 

2010 CYBER SECURITY EXPENDITURE PLAN 

Mr. PRICE. We appreciate both of you being here for what has 
turned out to be a fairly long morning with the classified briefing 
and then this public hearing. I think we do have some further 
questions, and I know we will submit more for the record, so I 
would like to proceed with the final fairly quick round of questions. 

I will lead off with a reference to the 2010 expenditure plan. The 
Subcommittee received this plan for the National Cyber Security 
Division last month. In this document DHS has substantially reor- 
ganized the program's plan from six goals in the 2009 plan to 47 
separate initiatives in 2010. Now, of course it is not just the num- 
bers that matter, but what those numbers signify, but it is fair to 
say that the Cybersecurity Initiative has grown, has matured, and 
has become more complex. 

I wonder if the increasing number of action items in this expend- 
iture plan may represent a challenge to the orderly execution of the 
program, especially since, as a number of Members have men- 
tioned, we are dealing overall in the 2011 budget with a modest cut 
to the Cyber Security Program. 

So I want to ask you a question for your oral response and then 
you may well want to elaborate for the record. What is the relation- 
ship between the apparent increasing complexity of the Cyber Se- 
curity Program and the 2011 budget? How closely was the 2011 
budget based on the achievements that DHS plans for 2010? Of 
course, this is an expenditure plan that arrived in Congress well 
after the 2011 budget arrived, so there is a question I suppose of 
synchronization here. 
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Is the budgeting cycle for cyber security efforts synchronized 
with the program's implementation? We are looking for not just as- 
surance, I think, but perhaps further details about the way the 
more detailed expenditure plan, which we awaited for some 
months, the way that that is reflected. The question is is it faith- 
fully reflected in the 2011 budget request? 

[The information follows:] 

RESPONSE: The apparent increased complexity of the National Cyber Security 
Division's (NCSD's) program structure reflects the Department's multi-layered ap- 
proach to the Nation's current and future cybersecurity posture. The Department's 
cybersecurity budgeting cycle is synchronized with cybersecurity program implemen- 
tation. The Department's FY 2010 NCSD expenditure plan and FY 2011 NCSD 
budget justification were developed based on the FY 2010 NCSD budget request. 
NCSD's planned FY 2010 achievements were identified based on the FY 2010 budg- 
et and are consistent with the FY 2011 budget request. As such, the FY 2011 budget 
is fully informed by DFIS's planned FY 2010 cybersecurity achievements. 

The decrease in the NCSD budget request for FY 2011 was caused by many fac- 
tors, including the elimination of one-time or non-recur investments and DFIS' 
prioritization of spending across the department. Flowever, core cybersecurity pro- 
grams such asEINSTIEN will continueinFY 2011. 

Mr. REITINGER. Sir, let me briefly say, and I would be happy to 
supplement in a question for the record, that I believe we are. 

I personally apologize to you and to the Committee for the length 
of time it took to get you the expenditure plan. That is a matter 
of focus for us, and we got it to the Committee more rapidly this 
year than we did last year, and we will do it more rapidly next 
year than we did this year if that is a requirement. I apologize, and 
we will work to make sure that that does not recur. 

Second, I believe that the efforts are synched. We are planning 
in the out years. We are planning long term for what we need to 
accomplish, and I think the reason you see an increasing com- 
plexity in our expenditure plans is we are having more people. We 
are bringing on the people, the human capital that we will need to 
be able to execute on a broader mission space. 

I think you will increasingly see a greater strategic focus in what 
we do because just earlier this year for the first time the Depart- 
ment of Homeland Security, in coordination with the interagency, 
released a Quadrennial Homeland Security Review, which says this 
is what we are trying to accomplish. These are our mission areas. 
These are our top line goals. 

One thing I would point out for this Committee is that for the 
first time cyber security was identified as one of the top five mis- 
sion areas on a par with securing the borders with the entire 
Homeland Security enterprise, which is an interagency enterprise. 
So you will see an increasing focus and priority on this area and 
alignment of budgeting and initiatives with that strategic direction. 

CYBER SECURITY COORDINATION 

Mr. PRICE. Let me just quickly follow up on a related area of 
questioning which Ms. Roybal-Allard pursu^; that is the coordina- 
tion among federal agencies that you are striving for. 

Your budget does address that very directly with a single funding 
item doubling the cyber security coordination funding from $5 mil- 
lion to $10 million. What specifically is that all about? 

Mr. REITINGER. Sir, that is about the National Cyber Security 
Center, which was established under HSPD-23/NSPD-54. That or- 
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ganization was not funded until FY 2010, except through some 
transfers, and received its initial funding of $5 million thanks to 
this Committee and to the Senate for FY 2010, which is creating 
an initial operating capability. 

The National Cyber Security Center is dedicated to enabling col- 
laboration across the six cyber centers such as both U.S.-CERT 
and the NCIJ TF, which is run by the FBI for law enforcement pur- 
poses. All of that collection of centers to enable them to collaborate 
effectively together to be able to share information amongst them- 
selves and to enable common situational awareness across all of 
the different areas of data and knowledge that the U.S. Govern- 
ment has. 

The $10 million request is to move out of an Initial Operating 
Capacity into a broader scope of responsibility. It is an expansion 
from, I believe, 14 federal FTP in this year to 40 FTP next year. 

Mr. PRICE. Thank you. Mr. Rogers. 

Mr. ROGERS. What can you say in this setting about where the 
attacks are originating? 

Mr. REITINGER. I think I would say in this setting, sir, that at- 
tacks can occur from anywhere to anywhere and that we need to 
be mindful and protect against the full spectrum of threats. 

One of the things that is important to note is one can appear to 
see an attack coming from a particular place where that just is the 
location of a computer system that an attacker has routed his or 
her communications through, so actually attributing conduct and 
finding the ultimate source of attack remains a significant item of 
work, demonstrated by how difficult it is to bring criminal prosecu- 
tions for criminal elements that are involved in this activity. 

Mr. ROGERS. Well, obviously some of the attacks are from States, 
are they not? 

Mr. REITINGER. There is a full spectrum of threats, sir, and it 
goes up to the State level. Yes, sir. 

Mr. ROGERS. Including military? 

Mr. REITINGER. I think I would rather not characterize that in 
this context, sir. 

Mr. ROGERS. All right. Can you tell us some of the States that 
are involved? 

Mr. ROGERS. Again, I would rather do that in closed session, sir. 

Mr. REITINGER. All right. 

Mr. FARR. Foreign States or domestic States? 

Mr. ROGERS. Yes, is Kentucky involved? [Laughter.] 

Mr. REITINGER. I can neither confirm nor deny that. [Laughter.] 

Mr. ROGERS. I plead the Fifth, too. Flow far behind are we on 
Einstein 3? 

Mr. REITINGER. Sir, I would say that our deployment schedule is 
about— with regard to where we are right now, as opposed to when 
we intended to deploy, about a year behind where we would like 
to be given the barriers that we faced. 

Mr. ROGERS. Barriers like what? 

Mr. REITINGER. The barriers include the need to develop the con- 
tracts, and the need to work with our agency partners to ensure 
that all of the right legal and oversight structures are in place, a 
wide collection of activities. 
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EINSTEIN 3 CAPABILITIES 

Mr. ROGERS. Well, how would you characterize the vulnerability 
of government networks to some damage or penetration without 
the real time intrusion detection and monitoring capability of Ein- 
stein 3? 

Mr. REITINGER. I think all networks, Federal Government or oth- 
erwise, are subject to significant threats and significant risks, sir, 
but as we deploy, or as we now test Einstein 3, and work towards 
deployment of operational capability, we are in the process of de- 
ploying other protections, working with our agency partners to 
make sure that they have the information that they ne^, and tak- 
ing a series of actions. 

There is simply, sir, no silver bullet here, and Einstein 3 is not 
a silver bullet. We need to make sure that we build defense in 
depth and have multiple ways in order to help protect both govern- 
ment and private networks. 

Mr. ROGERS. Well, the goal, of course is to prevent penetration 
in real time of our networks. Can you assure us that Einstein 3 
will achieve that goal? 

Mr. REITINGER. Sir, I can assure you that the technology when 
deployed will significantly enhance our security posture, and enable 
us to do things that we cannot currently do in the .gov domain. 

But it again will not be a silver bullet. It will not stop all intru- 
sions. We will be looking for particular indicators of malicious ac- 
tivity, and attackers' techniques change over time. Plus, there are 
different spectrums of threats. 

Someone could simply walk into— you know, take a government 
computer home, a laptop home, and plug it into their network, 
have it compromised when they do that because they have got an 
infected machine on their home network. 

So we are going to have to be vigilant and continue to build mul- 
tiple protections in defense in depth as we are doing right now. 

Mr. ROGERS. So, Einstein 3 will not be the final answer? 

Mr. REITINGER. Oh, no, sir. There will be an Einstein 4 and other 
parallel protections that go along with it. It is an old saying if you 
will, and (^ber security is not a destination. It is a journey. 

And it is a little tired, but it is true. We are dealing not with 
a set of static threats, like is there going to be an earthquake or 
not, but an adaptive and reactive set of adversaries that are going 
to see what we do, and change what they do, across the full spec- 
trum, and we are going to need to keep responding to what they 
do in order to ensure protection. 

Mr. ROGERS. Finally, we have not talked much about the private 
sector here today, although we should because it is 85 percent own- 
ers of critical infrastructure. What can you tell us about how you 
are working with the private sector in this regard? 

Mr. REITINGER. Sir, we are working again with the private sector 
across the spectrum. We are sharing information with them. And 
as I mentioned in my testimony, things like the pilot that we are 
sharing information with the financial services sector, three dif- 
ferent financial services, I SAC. 

We are working and we have private sector participants already 
at our telecommunications response center, the national coordi- 
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nating center, and we are going to be working to add additional 
private sector representatives from other sectors, including IT and 
perhaps additional ones, at the national cyber security and commu- 
nications integration center, because we want to have a joint oper- 
ation center that will enable us with the private sector to work 
jointly. 

We are working with them on exercises, and making sure that 
we have got the right processes as I said before in the National 
Cyber Incident Response plan to be able to work together as one 
nation. 

We have worked with them on specific initiatives under I nitiative 
12 or Project 12 of the Comprehensive National Cyber Security I ni- 
tiative, and in particular under the National and Infrastructure 
Protection Plan framework, for example, last year released the first 
ever risk assessment of the IT sector, in full collaboration with the 
IT sector coordinating council. 

The last thing that I would point out is that we are working with 
them in particular, if you will, technological silos. So we are work- 
ing directly with control systems vendors and other entities worried 
about control systems, to help increase the security of control sys- 
tems. 

So one could talk about our work with the private sector, and 
nearly everything that we are doing, we are doing something in 
that space with the private sector. 

Mr. ROGERS. Could you apply an Einstein 2 tech system to the 
private sector on a voluntarily basis, and afford them some of the 
protections that Einstein 2 and 3 gives to the government techs? 

Mr. REITINGER. Sir, I would say that one could deploy an intru- 
sion prevention system in order to protect part of the private sec- 
tor. We right now are focused on deploying that to protect the .gov 
domain. 

Mr. ROGERS. Thank you very much for your testimony and your 
work. 

Mr. REITINGER. Thank you, sir. 

Mr. PRICE. Thank you. Mr. Rodriguez. 

PRIVATE SECTOR PARTNERSHIPS AND TRAINING EXERCISES 

Mr. RODRIGUEZ. Thank you very much, and let me go back a lit- 
tle bit on this discussion. Have we done any exercises with the pri- 
vate sector or do we have any projects going on that you are aware 
of now? 

Mr. REITINGER. Oh, absolutely, sir, particularly in cyber. Over 
the course of the last few years, we have done big exercises, like 
Cyber Storm I and Cyber Storm 1 1 . 

Mr. RODRIGUEZ. Yes. 

Mr. REITINGER. And just in the last few months working on the 
National Cyber Incident Response Plan, we have done three table 
top exercises that involved the private sector. 

Mr. RODRIGUEZ. One of the things that concerns me is with uni- 
versities. Have any incidents occurred that are less likely to be 
publicized because they hurt the universities, especially if a crime 
is occurring? 
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And in the area of crime, I would presume the same thing ap- 
plies to banks. I am concerned that we do not know what is occur- 
ring in the private sector, or what might be occurring. 

You mentioned in terms of when we find out. I would presume 
that some attacks we have not found out about yet. So do we 
have— is there a need there to do some additional work with the 
private sector, and also in the area of crime, and with the police 
and preparing them as to how to deal with these issues through 
cyber in the area of crime in the local communities? 

Mr. REITINGER. Sir, you are taking me back not to my current 
role, which is more cyber security focused, than in the former role 
that I had as a prosecutor in the Department of J ustice. I think 
that your questions are spot on, sir. 

Even back then, back to 1995 and before, the questions were 
raised about are we getting enough reporting, because people can 
be very reluctant to report cyber intrusions because it could ad- 
versely affect their reputation. 

Ancf that has been an item of work not only in our community 
to make sure that people and companies know that we can provide 
assistance to them, but in law enforcement so that they can take 
appropriate action. 

Companies over time have gotten more used to reporting, and 
things like breach disclosure laws have certainly helped in that re- 
gard. But we need to continue to develop that. We still have to 
make too many decisions in cyber security based not on data, but 
based on religion. 

And I do not mean that in the technical sense, but people make 
decisions based on what they believe and what they think to be 
true, rather than based on what the data shows. So we need to con- 
tinue to build those relationships to get that data, and that is a sig- 
nificant item of work for us to make sure. 

For example, with the financial services sector, the whole point 
behind the pilot that we are conducting is that that is not how we 
push information to the sector. It is bilateral information sharing. 

How do we share information so that we give them relevant data, 
and they give us relevant data, so we can all have the information 
that we need both to generate situational awareness and to allow 
us to protect our systems? 

Mr. RODRIGUEZ. And you hit the nail on the head, because I 
know that with the universities we had to create l^islation to re- 
quire them to report any assaults, or anything against women, be- 
cause they were not forthcoming. 

I assume that the private sector is not going to be forthcoming 
either unless we require that information, or allow some umbrella 
of protection for us to follow through on that. I am really concerned 
whether our local police are also capable of following through on 
some things that might be occurring through cyber, of if we are not 
there yet in terms of the training that is required. 

Ancf so you are also telling me that we are providing training in 
the local community? Who was doing that once again? 

LOCAL COMMUNITY TRAINING 

Mr. REITINGER. Sir, training the local communities is done, I 
think, by primarily in a distributed way. Through our efforts under 
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National Cyber Security Awareness Month, and more generally 
around awareness, make active efforts to inform everyone, includ- 
ing critical infrastructure, but down to individual end-users about 
the way they can protect themselves. 

And we make a very focused effort during Cyber Security Aware- 
ness Month. I mean, just one case in point. During Cyber Security 
Awareness Month this last year, I sat down in a local station, or 
in a satellite studio and did over 20 local interviews with different 
local TV stations around the country to help raise cyber security 
awareness in their community, ancl that sort of activity is con- 
tinuing. 

One other thing that I wanted to mention. There are mechanisms 
that enable us to protect information that the private sector shares 
with us. In particular, the Protected Critical Infrastructure Infor- 
mation program, the PCM program, which is run under DHS, pro- 
vides protection to voluntarily share vulnerability information. So 
we have mechanisms to go forward in that space. 

Mr. PRICE. Thank you. Mr. Farr. 

EINSTEIN DEPLOYMENT SCHEDULE 

Mr. FARR. I want to follow up Mr. Rogers' question. How far be- 
hind is Einstein, or how far behind do you think .gov is from .mil? 

Mr. REITINGER. Sir, that is hard for me to compare because the 
environments are so very different. The .gov environment is far 
more complicated, and far more distributed, and has far more 
connectivity, and more owners than operators. I really do not know 
how to answer that question. 

RESPONSIBILITY FOR FINANCIAL EXCHANGE SECURITY 

Mr. FARR. Well, let me follow up Mr. Rodriguez's question, and 
following up on who is responsible for the exchanges, the com- 
modity exchange and the stock exchanges for cyber security? I 
would think of all the energies that would be hacked, and jammed, 
and manipulated, would be the exchanges, because that is there 
24-7, and global, and a lot of international players are involved in 
the exchanges, because you can do the whole thing over the I nter- 
net. 

So it seems to me to be one of the most massive cyber security 
items would have to be in that area. Is that our government's re- 
sponsibility, or is that all just the cyber section? 

Mr. REITINGER. Sir, you raise a very good question. This is an 
important point. The ultimate responsibility for cyber security is 
going to lie with the owners and operators of the networks. So it 
is important to us to not fully own the security of .gov. 

It is the Department of Homeland Security's responsibility to se- 
cure its own networks. It is the Defense Department's responsi- 
bility to secure its networks. It is the— pick an agency. It is the De- 
partment of I nterior's responsibility to secure its networks. 

Similarly, the same is true in the private sector. So what we 
have got to do is get into a world where cyber security is a part 
of the DNA of every entity, and we in government, particularly in 
the parts of the government that report up to me, the National 
Cyber Security Division, are both making that easier providing the 
data that those companies, or government entities, need to protect 
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themselves, and provide certain technologies or capabilities to deal 
with issues that are hard to deal with on a one-by-one basis. 

Mr. FARR. It also seems that we have to stay ahead of the curve, 
the intellectual curve. We have got to have the brightest people in 
the world working for us. 

Mr. REITINGER. Absolutely. 

M r. FARR. And do we? 

Mr. REITINGER. We have some very incredible people both in the 
government and in the private sector, sir. You would be amazed at 
some of the expertise that exists both in the private sector and in 
government to address some of these issues. 

But if we do not maintain a focus on developing the capabilities 
in our universities, and in hiring people, and making sure that peo- 
ple know being a deepest pool, a cyber security pool, we are going 
to have a lot of trouble. 

We have got to start getting kids when they are six and seven 
years old thinking about programming, and getting them involved 
in security, and doing end-to-end work so that when they graduate 
from a university, they are ready to go to work for a private-sector 
company, or a government agency, and they are the world experts. 

Mr. FARR. And Silicon Valley is very cool and very rich, and very 
profitable. Thank you, Mr. Chairman. 

Mr. PRICE. Thank you, and let me thank both of our witnesses 
for very helpful testimony, and for the good work that you are 
doing in a very challenging area, and one that we are going to be 
paying careful attention to in the weeks ahead as we draw up the 
2011 budget. But you have been a great help to us this morning 
and we thank you. 

Mr. REITINGER. Thank you, sir. 

Mr. PRICE. With that the Subcommittee is adjourned. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE DAVID PRICE 

Deputy Undersecretary Philip Reitinger and 
Deputy Assistant Secretary for Cybersecurity and Communications 
Rear Admiral Michael Brown 

National Protection and Programs Directorate 


Cvbersecuritv Coordination 

Question: The 20 1 i budget requests $ 1 0 million for the National Cybersecurity Center (NCSC), an increase of 
$5 million or 100%. Part of this funding will support a 24/7 cyber watch floor, but other operations of NCSC 
remain unclear. Provide for the record a copy of the NCSC mission statement, a description of the relationship 
between NCSC and US-CERT {including clarification of how NCSC 24/7 watch relates to US-CERT watch 
activities), and an explanation, with specific FTE levels, of the responsibilities of staff and contractors funded 
through NCSC appropriations. 

ANSWER; The mission of the National Cybersecurily Center (NCSC) is to help secure U.S. Federal 
Government networks and systems by coordinating and integrating information to provide cross-domain 
situational awareness; analyze and report on the composite state of U.S. cyber networks and systems; and foster 
collaboration. 

In executing its mission, NCSC does not duplicate the roles and responsibilities of participating organizations 
but rather supports them in their mission and ensures coordination and a shared cybersecurity situational 
awareness among these organizations. 

As part of its mandate to coordinate information across the cyber landscape. NCSC has been tasked with 
working hand-in-hand with six federal cyber centers. The United States Computer Emergency Readiness Team 
(US-CERT) is one of these. Each of these centers has different and uniquely focused missions relating to its 
specific functions within the cybersecurity domain and within its respective agency. The NCSC is tasked with 
coordinating and informing the overall information exchange common operating picture among these centers 
and across the Federal Government to ensure there arc collective cyber awareness, preparedness and response 
capabilities to react to potential cyber incidents. 

US-CERT is part of the National Cyber Security Division (NCSD). which defines its strategic objectives as 
building and maintaining an effective national cyberspace response system and implementing a cyber risk 
management program for protection of critical infrastructure and national systems. US-CERT works to support 
these goals. 

The NCSC 24/7 watch function is designed to monitor many data streams, including those of US-CERT, to 
discern the wider stale of cyberspace affairs pursuant to NCSC’s mission of looking at the national strategic 
picture in federal cyberspace rather than replicating the activities undertaken by US-CERT. NCSC intends to 
report on issues of strategic and national level significance rather than provide the same analytical data or 
process raw information daily as is carried out by US-CERT. 




800 


The NCSC has six key service areas. Each service area is described in ihe following paragraphs, along with a 
list of the Full-Time Equivalents (FTEs) and contractors who support each area. The Fiscal Year (FY) 201 1 
request ($10.0 million) includes funding for 40 Full-Time Positions (FTPs)/28 FTEs. The current plan is as 
follows: 

Leadership and Business Operations - 6 FTP/5 FTE 

This key service area is responsible for budget formulation, expenditure of funds, accounting and finance; 
procurement; human resources and personnel; information technology (IT) systems; facilities, property, 
equipment and other material resources; and identification and tracking of performance measurements relating 
to the responsibilities of the Department. 

Mission Integration - 10 FTP/7 FTE 

This key service area includes Mission Integration Officers assigned to each center, who ensure the delivery of 
agreed-upon deliverables and outcomes in the value proposition/partnership agreements. These FTEs will 
facilitate the integration of the six participating centers through common or aligned processes, procedures and 
techniques. 

Collaboration and Coordination - 3 FTP/2 FTE 

This key service area includes three FTPs assigned to develop and implement the partnership agreements with 
the six participating centers. Another key responsibility of this service area is to develop and issue the Annual 
National Cybersecurity Compendium. In addition, these FTEs will work with the Mission Integration Officers 
to develop and coordinate a cross-organizational information-sharing process. They also facilitate professional 
collaboration and manage the partnership agreement process with each center. 

Situational Awareness/Cyber Incident Response - 9 FTP/6 FTE 

This key service area sustains an integrated national situational awareness capability for operational and 
strategic means at all four classification levels: Non-Secure Internet Protocol Router (NIPR), Secure Internet 
Protocol Router Network/Homeland Secure Data Network (SIPRNet/HSDNet), the Joint Worldwide 
Intelligence Communications System (JWICS) and Gold Networks. In addition, this service area will provide 
support to steady state incident response and national cyber incident response efforts. Finally, this service area 
is responsible for the development and deployment of an integrated incident management system of detection; 
analysis; alert and notification; and response/remediation. 

Analysis and Reporting - 8 FTP/5 FTE 

The purpose of this key service area is to report daily, weekly and annually on the composite state of the U.S. 
cyber networks and systems. These FTE are also responsible for conducting system-wide incident analysis and 
integrated incident response planning. This key service is also charged with convening and managing the cyber 
incident investigative capability - modeled after other successful federal investigative capabilities. 

Knowledge and Technology Management - 4 FTP/3 FTE 

This key service area will provide a portal with a compendium of cybersecurity information and intelligence for 
cybersecurity professionals, analysts and center customers. It will sustain a national cyber incident database 
that will provide the means for online collaboration, correlation analysis, discovery and trend studies. This 
service area will also be responsible for enabling IT support for the NCSC and for providing enterprise tools 
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and capabilities (process, tool deployment and common procedures) for all six centers. This function will lead 
enterprise-wide tool development and deployment, ^suming full Comprehensive National Cybersecurity 
Initiative 5 (CNCI-5) responsibilities in FY 2012. 


Question: As the Department continues to develop and deploy the EINSTEIN system, what is DHS doing to 
ensure that the Security Operations Centers (SOCs) in individual agencies, which are a critical part of the 
overall Federal Government response to cyber incidente, are enabled to achieve their mission? Do non-DHS 
agencies' SOCs have access to the information collected with the Einstein technology? 

ANSWER; NCSD maintains collaboration and coordination through a recurring technical interchange of 
processed alert data with federal agency Security Operations Centers (SOCs) to mitigate vulnerabilities and 
respond to threats and attacks. As part of this interchange, NCSD's operational branch, the US-CERT. works 
directly with agencies to confirm potential incidents when US-CERT identifies anomalous activity traversing 
EINSTEIN 2 sensors. If an incident is confirmed, US-CERT will work with the agency to mitigate it within the 
agency network and produce the appropriate product to alert other agencies to the potential threat and/or 
vulnerability. 

However, at times, the contc.xtual threat information that underlies EINSTEIN data is of a classified nature. 
Improved information sharing and collaboration using classified networks is being enabled, in part, by federal 
agency implementation of the Trusted Internet Connections (TIC) Initiative led by the Office of Management 
and Budget (0MB) and the Department under the Comprehensive National Cybersecurity Initiative. The TIC 
Reference Architecture requires that each agency serving as a TIC Access Provider (TICAP) satisfy 51 critical 
capabilities, which were developed in an interagency working group. Among these capabilities, each TICAP’s 
SOC must maintain appropriately credentiaied 24x7 staffing, the capability to handle national security 
information based on the requirements established by the Committee for National Security Systems and the 
capability to house Top Secret/Sensitive Compartmented Information (TS/SCI) equipment in a compartmented 
secure facility. Once a TICAP agency implements the TIC Initiative, its SOC will be better enabled to achieve 
its mission through access to classified threat data or relevant contextual threat information. 

US-CERT bases the implementation of signatures in EINSTEfN 2 on current threats to the Federal Government. 
As a result of the events triggered by the signatures, US-CERT is working to provide federal agencies with 
serialized, near real-time analysis reports derived from EINSTEIN 2 data. Although some departments and 
agencies with EINSTEIN I Nettlow sensors installed have access to Netflow data today, that access is not real 
time or near real time, and no such access was ever contemplated by the program. Moreover, for a variety of 
reasons (ranging from volume of data, need for validation via analysis/processing and classification issues), 
neither the current ErNSTEIN 2 deployment nor the planned EINSTEIN 3 solution contemplate sharing 
unprocessed raw IDS/TPS data with departments and agencies in near real lime. However, US-CERT works 
directly with agencies to confirm potential incidents when US-CERT identifies anomalous activity traversing 
EINSTEIN 2 sensors. However, if an incident is confirmed, US-CERT will work with the agency to mitigate it 
within the agency network and produce the appropriate product to alert other agencies to the potential threat 
and/or vulnerability. 


Question: What is DHS doing to take into account the fact that various Federal "cloud" initiatives may be 
outside of the Trusted Internet Connection initiative? 

ANSWER: As part of the Federal Cloud Initiative started in October 2009, the IT Infrastructure Line of 
Business started the Cloud Computing Security Working Group (CCSWG). The CCSWG is an inter-agency 
group that includes the Department of Homeland Security (DHS), the General Services Administration, the 
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National Institute of Standards and Technology and other sponsoring agencies under the Chief Information 
Officer Council. The CCS WG is developing processes for performing joint security authorization and 
continuing oversight of large outsourced, multi-agency systems; however, its initial focus is on cloud computing 
environments. DHS is working with the CCSWG to ensure appropriate security controls protect Federal 
Government information wherever it is stored, processed or transmitted, based on the sensitivity of the 
information and risk environment. As DHS and the other agencies collectively gain more experience with 
federal cloud initiatives, DHS will continue to update the TIC Initiative. It is expected there will need to be a 
combination of approaches that include the TIC Initiative and Cloud Computing. Cloud Computing 
environments, which handle some types of Federal Government information requiring access controls, may 
need to use private Cloud Computing environments including TIC protection. Other types of Federal 
Government information also do not have access controls, do not require TIC protection or are already hosted in 
other Cloud Computing environments. 


Question: What efforts is DHS taking to create a baseline of information on attacks and incidents that can be 
openly shared with other agencies and the public without damaging intelligence operations, offensive 
operations, or entity reputations? 

ANSWER: US-CERT’s goal is to share as many indicators as possible with federal agencies at the 
Unclassified/For Official Use Only level. This is one of the most challenging aspects of US-CERT’s mission 
space because there is a push to disseminate information as quickly as possible to the widest possible audience 
and a pull to avoid alerting the threat and losing the trust of US-CERT’s law enforcement and intelligence 
community peers. The information that is being shared will be, when lime permits, coordinated with law 
enforcement and intelligence organizations. For federal departments and agencies, improved information 
sharing and collaboration using classified networks is being enabled, in part, by federal agency implementation 
of the TIC Initiative led by 0MB and the Department under the Comprehensive National Cybersecurity 
Initiative. The TIC Reference Architecture requires that each agency serving as a TICAP satisfy 51 critical 
capabilities, which were developed in an interagency working group. Among these capabilities, each TICAP’s 
SOC must maintain appropriately credentialed 24x7 staffing, the capability to handle national security 
information based on the requirements established by the Committee for National Security Systems and the 
capability to house TS/SCI equipment in a compartmenied secure facility. Once a TICAP agency implements 
the TIC Initiative, its SOC will be better enabled to achieve its mission through access to classified threat data 
or relevant contextual threat information. 


User Authentication 


Question: As the Department considers approaches to strengthen authentication requirements, what research is 
being done to understand what is working and what is not working? Is the Department consulting with experts 
in the private sector on this topic? What authentication methodologies have been considered, and is there any 
risk-based analysis contributing to the methodologies under review? 

ANSWER: DHS is actively pursuing development and implementation of an Identity, Credential and Access 
Management (ICAM) strategy for the Department in line with the Federal Identity, Credential and Access 
Management guidelines issued by the Federal CIO Council. This effort includes understanding lessons learned 
and best practices in the area of user authentication. 


ITie Department: 
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• Coordinates with other federal agencies (for example, the Department of Agriculture, the Department of 
Health and Human Services and the Department of Defense) to determine lessons learned and best 
practices 

• Actively participates in federal and industry meetings related to ICAM (including user authentication) 

• Consults with industry experts to determine trends, innovations, lessons learned and best practices 
(specifically key innovators and integrators in the field of ICAM) 

• Works with the National Institute of Standards and Technology (NIST) to determine research, standards 
and best practices 

• Gathers and reviews research materials (through industry research groups) 

• Performs pilots (for example, Backend Attribute Exchange, logical access pilots with Personal Identity 
Verification (PIV)) 

• Performs Analysis of Alternatives 

DHS actively interacts with experts in the private sector on measures to strengthen authentication requirements. 
DHS research includes participating in demonstrations, gathering information through Requests for 
Information, attending appropriate conferences and performing research with ICAM industry leaders and 
research groups. DHS has established an industry liaison program to effectively coordinate with industry' 
experts. In addition DHS has contract IT research and advisory services through Burton Group and Forrester 
Research and standards development organizations such as the Organization for the Advancement of Structured 
Information Standards. 

DHS follows the Federal Information Security Management Act (FISMA), Federal Information Processing 
Standards 199 and 0MB M04-04 guidelines, standards and requirements in the area of user authentication. 

DHS is in the process of supporting use of Homeland Security Presidential Directive 12 credentials, both for 
logical and physical access control. A segment architecture for ICAM has been developed in which the 
department goal is the use of PIV and PIV-l for two or multi-factor authentication. However, although PIV 
credentials are in deployment, alternative two-factor solutions such as oul-of-band services have been 
considered as well as knowledge-based authentication and one-time password. 

DHS also works toward a federated approach, allowing for interoperability and trust with other parties, 
including other federal agencies, industry and the public. Business rules and requirements for federated 
credentials are still in development, Some work on the use of attributes, in addition to credentials for access 
control decisions, has been done in partnership with the Department of Defense (DoD) and NorthCOM through 
the DHS Science and Technology Directorate. 

DHS follows FISMA requirements that include risk and compliance management to ensure compliance with all 
the FISMA metrics. Each system is assigned a risk level that drives the minimum authentication level of 
assurance. Furthermore, DHS follows Federal Information Processing Standards 199 and 0MB M04-04 
guidelines. In general, the Department is considering the need for “more than password” authentication as part 
of an elevating authentication requirement across the board based on risk. Specific transaction types within 
systems that require more secure authentication are handled case by case. DHS’ goal is the use of PIV and PIV- 
I, supported by another authentication control (for example, biometric) for two or multi-factor authentication. 
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Control Systems 

Question: Provide for the record a description of the achievements DHS made in 2009 working with Idaho 
National Laboratory to develop protections for control systems. What control system security projects are 
planned for 2010 and 2011? Who will carry out this work? 

ANSWER: NCSD Control Systems Security Program (CSSP) objective is to guide a cohesive effort between 
government and industry to reduce the risk to critical infrastructure control systems. The following are CSSP’s 
significant accomplishments over the past year, for which CSSP received Idaho National Laboratory support as 
needed; 


• Produced, distributed and maintained cross-sector control systems security products to enhance security 
and reduce risk within the control systems environment. 

• Worked with federal, state, local and tribal governments to improve control systems security within and 
across all critical infrastructure sectors. 

• Sponsored and supported timely and appropriate sharing of actionable cybersecurity information sharing 
between public and private sector Critical Infrastructure and Key Resources (CIKR) representatives. 

• Coordinated testing and validation of control systems vulnerability and assessment tools and methods. 

• Established the Industrial Control Systems Joint Working Group (ICSJWG) as a formal mechanism to 
protect information and foster the coordination of activities and programs across government and private 
sector stakeholders. 

• Developed and presented training videos and classes to educate the control systems community on the 
risk of control system cyber attacks and mitigation solutions. CSSP trained approximately 3,354 
members of the Control Systems community in 2009. 

• Established the Industrial Control Systems Cyber Emergency Response Team, a resource to receive, 
manage and respond to incidents and vulnerabilities affecting our Nation's control systems. 

• Developed and validated control systems scenarios that illustrate the impact and consequences of 
vulnerabilities on our Nation's critical infrastructure and key resources. 

• Collaborated with the Chemical, Dams, Energy, Nuclear and Water Sectors to develop sector-specific 
control system security roadmaps. 

CSSP plans to accomplish the following projects during FY 2010 and 201 1 : 

• Enhance risk and vulnerability assessments on commercial-off-the-shelf control systems components, 
operating systems or networks to provide public and private partners with critical information on control 
security weaknesses. 

• Conduct vulnerability analysis on SmartGrid enabling technologies, such as Advanced Metering 
Infrastructure. Advanced Meter Reading and Mesh network architectures to identify potential 
vulnerabilities and develop mitigation solutions. 

• Expand the Advanced Vulnerability Discovery facility to include two Additional Real Time Data 
Simulators, an expanded wireless test bed spectrum, current generation Automated Metering 
Infrastructure/Automated Meter Reading technologies and initial baseline assessment of current 
systems. 

• Collaborate with the Federal Energy Regulatory Commission on joint Electromagnetic Pulse studies to 
evaluate potential hazards to the electric grid. 

• Operate the ICSJWG and its subgroups to provide a formal mechanism to protect information and foster 
coordination. 

• Continue to operate, enhance and expand the Industrial Control Systems Cyber Emergency Response 
Team as a core component of the National Cybersecurity and Communications Integration Center. 
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• Collaborate with the Chemical, Water and Energy sectors as they publish, update and/or implement their 
respective control system security roadmaps. 

• Review, enhance and widely distribute the Cyber Security Evaluation Tool (CSET) across the control 
systems community. 

• Implement long-term actions as outlined in the Information Technology Sector-Specific Plan to manage 
risk, identify protective programs, enhance information sharing, set the pace for the research and 
development agenda of the information technology sector and track its progress. 

• Incorporate sector-specific objectives within critical infrastructure and key resource assessments and, at 
the same time, provide national-level estimations of sector and cross-sector cybersecurity capabilities, 
achievements and barriers. 

• Contribute to the development of cybersecurity risk assessment methodologies. 

• Support 50 site assistance visits to critical infrastructure and key resources sites in FY 2010 and 75 in 
FY 2011. The site assistance visits are opportunities for CSSP to provide value-added support for 
organizations using the assessment tool provided by the program. CSSP provides “over the shoulder” 
training and guidance to asset owners in using CSET during the onsite assessments. 

NCSD’s CSSP will execute these planned objectives. 


Next Generation Networks (NGN> 

Question: What deliverables are scheduled to be produced by the NGN program in 2010 and 2011? Provide 
for the record a list of achievements this office will accomplish in those years, including the dates by which the 
accomplishments will be made. 

ANSWER: 


Achievements in FY 2010 include the following five major milestones: 


Modification of Nortel Networks Communications Server 2000 (CS2K). The CS2k is a public network 
device that provides a gateway between legacy voice (circuit switched) and new (NGN IP) Voice over 
IP (VoIP) technologies. This equipment is being modified to provide NGN Priority Services features. 
The CS2k modification will subsequently be deployed within two NGN VoIP carriers (Verizon and 
Sprint) networks. The deliverables associated with this project Include intermediate system engineering, 
performance analysis and testing documents: 

• Feb 2010: Performance Analysis Working Session, Version 1 (completed) 

• Feb 2010: Functional Narrative, Version 1 (completed) 

• May 2010: Product Test Plan 

• Jun2010: Performance Analysis Working Session Briefing, Version 2 

• Jun/Sep 2010: Product Test (test event) 


B. Core VoIP Priority Service: Government Emergency Telecommunications Service (GETS) service 
providers (AT&T, Verizon and Sprint) require a multi-phase/multi-year process to transition priority 
services from legacy circuit switched to new VoIP packet switched networks. The deliverables 
associated with this process include system engineering, performance analysis and testing deliverables; 
these deliverables are customized to each respective carrier’s implementation processes. 

AT&T’s NGN priority VoIP capability will be delivered in five phases. Phases 1,2 and 3 have been 
completed. AT&T’s FY 2010 Phase 3 deliverables are: 
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• VoIP Packet Priority Test Report (received 2Q10) signifying the capability met government 
requirements for NGN GETS. 

• VoIP Packet Priority Systems Engineering and Operations Report (received 2Q10) describing 
the capabilities implemented to meet the government requirements for NGN GETS. 

Verizon Business (VzB) is in the initial stage of the systems engineering; FY 20 1 0 deliverables are: 

• Systems Engineering Design documentation, to include: 

o Voice Networks and Services Analysis report 
o Vulnerability Analysis and Evaluation of NGN GETS 
o NGN Preliminary Engineering & Requirements Gap Analysis 
o NGN GETS Implementation Plan 
o Integrated Plan for Evolution to NGN GETS 

Sprint is also in the initial stages of systems engineering; FY 2010 deliverables are: 

• System Engineering Design documentation, to include: 

o Develop NGN Architecture and services definition, 
o Develop detail priority call definitions for all NGN components 
o High-level design documents in support of NGN voice services design, 
o Performance Analysis Report 

C. Produce an analysis report of industry responses to a Request for Information (RFI). The RFI asked for 
additional information on industry capabilities for complete NGN transitions of their networks, such as 
wireless cellular access, and for multimedia voice, video and data services. 

D. The Industry Requirements (IR) are a set of technical documents that establish the foundation to ensure 
the carrier networks are interoperable and priority calls can transverse between different VoIP networks 
seamlessly. The IR represents government and industry collaboration to reach a consensus on how to 
provide priority voice services through VoIP networks. 

In 2010. all planned IR deliverables have been completed 

• Six Wireless IRs 

• One Wireline IR 

E. The FY 2010 deliverables from NGN priority services cybersecurity studies are: 

• Wireline Access Network Security Requirements Report 

• Wireless Access Network Security Requirements Report 

• Cybersecurity Prototype Implementation Plan for priority services 

• Risk Analysis of NS/EP core service architectures report 

• Core Network Security Requirements report 

• Assess NS/EP services security in AT&T Network to provide recommendations for 
enhancements and protections 

Expected Achievements in FY 201 1 include the following four major milestones: 

A. Complete modification of Nortel CS2K. The tasks in FY 201 1 include a Captive Office Test to verify 
interoperability which consists of the CS2K with other carrier telecommunications equipment and 
software that can be tested or verified in a simulated operating environment without the risk if disrupting 
actual services. A Captive Office Test Plan and Test Report will describe in detail the tests to be run 
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and the results of those tests. The projected deliverables associated with this project during FY 201 1 
include: 

• Nov 20 1 0: Product Test Report 

• Nov 2010: Captive Office Test Plan 

• Nov/Dec 20 1 0: Captive Office Test (test event) 

• Dec 2010: Captive Office T^t Report 

• Feb 2011: General Availability (ready for carrier testing and deployment) 

B. Core VoIP Priority Service: Transition GETS service providers to new VoIP packet switched networks. 
The projected deliverables associated with this process include system engineering, performance 
analysis and testing deliverables. 

AT&T’s NGN priority VoIP capability will be delivered in 5 phases. AT&T’s FY 201 1 Phase 4 
projected deliverables are: 

• AT&T VoIP Path Priority Service requirements analysis documentation to translate government 
requirements to AT&T system requirements. 

Sprint FY 201 1 projected deliverables are: 

• Sprint Phase 2 - Integration 

o Install priority enabled software in Sprint switching lab and provide report, 
o Conduct systems lab integration of all NGN software components and provide report, 
o Conduct bench mark testing for NGN capability and provide report. 

C. Update of the IRs and standards for Security, Inter-carrier interfaces and Core-Access interface. 

D. The FY 201 1 cybersecurity projected deliverables which follow on from FY 2010 deliverables are: 

• Risk assessments to evaluate \mlnerabilities in end-to-end NGN Priority Services. 

• Prototype test report of implementations of key security functionality tied to priority services. 

• Threat analysis and risk mitigation strategies report on AT&T NS/EP services. 

Planned Accomplishments for 2010 

A. IRs for wireless and wireline access technologies were completed in March 2010. 

B. AT&T achieved limited operational capability in March 2010, validating the priority solution 
assumptions for later phases, when GETS/SRAS iratfic will be able to travel over Internet Protocol 
through the AT&T network. 

C. Complete the analysis and report of the NGN Priority Services RFI in August 2010. 

D. Verizon will complete the planning stage for the implementation of the NGN GETS service in 
September 2010 with the delivery of the Integrated Plan for Evolution to NGN GETS. NCS and 
Verizon will conduct a preliminary Network Service Design Review in September 2010 to ascertain 
that the government requirements are understood. 

E. Complete required DHS NGN Program governance documentation by September 2010. 


Planned Accomplishments for 201 1 
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A. Modification of the Nortel Networks CS2K containing NGN GETS Voice over Internet protocol 
priority features will reach General Availability in February 201 1 and can subsequently be deployed in 
carrier's networks. 

B. NCS and Sprint will conduct a preliminary Network Service Design Review by January 201 1 to 
ascertain that the government requirements are understood. 

C. Sprint will complete priority feature development and testing necessary to support GETS on Sprint's 
NGN Priority Services by September 201 1. 

D. AT&T and the NCS will conduct a Network Service Design Review in September 201 1 for the VoIP 
Path Priority capability. This review will mialyze whether all NGN GETS functional and performance 
requirements will be met by the AT&T implementation. 

E. NCS and Sprint will conduct a Critical Network Service Design Review by July 2011 to ascertain the 
NGN GETS functional and performance requirements will be met by the Sprint implementation. 


Office of Emergency Communications (OEO 

Question: Provide for the record an updated chart of training conducted both by OEC directly and by other 
organizations or entities that work with OEC on contract to promote interoperable communications. Use the 
format previously published on pages 41 8 -419 ofpart4 ofthe 2010 Subcommittee hearing record, noting 
specifically what classes have been conducted by non-DHS organizations, but funded by DHS appropriations. 

ANSWER: 


FY 2009 


Communications Asset 
Surv'cy and Mapping 
(CASM) Training 

The CASM tool provides the ability for representatives of public safety 
agencies within an urban area/state/territory to collect, store and visualize data 
about agencies, communication assets and the way agencies use these assets. 
Training is provided on the use of this software tool. In addition to this onsite 
training, OEC offers significant support through conference calls and webinars. 

Start Date 

End Date 

Site 

# of Attendees 

11/06/2008 

11/06/2008 

Virginia 

10 

05/16/2008 

06/02/2008 

Washington 

1 

07/01/2008 

07/02/2008 

Indiana 

150 

10/01/2008 

10/01/2008 

Texas 

25 

01/22/2009 

01/22/2009 

Georgia 

3 

02/19/2009 

02/19/2009 

Washington 

25 

Gateway Training 

This training provides different levels of understanding on gateway (that is, 
audio bridge) functionality and operations. This training prepares participating 
personnel for activation and deactivation of available gateways. 

Start Date 

End Date 

Site 

# of Attendees 

06/01/2009 

06/01/2009 

Texas 

60 

07/01/2009 

07/01/2009 

Florida 

60 

07/01/2009 

07/01/2009 

Georgia 

60 

07/01/2009 

07/01/2009 

North Carolina 

60 

07/01/2009 

07/01/2009 

South Carolina 

60 

07/01/2009 

07/01/2009 

Alabama 

60 
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Communications Unit 
(COMU) Training 

The All-Hazards Type III Communications Unit Leader (COML), 
Communications Unit Technician (COMT) and Train-the-Trainer courses train 
emergency responders to be communications unit leaders during all-hazards 
emergency operations, significantly improving communications across the 
multiple disciplines and jurisdictions responding to the incident. The training 
is designed to ensure that states and territories have personnel capable of 
coordinating on-scene emergency communications during a multi- 
jurisdictional response. 

Start Date 

End Date 

Site 

# of Attendees 

10/14/08 

10/16/08 

Illinois 

22 

10/14/08 

10/16/08 

Colorado 

33 

10/14/08 

10/16/08 

National Capital 
Region 

23 

10/20/08 

10/22/08 

New York 

25 

10/28/08 

10/30/08 

Connecticut 

25 

10/28/08 

10/30/08 

Oregon 

25 

12/07/08 

12/09/08 

Alabama 

15 

01/27/09 

01/29/09 

New Jersey 

31 

01/27/09 

01/29/09 

Tennessee 

63 

02/03/09 

02/05/09 

Indiana 

30 

02/17/09 

02/19/09 

Rhode Island 

23 

02/24/09 

02/26/09 

Oklahoma 

20 

02/24/09 

02/26/09 

Utah 

34 

03/03/09 

03/05/09 

Delaware 

16 

03/03/09 

03/05/09 

Louisiana 

17 

03/10/09 

03/12/09 

Iowa 

19 

03/10/09 

03/12/09 

Pennsylvania 

46 

03/17/09 

03/19/09 

Minnesota 

27 

03/17/09 

03/19/09 

Nevada 

29 

04/07/09 

04/09/09 

North Carolina 

27 

04/07/09 

04/09/09 

Wyoming 

9 


FY 2010 (To Date) 


CASM Training 

The CASM tool provides the ability for representatives of public safety 
agencies within an urban area/siate/terriiory to collect, store and visualize data 
about agencies, communication assets and the way agencies use these assets. 
Training is provided on the use of this software tool. In addition to this onsite 
training. OEC offers significant support through conference calls and webinars. 


Start Date 

End Date 

Site 

# of Attendees 


03/24/2010 

03/30/2010 

Pennsylvania 

2 


09/28/2009 

10/05/2009 

Maryland 

25 


10/01/2009 

10/05/2009 

Maryland 

25 


12/08/2009 

12/08/2009 

California 

1 

Gateway Training 

This training provides different levels of understanding on gateway (that is, 
audio bridge) functionality and operations. This training prepares participating 
personnel for activation and deactivation of available gateways. 


Start Date 

End Date 

Site 

# of Attendees 
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12/02/2010 

12/02/2009 

Washington 

20 

02/02/2010 

02/02/2010 

Washington 

18 

02/23/2010 

02/25/2010 

Minnesota 

80 

COMU Training 

The All-Hazards Type III COML, COMT and Train-the-Trainer courses train 
emergency responders to be communications unit leaders during all-hazards 
emergency operations, significantly improving communications across the 
multiple disciplines and jurisdictions responding to the incident. The training 
is designed to ensure that slates and territories have personnel capable of 
coordinating on-scene emergency communications during a multi- 
jurisdictional response. 

Start Date 

End Date 

Site 

# of Attendees 

03/02/2010 

03/04/2010 

Arkansas 

17 

03/09/2010 

03/11/2010 

Indiana 

24 

03/09/2010 

03/1 1/2010 

Michigan 

25 

03/18/2010 

03/20/2010 

Wyoming 

8 

03/30/2010 

04/01/2010 

Texas 

15 

03/30/2010 

04/01/2010 

Nebraska 

15 

04/15/2010 

04/15/2010 

South Carolina 

1 

4/19/2010 

04/23/2010 

New Orleans 

16 

04/21/2010 

04/21/2010 

Virginia 

1 


Chetnicai Security Regulation 

Question: Please provide for the record an update on the status of Ammonium Nitrate (AN) regulation 
development at DHS. When will the Department issue a Notice of Final Rulemaking implementing its 
authorities to regulate the sale and purchase of AN? 

ANSWER; The Department is nearing completion of a draft Notice of Proposed Rulemaking (NPRM) 
containing proposed regulations and all associated required rulemaking documents for implementation of the 
authority provided to the Department in Section 563 of the FY 2008 DHS Appropriations Act (P.L. 1 10-161). 
Once the Department has finalized its draft NPRM and associated documents, the Department will publish the 
final NPRM and associated documents for public review. 

It is difficult to accurately predict when the Department will issue a Final Rule implementing its authorities to 
regulate the sale and purchase of AN because numerous activities — many of which are mandated by statute or 
Executive Order — must be completed before its release. Once the Department has published the NPRM and 
determined the number and breadth of public comments, it will draft and publish a Final Rule. 


Protective Security Advisors 

Question: Please provide for the record a list of all DHS Protective Security Advisors (PSAs), by location, as 
of September 30, 2009. Include a description of the jurisdiction each PSA covers and note in which locations 
the PSA position is vacant. Are there any PSA locations planned for elimination in 2010 or 201 1? 

ANSWER: The following table outlines the Protective Security Advisor (PSA) positions by location as of 
September 30, 2009. 






812 


City 

Number of PSAs 

Mobile, AL 

1 

Nashville, TN 

1 

New Haven, CT 

I 

New Orleans, LA 

1 

New York City, NY 

2 

New York, NY 

1 

Newark, NJ 

1 

Norfolk, VA 

1 

Oakland. CA 

1 

Oklahoma City, OK 

1 

Omaha, NE 

1 

Philadelphia, PA 

2 

Phoenix, AZ 

1 

Pierre, SO 

1 

Pittsburgh, PA 

1 

Portland, ME 

1 

Portland, OR 

1 

Providence, RI 

1 

Raleigh, NC 

1 

Richmond, VA 

1 

Sacramento, CA 

1 

Salt Lake Cily, UT 

1 

San Antonio, TX 

I 

San Diego, CA 

1 

San Francisco, CA 

3 

San Juan, PR 

1 

Seattle, WA 

1 

Springfield, IL 

1 

St. Louis, MO 

1 

Tallahassee. FL 

1 

Tampa. FL 

I 

Topeka. KS 

1 

Washington, DC 

5 


PSAs generally have an area of responsibility covering one state. In states where the population density and 
critical infrastructure and key resources concentrations arc higher, multiple PSAs are assigned. The list below 
indicates where a state has multiple PSAs or where a single PSA covers multiple states. Although there are no 
formal PSA jurisdictional boundaries within the stales, there is a general area of responsibility. 

States with Multiple PSAs (by city): 

• New York 

o Buffalo -Northern 1/3 of New York 
o Albany - Central 1/3 of New York 

o New York, NY (2 plus a Supervisor) - New York City and Southern 1/3 of New York 

• National Capital Region 



813 


o Washington, DC (two covering DC, Southern Maryland and Northern Virginia, plus three 
assigned to HQ) 

• Virginia 

o Norfolk - Covering Southern 1/2 of Virginia 
o Richmond - Covering Northern 1/2 of Virginia 

• Pennsylvania 

o Harrisburg - Covering Central 1/3 of Pennsylvania 
o Pittsburgh - Covering Western 1/3 of Pennsylvania 

o Philadelphia (one plus a Supervisor ) - Covering Eastern 1/3 of Pennsylvania 

• Florida 

o Miami - two Covering Southern 1/3 of Florida 
o Tampa - Covering Central 1/3 of Florida 
o Tallahassee - Covering Northern 1/3 of Florida 

• Illinois 

o Chicago ~ (two plus a Supervisor) Covering Northern 1 /2 of Illinois 
o Springfield -- Covering Southern 1/2 of Illinois 

• Ohio 

o Cincinnati - Covering Southern 1/2 of Ohio 
o Cleveland - Covering Northern 1/2 of Ohio 

• Tennessee 

o Nashville - Covering Eastern 1/2 of Tennessee 
o Memphis - Covering Western 1/2 of Tennessee 

• Michigan 

o Grand Rapids - Covering Eastern 1 /2 of Michigan 
o Detroit - Covering Western 1/2 of Michigan 

• Texas 

o El Paso - Covering Western 1/4 of Texas 
o Houston (two) - Covering Eastern 1/4 of Texas 
o Dallas - Covering Northern 1/4 of Texas 
o San Antonio - Covering Southern 1/4 of Texas 

• Louisiana 

o Baton Rouge - Covering Northern 1/2 of Louisiana 
o New Orleans - Covering Southern 1 /2 of Louisiana 
(The Supervisory position located in New Orleans, Louisiana was moved to Denton, Texas) 

• Alabama 

o Birmingham - Covering Northern 1/2 of Alabama 
o Mobile - Covering Southern 1/2 of Alabama 

• California 

o Sacramento (one plus a Supervisor ) - Covering Northern 1/4 of California 
o Los Angeles (two) - Covering South Central 1 /4 of California 
o San Diego - Covering Southern 1 /4 of California 
o San Francisco (two) - Covering North Central 1/4 of California 


PSAs Coverinn Multiple States/Territories : 

• PSA for San Juan, Puerto Rico also has responsibility for the U.S. Virgin Islands 

• PSA for Boston, Massachusetts had responsibility for Vermont and Maine 


• PSA for Hawaii has responsibility for American Samoa, Northern Mariana Islands and Guam 
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On the basis of the population density and critical infrastructure and key resources concentration, the second 
PSA position for Miami, Florida, has been re-located to Orlando, Florida, The position is currently being filled. 


Office of Bombing Prevention 

Question: What steps has DUS taken in 2009 and 2010 to implement the National Strategy for Bombing 
Prevention? What activities are planned for the Office of Bombing Prevention in 201 1, given the modest 
reduction to that program proposed in the budget? 

ANSWER: The DHS Office for Bombing Prevention (OBP) within the Office of Infrastructure Protection (IP), 
in partnership with Department of Justice (DOJ), established the DOJ/DHS Joint Program Office (JPO) for 
Combating Terrorist Use of Explosives in April 2009. OBP continues to lead DHS efforts within the JPO and 
currently serves as the Deputy Director. The JPO committee recently represented the United States at the 
second annual Explosives Security Seminar in Brussels, Belgium on February 17-18, 2010 and met with 
explosives experts from European Union member states, the European Commission, Europol and the European 
Defense Agency to discuss measures for the control of precursor chemicals, explosives detection, and response- 
related issues. 

IP/OBP maintains a catalog of training courses designed to educate participants on strategies for detecting and 
mitigating threats of an improvised explosive device (lED) attack on CIKR within their jurisdiction. The 
courses available to state, local, tribal, territorial agencies and CIKR owners, operators and security personnel 
include: Private Sector Counter-terrorism Awareness, Bombing Prevention, Bomb Threat Management, lED 
Search Procedures, Soft Target Awareness, Protective Measures and Surveillance Detection. Since the 
beginning of FY 2009, 150 training courses have been delivered to 5,607 participants. 

Multi-Jurisdictional lED Security Plans (MJIEDSP) are repeatable and consistent lED security plans that 
effectively integrate the efforts of multiple local jurisdictions and emergency service partners by outlining 
specific bombing prevention actions that reduce vulnerability and mitigate risk of lED attacks within a multi- 
jurisdiction area. MJIEDSPs describe actions necessary to enhance the highly technical lED prevention and 
protection capabilities (such as bomb squads, SWAT, explosive detection canines and dive teams) throughout a 
multi-jurisdiction area and enables operational decision makers (state, local and private sector) to use a 
consistent and repeatable process during an lED incident. In FY 2009. OBP developed MJIEDSPs in Boston, 
Massachusetts, Oklahoma City, Oklahoma and Norfolk. Virginia. Two MJIEDSI^s have been completed in FY 
20 1 0 (Tennessee Valley Authority and Miami), and 1 0 cities are scheduled for completion by the end of the 
fiscal year. 

The Bomb-making Materials Awareness Program (BMAP) developed by IP/OBP in collaboration with the FBI, 
assists local law enforcement agencies to engage a wide spectrum of local private sector establishments that 
manufacture, distribute or sell products that can be used in homemade explosives (HMEs). DOJ/DHS BMAP 
outreach materials, provided by law enforcement to local businesses, help employees to more easily identify 
relevant HME precursor chemicals and other critical lED components of concern, such as electronics, and 
recognize suspicious purchasing behavior that could indicate bomb-making activity. Since FY 2009, IP/OBP 
has conducted 26 BMAP events with more than 1,540 local law enforcement participants. 

Developed and maintained by IP/OBP, TRIPwire is the collaborative, 24/7 online information-sharing network 
for bomb squad, law enforcement and other emergency services personnel to leani about current terrorist lED 
tactics, techniques and procedures (TTPs). Users have access to expert analyses and reports that help law 
enforcement anticipate, identify and prevent lED incidents. Currently, TRIPwire has 9,589 registered users, 
which include 2.152 certified bomb technicians. TRIPwire Community Gateway is a TRIPwire web portal, 
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designed specifically for the Nation’s CIKR owners, operators and private security personnel. TRIPwire 
Community Gateway provides timely and relevant lED threat analyses, reports and planning documents, 
tailored to the ! 8 CIKR sectors, to help key private sector p^ners learn about terrorist TTPs and improve 
security measures to protect against the threat of lEDs. TRIPwire Community Gateway has 4,229 registered 
users. 


The FY 201 1 budget request for Bombing Prevention is $14,636 million. Although this represents a modest 
reduction of $0. 1 32 million from the FY 201 0 requested and enacted funding, the funding requested supports 
OBP’s core homeland security responsibilities, including strategic coordination, capabilities analysis and 
information sharing. With the reduction in FY 201 1 funding, OBP will hold 37 of the 40 originally planned 
explosives-related state, local, tribal, territorial and private-sector training courses. 


Federal Protective Service (FPS) 

Question: The Government Accountability Office has issued several reports highlighting troubling failures in 
FPS oversight of contract guards at Federal facilities. What is NPPD’s plan for strengthening oversight of FPS 
contract guards? 

ANSWER: On March 14, 2010, FPS issued Directive 15.9.1.3, Contract Protective Security Force 
Performance Monitoring. FPS field personnel follow this directive, an update to an earlier directive (FPS-09- 
001), to ensure that contract Protective Security Officer (PSO) providers are complying with the terms and 
conditions of their contracts. The directive establishes organizational responsibilities for post, site and 
administrative inspections by field representatives and annual contractor performance evaluations conducted by 
the FPS Contracting Officer’s Technical Representatives (COTR). It also establishes the administrative format 
for documenting the monitoring of Contractor provided training and firearms' qualifications. 

FPS increased the requirements in this policy for administrative audits of records from 10 percent of the files 
annually, to 10 percent of the files monthly. Additionally, the FPS Director instituted a 20-percent file audit 
requirement for the next 3 months. FPS is monitoring overall contractor performance by location, contract and 
company. In February 2010, FPS held an Industry Day with all contract security force providers. At that event, 
FPS notified all contract security force companies of the increased pace of inspection and that FPS would not 
tolerate substandard performance by contract PSOs. FPS is not limiting oversight to the monitoring of on-site 
performance. The FPS COTRs are also actively engaged in the review of contract deliverables. This includes 
review of contractor quality control and supervision plans, as well as reviewing documentation of training 
information /certification. FPS provided all COTRs training in the entry of Contractor performance evaluations 
into the DHS Contractor Performance Assessment Reporting System. 

FPS has established the National Covert Testing Program to enhance and complement the ongoing efforts to 
improve FPS' operational oversight of the contract security guard program. Covert testing is already being 
done. However, the program determines a national schedule for testing facilities. The standardized testing kits 
are in procurement process and should be available within 90 to 120 days. 

Additionally, through Operation Shield, FPS systemicaily measures the effectiveness of FPS countermeasures. 
This includes the effectiveness of the contract guards in detecting the presence of unauthorized persons, 
potentially disruptive or dangerous activities in or around federal facilities and the guards' ability to prevent the 
introduction of prohibited items or harmful substances into those facilities. 



816 


Question: Do FPS inspectors perform unannounced site inspections of contract guards at Federal facilities 
outside of regular business hours (e.g., 9:00am - 5:00pm, Monday through Friday)? Provide for the record a 
list of all inspections of Federal contract guards conducted by FPS in 2009, including the day and date of the 
inspection, the time of the inspection, the location of the inspection, the number of FPS inspectors participating 
in the inspection, and the number of contract guards assigned to the facility inspected. 

ANSWER: Yes, FPS personnel conduct post inspections in accordance with Directive 1 5.9. 1 .3, Contract 
Protective Security Force Performance Monitoring. This directive requires that inspection of all posts, all shifts 
twice per year, including evenings, weekends and holidays to ensure contractor compliance. There are further 
requirements that prescribe that all posts and all shifts at Level I and Level 11 facilities receive inspections twice 
per year, that at least two posts at Level III facilities receive inspections every 2 weeks and that at least two 
posts at Level IV facilities receive inspections every week. 

Before July 2009, the regions did not routinely report post inspection numbers to FPS Headquarters. From July 
2009 through March 2010. FPS conducted 48,642 post inspections. The inspection documentation is on paper 
and kept on file in the regions. The regions provide a monthly tally of total number of inspections conducted by 
building level. The tables below provide the available monthly inspection data. 


Number of Guard Post Inspections Conducted 
MonthA^ear: July 2009 


Region 

Facility Securitv Level 

1 

II 

III 

IV 

# of Post Inspections 

# of Derogatory 2820s’ 

1 

5 

50 

55 

269 

6 

2 

I 

68 

51 

263 

21 

3 

1 

83 

45 

167 

37 

4 

19 

112 

31 

113 

0 

5 

17 

94 

132 

177 

8 

6 

28 

132 

134 

428 

2 

7 

23 

82 

143 

295 

33 

8 

4 

29 

27 

35 

3 

9 

0 

67 

18 

197 

3 

10 

0 

20 

21 

79 

6 

11 

50 

226 

435 

413 

194 

TOTALS 

148 

963 

1,092 

2,436 

313 


Total for July 2009: 4,639 


Number of Guard Post Inspections Conducted 
MonthA'ear: August 2009 


Region 

Facility Security Level 

I 

II 

HI 

____ __IV_ 

# of Post Inspections 

# of Derogatory 2820s 

1 

0 

7 

25 

92 

6 

2 

0 

52 

43 

270 

33 


Before the Risk Assesssment and Management Pro^wi, Form 2820 was the form used by FPS to document the Post Inspections. 
“Derogatory” 2820s refer to forms that contained information relating operational discrepancies noted by FPS during the inspection. 
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Region 

Facility Security Level 

1 

II 

III 

IV 

# of Post Inspections 

# of Derogatory 2820s 

3 

1 

80 

42 

169 

41 

4 

10 

393 

10! 

556 

51 

5 

5 

59 

64 

301 

11 

6 

21 

106 

150 

405 

2 


19 

90 

185 

297 

51 

8 

5 

21 

24 

32 

5 

9 

0 

48 

28 

165 

19 

10 

2 

16 

23 

75 

6 

11 

104 

109 

114 

41 

0 

TOTALS 

1^ 

981 

799 

2,403 

225 


Total for Aug 2009: 4,350 

Total for July-Aug 2009: 8,989 


Number of Guard Post Inspections Conducted 
Month/Y ear: September 200 9 


Region 

Facility Security Level 



11 

III 

IV 





# of Post Inspections 

# of Derogatory 2820s 

1 

1 

26 

95 

313 

2 

2 

2 

56 

56 

209 

8 

3 

7 

130 

60 

167 

28 

4 

14 

214 

102 

446 

5 

5 

10 

58 

129 

196 

2 

6 

12 

110 

135 

512 

2 

7 

II 

102 

187 

267 

52 

8 

15 

46 

60 

63 

0 

9 

0 

58 

5 

134 

1 

10 

0 

16 

29 

107 

23 

11 

55 

318 

534 

580 

77 







TOTALS 

127 

1,134 

1,392 

2,994 

200 


Total for Sep 2009: 5,647 

Total for July-Sep 2009: 14,636 


Number of Guard Post Inspections Conducted 
Month/Y ear: October 2009 


Region 

Facility Security' Level 

I 

11 

III 

IV 

# of Post Inspections 

# of Derogatory 2820s 

1 

0 

18 

56 

357 

4 

2 

14 

52 

42 

269 

8 

3 

6 

71 , 

51 

93 

16 

4 

17 

266 

113 

506 

14 




818 


Region 

Facility Security Level 

I 

u 

ni 

IV 

# of Post Inspections 

# of Derogatory 2820s 

5 

9 

59 

91 

138 

13 

6 

17 

93 

118 

459 

4 

7 

8 

81 

138 

301 

51 

8 

13 

27 

34 

65 

2 

9 

14 

70 

98 

626 

12 

10 

I 

18 

16 

71 

17 

11 

60 

410 

785 

750 

149 

TOTALS 

159 

1165 

1542 

3635 

290 


Total for Oct 2009; «,50I 

Total for JuIy~Oct 2009; 21,137 


Number of Guard Post Inspections Conducted 
MonthAfear; November 2009 


Region 

Facility Security Level 


II 

HI 

IV 

# of Post Inspections 

# of Derogatory 2820s 

1 

5 

16 

57 

193 

2 

2 

1 

27 

39 

294 

3 

3 

3 

62 

31 

130 

IS 

4 

14 

247 

76 

364 

5 

5 

22 

47 

82 

227 

24 

6 

8 

68 

107 

295 

0 

7 

18 

77 

194 

304 

57 

8 

7 

9 

16 

62 

1 

9 



18 

164 

17 

10 

0 

32 

22 

97 

3 

11 

54 

332 

730 

610 

189 

TOTALS 

132 

985 

1,372 

2,740 

319 


Total for Nov 2009: 5,229 

Total for July-Nov 2009: 26,366 


Number of Guard Post Inspections Conducted 
Month/Year: December 2009 


Region 

! Facility Security Level I 

< 

II 

III 

[TTr IV 

# of Post Inspections 

# of Derogatory 2820s 

1 

2 

27 

60 

180 

1 

2 

0 

25 

51 

284 

8 

3 

1 

52 

48 

102 

14 

4 

14 

247 

76 

365 

6 

5 

1 

69 

35 

174 

14 

6 

9 

63 

119 

499 

8 

7 

Wj 

122 

217 

330 

27 
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Region 

Facility Security Level 

I 

il 

111 

IV 

# of Post Inspections 

# of Derogatory 2820s 

8 

2 

28 

14 

14 

3 

9 

0 

13 

1 

42 

5 

10 

3 

28 

25 

144 

4 

11 

84 

355 

648 

745 

186 

TOTALS 

132 

1,029 

1,294 

2,879 

276 


Total for Dec 2009; 5,334 

Total for July-Dee. 2009; 31,700 


Number of Guard Post Inspections Conducted 
MonthA'ear; Janu ary 2010 


Region 

Facility Security Level 


II 

111 

IV 

U of Post Inspections 

# of Derogatory 2820s 

1 

1 

21 

45 

146 

2 

2 

0 

35 

65 

292 

4 

3 

1 

106 

19 

169 

14 

4 

3 

266 

69 

343 

15 

5 

21 

122 

41 

189 

13 

6 

6 

68 

122 

275 

9 

7 

18 

128 

184 

293 

6 

8 

3 

26 

25 

32 

0 

9 

1 

12 

12 

53 

2 

10 

2 

31 

12 

138 

1 

11 

58 

264 

709 

751 

187 

TOTALS 

114 

1,079 

1,303 

2,681 

253 


Total for Jan 2010: 5,177 

Total for July 2009-Jan 2010; 36,877 


Number of Guard Post Inspections Conducted 
MonthA^ear; February 2010 


Region 

Facility Security Level 

I 

II 

in 

IV 

# of Post Inspections 

# of Derogatory 2820s 

I 

1 

32 

38 

203 

n 

2 

0 

17 

49 

119 

4 

3 

8 

65 

45 

140 

19 

4 

7 

167 

102 

296 

18 

5 

4 

96 

42 

226 

35 

6 

9 

69 

118 

362 

1 

7 

13 

56 

167 

226 

15 

8 

3 

26 

25 

32 

0 

9 

0 

22 

21 

49 

3 

10 

2 

26 

6 

41 

0 




820 


Region 

Facility Security Level 

I 

n 

HI 

IV 

# of Post Inspections 

# of Derogatory 2820s 

11 

61 

355 

711 

726 

61 

TOTALS 

108 

931 

1,324 

2,420 

167 


Total for Feb 2010: 4,783 

Total July 2009-Feb 2010; 41,660 

Total IV Derogatorj' 2,820s 2,043 


Number of Guard Post Inspections Conducted 
MonthA'ear: March 2010 


Region 

Facility Security Level 

1 

a 

III 

IV 

# of Post Inspections 

# of Derogatory 2820s 

1 

1 

38 

51 

231 

2 

2 

0 

10 

33 

179 

11 

3 

8 

65 

45 

140 

19 

4 

15 

229 

99 

330 

4 

5 

7 

52 

43 

141 

16 

6 

31 

112 

130 

396 

4 

7 

14 

124 

211 

299 

38 

8 

11 

14 

25 

28 

0 

9 

3 

121 

47 

184 

13 

10 

0 

32 

25 

91 

0 

11 

98 

524 

1,309 

1,436 

288 

TOTALS 

188 

1,321 

2,018 

3,455 

395 


Total for March 2010; 6,982 

Total July 2009-Mar 2010: 48,642 

Total IV Derogatory 2820s: 2,438 


Question: Provide for the record the support charges billed to FPS by other Federal agencies in 2008, 2009, 
and anticipated for 2010 and 201 1 . Identify the agency billing FPS, the purpose of the service, and the annual 
charge billed to FPS. 

ANSWER: The response is presented in the table below; 


PURPOSE 

AGENCY 


FY 2009 


FY 2011 
Estimate 

Radio Frequency 

Commerce 

$11,500 

$12,000 

$12,165 

$13,185 

Audit services 

DCAA 

Si i, 688 

$46,358 


$45,000 

Dependant School 

DOD 

$19,068 


$16,000 


Supplies 

Defense Logistics 





justice Telecom System 

DOJ 

$268,392 

$268,392 

$390,372 


Presidential transition guard 
service 

DOJ 

$25,000 
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PURPOSE 

AGENCY 

EY 2008 

FY 2009 

FY 2010 
Estimate 

FY 2011 
Estimate 

Fingerprints 

FBI 

$291,766 



$1,400,000 

Medical Exams 


HBHHIi 



$450,000 

Health services 

FOH 




$765,000 

Training books 

GPO 



$10,200 

$20,000 

Rent payments to GSA 

GSA 

$19,559,548 

$23,188,877 

$24,586,298 

$25,500,000 

Vehicle Lease 

GSA 

$7,474,866 

$8,280,100 

$10,122,201 

$11,500,000 

Telecommunications ordering 
and pricing system payments 

GSA 

$2,649,999 

$2,318,234 

$3,129,372 

$3,300,000 

Communications 

GSA 

$824,783 

$817,473 

$923,201 

$950,000 

Reimbursable work 
authorizations for building 
services 

GSA 

$4,626,421 

$4,626,42! 

$7,500,000 

$8,500,000 

Flu shots 

HHS 



$41,343 

$40,000 

Health services 

NIH 

$199,746 

$199,746 



Background Investigations 

0PM 

$2,031,920 

$2,181,470 

$4,257,800 

$450,000 

Task Analysis 

0PM 

$219,853 

$146,248 

$143,133 

$145,000 


Question: Update and submit for FYs 2007, 2008 and 2009 the FPS management reports previously provided 
in part 3 of the Subcommittee 2010 hearing record (pages 1274-1276). 


ANSWER: Please see the tables below. 


Management Information Report 


Report Period: From:10/1/2008 To: 9/30/2009 


Run Date/Time: 04/28/2010 11:12:14 

Information Last Updated Date/Time: 04/28/2010 05:54:27 


Offense/incident 

R1 

R2 

R3 

R4 

RS 

R6 

R7 

R8 

R9 

R10 

R11 

Nation 

Wide 

01 ‘CRIMINAL 
HOMlCtDE 










1 


1 

02 - FORCIBLE RAPE 








1 




1 

03 - ROBBERY 

5 

3 

1 

2 



1 


1 


1 

14 

04 - AGGRAVATED 
ASSAULT 

2 

4 

4 

3 

7 

2 

4 

2 

10 

4 

6 

48 

05 - BURGLARY 

4 

3 

5 

12 

7 

3 

8 

6 

13 

5 

8 

74 

06 - LARCENY-THEFT 

24 

62 

157 

104 

157 

62 

88 

58 

74 

63 

451 

1,300 

07 - MOTOR 
VEHICLE-THEFT 


1 

1 

3 

7 

2 

8 

2 

2 

2 

3 

31 

08 - ARSON 


1 

1 




1 




1 

4 

09 - ASSAULT- 
SIMPLE 

5 

15 

26 

28 

32 

7 

36 

4 

11 

12 

36 

214 

10 -ATTEMPTED 
VANDALISM 

28 

17 

41 

42 

58 

18 

48 

27 

50 

47 

11 

387 

1 1 - SEX OFFENSES 
(EXCLUDING 

FORCIBLE RAPE) 



4 


4 

2 

1 

1 

1 

1 

2 

16 

1210 -KIDNAPPING 
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Offense/fncident 

R1 

R2 

R3 

R4 

R5 

R6 

R7 

R8 

R9 

R10 

R11 

Nation 

Wide 

1219- ATTEMPTED: 
KIDNAPPING 













1220 -VERBAL, 
TELEPHONIC OR 
WRITTEN 

ELECTR0N1C{E-MAIL) 
THREATS, EXCEPT 
BOMB THREAT 

53 

123 

115 

161 

134 

66 

84 

42 

138 

83 

135 

1,134 

1221 - LETTER OR 
PACKAGE 

CONTAINING REAL 
WMD MAlTRiALS 













1222 -LETTER OR 
PACKAGE 

SUSPICIOUS BUT 
LATER DETERMINED 
TO BE HARMLESS 

16 

8 

13 

34 

30 

18 

5 

4 

8^ 

10 

67 

214 

1223 -LETTER OR 
PACKAGE CONTAINS 
NO LEGITIMATE 

INFO. YET CONTAINS 
NO THREAT 

6 

1 

3 

3 

1 

1 

2 


2 



23 

1224 -MAIL THREAT 
HOAX LETTER 
CONTAINING 

SUSPECT MATERIAL 
LATER FOUND 
HARMLESS 



3 

3 






1 

4 

11 

1225 -MAIL THREATS 
(EXCEPT BOMB) 

1 

4 

4 

2 

2 

1 

4 


2 

2 


22 

1226 -VERBAL, 
TELEPHONIC OR 
WRITTEN 

ELECTRONIC 

HARASSMENTS 

(COMPUTER/E-MAIL) 

10 

29 

32 

32 

29 

26 

15 

7 

5 

10 

90 

285 

1229 -ATTEMPTED 
TELEPHONE THREAT 
(EXCEPT BOMS 
THREATS) 





6 


1 

2 

1 

5 

3 

18 

1230 -OBSCENE 
TELEPHONE CALLS 

1 

2 

1 

1 

1 


1 


L 

2 

4 

14 

1231 - WARRANT 
ARREST 

STATE/LOCAL- 

FELONY 

22 

46 

11 

40 

13 

30 

131 

7 

100 

54 

25 

479 

1232 -WARRANT 
ARREST 

STATE/LOCAL- 

MISDEMEANOR 

17 

17 

9 

20 

11 

17 

18 

42 

150 

51^ 

15 

373 

1233 -WARRANT 
ARREST FEDERAL 
ADMINISTRATIVE 

1 

1 

1 


1 

2 

16 


3 


1 

26 

1234 -Restraining 

Order Violation 

1 

1 


1 








3 

1240- OTHER 
OFFENSES (NOT 
COVERED 
ELSEWHERE) 

8 

23 

22 

35 

82 

26 

28 

11 

16 

23 

34 

308 

1249- ATTEMPTED 
OTHER 

OFFENSES{NOT 

COVERED 

ELSEWHERE) 


3 


1 

1 


1 

1 


1 

2 

10 

13 -WEAPONS AND 
EXPLOSIVES 

15 

27 

21 

18 

21 

19 

76 

11 

19 

36 

7 

272 

14- 

DEMONSTRATIONS 
AND DISTURBANCES 

153 

236 

213 

417 

470 

117 

159 

78 

438 

321 

78 

2,680 

15 -ACCIDENTS 

79 

190 

505 

284 

449 

276 

377 

6B 

56 

64 

300 

2,648 
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Offense/Incident 

R1 

R2 

R3 

R4 

R5 

R6 

R7 

R8 

R9 

RIO 

R11 

Nation 

Wide 

16 -DEATHS 



2 

2 


1 

1 

1 

2 


4 

13 

17 -BLDG 
RULES/REGS 

127 

239 

285 

157 

458 

93 

201 

48 

215 

1903 

103 

3,829 

18 -FIRE 

49 

122 

212 155 

260 

114 

165 

66 

33 

37 

334 

1.547 

1901 - VIP SECURITY 
DETAIL 


12 

2 4 

4 

1 


4 

6 

1 

19 

53 

1905 -BUILDING 
SECURITY CHECK: 
CALLED TO SCENE 

31 

113 

116 

8 

138 

7 

18 

4 

47 

15 

183 

680 

1910 -BUILDING 
SECURITY CHECK: 
OFFICER INITIATED 

508 

295 

202 

119 

1.926 

34 

73 

93 

14 

113 

80 

3,457 

1915 -OFFICER 
RESPONSE TO 
INTRUSION ALARM 

228 

64 

170 

49 

429 

115 

115 

216 

25 

99 

561 

2,071 

1920 -OFFICER 
RESPONSE TO 
DURESS/HOLDUP 

14 

13 

25 

25 

113 

32 

14 

17 

31 

20 

64 

368 

1925 - REPORT OF 
SUSPICIOUS 

PERSON 

35 

19 

24 

16 

36 

14 

23 

22 

20 

37 

37 

283 

1926 -REPORT OF 
SUSPICIOUS 

PACKAGE 

22 

21 

30 

17 

14 

11 

25 

9 

28 

21 

28 

226 

1927 -SUSPICIOUS 
VEHICLE 

29 

20 

17 

13 

19 

15 

9 

6 

5 

5 

17 

155 

1926 -SUSPICIOUS 
ACTIVITY- 

SURVEILLANCE/PHO 
TOGRAPHY OF 
FEDERAL FACILITY 

14 

3 

6 

1 

10 

2 

6 

5 

7 

6 

5 

65 

20 - ASSISTANCE 

^^9 


182 

423 

591 

163 

577 

213 

213 

328 

92 

3,030 

2100 -OTHER 
INCIDENTS 

18 

39 

38 

70 

■1 

■n 


■ 

12 

B 

5 

501 

2105 -ESCORT 

1 

2 

5 

6 

10 

■9 




B 

■n 

■^Bl 

2115 -COURTESY 
VIOLATION NOTICE 



1 


bei 


ijjB 

■ 




8 

2120 -LOST 

ARTICLES 

17 

343 

87 

88 


■i! 

42 

[HHI 

33 

m 

252 

1.648 

2124 -DAMAGED 

GOVERNMENT 

PROPERTY 

17 

29 

58 

61 

102 

56 

113 

38 

46 

S3 

101 

674 

2125 -FOUND 
ARTICLES 

14 

48 

173 

41 

451 

22 

25 

7 

7 

54 

26 

668 

2126 -RECOVERED 

PROPERTY- 

GOVERNMENT 

5 

1 

3 

2 

8 

2 

1 


2 

1 


25 

2127- RECOVERED 
PERSONAL 

PROPERTY 

4 

1 

5 

2 

4 

1 


1 

1 

2 

1 

22 

2128 - DAMAGED 
PERSONAL 

PROPERTY 

3 

11 

26 

22 

28 

33 

45 

17 

11 

3 

100 

299 

2130 -INVENTORY 
SHORTAGE 


1 

3 

1 

3 

2 

3 


1 


11 

25 

2135 -CIVIL 

STANDBY: OFFICER 
STANDBY DURING 

AN EVENT THAT MAY 
REQUIRE 

ASSISTANCE 

59 

36 

11 

13 

13 

3 

3 

3 

4 

20 

9 

174 

2140 -FACILITY 
PROBLEMS 

39 

116 

282 

164 

924 

185 

177 

28 

15 

34 

20 

1,983 

2160-COURT TIME 

8 

5 



8 



1 



22 
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Offense/tncident 

R1 

R2 

R3 

R4 

R5 

R6 

R7 

R8 

R9 

R10 

R11 

Nation 

Wide 

2170- 

MISCELLANEOUS 
INCIDENT NOT 
COVERED 

ELSEWHERE 

32 

51 

119 

135 

197 

131 

103 

26 

47 

48 

36 

925 

2175 -ILLNESS OF 
GOVERNMENT 
EMPLOYEE OR 
CONTRACT GUARD 

15 

52 

430 

151 

239 

231 

36 

1 

1 

3 

378 

1,537 

2176 -ILLNESS OF 

NON-GOVERNMENT 

EMPLOYEE 

26 

117 

169 

80 

100 

55 

22 

1 

2 


76 

648 

2177 -DOMESTIC 
ALTERCATION 

2 


4 

3 

4 



2 


3 

1 

19 

Offense/Incident 

Totals 

1,S93 

2,712 

3,380 

3,074 

8,062 

2,239 

3,011 

1,522 

1,932 

3,653 

3,834 

35,812 














ARRESTS/CITATUINS 

ISSUED 

68 

119 

50 

131 

246 

77 

213 

107 

250 

298 

88 

1647 

DEMONSTRATIONS 

36 

92 

39 

200 

230 

63 

58 

30 

285 

168 

41 

1242 

PROHIBITED ITEMS 

15,374 

14,956 

48,189 

117.493 

59,531 

55,743 

127,336 

9,394 

18,9410 

25,327 

813 

66,3566 

WEAPONS 

VIOLATIONS 

15 

27 

21 

18 

21 

19 

76 

11 

19 

38 

7 

272 


Management Information Report 


Report Period: From:10/1/2007 To: 9/30/2008 

Run Date/Time: 04/28/2010 11:10:52 

Information Last Updated Date/Time: 04/28/2010 05:54:27 


Offense/incident 

R1 

R2 

R3 

R4 

RS 

R6 

R7 

R8 

R9 

RIO 

R11 

Nation 

Wde 

01 - CRIMINAL 

HOMICIDE 

1 











1 

02 - FORCIBLE RAPE 



1 




1 





2 

03 - ROBBERY 

1 

1 

1 


3 






3 

9 

04 - AGGRAVATED 
ASSAULT 

3 

1 

1 

8 

5 

1 

2 

1 

4 

4 

15 

45 

05 - BURGLARY 

1 

4 

3 

13 

10 

6 

11 

3 

8 

4 

7 

70 

06 - LARCENY-THEFT 

34 

78 

205 

119 

144 

110 

106 

43 

109 

68 

479 

1,495 

07 -MOTOR VEHICLE- 
THEFT 


1 

1 

11 

6 

2 

14 

7 

3 

S 

5 

55 

08 -ARSON 









1 

1 


2 

09 -ASSAULT-SIMPLE 

6 

17 

35 

32 

51 

16 

20 

2 

17 

6 

33 

235 

10 -ATTEMPTED 
VANDALISM 

25 

28 

36 

28 

76 

28 

48 

17 

70 

60 

41 

466 

11 - SEX OFFENSES 
(EXCLUDING 

FORCIBLE RAPE) 

1 


2 

1 

2 

1 

3 

1 


1 

3 

15 

1210 -KIDNAPPING 




1 



1 





2 

1219 -ATTEMPTED: 
KIDNAPPING 













1220 -VERBAL, 
TELEPHONIC OR 
WRITTEN 

ELECTRON!C(E-MAIL} 
THREATS, EXCEPT 
BOMB THREAT 

40 

106 

102 

126 

116 

94 

93 

41 

129 

62 

112 

1,021 
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Offense/Incident 

R1 

R2 

R3 

R4 

R5 

R6 

R7 

R8 

R9 

RIO 

R11 

Nation 

Wide 

1221 -LETTER OR 
PACKAGE 

CONTAINING REAL 
WMD MATERIALS 













1222 -LETTER OR 
PACKAGE 

SUSPICIOUS BUT 
LATER DETERMINED 

TO BE HARMLESS 

18 

7 

22 

24 

29 

30 

11 

6 

5 

6 

63 

221 

1223 -LETTER OR 
PACKAGE CONTAINS 
NO LEGITIMATE INFO. 
YET CONTAINS NO 
THREAT 


2 

2 


6 

2 

1 

2 

1 


4 

20 

1224 -MAIL THREAT 
HOAX LETTER 
CONTAINING 

SUSPECT MATERIAL 
LATER FOUND 
HARMLESS 


1 

3 

2 

1 


1 




2 

11 

1225 -MAIL THREATS 
{EXCEPT BOMB) 

4 

2 

3 

4 

9 

4 

6 

2 

1 


2 

37 

1226 - VERBAL, 
TELEPHONIC OR 
WRITTEN 

ELECTRONIC 

HARASSMENTS 

(COMPUTER/E^AIL) 

9 

37 

31 

28 

23 

24 

12 

9 

6 

14 

97 

290 

1229 -ATTEMPTED 
TELEPHONE THREAT 
(EXCEPT BOMB 
THREATS) 




1 

4 




1 

1 

3 

10 

1230 -OBSCENE 
TELEPHONE CALLS 

3 


3 

1 

3 

3 


1 


1 

3 

18 

1231 - WARRANT 
ARREST 

STATE/LOCAL-FELONY 

24 

59 

27 

28 

13 

36 

119 

17 

127 

53 

30 

533 

1232 -WARRANT 
ARREST 

STA're/LOCAL- 

MISDEMEANOR 

9 

11 

11 

13 

14 

45 

31 

70 

145 

32 

19 

400 

1233 -WARRANT 
ARREST FEDERAL 
ADMINISTRATIVE 

1 

3 

2 

1 

2 


42 

2 

1 

2 

2 

58 

1234 -RESTRAINING 
ORDER VIOLATION 


1 

1 





1 




3 

1240 -OTHER 
OFFENSES (NOT 
COVERED 

ELSEWHERE) 

18 

81 

33 

51 

105 

53 

46 

15 

37 

45 

26 

510 

1249 -ATTEMPTED 
OTHER 

OFFENSES(NOT 

COVERED 

ELSEWHERE) 

2 

2 


3 

4 

2 


1 


2 


16 

13 -WEAPONS AND 
EXPLOSIVES 

3 

18 

IS 

33 

32 

11 

SO 

10 

20 

40 

7 

249 

14- 

DEMONSTRATIONS 

AND DISTURBANCES 

243 

273 

184 

394 

470 

113 

110 

53 

399 

242 

90 

2,571 

15 -ACCIDENTS 

HRI 

206 

460 

252 


335 

253 

58 

71 

57 

250 


18 -DEATHS 

2 

1 

1 

1 

■i 

1 

1 

1 

3 

1 

4 

19 

17 -BLDG 

RULES/REGS 

152 

196 

296 

121 

443 


145 

121 

72 

1215 

136 

3,103 

18 -FIRE 

76 

116 

211 

157 

266 

■n 

176 

65 

19 

31 

362 

1,593 

1901 - VIP SECURITY 
DETAIL 


5 

10 





4 

4 

5 

2 

30 

1905 -BUILDING 
SECURITY CHECK; 
CALLED TO SCENE 

64 

97 

155 

8 

213 

8 

8 

19 

49 

10 

249 

880 
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Offense/incident 

R1 

R2 

R3 

R4 

1 R5 i R6 

R7 

R8 

R9 

RIO 

R11 

Nation 

Wide 

1910 -BUILDING 
SECURITY CHECK: 
OFFICER INITIATED 

60 

203 

176 

62 

1941 

102 

33 

14 

8 

61 

31 

2,691 

1915 -OFFICER 
RESPONSE TO 
INTRUSION ALARM 

301 

24 

156 

37 

515 

164 

35 

62 

7 

173 

563 

2,037 

1920 -OFFICER 
RESPONSE TO 
DURESS/HOLDUP 

28 

15 

45 

27 

153 

40 

24 

8 

14 

20 

75 

449 

1925 -REPORT OF 
SUSPICIOUS PERSON 

25 

20 

14 

24 

37 

35 

19 

24 

10 

23 

20 

251 

1926 -REPORT OF 
SUSPICIOUS 

PACKAGE 

26 

31 

18 

23 

20 

11 

11 

4 

32 

23 

19 

218 

1927 -SUSPICIOUS 
VEHICLE 

16 

9 

13 

4 

16 

8 

6 

5 

2 

10 

12 

101 

1928 -SUSPICIOUS 
ACTIVITY- 

SURVEILLANCE/PHOT 
OGRAPHY OF 

FEDERAL FACILITY 

13 

6 

1 

6 

6 

7 

5 

11 

1 

8 

6 

70 

20 - ASSISTANCE 

118 

126 

136 

304 

624 

161 

523 

148 

148 

293 

68 

2,649 

2100 -OTHER 
INCIDENTS 

12 

45 

42 

17 

37 

85 

52 

6 

3 

23 

3 

327 

2105 -ESCORT 

5 

1 

6 

5 

7 

6 

8 

3 



2 

43 

21 15 -COURTESY 
VIOLATION NOTICE 



1 


5 



1 




7 

2120 -LOST ARTICLES 

19 I 

379 

53 

150 

419 

112 

85 

388 

110 

56 

225 

1,996 

2124 -DAMAGED 

GOVERNMENT 

PROPERTY 

16 

23 

47 

66 

110 

58 

109 

33 

42 

48 

113 

665 

2125 -FOUND 

ARTICLES 

10 

36 

99 

36 

534 

29 

16 

5 

13 

31 

14 

823 

2126 -RECOVERED 

PROPERTY- 

GOVERNMENT 

2 

1 

5 


6 

5 

2 

2 

1 


5 

29 

21 27- RECOVERED 
PERSONAL 

PROPERTY 


1 

11 

2 

6 

6 

3 


2 

5 

2 

38 

2128 -DAMAGED 
PERSONAL 

PROPERTY 

3 

6 

28 

10 

37 

27 

50 

17 

10 

10 

90 

286 

2130- INVENTORY 
SHORTAGE 


2 

4 

6 

5 

2 

12 

2 

2 

2 

17 

54 

2135 -Civil Standby. 
Officer Standby During 

An Event That May 
Reauire Assistance 

65 

27 

4 

9 

10 

4 

5 

2 

2 

24 

1 

153 

2140 -FACILITY 
PROBLEMS 

47 

51 

222 

151 

1,009 

266 

210 

22 

7 

19 

27 

2,031 

2160 -COURT TIME 

9 

1 


1 

1 





1 


13 

2170- 

MISCELLANEOUS 
INCIDENT NOT 
COVERED 

ELSEWHERE 

26 

48 

71 

95 

179 

15$ 

101 

44 

12 

62 

21 

815 

2175 -ILLNESS OF 
GOVERNMENT 
EMPLOYEE OR 
CONTRACT GUARD 

19 

42 

432 

131 

206 

218 

38 

3 

2 

4 

339 

1,434 

2176 -ILLNESS OF 

NON-GOVERNMENT 

EMPLOYEE 

33 

137 

152 

60 

83 

72 

15 

1 



85 

638 

2177 -DOMESTIC 
ALTERCATION 



1 

4 

2 


1 



3 

3 

14 

Offense/Incident Totals 

1,651 

2,588 

iH 

HggHI 

Ugll 

Em 

2,684 

1,380 

1,730 



34.333 




, 

1 






Eaj 

im 






827 


Offense/incident 

R1 

R2 

R3 

R4 

RS 

R6 

R7 

R8 

R9 

RIO 

R11 

Nation 

Wide 

ARRESTS/CiTATUINS 

ISSUED 

98 

114 

105 

97 

289 

126 

208 

125 

279 

334 

127 

1,902 

DEMONSTRATIONS 

84 

lie 

25 

170 

231 

63 

27 

15 

290 

121 

34 

1,178 

PROHIBITED ITEMS 

22,096 

14,042 

43.675 

119.163 

59.981 

78.803 

13.1252 

15,471 

207,233 

26,294 

5,205 

724.015 

WEAPONS 1 

VIOLATIONS 1 

3 

18 1 

15 

33 

32 

11 

60 

10 

20 

40 

7 

249 


Hiring 

Question: Please list the number, by office and pay grade level, of all NPPD employees hired non- 
competitively in fiscal year 2009 and explain why each non-competitive hire was necessary. 

ANSWER: With the significant growth of NPPD’s responsibility in the mission areas of cyber and chemical 
security, NPPD must expand its workforce to successfully meet mission requirements. Thus, NPPD has 
continuously sought to use every hiring flexibility available to its managers to ensure the timely and effective 
hiring of employees. This includes using special hiring authorities for veterans and information security 
professionals and taking advantage of intra-govemment transfers. 

The NPPD Office of the Undersecretary hired 24 employees non-competitively in FY 2009. One employee was 
hired as a Presidential Appointee, six were appointed to the Senior Executive Service, one was hired under 
Schedule C authority as a GS-7 Confidential Assistant to the Undersecretary and one was hired under direct hire 
authority granted by Congress as an Information Security Specialist GS-14. Seven employees (one GS-9, one 
GS-1 1. three GS-12s, one GS-13 and one GS-14) transferred from the Transportation Security Administration. 
Two employees, one at the GS-14 and one at the GS-1 5 level, were hired by reinstatement. One GS-14 was 
hired under the Veteran’s Employee Opportunity Act, and one GS-12 was hired utilizing Veteran’s Recruitment 
Authority. Two GS-15 employees were hired under direct hire authority for Information Security Specialists. 

Twenty-two employees of the NPPD Office of Infrastructure Protection were hired non-competitively. Eight 
employees (five GS-13s, two GS-14s and one GS-12) transferred from the Transportation Security 
Administration. Four employees (two at the GS- 1 3 and two at the GS- 1 5 level) were hired utilizing Veteran’s 
Employee Opportunity Act authority; three employees (one GS-15 and two GS-1 4s) were hired through 
reinstatement eligibility. Four employees (two GS-9s, one GS-1 1 and one GS-14) were hired using 0PM 
granted Schedule A authority, one was appointed to the Senior Executive Service and two were appointed using 
direct hire authority for Information Security Specialists. One individual hired as a GS-13 was appointed as a 
30 Percent Compensable Veteran and one GS-13 was hired under an Expert Consultant appointment from his 
position with the State of California to work a special project involving the development of an interface 
between DHS and the California Department of Homeland Security. 

The NPPD Cybersecurity and Communications Office hired 48 individuals using non-competitive procedures. 
One GS-15 employee was hired by reassignment from the Transportation Security Administration, two GS-15 
level employees were acquired through the Veteran's Employee Opportunity Act and one GS-4 was employed 
using the Student Temporary Employment Program. Five individuals (four GS-14s and one GS-12) were hired 
under reinstatement eligibility and three GS-l2’s were appointed under Schedule A authority. Thirty six 
Information Security Specialists (6 GS-15s, 13 GS-I4s, 5 GS-13s, 7 GS-i2s, 4 GS-lls and 1 GS-9) were hired 
under direct hire authority. 


The NPPD United States Visitor and Immigration Status Indicator Technology (US-VISIT) program hired 1 0 
individuals non-compelilively. One GS-7 and one GS-15 were appointed under the authority of the Veteran’s 
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Employment Opportunity Act. One GS-4 was hired using the provisions of the Student Temporary 
Employment Program; three employees (two GS>13s and one GS-14) were reinstated, and one GS-9 was hired 
under Schedule A authority. Three individuals (one GS-12, one GS-13 and one GS'14) were obtained by direct 
hire authority for Information Security Specialists. 

Five NPPD Office of Risk Management and Analysis employees were hired using non-competitive procedures 
in fiscal year 2009. One GS-14 level employee transferred from the Transportation Security Administration, 
and four GS-1 1 employees were hired under Schedule A authority. 


Contracts 


Question: Please provide for the record the number of noncompetitive contracts NPPD has entered into in 
fiscal year 2009, and what is anticipated in 2010 and 2011. Include for each contract an explanation as to why a 
non-competitive contract was chosen. As part of this response, please clearly delineate other transactional 
agreements and those purchases made from the GSA approved listings. 

ANSWER: In FY 2009 and FY 2010 the non-competitive contracts are to stay the same. In FY 2011, there 
will be a decrease of 5 percent. See the following tabic for FY 2009 data. 
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t OMHACTOR 

PURPOSE 

APPROPRI 

ATION 

ACCOllXT 

DOLLAR 

AWARD 

HLL 

PIRFORMAN 

CEV.AU'E 

f ON (RAC 

TSTART 

DATE 

CONTRA 

(TEND 

DATE 

REASON FOR 
SOLESOURCE 

DOCNIM 

R1.M 

COMMUNICATIONS, 

INC 

COMMUNlCATIONSSERViaiS 

?0 9/10 0565 

SI.409J86.60 

$2,900,532.20 

10/8/2008 

10/7/2010 

Authorized tft- 

Salute 

liSTODC-09-C- 

09003 

BEACON GROUP LLC 

Cfiiical infraslriiaure andKcy 
ResoiFces (CTKRI Partnership .Security 
Clearance Program support services. 

70 9/10 0565 

$243,170.51 

S633.487.78 

9,'25'2009 

3,/24:'20!2 

Authorized by 
Statute 

HSHODC-09-C- 

00139 

AMERICAN SMALL 

BUSINESSALLIANCE. 

INC 

LEAS-:-RENT OF CONE SPACE & 

FACILITIES 

709/10 0565 

$IJ44,905 50 

S3.004.188J3 

9/2I./2009 

9/29/2010 

Authorized by 
Statute 

HSH0DC-09-C- 

00149 

NEOTECH 

SOLUTIONS. INC 

Regional stakeholder implementatton 
of a Regional Cross-Border Plan that 
wii support the achievement of IPs 
mission for cross-border protection 

70 9/10 0565 

S 331,209.97 

S 331.209.97 

9/24/2009 

9/23/2010 

Authorized by- 
•Statute 

HaiQDC-09-C- 

00150 

MOBILVOXtNC 

lED-Geospatia! Analy .sis Tool Pius 

70 9/10 0565 

S 999,803 92 

S 999.803 92 

9/25.J009 

9.24/2010 

AtshorizedK 

.Statute 

HSH0DC-09-C- 

00156 

PC! 

COMMUNICA ! IONS. 

INC. 

Additional services for thcCFAr,S 

outreach and Awareness 

70 9/10 0565 

S 545,549.00 

S 545.549.00 

9,0/2009 

9/26/2010 

Only One Sutrcc • 
Other 

liSlODC-09-F- 

00137 

SEMSTECHNOLOGIES, 

ILC 

MTi fiiMS Project for the National 
Rural Water Association 

709/100565 

S 275.075.00 

$ 823,770.31) 

9/25/2009 

7/7/2014 

Only One Source - 
Other 

HSHQDC'-09-C- 

00084 

DATAMAXX GROUP. 

INC. 

Ratification of situational awareness 
and information sharing pilot project. 

70 5/6 0565 

S 105,70054 

S 105.700 54 

11/25.0008 

12/2/2008 

Only One Source - 
Other 

HSH0L)C-{)9-C- 

00001 

MCI 

COMMUNICATIONS 

SERVtCTSINC 

Communications Services 

Auihorizaiinn (C!v\) to cover expenses 
for industry contractor representative. 

70 9/10 0565 

S 16,000.00 

S (6.000.00 

1/30/2009 

12./3I/2009 

Only One Source • 
Other 

HSHODC-09-C- 

00024 

SPRINT 

COMMUNICATIONS 

COMPANY L.P. 

Communications Services 

Authorization (CSA) to cover expenses 
for industry contractor representative. 

709/100565 

$ 23.000.00 

S 23.000 00 

12/22/2008 

12/31/2009 

Only One Snurce • 
Other 

HSHQDC-OO-C- 

00026 

VfiRIZON SERVICES 
CORP 

Communications Services 

Authorization (CSA) to cover expenses 
for industry contractor representative. 

709/10 0565 

$ 16.000.00 

$ 16.000.00 

12/30/2008 

12/31/2009 

Only One Source • 
Other 

HSHQDC-09-C- 

00027 

AKAMAI 

TECHNOLOGIES, INC, 

Raitfication of an unauthon/ed 

commitment to AKAMAI 

70 6/7 0565 


$ 122,000.00 

6/10/2009 

6/10/2009 

Only One Sntirce • 
Other 

■■II 

GENERAL DYNAMICS 
ADVANCED 
INFORMATION 
SYSTEMS. INC. 

MANAGEMENT SUPPORT 

SRVIC'ES 

709/100565 

Sl.607.086 00 

Si.629,i3S.0(} 

2/20/2009 

821/2009 

Only One Source • 
Other 

HSHQDC-09-F- 

00042 

GENER.AL DYNAMICS 
ADVANCED 
INFORMATION 
SYSTEMS, INC 

MANAGEMENT SUPPORT 

SERVICES 

70 9/10 0565 

$3,149,282.00 

S3.I49.282.00 

2/110009 

10/15/2009 

Only One Soiffce - 
Other 

HSHQDC-09-F- 

00036 

ISYS LLC 

Black Berry's and Air cards 

70X0521 

■n 




Only One Source - 
Other 


CAVALIER 

TELEPHONE, 1..L.C, 

TELEPHONE &/OR 
COMMUNICATIONS StlRVKTiS 

70X0521 

$ 15,930.16 

$60,378 64 

9/25/2009 

9/272013 

Only One Source- 
Other 

HSItQ\T-09.F'. 

00017 

AT&T CORP, 

Communicai ions Services 

Authorization 1 CSA) to cover expenses 
for industry contractor representative. 

70 9/10 0565 

$ 24,00000 

S 24.00000 

12/16.0008 

3.2 1/20 10 

)nly One Source - 
Other 

ISHODC-09-C- 

00028 

QWEST tX)VtRNMEN I 
SERVICES INC 

Commmicaiions Services 

Authorization (CTsA) to cover expends 
'or industry contractor representative 

70 9/100565 

S 16,000.00 

$ 16,000.00 

12/I6.'2fl08 

3212010 

Only One Source - 
Other 

iSHQDC-09-C- 

00029 

CELLCO 

PARTNER.SHIP 

Communications .Services 

Authorization iCSA) to cover expenses 
'or industry contractor representative 

70 9./1 0 0565 

S 16,000.00 

$ 16,000 00 

12/16/2008 

12/312009 

)nly One Source - 
Other 

HSHQDC'-09-C- 

00033 
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Question: Fn total, what volume of NPPD contract awards are made competitively? Please answer in dollar 
amount and percentage. 

ANSWER: NPPD contract awards made competitively totals $515,779,368.63, representing 87.5 percent. 


Question: Submit, through the most recent month available, a list of all Sole Source Contracts entered into by 
NPPD. Organize by contractor, purpose, appropriation account, dollar award, full performance value, contract 
start date, contract end date, and reason for sole-source. 

ANSWER: Please see the following table. 
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PURPOSt 

APPRO«ttATIOM 

ACCOUNT 

OOtUR 

AWARD 

ruu 

P£RFC«MAMCE 

VALUE 

CCWIRACT 
START RATT 

COHTRACI tNI) 
DATE 

RtASON fOH SOI 1. 
SOURCt 

OHUfcH 

ADT SECURn-y- SERVICES 

UPGRADE CCTV SYSTEM 
FORTHE'EXARKANA 
FEDERAL COURTHOUSE 

70X0642 

S24.862.24 

S24.862.24 

1.129/2010 

2i23'2G10 

ONLY ONE SOURCE 

HSHQCT10FOD019 

AOT SECURITY SERVICES 
INC 

UPGRADE CCTV SYSTCW 
FOR USCT 

76.X0542 

S31 W 13 




ONLY ONE SOURCE 

HSHQC71SF00020 

ADT SECURITY SERVICES 
TC 

UPGRADE PERIPHERAL 
INTRUSION DETECTION 
SYSTEM FOR FBCT 

70X0542 

515 276 82 

pH 

2/3,‘2010 

3'5'2i)1C 

ONLY ONE SOURCE 

HSHQC710FOQ022 

ADT SECURITY SERVICES 
iNC 

IMPAIRS AND ADCmOHS TO 
THE CCTV SYSTEM AT THE 
FBCT 

70X(B42 

S13 406.58 

S13406 58 


||[HI 

ONLY ONE SOURCE 

HSHQC710F00037 

ADT SECURITT SERVICES 
iHC 

PURCHASE Alio REPUCE 
TV;0 (2) PERIMETER 
CAMERAS AND DOME 
HOUSINGS 

7C.X0S12 

S4.839.63 

S4.83963 

■ 

1.'3/2CI10 

ONLY ONE SOURCE 

HSHOC710FCI00(J4 

AOT SECURITY SERVICES 
INC 

REPAIR.REPIACE PT2 
CAMERA FOR THE FBCT 

7aX0M2 

S4 415.96 

S4.415 95 


228/aCIO 

ONLY ONE SOURCE 

HSHQC710F00014 

ADT SECURITY SERVICES. 
INC 



^.035 71 

S6 035.71 

1/27.‘2010 

2.26'2B10 

ONLY ONE SOURCE 


ADT SECURITY SER\'1CES 
INC 

UPGRADE CCTV SYSTEM 
FOR iC PARKER USPOCT 

70X0542 

S17 1S543 

SI7 180 43 

1'27.^ta 

2-26/2010 

ONLY ONE SOURCE 

HSHQC710FOC1O16 

ADT SECURITY SERVICES 
IHC 

UPGRADE CCTV SYSTEM 
FOR ,IP HAMMERSCHMIDT 
FBCT 

7CX0542 

SM949 17 

520,949 17 

1/23/20fO 

2/77/2010 

ONLY ONE SOURCE 

HSHQC710FOflO17 

ADT SECURITY SERVICES 
iHC 

UPGRADE INTRUSION 
OETTCTIOHS SYSTEM 

70X0542 

S20 37S64 

520.379 64 

1'2B'20t0 

2-27/2010 

ONLY ONE SOURCE 

HSHQCTIOFOOOIB 

AKAMAI TECHMOlOGiES 
INC. 

RatiFcalion clan ur^autl'O'ized 
commitnefil to AKAMAI 

700e-0?0565 

5 122.000 80 

S 127 000 00 

E/IO-GOOa 

6-'1Qi'2O09 

Only One Source - Oihsr 

HSHQDC-Og-C-00053 

ALPHA SAFE AND VAULT 
INCORPORATED 

2-DRAWER LEGAL SIZE 
SINGLE LOCK SAFE 

7C.X0342 

S5 741 0G 

$5.74100 

12/3/2009 

12/2010 

ONLY ONE SOURCE 

HSHQC71OF00C06 

AMERICAN SMALL 
BUSINESS ALLIANCE INC 

LEASE-RENT OF CONF 

SPACE S FACILITIES 

7009,1100565 

SI 344 905 50 

53 004 186.33 

9‘21./20e9 

929'2010 

Authorized by Stslule 

MSHQDC-09-C-00149 

BEACON GROUP LLC 

Cf'tical Infrastfuclufe and Key 
Resouftes (CIKR; Partnarslup 
Security Claarence Program 
aunsnrt aervices 

70097100566 

5243 1 70 5! 

S633 437 78 

9125/2009 

324/2012 

Aulhonzed by Statule 

HSHQDC-09-C-00139 

CAVALIER TEIEPHONE. 
LL.C. 

T=LEPHOT« ir'OR 
COMMUNICATIONS 
SERVICES 

70X0521 

S 15 930 16 

S60 378.64 

9‘2Sr2O09 

3.-272C13 

Only One Source - Other 

CS-35F-0326S 

HAWORTH INC 

WCCG OFFICE FURMfTURE 

7ftX05J2 

S1347J9S 

S13.472.95 

1'22'20I0 




MOBILVOX INC 

lEO-GeoapalielAnaiysn Tool 
Plus 

7009--100565 

5 999 803 92 

S 999 803 92 

9'25'2009 

9242010 

Authorized by Statute 

HSHtJDC-09-C-0015S 

NAIIONAt. CYBER 
SECURITY Ai l lAMCE 

EDUCATIOHAI SER'ACES 

n).X054? 

S6C0 000 CO 

5804 766 OC 


8242010 

ONLY ONE SOURCE 

HSHQUC-10C 00045 

NATIONAL CVBER 

SECURIIY AU.IANCF 

EOUCATIOMAL SERWCE3 

7009'100565 

$ 600.00u.00 

$ 804 766 00 

2'2S'2010 

824-2010 

Only One Source - Other 

HSHQUC-10-C 00045 

NEO TECH SOLUTIONS INC 

Regionel staKehaidet 
implsmentsiion of a Regional 
Cfoee-Border Plan tnat •«ll 
eupport the achiovomoni of IPs 
mission for cross-border 
nrotsntinn 

70C9' looses 

S 331 209 97 

5 331 2099T 

324'2009 

9'7320!0 

Authorized by Slaluio 

HSHQOC-Q9C-00150 

OCE.USAIHC 

OCE RENEWAL OF 
MAINTENANCE AGREEMENT 
FOR OCE 

PRINTER/SCANHER'COPIER 

70.X0542 

5806 52 

$606 52 

10/1'2009 

9-30.2010 

01 AY OHE SOURCE 

HSHC1C710F00011 

OCEKJSA INC 

OCE MAINTEFiAFiCE 
AGREEMENT IN 
ACCORDANCE FOR OCE 
PRlNT^RSiSCANNER/COPIER 
S 

70X0547 

S3 242 40 

S3.242 43 

1CL‘1/2009 

OrM'^CtO 

ONLY ONE SOURCE 

H5HQC710F00012 

PCI COMMUNICATIONS INC 

Additionel eervKes forms 
CFATS outreach and 
Awarsnees 

7009/100555 

S 545 549 00 

S 54$ 549 00 

S.'3.'21109 

9.26.2010 

Only One Source ■ Other 

GS-23F-0CI08U 

SECURITAS SECURITY 
SERVICES USA 
INCORPORATED 

GUARD SFRVICF AUSKA 

70Xfl!U2 

$27 284 40 

$27 284 40 

10'1/2009 

3.31-2010 

ONLY ONE SOURCE 

HSHQWA10FC0002 

SEMS TECHNOLOGIES LLC 

UTt SEMS Projeci lor the 
National Rural Walar 

Assor ration 

70O9-'tOD565 

S275 07$ 00 

5823 773 30 

925'3009 

72-2014 

Only One Ssu'ce - Other 

HSHnDC-o9-c-oocad 


Question: Please provide for the record a list of all contracts over $1 million in total value executed by NPPD 
in 2009. Organize by contractor, purpose, dollar award, full performance value, contract start date, contract end 
date, and contract type (e.g., firmed fixed price, etc.). 


ANSWER: Please see the following table. 
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CONTRACTOR 

PUI90SE 

DOLLAR AWARD 

RILL 

PERR^MAWCE 

VALUE 

CONTRACT 

START DATE 

CONTRACT 

EM) DATE 

CONTRACT TYPE 

RlMCOfcfldJNlCATiONS !NC 

COMWNiCAHONSSrevKES 

i!.4LI9.3366C 

$ 2.900.532.2 

10;B5008 

102/2011 

TimeafidVfeleriais 

BOOZAILENHAMITONINC. 

Cyb^^Dnntt 


$ 15,155.46843 

2/75009 

2/62010 

Time and Matenais 

GENERA!. DVNAMCS ADVANCED INFORMATIW SYSTEMS. INC 

OTHER MVMXMENTSJPPORT ^\«CES 


1$ 1,629,135.00 

2C05009 

8212003 

Labor Hours 

TOUCHSTONE CONSULTING GROUP. INC 

PROGRAM MWAGEtENTSUPTORT SERTACES 




|Wy|;W| 

'|F?rT2in|{ 

BOOZ ALLEN HAMLTON INC 

Prog'arR ktei^age'i’eHSvsso-lSenias 

S17.725.63 

$ 23651.652.9! 

4/12508 

3212011 

Timeand Materials 

IISSING LINKCONWUNICATIWS, ffJC. 

Inlonnaec^TectiiKilosySeQH^SunxHtSenKes 



4/172009 

*'8/1620^ 

Fim FiedPrce 

CACHSS.INC 

OniEft PROFESSOHAL ^VKES 

$2,736,720.56 

$ 14,295166.76 

6/122009 

8/302014 

Firm F:)E0 Pnce 

BATTiLlEMEMC«iAL INSTITUTE 

oner reoFESStcm ^mces 

$5,702,341 88 

S 29.578,730.20 


ijH^^ 








Timeand»s 

ACCENTURELLP 


$6,766.75219 

$ 7,346,978.00 

7/12009 

5202010 

Cost Plus Fiiffifl Fee 

ACCENTUREUP 

PROGRAM MNMiaeiTJSUPPCST^VICES 

$2,663,738.07 

$ 3.332.806.00 

7/12009 

6202010 

Cost Plus Fiisd Fee 

ACCENTURELLP 


$6,310.23623 

S 8,699,797.00 

7/12009 

620/2010 

Cost Plus Filed Fee 

WWTECH INFOTMATION SYSTEMS & TECHNa.06V CORPORATION 


$1,620.91100 

$ 5.750,97600 

7/132C03 

T(122C1G 

Time and Maleneis 

L-3 SERVICES. INC 


$1,318.57880 

$ 4,039.242.90 

7(132009 

7,T22010 

Time and Materials 

L-3 SERVICES.INC 


$1,407,72400 

$ 4,069.596.36 

7/132009 

7,/122010 

Tmeand Malena's 

NOBliS.INC. 


$1524,381.80 

$ 6,452,092.00 

7/132009 

7/122013 

Timeand Matenais 

COMPUTER SCIENCES CORPORATKW 

HPFO CS&C US CreT VMt? Floor PtocuiERieAl 

$9,665.014 40 

S 9.665,01440 

7/172009 

2/172011 

Fed Price Incentive 

GCWIACE 

TELECC»iMUNICATR3NS NETMUTK tWMGUBTT SVCS 

$1,927.04403 

$ 1.927, 04403 

7202009 

10/162009 

Firm Fled Price 

UNICCfi, FEDERAL PRISON INDUSTRIES 

lyFICE FURNITURE 



K|gim 




reOGRAMMANAGEICNT/SUPPORT SERVICES 

$9.55236056 

$ 148.518.000.13 

6/132009 

5/122014 

FirniFivedPnce | 

UNICOR. FEDERAL PRSCW INDUSTRIES 

CffiCE FURNITURE 

$1931.31462 

$ 1331.314.62 

9/12005 

10212009 

FinnFiedPnce I 

CREATIVECOMPUUNGSaUTIONS.INC. 


$14,126,394.40 

S 66.841.344.80 

9192009 

6/8201 4 

mmi 

Tire TECH INTERNATIONAL. INC. 

C3i3sni{^cBo''twi9 Prevs)^ 

$589.14488 

S 2,138.666.13 

9/152009 

6/142012 

FimiF,*dPnce 


POO INogrvr' SuppoN S«»ces 

$3 067.190 00 

S 8.439.22600 

9/212009 

3202013 

Firm Fied Price 

N£TSTAfi-l GO'«RNMENTCONSUIT1NG.INC 


$2,515,369.34 

$ 5,275.349.34 

9232009 

1222012 

Fi(r>Fi*dP-ice 

LEGALNET WORKS INCWPORATEO 

reOGRAMUWAGEI€NT/SUPPORT SOTMCES 

$1251.407 70 

$ 3.956,566.15 

9242009 

9232010 

LaborHours 

GENERAL OWAMCS ADVANCED INFORMATION SYSTEMS. INC 

OTHER WNAGEUENT SUPPORT SERVCES 

$3 149282 00 

$ 3,149.292.00 

5262005 

10/152009 

Laser Hours 

GOVPLACE 

OFFICE iNFOfnilATION SYSTEUEOUIPICNT 

$1,428.10997 

$ 1.428,109.97 

9262009 

6202010 

Firm Fi*c Pace 

UNICOR. FEDERAL PRISON INDUSTRIES 

OmCE FURNITURE 






NOVADATACOMILC 

inYsffliatw TpcJiTOtOffy Sewi^t Sjopon 

$204,18720 

$ 1.962.46892 

8282006 

1272012 

Timeand Materials 

ENERGETICSINCORPORATEO 

PrtsK Secior Prepmdnpst Picpom Itasion Su(^ Seivces 

$1,109,106.00 

$ 3,426,174.00 

9/302009 

5282012 

Firm Flea Pnce 

WIKNO INC. 

ADP sYsine oeaopiENT services 

$209760340 

$ 2,08760340 

8202009 

9282010 

Firm Fued Pn« 

AMERICAN SMALL BUSINESS ALLIANCE. INC 

LEASE-RENTOFCWF SPACE SFACIIRES 

$1944.905 50 

$ 3.004 183 33 

9/302009 

9292010 

TimeandMaiensls 

TIER TECH INTERNATIONAL. INC 

Secj'Y'i; C^itcM UMlei$tGurp &'ItKtn;ctu« IIori iRiproweP 

$3.005,i»O.M 

$ 3.000,000.00 

9/302009 

9292010 

Firm Fi*d Price 

SYSTEMS RESEARCH ANDAPPLlCATONSCORIWATlON 

PROGRAM WMCSGITISUPPCIRT SERVICES 

tt 409 227 00 !$ 48.926.807,92 

10/12009 

8202014 

FimiFisdPrce } 


Question: Please provide for the record a list of all NPPD contracts, grants and other transactions where work 
is performed outside of the United States. Organize by contractor, purpose, dollar award, full performance 
value, contract start date, and contract end date. 

ANSWER: Please see the following table. 


Contractor 

Purpose 

Dollar 

Award 

Full 

Performance 

Value 

Contract 
Start Date 

Contract 
End Date 

Principal 

Place of 

Performance 

Country 

Name 

H B L MEDIA 
LTD 

2009 Annual 
ASIS 

Conference 

Tele-video 

conferencing. 

$18,000 

$18,000 

6/30/2009 

9/30/2009 

UNITED 

KINGDOM 
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Reception and Representation 


Question; How does NPPD plans to utilize its reception and representation expenses in 201 1? To date, how 
much has been spent in 2010 and what is the plan for the remainder of the fiscal year? Please provide details on 
each expenditure. 

ANSWER: NPPD plans to use FY 201 1 reception and representation funds on those requirements deemed 
necessary to support the Under Secretary. 

NPPD has spent a total of $3,042 to date: $2,971 for a DHS-sponsored Meridian Conference to facilitate 
information sharing and trust building regarding critical information infrastructure protection among 
international partners and $71 for a meeting with academia at Purdue University to discuss cybersecurity issues 
with professors currently conducting research for the DHS Science and Technology Directorate. NPPD 
currently does not have any specific plan for the remainder of the fiscal year. 


Bonuses 


Question: Please provide a table showing how much is requested in the 201 1 budget for bonuses for NPPD 
SES employees and NPPD non-SES employees. 

ANSWER: 

NPPD SES $ 398,000 

NPPD non-SES $ 2, 250,000 


Question: Please list all NPPD SES bonuses provided in 2009 by position, office, and bonus amount. 
ANSWER: The following table provides NPPD SES bonus information. 


POSITION 

OFFICE 

AMOUNT 

Director, Resource Administration 

Office of the Under Secretary for NPPD 

$19,470 

Director, Budget and Financial 

Administration 

Office of the Under Secretary for NPPD 

$10,486 

Chief Operating Officer 

Office of the Under Secretary for NPPD 

$10,332 

Director, Professional Development and 
Training 

Office of the Under Secretary for NPPD 

$10,620 

Director, Infrastructure Partnerships Division 

Assistant Secretary for Infrastructure 

Protection - NPPD 

$11,713 

Director, Sector Specific Agency Executive 
Mgmt. Office 

Assistant Secretary for Infrastructure 

Protection * NPPD 

$9,398 

Director, Risk Management Division 

Assistant Secretary for Infrastructure 

Protection - NPPD 

$17,803 

Director, Infrastructure Security Compliance 
Division 

Assistant Secretary for Infrastructure 

Protection - NPPD 

$17,561 

Deputy Manager, National Communications 
System 

Assistant Secretary for Cybersecurity & 
Communications - NPPD 

$10,073 

Director, National Communications System 

Assistant Secretary for Cybersecurity & 
Communications - NPPD 

$7,395 
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POSITION 

OFFICE 

AMOUNT 

Director, Federal Network Security 

Assistant Secretary for Cybersecurity & 
Communications - NPPD 

$15,000 

Director, Critical Infrastructure Cyber 
Protection & Awareness 

Assistant Secretary for Cybersecurity & 
Communications - NPPD 

$16,392 

NPPD Chief Information Officer 

Office of the Chief Information Officer - 
NPPD 

$15,361 

Director, Office of Risk Management and 
Analysis 

Office of Risk Management & Analysis - 
NPPD 

$11,960 

Director, US-ViSIT 

U.S. VISIT - NPPD 

$11,781 

Director, Mission Operations Management 

U.S. VISIT - NPPD 

$10,655 

Deputy Director, Nat’l Cyber Security Center 

National Cyber Security Center 

$10,081 

TOTAL 

NPPD SES BONUSES 

$216,081 


Question: Please list by office and pay grade level the number of NPPD non-SES employees who received a 
bonus or quality step increase (qsi) in 2009, the total bonus/qsi expenditures for the particular office and pay 
grade, and the total number of employees in the office and pay grade. 

ANSWER: Please see tables below. 


NPI‘D ()} I ICI. 01 TUI:; I'NDFR SFCRf-TARY 

PAY GRADE 

QUANTITY OF 

AWARDS 

TOTAL OF AWARDS 

rO'fAL ON-BOARD 

IN GRADE 

GS-4 

1 

$1,041.00 

1 

GS-7 

0 

0 

1 

GS-9 

0 

0 

2 

GS-Il 

4 

$7,947.00 

4 

GS-12 

11 

$24,696.00 

1! 

GS-13 

8 

$18,474.00 

9 

GS-14 

11 

$39,883.00 

16 

GS-15 

20 

$93,831.00 

21 

TOTALS 

55 

$185,872.00 

65 


NIM>D 01 I ICl, 01 CYBFRSECl'RrrY AND COMMt.SMCATIONS 

PAY GRADE 

QUANTITY OF 

AWARDS 

AWARD TOTAL 

TOTAL ON-BOARD IN 
GRADE 

GS-4 

0 

0 

3 

GS-7 

2 

$2200.00 

2 

GS-8 

2 

$2900.00 

2 

GS-9 

2 

$4100.00 

4 

GS-10 

1 

$3000.00 

1 

GS-11 

3 

$9600.00 

7 

GS-12 

23 

$83,200.00 

30 

GS-13 

34 

$134,600.00 

43 

GS-14 

48 

$250,250.00 

66 

GS-15 

71 

$350,038.00 

75 
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rrOTALS I 186 


$839,888.00T233 


NPPDi^S-ViSir 


PAY GRADE 

QUANTITY OF 
AWARDS 

AWARD TOTAL 

TOTAL ON-BOARD IN 
GRADE 

GS-2 

1 

$600.00 

2 

GS-3 

1 

$500.00 

4 

GS'4 

0 

0 

7 

GS-5 

0 

0 

4 

GS-7 

6 

$11,481.00 

10 

GS-8 

3 

$5050.00 

3 

GS-9 

1 

$1800.00 

2 

GS-ll 

7 

$16,650.00 

^9 

HQ.n 

12 

$27,764.00 

17 

GS-13 

18 

$61,026.00 

22 

GS-14 

43 

$182,323.00 

47 

GS-15 

41 1 

$203,165.00 

42 

TOTALS 

133 

$510,359.00 

169 


NPPD OFFK'i:: Oi INFRASTRl X ri'Ri: PROTRCHON 


PAY GRADE 

QUANTITY OF 

AWARDS 

AWARD TOTAL 

TOTAL ON-BOARD IN 
GRADE 

GS-9 

15 

$32,728.00 

15 

GS-ll 

14 

$34,003.00 

22 

GS-I2 

30 

$94,594.00 

44 

GS-13 

79 

$282,079.00 

109 

GS-14 

145 

$1,055,445.00 

154 

GS-15 

72 

$345,207.00 

93 

TOTALS 

355 

$1,844,056,00 

437 


Unobligated Baiances 

Question: Please provide unobligated baiances within NPPD, by appropriation account, and when you 
anticipate that they will be expended. 

ANSWER: Please see the following table. 


Appropriation 

Unobligated Balance 

Anticipated Obligation 

Date 

Anticipated Expended Date 

70 10 0566 

$14,227,257.00 

September 30, 2010 

September 30. 2012 

70 10/11 0565 

$371, 257, 680.00’ 

September 30, 201 1 

September 30, 2013 

70 9/10 0565 

$72,705,109.00 

September 30, 2010 

September 30, 2012 

70 10 0565 

$75,653,465,00 

September 30, 2010 

September 30, 2010 

70 X 0665 

$29,95.3,491.00 

N/A 

N/A 

70X0521 

$237,257,044.00 

N/A 

N/A 

70 X 0542 

$561,297,091.00 

N/A 

N/A 
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Travel 


Question; Please provide for the record a table that shows all funds expended by NPPD political employees for 
travel in 2009. Include name of individual traveling, purpose of travel, location(s) visited, and total cost. 


ANSWER: Please see the following table. 


; Name 

Purpose of travel 

i Location Visited 

; C.’ost (S) 


Informational Meeting 

i Dallas, TX 

236 S9 


Conference 

! Newark, NJ 

^92 7^ 

BEERS, RAND 

Speaking at immigration round table 
forum and FPS senior leadership 
conference 

Kansas City. MO 

‘104 S9 


Conference 

Chicago, IL 

577.30 i 


Total: 

1, 911.24 


Parking 

Local Voucher 

47.00 1 


Conference 

West Virginia 

419.50 ! 

V,- 1 1/ vlCU V/, VV IvJ.. 1 C . 1 . 

Informational Meeting 

Kuwait 

6.950.00 1 


Total: 

7,4I6.S0 


Keynote Speaker at the Secret service 
Electronic Crimes Task Force Quarterly 
Meeting 

San Francisco, CA 

1,422.22 I 

GARCIA, GREGORY 

Keynote Speaker at 3'^“ Annual IT 

Security Conference 

Houston, TX 

1,000.46 


Parking 

Local Voucher 

55.00 : 

1 

Total: 

2,478.68 i 


RSA conference and meetings with 
government officials regarding 
cvbersecurity 

London, Great Britain 

2,822.19 

' JAMISON, ROBERT 

Meeting in NYC with Dr. Henry 

Kissinger & Microsoft concerning 
cybersecurity 

New York, NY 

i 

363.67 1 


Meeting with S2 to brief Sec Des 
Napoliiano on Cyber and IP 

Phoenix, AZ 

j 

260.64 1 


Parking 

Local Voucher 

40.49 j 

I 

Total: 

3,486.99 i 

1 

JCG Conference 

London, Great Britain 

3,129,69 1 


Keynote Speaker at the NYS 

Cybersecurity Conference 

Albany, NY 

868.53 

REITINOER, PHILIP 

Ottawa Cybersecurity Meeting 

Ottawa, Canada 

1.605.10 ' 


Speech/Presentation 

Atlanta, GA 

492.75 i 


Parking 

Local Voucher 

14.23 ! 


Total: 

6,n3..3() 


Speech/Presentation 

Atlanta. GA 

681.73 

SCHAFFER. GREGORY i 

Speech/Presentation 

Chicago, IL 

633 71 


Foreign Travel 

Berlin, Germany 

2,419.40 ^ 
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i Name 

Purpose of travel 

Location Visited 

C ost (S) 


Total: 



Parking 

Local Voucher 

20.00 


To speak at the Conference Board Round 
Table co-sponsored by DHS 

New York County, NY 

378.00 


Brief Gov. NapoJitano with S2 

Phoenix. AZ 

225 47 


To meet with officials firom the UK's 
Office of Security and Counter-Terrorism 
(OSCT) and the Center for Protection of 
National Infrastructure in a continuation 

London, Great Britain 

3,973.53 

STEPHAN, ROBERT 

of Joint Contact Group (JCG) 
discussions. 




Attended the NJ Summit Conference 

Newark, NJ 

767 69 


Attendance at the Pennsylvania Region 

13 Task Force 

Pittsburgh. PA 

1.143 00 


Received award from the AMWA 

New Orleans, LA 

1,799 51 


Informational Meeting 

Denver, CO and Las 
Vegas, NV 

2.244 70 


Total: 

10,551.90 


NPPD Field Offices 


Question: Provide for the record a list of NPPD office locations as of September 30, 2009. Does NPPD plan to 
add any offices in 20 1 0 or 20 11 ? 

ANSWER: Please see the following table. 


Division 

Type 

City 

State 

Office 

Personnel 

OA 

Expiration 

Date 

Building Address 

IP-PSCD 

Office 

Albany 

NY 

1 

Expires 2012 

610 Main Street 

Suite 300 

Buffalo, NY 14202 

IP-PSCD 

Office 

Albuquerque 

NM 

1 

Expires 2012 

Compass Bank Building 
505 Marquette Street, 

N.W. 

Suite 1700 

Albuquerque, NM 87102 

NPPD 

Office 

Albuquerque 

NM 



Harden Avenue 
Albuquerque NM 87 ! 75 

IP-PSCD 

Office 

Anchorage 

AK 

1 

Expires 2012 

222 West 7th Avenue 

Suite 559 

Anchorage, AK 

IP 

Office 

Arlington 

VA 

439 

1 1/30/2016 

4601 North Fairfax Dr. 
Arlington, VA 2210! 

CS&C, 

OUS 

Office 

Arlington 

VA 

688 

4/30/2014 

n/6/2013 

1110 North Glebe Road 
Arlington, VA 22101 





838 


Division 

Type 

City 

State 

Office 

Personnel 

OA 

Expiration 

Date 

Building Address 

US-VISiT 

Office 

Arlington 

VA 

482 

3/8/201 1 
9/8/2010 
5/22/2014 

1616 N. Fort Myer Drive 
Arlington, VA 22209 

IP-PSCD 

Office 

Arlington 

VA 

1 

Expires 2012 

1110 North Glebe Road 
Cube 1031 A 

Arlington, VA 22210 

iP-PSCD 

Office 

Arlington 

VA 

1 

Expires 2012 

inON. Glebe Road 

Cube 1033D 

Arlington, Va. 22201 

IP-PSCD 

Office 

Atlanta 

GA 

2 

Expires 2012 

401 West Peachtree Street 
NW 

Suite 2900 

Atlanta, GA 30308-3516 

IP-PSCD 

Office 

Baltimore 

MD 

1 

Expires 2012 

100 South Charles Street 
Tower One, 1 1 th Floor 
Baltimore, MD 21201 

us-visrr 

Office 

Baltimore 

MD 

40 

Leased 


IP-PSCD 

Office 

Baton Rouge 

LA 

1 

Expires 2012 

Lakeway One 

3900 N. Causeway 
Boulevard 

Suite 1400 

Metairie, LA 70002 

IP-PSCD 

Office 

Birmingham 

AL 

1 

Expires 2012 

182 St. Francis Street 

Suite 200 

Mobile. AL 36602 

IP-PSCD 

Office 

Bismarck 

ND 

1 

Expires 2014 

304 E. Broadway Avenue 
Suite 219 

Bismarck, ND 58501 

IP-PSCD 

Office 

Boston 

MA 

1 

Expires 2012 

Thomas P. O'Neil Jr. 

Federal Building 

10 Causeway Street 

Suite 447 

Boston, MA. 02222-1080 

IP-PSCD 

Office 

Brooklyn 

NY 

3 

Expires 2012 

39 North Pearl Street 

Second Floor 

Albany, NY 12207 

IP-PSCD 

Office 

Buffalo 

NY 

1 

Expires 2012 

335 Adams Street 

32nd floor 

Brooklyn, NY 11201 

IP-PSCD 

Office 

Charleston 

wv 

1 

Expires 2012 

BB&T Square 

300 Summers Street 

Suite 910 

Charleston, WV 25301 
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Division 

Type 

Cify 

State 

Office 

Personnel 

OA 

Expiration 

Date 

Building Address 

TP-PSCD 

Office 

Chicago 

IL 

3 

Expires 2012 

3161 West White Oaks 
Drive 

Suite 201 

Springfield, IL 62704 

iP-PSCD 

Office 

Cincinnati 

OH 

1 

Expires 2012 

550 Main Street 

Room i 0-503 

Cincinnati, OH 45202- 
5215 

[P-PSCD 

Office 

Columbia 

SC 

1 

Expires 2012 

107 Westpark Boulevard 
Suite 301 

Columbia, SC 29210 

IP-PSCD 

Office 

Des Moines 

lA 

I 

Expires 2012 

210 Walnut Street 

Suite 637 

Des Moines, !A 50309- 
2107 

IP-PSCD 

Office 

Detroit 

MI 

1 

Expires 2012 

330 Ionia Avenue NW 

Suite 302 

Grand Rapids, MI 49503- 
2350 

IP-PSCD 

Office 

Dover 

DE 

1 

Expires 2015 

500 West Loockerman 

Street 

Dover, DE 19904 

IP-PSCD 

Office 

El Paso 

TX 

I 

Expires 2012 

311 N. Florence Street 

Suite 301 

El Paso, TX 79901 

IP-PSCD 

Office 

Grand Rapids 

MI 

I 

Expires 2012 

Patrick V. McNamara 
Building 

477 Michigan Ave 

Suite 1000 

Detroit. MI 48226-2518 

IP-PSCD 

Office 

Greenwood Village 

CO 

I 

Expires 2012 

5619 DTC Parkway 

Suite 400 

Greenwood Village, CO 
80111 

IP-PSCD 

Office 

Guaybano 

PR 

1 

Expires 2012 

#15 Millennium Park 

Plaza 

Suite 530 

Guaynabo, PR 00968 

IP-PSCD 

Office 

Harrisburg 

PA 

1 

Expires 2012 

William J. Green Federal 
Building 

600 Arch Street 

Suite 7236 

Philadelphia. PA 19106 
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Division 

Type 

City 

State 

Office 

Pei^onnel 

OA 

Expiration 

Date 

Building Address 

IP-PSCD 

Office 

Honolulu 

HI 

1 

Expires 2012 

300 Ala Moana 

Boulevard 

Room 6-210 

P.O. Box 50046 

Honolulu. HI 96850 

IP-ISCD 

Office 

Houston 

TX 

12 

Expires 2010 


IP-PSCD 

Office 

Houston 

TX 

2 

Expires 20 1 2 

125 East John W. 

Carpenter Freeway 

Suite #300 

Irving, TX 75062-2709 

IP-PSCD 

Office 

Independence 

OH 

, 

Expires 2012 

Corporate Plaza I 

6450 Rockside Woods 
Boulevard South 

Suite 200 

Independence, OH 
44131-2230 

IP-PSCD 

Office 

Indianapolis 

IN 

1 

Expires 2012 

575 North Pennsylvania 
Street 

Suite 21 1 

Indianapolis, IN 46204 

IP-PSCD 

Office 

Irving 

TX 

1 

Expires 2012 

1801 Allen Parkway 
Houston. TX 77019 

IP-PSCD 

Office 

Jackson 

MS 

1 

Expires 2012 

100 West Capitol Street 
#840 

Jackson, MS 39269 

IP-PSCD 

Office 

Kansas Citv 

MO 

1 

Expires 2012 

1150 Grand Blvd 

Suite 510 

Kansas City, MO 64106 

IP-PSCD 

Office 

Las Vegas 

NV 

1 

Expires 2012 

100 City Parkway 

Suite 1510 

Las Vegas, NV 89106 

IP-PSCD 

Office 

Little Rock 

AR 

1 

Expires 201 2 

1 1 ! Center Street 

Suite 1700 

Little Rock, AR 72201 

IP-PSCD 

Office 

Los Angeles 

CA 

2 

Expires 2012 

725 South Figueroa 

Street, Suite 1300 

Los Angeles, CA 9001 7- 
5418 

IP-PSCD 

Office 

Louisville 

KY 

1 

Expires 2012 

Mazzoli Federal Building 
600 Martin Luther King, 

Jr. Place 

Room 377 

Louisville, KY 40202 

IP-PSCD 

Office 

Memphis 

TN 

I 

Expires 2012 

223 Rosa Parks Avenue 
Suite 400 

Nashville. TN 37203 
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Division 

Type 

City 

State 

Office 

Personnel 

OA 

Expiration 

Date 

Building Address 

iP-PSCD 

Office 

Metairie 

LA 

1 

Expires 2012 

2600 Citiplace Centre 

Suite 425 

Baton Rouge, LA 70808 

IP-PSCD 

Office 

Miami 

FL 

2 

Expires 2012 

3520 Thomasville Road 
Suite 301 

Tallahassee. FL 32309 

IP-PSCD 

Office 

Milwaukee 

WI 

i 

Expires 2012 

517 East Wisconsin 

Avenue 

Federal Courthouse 
(Room 572) 

Milwaukee, WI 53202 

IP-PSCD 

Office 

Minneapolis 

MN 

1 

Expires 2012 

U.S. Courthouse 

300 South Fourth Street 
Suite 750 

Minneapolis, MN 55415 

IP-PSCD 

Office 

Mobile 

AL 

1 

Expires 2012 

Daniel Building 

15 South 20th Street 

Suite 1125 

Birmingham, AL 35233 

IP-PSCD 

Office 

Morristown 

NJ 

1 

Expires 2012 

290 HQ Plaza 

Morristown, NJ 07960 

IP-PSCD 

Office 

Nashville 

TN 

1 

Expires 2012 

5350 Poplar Avenue 

Suite 204 

Memphis, TN 381 19 

IP-PSCD 

Office 

New Haven 

CT 

1 

Expires 2012 

265 Church Street 

Suite 1201 

New Haven, CT 06510 

IP-PSCD 

Office 

Norfolk 

VA 

1 

Expires 2012 

200 Granby Street 

Suite 640 

Norfolk, VA 23510 

IP-PSCD 

Office 

Oklahoma City 

OK 

1 

Expires 2012 

Lakepointe Towers 

4013 Northwest 

Expressway 

Suite 650 

Oklahoma City, OK 

73116 

IP-PSCD 

Office 

Omaha 

NE 

1 

Expires 2012 

2707 North 108th Street 
Suite 301 

Omaha, NE 68164 

IP-ISCD 

Office 

Philadelphia 

PA 

12 

Expires 2010 


IP-PSCD 

Office 

Philadelphia 

PA 

2 

Expires 2012 

Two Chatham Center 

1 12 Washington Place 

Suite 1610 

Pittsburgh, PA 15219 
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Division 

Type 

City 

. Office 

State „ , 

Personnel 

OA 

Expiration 

Date 

Building Address 

IP-PSCD 

Office 

Phoenix 

AZ 

1 

Expires 2012 

3200 North Central 

Avenue 

Suite 1450 

Phoenix, AZ 85012 

IP-PSCD 

Office 

Pierre 

SD 

I 

Expires 2015 

225 S Pierre Street 

Pierre, SD 57501 

IP-PSCD 

Office 

Pittsburgh 

PA 

I 

Expires 2012 

i7N. 2nd Street 

Suite 1702 

Harrisburg. PA 17101 

IP-PSCD 

Office 

Portland 

OR 

I 

Expires 2012 

805 SW Broadway 

Suite 520 

Portland, OR 97205 

iP-PSCD 

Office 

Raleigh 

NC 

I 

Expires 2012 

4700 Falls of Neuse Rd 
North Tower, Suite 295 
Raleigh, NC 27609 

IP-PSCD 

Office 

Richmond 

VA 

1 

Expires 2012 

Main Street Centre 

600 E. Main Street 

Suite 1910 

Richmond, VA 23219 

IP-PSCD 

Office 

Sacramento 

CA 

2 

Expires 2012 

550 West C Street 

Suite 660 

San Diego, CA 92101 

IP-PSCD 

Office 

Saint Louis 

MO 

i 

Expires 2012 

Thomas F. Eagleton U.S. 
Courthouse 

1 1 1 South 10th Street 

Suite 1 1 

Saint Louis, MO 63102 

IP-PSCD 

Office 

Salt Lake City 

UT 

2 

Expires 2012 

American Plaza II 

57 West 200 South 

Suite 450 

Sait Lake City, UT 
84101-1610 

IP-PSCD 

Office 

San Antonio 

TX 

1 

Expires 2012 

One International Center 

100 NE Loop 410 

Suite 1200 

San Antonio, TX 78216 

IP-PSCD 

Office 

San Diego 

CA 

1 

Expires 2012 

501 I Street 

Suite 9-500 

Sacramento, CA 95814- 
2322 

IP-PSCD 

Office 

San Francisco 

CA 

2 

Expires 2012 

345 Spear Street 

Suite 530 

San Francisco, CA 94105 

IP-PSCD 

Office 

Seattle 

WA 

1 

Expires 2012 

2101 4lh Avenue 

Suite 1600 

Seattle, WA 98121 | 
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Division 

Type 

City 

State 

— 

Office 

Personnel 

OA 

Expiration 

Date 

Building Address 

IP-PSCD 

Office 

Springfield 

IL 

1 

Expires 2012 

525 West Van Buren 

Street 

Suite 900 

Chicago, IL 60607 

IP-PSCD 

Office 

Tallahassee 

FL 

I 

Expires 2012 

10350 NW U2th Avenue 
Miami, FL 33178 

IP-PSCD 

Office 

Tampa 

FL 

1 

Expires 2012 

501 East Polk Street 

Suite 1101 

Tampa, FL 33602 

IP-PSCD 

Office 

I'opeka 

KS 

1 

Expires 2013 

444 SE Quincy Street 

Room 183 (Mail Box 
#17) 

Topeka, KS 66683 

RMA, 

CS&C 

Office 

Washington 

DC 

171 

2/1/2014 

650 Massachusetts Ave. 
NW 

Washington, DC 22201 

IP, ous 

Office 

Washington 

DC 

149 

N/A 

3801 Nebraska Ave. NW 
Washington, DC 20016 


Within the National Capita) Region (NCR), NPPD has added one new facility in FY 2010 and is in the process 
of completing three additional facilities that should be ready for occupancy in FY 20 1 0 and F Y 2011. 


1 Ncn NPPD Facilities in the NCR 

NPPD Subcomponent 

Location 

Status 

Office of Infrastructure Protection 

Crystal Drive, Arlington VA 

Occupied in Jan. 2010 

Office of Infrastructure Protection 

Jefferson Davis Hwy, Arlington 

VA 

Scheduled for occupancy June 

2010. 

Office of Infrastructure Protection 

Courthouse Rd, Arlington VA 

Scheduled for occupancy 

December 2010, 

US-VISIT 

Wilson Blvd, Arlington VA 

Scheduled for occupancy October 
2010. 


Outside the NCR, NPPD’s Office of Infrastructure Protection (IP) has added office locations in Providence, 
Rhode Island. Cheyenne, Wyoming, Boise, Idaho, Manchester, New Hampshire and Williston, Vermont, in FY 
20 1 0. IP field sites scheduled to come on line during the remaining months of FY 20 1 0 include Helena, 
Montana, Portland, Maine and Los Angeles, California. Additionally, IP field sites scheduled to come on line 
in FY 201 1 include Philadelphia, Pennsylvania and St. Louis, Missouri. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE C.A. Dutch Ruppersberger 

Deputy Undersecretary Philip Reitinger and 
Deputy Assistant Secretary for Cybersecurity and Communications 
Rear Admiral Michael Brown 
National Protection and Programs Directorate 


Einstein among Sccurit>' Operations Centers 

Question: As the Department works on Einstein, what is DHS doing to ensure that the Security Operations 
Centers in individual agencies (which are a critical part of the overall Federal Government response to cyber 
incidents) are enabled to achieve their mission? What efforts are you making to have this as a partnership with 
the other Departments and Agencies? Is the Department being inclusive about Einstein technology? Is the 
Department taking into consideration that Federal "cloud” initiatives may not be a part of the Trusted Internet 
Connections (TICs)? 

ANSWER: The Department's National Cyber Security Division (NCSD) maintains collaboration and 
coordination through a recurring technical-interchange of processed alert data with federal agency Security 
Operations Centers (SOCs) to mitigate vulnerabilities and respond to threats and attacks. As part of this 
interchange, NCSD’s operational branch, the United States Computer Emergency Readiness Team (US-CERT), 
works directly with agencies to confirm potential incidents when US-CERT identifies anomalous activity 
traversing EINSTEIN 2 sensors. If an incident is confirmed, US-CERT will work with the agency to mitigate it 
within the agency network and produce the appropriate product to alert other agencies to the potential threat 
and/or vulnerability. 

However, at times, the contextual threat information that underlies EINSTEIN data is of a classified nature. 
Improved information sharing and collaboration using classified networks is being enabled, in part, by federal 
agency implementation of the Trusted Intemei Connections (TIC) Initiative led by the Office of Management 
and Budget and the Department under the Comprehensive National Cybcrsecurity Initiative. The TIC 
Reference Architecture requires that each agency serving as a TIC Access Provider (TICAP) satisfy 51 critical 
capabilities, which were developed in an interagency working group. Among these capabilities, each TICAP’s 
SOC must maintain appropriately credentialed 24x7 staffing, the capability to handle national security 
information based on the requirements established by the Committee for National Security Systems and the 
capability to house TS/SCI equipment in a compartmenlcd secure facility. Once a TICAP agency implements 
the riC Initiative, its SOC will be better enabled to achieve its mission through access to classified threat data 
or relevant contextual threat information. 

As discussed above, the TIC Initiative’s 51 critical capabilities were developed in an interagency working 
group. Among those capabilities is that Federal Executive Branch civilian departments and agencies participate 
in the EINSTEIN program either as a TIC Access Provider or by seeking service through a TIC Access Provider 
or through a General Services Administration Networx Managed Trusted Internet Protocol Services vendor. 
Additionally, US-CERT is developing an agency-specific rejxirt product to help each agency understand the 
activity that EINSTEIN detects for that agency against aggregated constituent data. As US-CERT develops this 
product, it is working with its Federal Executive Branch civilian agency partners to ensure the product’s 
contents meet their needs. 
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The Department is inclusive with respect to EINSTEIN 2. Unlike EINSTEIN I, which was a voluntary 
program for departments and agencies, EINSTEIN 2 coverage is mandated for Federal Executive Branch 
civilian agencies under the TIC Initiative. As such, each agency’s external access points, at its respective TIC 
locations, will be monitored by EINSTEIN 2 sensors. At the same time, the Department recognizes the benefits 
an agency finds in accessing EINSTEIN flow data. During each EINSTEIN sensor installation, NCSD 
discusses Netflow data access with the federal agency. Similarly, US-CERT will be evaluating Netflow and 
other EINSTEIN training requirements for federal agencies and will provide periodic training in FY 2011 to 
improve agencies’ direct access to EINSTEIN flow data. 

As part of the Federal Cloud Initiative started in October 2009, the IT Infrastructure Line of Business started the 
Cloud Computing Security Working Group (CCSWG). The CCSWG is an inter-agency group including DHS, 
the GSA, National Institute of Standards and Technology (NIST) and other sponsoring agencies under the Chief 
Information Officer (CIO) Council. The CCSWG is developing processes for performing joint security 
authorization and continuing oversight of large outsourced, multi-agency systems; however, its initial focus is 
on cloud computing environments. DHS is working with the CCSWG to ensure appropriate security controls 
protect Federal Government information wherever it is stored, processed or transmitted, on the basis of the 
sensitivity of the information and risk environment. As DHS and the other agencies collectively gain more 
experience with federal cloud initiatives, DHS will continue to update the Trusted Internet Connections (TIC) 
Initiative. It is expected there will need to be a combination of approaches that include the TIC Initiative and 
Cloud Computing. Cloud Computing environments, which handle some types of Federal Government 
information requiring access controls, may need to use private Cloud Computing environments including TIC 
protection. There are also other types of Federal Government information that do not have access controls, do 
not require TIC protection or are already hosted in other Cloud Computing environments. 


Governance, Risk and Compliapce 

Question: What is the Department doing to understand how the State Department has successfully moved from 
the paperwork exercise of certification and accreditation under FISMA to a continuous monitoring framework? 
How can the Governance, Risk and Compliance approach being implemented at State Department be adopted 
by Other Federal Agencies? 

ANSWER; Since the late fall of 2009, NCSD’s Federal Network Security (FNS) Branch initiated a project to 
“productize” the Department of State (DOS) iPost solution and develop an implementation guide for other 
federal departments and agencies to leverage in order to implement similar capabilities efficiently and 
effectively. In addition, Vivek Kundra, 0MB Federal CIO, recently tasked FNS to evaluate best practices for 
continuous monitoring at DOS, the Department of Justice (DOJ) and the Department of the Treasury (Treasury) 
to better understand how they might scale best of breed solutions across the federal enterprise. 0MB has 
requested that DOS, DOJ and Treasury coordinate with DHS on a comprehensive assessment of their 
monitoring systems. These efforts are ongoing with a draft implementation guide scheduled to be published in 
the summer of 20 1 0. 

NCSD’s FNS Branch is currently working with DOS on their iPost continuous monitoring solution. FNS is 
also evaluating existing continuous monitoring solutions from a technical and business perspective for potential 
deployment throughout the Federal Government. The scope of this eflort includes: 

• Reviewing Computing Environment Continuous Monitoring solutions developed at DOS, DOJ and 
Treasury; 

• Reviewing business rules/algorithms; 
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• Reviewing technical architectures; 

• Determining government off-the-shelf vs. commercial off-the-shelf (COTS) components 

• Understanding COTS acquisition vehicles; 

• Reviewing lessons learned and organizational impact; 

• Deciding best of breed or blended solution; and 

• Developing an implementation guide for federal dep^ment and agency use in implementing similar 
capabilities in a cost effective and efllcient manner. 

In addition, FNS Information Systems Security Line of Business procurement vehicles may be leveraged, 
allowing agencies to purchase information systems security tools and services that could be implemented into 
their continuous monitoring solutions. 


Authentication and Malware 


Question: As the Department consider approaches to strong authentication (which I understand is one of your 
priorities and of course the President called for an effective identity management strategy in his Cyberspace 
Policy Review), what are you doing to understand what is working and what is not working? Are you looking 
at successful models to adopt effective risk-based authentication strategies such as what has been done in the 
financial industry (Federal, state and local law enforcement agencies are also adopting risk-based authentication 
approaches)? Is the Department consulting with experts in the private sector on this topic? Have a variety of 
authentication methodologies been considered based on risk? Do you feel that you understand how malware, 
which has been rapidly developing in the wild, is compromising identities and credentials in both the public and 
private sector? Has US-CERT shared weaknesses and attack information on HSPD-12 with Congress. 0MB, 
and Departments and Agencies? 

ANSWER: The DHS is actively pursuing development and implementation of an ICAM strategy for the 
Department in line with the Federal Identity, Credential and Access Management (FICAM) guidelines issued by 
the Federal CIO Council. This effort Includes understanding lessons learned and best practices in the area of 
user authentication. 

The Department recognizes the need for an ICAM Program Management Office (PMO) to coordinate ail 
departmental ICAM initiatives. The PMO; 

• Coordinates with other federal agencies (for example, U.S. Department of Agriculture, Department 
of Health and Human Services and Department of Defense) to determine lessons learned and best 
practices 

• Actively participates in federal and industry meetings related to ICAM (including user 
authentication) 

• Consults with industry experts the determine trends, innovations, lessons learned and best practices 
(specifically key innovators and integrators in the field of lAM) 

• Works with NIST to determine research, standards and best practices 

• Gathers and reviews research materials (through industry research groups) 

• Performs pilots (for example, Backend Attribute Exchange, logical access pilots with Personal 
Identity Verification) 

• Performs Analysis of Alternatives 

DHS is also leading a cross function initiative to develop the National Strategy for Secure Online Transactions 
and, as part of that effort, is gathering lessons learned for use within the Department. 
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In our continued pursuit of innovation and improvement DHS actively communicates and partners with industry 
to discover innovative solutions and determine lessons learned and best practices. DHS is a primary partner for 
federal, state and local law enforcement agencies and has been active in the Law Enforcement information 
sharing environment. Approaches are being developed to manage transaction risk with these partners through 
the proper matching of personnel attributes; data attributes and legal restrictions; and authentication 
technologies. DHS is also actively working with the private sector and leaders of industry through the 
development of the National Strategy for Secure Online Transactions and is gathering lessons learned for use 
within the Department. 

There has been significant private sector involvement, such as the IT Sector Coordinating Council, the National 
Security Telecommunications Advisory Committee and the Enduring Security Framework. Various 
authentication methodologies and technologies are being analyzed and considered within the national strategy; 
however, adopted methodologies and technologies must be neutral and based on open standards. 

Through digital media analysis, reverse engineering and open source research on malware delivery trends, 
NCSD's US-CERT is aware of a range of malware threats the techniques used by nefarious actors to exploit 

identities and credentials in both the public and private sectors. Actors use a variety of automated tools, also 
known as Crimeware kits, to package artifacts for the delivery of malware. The artifacts (for example, 
malicious .pdf documents) are usually included with specifically crafted unsolicited emails, also known as 
phishing or spearphishing messages, targeting a user or an organization. These unsolicited emails appear to be 
legitimate to the recipient who opens it and any attached files or links, which may result in the compromise of 
that person's system. In other cases, malware is delivered via infected websites or social networking tools, all 
of which have substantially contributed to the trend and has opened new vectors for exploitation, particularly 
through mobile devices. 

The US-CERT has published numerous products on this type of malicious activity including Security 
Awareness Reports (SAR) (for example, SAR-09-351-01 - Advanced Zeus Spam Campaigns) and a Technical 
Information Paper on threats to mobile devices, which have been made available to partners and the public 
through the Government Forum of Incident Response and Security Teams and US-CTERT portals. 

US-CERT shares weakness and attack information on Homeland Security Presidential Directives (HSPD)-12 
infrastructure with Federal Executive Branch civilian community through a secure portal. US-CERT maintains 
a range of products and capabilities to promote coordination among federal department and agencies regarding 
cybersecurity threats and vulnerabilities. When US-CERT identifies a vulnerability within, or an attack against, 
any hardware or software platform with a potential impact to federal civilian systems, US-CERT collaborates 
with the technology vendor, or impacted party, to develop the appropriate mitigation strategies. These 
strategies are distributed to the federal department and agencies, as well as the 0MB, in an SAR through the 
secure portal. If US-CERT identifies a threat or vulnerability within hardware or software used to implement 
HSPD-12 that could potentially have a significant impact on the Federal Government, US-CERT releases a 
SAR and works with the targeted department or agency to understand the impact and mitigate the threat. 

US-CERT also posts Technical Cybersecurity Alerts and Vulnerability Notes through a public-facing website 
and has published vulnerabilities regarding smart cards and hardware that interfaces with these products. US- 
CERT encourages federal stakeholders to monitor the website for information concerning vulnerabilities 
specific to the hardware and software products they use. 
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Baseline lafonnatioa on Attacks 


Question: Other than declassifying some of the CNCI, what efforts are you taking to create a baseline of 
information on attacks and incidents that can be openly shared (TI P level) without hurting intelligence 
operations, offensive operations, or entity reputations? 

ANSWER: NCSD's US-CERT docs not hold cl^siflcation authority and, thus, relics upon the originating 
organization to declassify, or provide the tear-line information. US-CERT's goal is to share as many indicators 
as possible with the federal agencies at the Unclassified//For Official Use Only (U//FOUO) level, without 
alerting the threat actor and, thereby, causing the actor to shift Technique Tactics and Procedures (TTPs) to 
avoid detection. This is one of the most challenging asf^cts of US-CERT’s mission space because there is a 
push to disseminate information as quickly as possible to the widest possible audience. Thus, when US-CERT 
receives a TTP associated with a ‘"classified” threat, US-CERT will always ask the reporting entity to provide 
the tear-line reporting or the computer network defense indicators at the U//FOUO level. When U//FOUO 
indicators are provided, US-CERT coordinates with the law enforcement and intelligence communities to 
deconflict equity information and assess the risk of “exposing” the knowledge of the threat’s TTPs. To share 
this information with federal agencies, US-CERT maintains a secure portal for sharing emerging threat 
indicators and hosts a classified monthly meeting to disseminate classified indicators and background on threat 
actors and to provide a forum to foster open discussion on how agencies are mitigating attacks. 
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QUESTIONS FOR THE RECORD SUBMITTED BY 

THE HONORABLE ALAN B. MOLLOHAN 

Deputy Undersecretary Philip Reitinger and 
Deputy Assistant Secretary for Cybersecurity and Communications 
Rear Admiral Michael Brown 

National Programs and Protection Directorate 


Supercomnuting Sensor Technologies: 

Question: Does DBS have any plans lo incorporate supercomputing sensor technologies into programs such as 
Einstein for real time cybersecurity situational awareness? 

ANSWER: The Department of Homeland Security does not have any plans at this time to incorporate 
supercomputing sensor technologies into programs, such as EINSTEIN, for real time cybersecurity situational 
awareness. 
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